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Abstract

Human trafficking represents the second most profitable criminal activity in the world. Here, based on the snowball sampling
method, we obtained a novel dataset of a human trafficking network on the southern border of Mexico. This dataset was used
to construct an unweighted and undirected graph that represents the interactions of the trafficking network. Our analysis
reveals a moderate level of centralization at 44.32% and a medium density of 0.401, indicative of a structural balance that
facilitates the coordination of criminal activities without a single actor’s dominance. Addressing the challenge posed by
the network’s minimal cohesiveness, which hampers the sharing of resources among members, we assess four dismantling
strategies: random removal, targeting hubs and brokers, a human capital-focused approach, and Generalized Network Dis-
mantling (GND). Our findings underscore the efficacy of targeting moderately connected actors, a strategy that disrupts the
network’s resilience and operational capacity by severing important but inconspicuous connections, thereby destabilizing the
network’s efficiency subtly and avoiding immediate alert to the dismantling activities. This work is a significant contribution

to the field of criminal network modeling and analysis.
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1 Introduction

Human trafficking is a ruthless crime that seeks to exploit
people for different purposes. The International Labor
Organization estimates that there are 40.3 million people
who are victims of this crime, which represents the second
most profitable criminal activity in the world after weapon
trafficking (Forced labor, modern slavery, and human traf-
ficking 2014). Human trafficking has persisted over the
years because there is a market for exploiting individuals
for affordable prices. As long as the social demand continues
to exist, it will continue to be addressed, perpetuating this
heinous crime (Casillas 2011).
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Mexico has one of the highest rates of human traffick-
ing in the world (United States Department of State 2021).
This can be attributed to institutional instability, discrimi-
nation, corruption, and other causes. There have been very
few efforts taken to combat human trafficking in the country.
The violence unleashed in Mexico in the twenty-first century
to combat drug trafficking has demonstrated that tear-down
techniques based on the elimination of random individuals
were ineffective (Dell 2015). Human trafficking, as any other
form of criminal activity, is a complex problem that requires
a multidisciplinary approach for its effective prevention and
combat. The numbers of human trafficking victims are noto-
riously inaccurate, and estimates may range from a high to
10 times that of the minimum (Aronowitz 2009).

Social networks and the respective collection of data
within criminology have received considerable interest in the
scientific community to abstract illicit networks (Bindu et al.
2017; Granados and Nicolas-Carlock 2021). The study ‘Dis-
rupting resilient criminal networks through data analysis: The
case of Sicilian Mafia’ offers valuable insights into strategies
employed in different contexts, specifically focusing on the
Sicilian Mafia. It highlights the challenges and methodolo-
gies pertinent to disrupting highly resilient criminal networks
using data analysis (Cavallaro et al. 2020). The actors in a
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criminal network, which are the nodes in a network, are most
often people but occasionally organizations. Criminals are
connected as family, friends, or rivalries; these connections
are represented by the edges in a network (Faust and Tita
2019). Studying how elements of a network are connected
can help uncover salient patterns in the criminal network.
The connections between data elements are often assumed to
be observed, at least partially. However, in many real-world
applications, the configuration interpretation is not given a
priori and needs to be inferred from the available data.

Strategies for the disintegration of criminal networks
have been largely proposed in the literature, for example,
by deleting nodes randomly, Keegan et al. (2010), or sim-
ply removing nodes with essential connections, Duijn et al.
(2014). More complex techniques like social network analy-
sis (SNA) can help find weak points in the criminal net-
work, supporting a more thorough investigation and more
efficient network application decision-making (Duijn and
Klerks 2014). Different stages of women trafficking and the
structure of criminal networks in the Netherlands are studied
in Diviak et al. (2021). The authors found that actors were
likely to form ties with each other in the stages of recruit-
ment, accommodation, and exploitation, but not in the stages
of transport and finance.

Another example is in terrorist networks. It was found
that removing nodes with a lot of connections and subse-
quently removing nodes with privileged roles were equally
beneficial in diminishing the network (Xu and Chen 2003).
Contrastingly, with the criminal organization ‘Cosa Nostra’,
network analysis was employed to devise the most effective
assault strategies. It was determined that actors affiliated with
this mafia syndicate were crucial in the network’s operation,
thereby focusing on these individuals was key to disrupting
the network (Musciotto and Micciche 2022). The criminal
intelligence network discovered that by removing just 2%
of the nodes, the network could be dismantled (da Cunha
and Gongalves 2018). Crime disruption strategies strongly
depend on both network topology and network resilience
(Duijn et al. 2014). In Dimas et al. (2022), the authors pro-
vide a systematic literature review related to the anti-human
trafficking domain; they identify current trends in method-
ologies, theoretical approaches, data sources, trafficking
contexts, target regions, and victim—survivor demographics.

In this paper, we are focused on Chiapas, which is one
of Mexico’s poorest states. Located in the southeast of the
country, it has a border with Guatemala that stretches for
658 km (Secretaria de Seguridad y Proteccién Ciudadana
del Estado de Chiapas 2020). There are three very common
ways to attract a person for human trafficking in Chiapas.
One example is foreigners from Central and South America,
as well as a few Asians, Caribbeans, and Africans, who seek
to go to Mexico to enter the USA. They arrive in Chiapas
and search for jobs in the area while they figure out how to
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keep moving forward. Very commonly, they turn to illicit
nightlife companies because of their immigration status,
where they end up being exploited for labor. Another case
occurs when Central Americans are promised a decent job
in Chiapas so that they can get out of poverty. They ask for
little money to help them cross the border and promise them
a stable life, yet these people are being recruited to exploit
them. The last case occurs when someone in a vulnerable
situation is approached by a person in a park, a nightclub, or
a shopping center offering them work or a love relationship
and ends up being exploited (Casillas 2011). A discussion
of this diversity of scenarios has been addressed by Cam-
pana and Varese (2016), Campana (2020), the authors offer
empirical evidence of the key building blocks of smuggling,
and how smuggling can turn into trafficking.

To abstract the social interaction between the criminals
in a human trafficking network in Chiapas, we developed
a social network analysis. By collecting real data with the
snowball sampling methodology from a border state in the
southern part of Mexico, with the human traffic network,
we performed a network analysis to further characterize and
then understand the criminal organization in Tapachula, Chi-
apas. Consequently, we evaluate the potential dismantling
strategies and their respective limitations.

2 Methodology

In this section, we present the fundamental concepts to pro-
vide the necessary tools to abstract real-world situations into
a mathematical framework allowing the application of vari-
ous algorithms and analytical techniques to understand and
manipulate networks effectively.

2.1 Graphs

Graph theory studies the properties of graphs, which are
mathematical structures modeling pairwise relationships
between objects. A graph G is defined as a pair (V(G), E(G)),
with V(G) being a non-empty set of vertices or nodes, and
E(G) being a set of unordered pairs of vertices, known as
edges. These edges may be directed, indicating a one-way
relationship, or undirected, implying a bidirectional relation-
ship. This distinction is crucial in representing various phe-
nomena, such as the flow of information, money, or goods
(West 1996; De Nooy et al. 2018).

To represent the structure of graphs, the adjacency
matrix, denoted by A, is widely used. This square matrix
captures the connections between vertices: A;; = 1 if there
is an edge from vertex i to vertex j, and A,; = 0 otherwise.
In a simple graph, this matrix is symmetric (4;; = 4;,) and
has zeros along its diagonal (A;; = 0 for i = j), reflecting
the absence of loops. The adjacency matrix is crucial for
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executing graph computations and compactly storing the
graph for algorithmic processing (West 1996).

The concept of an eigenvector X of a matrix A is funda-
mental. It is defined as a nonzero vector that, when multi-
plied by A, produces a scalar multiple of itself, AX = AX,
with 4 being the corresponding eigenvalue. This concept is
pivotal in analyzing graphs’ properties, including network
connectivity, stability, and centrality measures, by revealing
inherent structural characteristics (Strang 2016).

The Laplacian matrix, denoted by L, is another critical
construct, formulated as L = D — A. Here, D is the degree
matrix, a diagonal matrix listing the degree of each ver-
tex, and A is the adjacency matrix. The Laplacian matrix
is symmetric and positive semidefinite, ensuring that for
any vector Z in R", the quadratic form Z' L7 is non-negative.
The eigenvalues of the Laplacian are always non-negative,
and its eigenvectors are orthogonal to each other, reflecting
the structural properties of the graph. These characteristics
make the Laplacian matrix an invaluable tool in analyzing a
graph’s structure, connectivity, and the network’s potential
resilience and response to changes.

2.2 Graph metrics

In network analysis, key graph metrics, such as density,
diameter, and mean degree, serve as vital indicators of struc-
tural characteristics. The density p of a graph is the ratio of
the number of edges m to the maximum possible number of

edges, yielding p = n(i’fl), which measures the network’s

overall connectivity. The diameter of a graph represents the
maximum geodesic distance between any two vertices, sig-
nifying the network’s maximum breadth. The mean degree
¢, calculated as ¢ = 27'", indicates the average connectivity
and is integral to understanding the network’s redundancy
and robustness against node failures. Collectively, these met-
rics offer insights into the network’s complexity, cohesive-
ness, and resilience, critical for devising effective strategies
for network manipulation and intervention (Newman 2010).

2.2.1 Centrality measures

Centrality is a principal concept in network analysis, signify-
ing the importance of vertices within the graph structure.
Degree centrality for a vertex v is denoted as Cp(v) = k,,
where k, is the number of edges incident to v. This measure
serves as an indicator of the node’s immediate influence
within the network. In directed networks, degree centrality
is bifurcated into in-degree ki” and out-degree k2’ centrality.
Eigenvector centrality Cg(v) assigns relative scores to all
nodes in the network based on the principle that connections
to high-scoring nodes contribute more to the score of the
node in question. Mathematically, it is given by the equation

X, = i ZIGM(V) x,, where x, is the eigenvector centrality of
vertex v, M(v) is the set of neighbors of v, and 4 is a constant.
Betweenness centrality Cyz(v) captures a node’s intermediacy
in connecting pairs of nodes, quantified as

Cp") = X 6;—0), where o, is the total number of shortest

paths from node s to node 7, and o,,(v) is the number of those
paths that pass through v. Closeness centrality C.(v)
inversely relates to the average length of the shortest paths
to reach all other nodes from a given node v, represented as
Ce(v) = m, where d(v, t) is the shortest-path distance

between v and ¢. Collectively, these measures elucidate vari-
ous facets of nodal prominence within network dynamics
(Newman 2010).

2.2.2 Network components and connectivity

A network’s structure can be dissected into distinct groups,
known as components, which are segments where each ver-
tex is reachable from any other within the same segment
via at least one path. These are self-contained in the sense
that no additional connections exist to vertices outside the
group while maintaining this reachability. The concept of a
connected network is one where a single, all-encompassing
component exists, encompassing all vertices. Conversely,
in networks composed of multiple disjointed segments,
each segment stands as an independent component. When
represented mathematically, the connectivity of a network
with multiple disjoint segments is depicted in an adjacency
matrix partitioned into isolated blocks along the matrix’s
diagonal, indicating isolated interaction within components
with zero connectivity between them. This block diagonal
structure is emblematic of the network’s segmented con-
nectivity, Newman (2010).

2.2.3 Clustering and community detection

In the realm of network analysis, the concept of partitioning
a network is crucial and commonly addressed through the
clustering coefficient. This coefficient, symbolized as C;,
quantifies how close a node’s neighbors are to form a com-
plete subgraph, essentially a clique. This measure is particu-
larly insightful for uncovering tight-knit groups or communi-
ties within a network. Mathematically, the clustering

. .. 2,
coefficient for a node i is defined as C; = D’ where ¢,

represents the number of triangles involving the node i, and
k; is the degree of the node, indicating the total number of
links connected to i. A C; value of O signifies no connectivity
among a node’s neighbors, whereas a value of 1 denotes a
complete interconnection. The average clustering coefficient
across the network provides an aggregate measure of the
propensity for cluster formation. Community detection
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techniques leverage this and other metrics to delineate the
network’s subdivision into communities, aiding in the under-
standing of the network structure and function, Saramiki
et al. (2007).

2.3 Rolesin networks

Within the framework of network theory, certain nodes
emerge as highly influential due to their structural positions.
Hubs are recognized as nodes with an extensive number of
connections, positioning them as influential components in
the network topology. These hubs serve as critical points
for the dissemination and aggregation of information or
resources throughout the network. On the other hand, bro-
kers play a pivotal role as intermediaries within the net-
work’s communication pathways. A broker’s influence is
measured by their level of betweenness centrality, which
quantifies the number of times a node acts as a bridge along
the shortest path between two other nodes. Brokers facilitate
interactions between otherwise disconnected nodes and can
control the flow of information, thereby holding strategic
positions within the network (Newman 2010). Together,
hubs and brokers are vital for maintaining network cohe-
sion and efficiency, influencing the dynamics and resilience
of the network structure.

2.4 Fragmentation and network resilience

A more precise measure of network fragmentation calculates
the number of disconnected node pairs. Given the adjacency
matrix B, where b, ;; represents the connection status
between nogl%s %; and j, the fragmentation F can be defined
asfF=1--—+=F

b . i
(—KI)A’ Here, F = 1if no node is connected
nin—

to another, and F' = 0 if all nodes are interconnected, indicat-
ing a complete graph (Borgatti 2002).

3 Data

The snowball sampling method addresses the challenges
inherent in studying covert networks, such as those involved
in illicit activities. This approach, first conceptualized by
Leo A. Goodman in 1961, is a technique to uncover network
members through successive recruitment. Starting with a
random sample, each participant is asked to identify further
individuals within the network; thus, the sample grows pro-
gressively larger like a rolling snowball. This methodology
has been employed to maximize the identification of individ-
uals within a network, particularly useful in scenarios where
members are not openly known (Goodman 1961; Campana
and Varese 2022; Robins 2015).

We employed this method to study the trafficking network
in Tapachula, using basic interviews to identify and under-
stand the network members (Goodman 1961). Interviews
were conducted online with various stakeholders, including
victims, traffickers, and ex-convicts, within the Soconusco
region. We ensured that ethical considerations were at the
forefront of our methodology, especially given the sensitive
nature of the information and the potential ongoing involve-
ment of some individuals in trafficking networks. The data
gathering phase occurred during June, July, and August of
2020. To preserve the anonymity and safety of all involved,
including authors, victims, interviewees, and the interviewer,
we used coded identifiers for all participants. The primary
source of contact and information came from an individual
well-versed in conducting and publishing interviews within
this domain. This individual’s insights were instrumental
in connecting with people impacted by trafficking, either as
victims or participants.

Table 1 delineates the various roles identified within
human trafficking network in Tapachula, based on the find-
ings from our interviews and corroborated by the literature
(Casillas 2011).

Table 1 Roles in the human

. N Role Definition
trafficking network in

Tapachula, Chiapas Caretaker

Company
Body Guard
Estafeta
Exploiter
Public Servant
Guide
Participant
Raitero
Recruiter

Recruiter/Victim

Person in charge of maintaining order between the treaties and monitor their results
Entity that ‘hires’ people to exploit them

Person who hires transportation to cross migrants from Guatemala to Mexico
Inform others about possible operations that affect the network

Manages trafficking activities in the network

Government worker who allows the networks to exist in exchange for money
Responsible for passing migrants across the border Colloquially called ‘pollero’
Police that allow trafficking and take advantage of it

The driver of the network

The person who enrolls others in trafficking through deceit

The person who enrolls others in trafficking and was previously a victim of the network

@ Springer



Social Network Analysis and Mining (2024) 14:84 Page50f14 84
B,
By
G
G
P3 Py
Rex G3
G
Rv, Re;
Ex;
G
Ra, Exy
Rvy Res
G P, Ps;
Ras
Es;
Ray Es Ps;
Exz
Es3 Cs
Ce
Co,
Ras
Ray C.
Coy ¢

Fig.1 Social interactions of the human trafficking network of Chia-
pas, Mexico. The actors of the network (gray circles) are labeled as
follows: Caretaker (C;), Company (Co;), Body Guard (B;), Estafeta
(Es;), Exploiter (Ex;), Public Servant (Ps;), Guide (G,), Participant

Our initial contact with members of the criminal network
was facilitated through collaboration with non-governmen-
tal organizations (NGOs) focused on victim assistance and
reintegration, as well as working with reformed ex-convicts
to gain deeper insights into the trafficking industry. These
NGOs, operating across different states in Mexico, provided
invaluable contacts and narratives, contributing to a richer
understanding of the traffickers’ behaviors and relationships.

During our investigation, we managed to conduct inter-
views with five survivors of human trafficking and three
ex-convicts. Their testimonies shed light on the organiza-
tional structure and operations of the trafficking network
but offered limited insight into personal connections among
the criminals. Subsequent interviews with individuals still
actively involved in trafficking revealed the roles and dynam-
ics within the network, although some chose to remain vague
about their exact involvement.

In reconstructing the network, we focused on gathering
detailed information about the participants, their roles, and
the activities within the network. The compilation of ques-
tions was designed to elicit comprehensive responses, con-
tributing to the accuracy of the network’s portrayal. This
methodical approach led to interviews with a total of five

(P,), Raitero (Ra;), Recruiter (Re;), and Recruiter/Victim (Rv;). The
subindex i indicates the number of the actor in case exist more than
one in that position. Blue lines represent the connections with the
respective

survivors, six ex-convicts, and eleven individuals still active
in trafficking at the time of the study. The validation of rela-
tionships was meticulously confirmed by cross-referencing
between interviewees, ensuring only substantiated connec-
tions were included. Individuals solely victimized and not
involved in the network’s operations were excluded from
the data.

The resulting network consists of 34 nodes, represent-
ing the actors, and 225 undirected edges, symbolizing the
reciprocal relationships, see Figure 1. While acknowledging
the simplicity and constraints of using undirected graphs,
the richness and asymmetry of directed relationships in the
future models could provide more nuanced insights into the
hierarchical and influence dynamics within the network.
The limitations inherent in criminal network analysis, espe-
cially concerning incomplete data, are well-documented and
acknowledged in our study, informing our interpretation
and analysis of the network (Granados and Nicolas-Carlock
2021; Ficara et al. 2021).

We further delve into the intricacies of the network
by examining the value chain of criminal activities. This
approach, aligned with the work of Ficara et al. (2022),
views the network as a series of interconnected activities
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enhancing the value of information, goods, and human capi-
tal at each stage. The Tapachula trafficking network operates
as a sequential value chain, beginning with recruitment and
culminating in exploitation. Each participant, from recruit-
ers to financial managers, contributes specific resources and
skills, emphasizing the importance of understanding each
link in the chain for effective intervention strategies. This
comprehensive view of the value chain aids in identifying
key intervention points and understanding the full scope of
the human trafficking operation in Tapachula, Chiapas.

4 Network dismantling strategies

Network dismantling is a crucial process based on the spec-
tral properties of the Laplacian matrix, which reflects the
connectivity of the graph it represents, providing a crucial
analysis for understanding network resilience and develop-
ing systematic dismantling strategies (Fig. 1). In the study
of networks, especially those of illicit or covert operations,
dismantling strategies are crucial for understanding how to
disrupt the network effectively. In our analysis, we have con-
sidered the following methods:

e Random Node Removal: This baseline strategy involves
the arbitrary selection and elimination of nodes from
the network. It serves as a control scenario to gauge the
effectiveness of more strategic interventions.

e Removal of Hubs and Brokers: This strategy targets the
most connected nodes (hubs) and nodes that act as criti-
cal connectors or bridges between different parts of the
network (brokers). By removing these nodes, the net-
work’s efficiency in information transfer and resource
distribution is significantly reduced.

e Removal Based on Human Capital: In networks involving
individuals, such as criminal networks, nodes are evalu-
ated based on their ‘human capital,” which can include
factors such as influence, knowledge, or other attributes
that make the individual node critical to the network’s
operation. Removing nodes with high human capital can
dismantle the network’s operational capabilities (Ficara
et al. 2023).

e GND Algorithm Removal: The Generalized Network
Dismantling (GND) algorithm is a computational
approach that identifies the minimum set of nodes, whose
removal leads to the fragmentation of the network into
isolated subcomponents of non-extensive size. This
method is systematic and often computationally inten-
sive but can yield near-optimal dismantling sets and will
be explained in detail in Sect. 4.1.

Each of these strategies has different implications for the
network’s structure and function post-dismantlement. Their
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efficacy can vary based on the network’s topology, the resil-
ience of the remaining nodes, and the network’s redundancy
in connections.

The cost of removing an actor is set to the degree of the
node that represents all the strategies since this reflects the
actor’s value in the network in terms of its connections.
Because of the intricacy of the measurement, each node
does not have a monetary cost assigned to it, but the aim
of indicating which node is more costly is served by estab-
lishing that the more connections there are, the greater the
isolation cost.

4.1 Generalized network dismantling method

The Generalized Network Dismantling (GND) method is
an advanced strategy in the realm of network dismantling,
categorized within spectral methods due to its reliance on
the spectral properties of graphs. This method identifies a
set of nodes, whose removal optimally diminishes the net-
work’s connectivity, thereby minimizing the overall disman-
tling costs while adhering to certain constraints. A pivotal
element in GND is the Fielder vector, which is the eigen-
vector corresponding to the second-smallest eigenvalue of
the graph’s Laplacian matrix. In spectral graph theory, the
Fielder vector is instrumental for tasks such as graph bipar-
titioning and envelope reduction, as it captures the essential
structural information about the graph’s connectivity (Ren
et al. 2019).

The GND algorithm implements a nuanced, two-step
dismantling approach. Initially, it considers the adjacency
matrices of the complete network G and a particular sub-
network G*. For each node i within G*, the algorithm com-
putes k;, the node’s degree in the subnetwork, and contrasts
it with h;, its degree in the entire network G. Nodes are
then prioritized for removal based on a calculated ratio fT"_,

identifying those with disproportionately high connectiv-
ity within the subnetwork G*. This methodical selection is
integral to incorporating the Weighted Vertex Cover
(WVC) algorithm, which efficiently selects a subset of
nodes for removal, emphasizing those with significant con-
nectivity within G*. The aim is to disrupt the network’s
structure strategically and cost-effectively by targeting
these pivotal nodes. The algorithm iterates this process,
progressively dismantling G* until its edge set E* is
depleted. Detailed steps and operational flow of this algo-
rithm are outlined in the provided pseudocode, illustrating
the systematic approach embedded in the WVC algorithm,
as delineated in Algorithm 1.
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Algorithm 1 Weighted Vertex Cover, for further details see Bar-Yehuda and Even (1981).

WVC(G*,G)
R=10

ki =3, A
hi=Y, Aij

while E* # ) do

R — RU{z;}
G<—G\It

upgrade d and h

end

return R

Let x; be the node with maximum value for

ks
hi

Subsequently, the GND algorithm advances to generate
a weighted adjacency matrix B by combining the original
adjacency matrix A with a removal cost matrix W. A diago-
nal matrix Dy is then constructed from B, representing the
weighted degrees of the nodes. Using Dy, the weighted
Laplacian matrix L is formed, which is pivotal for calculat-
ing the Fiedler vector v,. This vector informs the bisection
of the network into two subnetworks M and M. It is at this

juncture that the WVC technique is again employed, this
time to determine the nodes for removal from the bisected
subnetworks. This targeted removal of nodes significantly
enhances the dismantlement strategy’s efficiency and effec-
tiveness. The comprehensive methodology followed by the
GND algorithm, along with the integrated WVC, is detailed
in the pseudocode presented in Algorithm 2.

Algorithm 2 Generalized Network Dismantling (Ren et al. 2019).

GND(A,W)
REM = 0)

while CM > C do
B=AW+WA-A

DBi,z‘ = Z?:l Bi,j
L=Dp—-B

vy — M, M

R=CVP(G*G)
G=G\R

upgrade CM, A and W

end

return REM

Get eigenvalues and eigenvectors of L

M,M — G* = (V* E*) bisect the graph

Append R to REM (set of nodes to remove)

@ Springer
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5 Results
5.1 Network metrics results

The architectural nuances of the human trafficking network
in Chiapas are quantitatively unraveled through our analysis
presented in Fig. 2. The eigenvector centrality, showcased in
Fig. 2a, identifies key players based on their influential con-
nectivity. The actors Ex;, P, and Rv, stand out with promi-
nent eigenvector centrality scores, indicating their crucial
positions in the network’s structure.

The degree rank plot, Fig. 2b, provides further insight by
ordering nodes according to their connectivity. The precipi-
tous initial decline points to the presence of ‘hubs’-nodes
with disproportionately high connections. These hubs are
strategic targets for disrupting the network, as their removal
can significantly affect the network’s structural integrity.

In Fig. 2c, the degree histogram portrays the connectiv-
ity distribution across the network, suggesting a power-law
pattern typical of social networks. This pattern indicates that
the network contains a few highly connected nodes, in con-
trast with many nodes with fewer links. Such a distribution
implies that random removals are less likely to disrupt the
network than targeted actions against these hubs.

These analyses converge to illustrate the network’s varied
connectivity and the potential efficacy of strategic dismantle-
ment approaches. Targeting the nodes highlighted in Fig. 2b
and considering the connectivity distribution depicted in
Fig. 2c could enable authorities to dismantle the network’s
backbone.

The interaction profile of the 34 actors within the net-
work, along with an average degree centrality of 13.235,
suggests a network that is interlinked but not densely con-
nected. With a moderate centralization of 44.32% and
medium density of 0.401, detailed in Table 2, the net-
work’s cohesiveness appears vulnerable to deliberate tar-
geting. Isolating the most interconnected actors—about
the top 10%—could markedly disrupt the network’s opera-
tions, drawing on insights from the network’s degree dis-
tribution and diameter.

However, this network may not exhibit strong cohe-
siveness, which could be a result of incomplete data or
intentional obfuscation tactics by traffickers. Furthermore,
the network’s diameter of three indicates that isolating
these influential nodes could lead to significant disruption,
although this strategy depends on the available data and
the inherent complexity of criminal networks.

Table 2 synthesizes the network’s core metrics, includ-
ing betweenness centrality, which at 2%, provides a relative
measure of a node’s centrality and its role in mediating inter-
actions within the network. The other metrics, such as the
average clustering coefficient, density, and diameter, offer
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additional layers of understanding about the network’s resil-
ience and potential pressure points for tactical interventions.

The strategic importance of the exploiters within the
criminal network is further corroborated in Fig. 3. Ex, is
depicted as the linchpin in the network, bridging the opera-
tional divide between Ex, and Ex;. The data indicate Ex,
predominantly manages sexual exploitation, while Ex, is
entrenched in labor exploitation. This bifurcation of respon-
sibilities underscores the network’s compartmentalized yet
synergistic modus operandi.

As evident from Table 3, the isolation of hubs and subse-
quent removal of human capital significantly alter the net-
work’s structure. Betweenness centrality’s initial increase
(from 2% to 11.44%) and subsequent decrease (to 1.7%)
highlight the shifting importance of nodes. The average
clustering coefficient and density variations indicate changes
in local and overall connectivity, with a notable decrease
in network compactness as seen by the increased diameter
when hubs are removed. Fragmentation and average degree
changes further confirm the network’s structural evolution,
becoming more fragmented with isolated hubs and then par-
tially reintegrating. These metrics collectively underscore
the network’s sensitivity to the removal of strategic nodes
and the complex interplay of network dynamics in maintain-
ing connectivity and efficiency.

5.2 Network dismantling strategies results
5.2.1 Random removal

This approach simulates the effects of non-targeted interven-
tions, where nodes are removed indiscriminately, potentially
mimicking the loss of actors due to chance events or non-
strategic actions.

In the context of our study, random removal serves as a
baseline for evaluating the effectiveness of more strategic
dismantling methods. Figure 4a illustrates the impact of
random removal on the largest connected component size
of the human trafficking network. As nodes are randomly
withdrawn, we observe a gradual decline in the size of the
largest connected component, indicative of the network’s
resilience to such non-specific interventions.

Contrasting this with the other strategies shown in Fig. 4,
the random removal curve delineates a slower reduction
in connectivity, underscoring the limited efficacy of this
method in dismantling a structured network. The largest
connected component remains relatively large even after
significant dismantling costs, suggesting that random node
removal is less likely to disrupt the network’s core structure
compared to targeted strategies.
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Table 2 Social network metrics before the removal of any actors

Topological metric Score
Betweenness centrality 2%
Average clustering coefficient 0.647
Density 0.401
Diameter 3
Mean degree 13.235

5.2.2 Hubs and brokers removal

Targeted dismantlement strategies are crucial in the disrup-
tion of criminal networks, aiming to destabilize the struc-
tural and functional integrity of these illicit organizations
(Everton 2012). Our study employs such a strategy by iso-
lating key nodes that serve dual roles as hubs and brokers
within a human trafficking network. The removal of these
nodes, identified as the exploiter (E£x,) and the participant
(P)), is crucial for understanding the network’s resilience
and susceptibility to intentional fragmentation.

Gay) o)

& g ©

Figure 4 illustrates the effect of hub and broker removal
on the network’s cohesion. Panel (a) demonstrates how the
largest connected component size diminishes with the dis-
mantling cost, highlighting the network’s potential fragility
to the loss of key actors. Panel (b) shows the change in net-
work density, which can indicate the network’s operational
capacity after the removal of these nodes. Panel (c) reflects
the betweenness centrality changes, providing insight into
the remaining nodes’ ability to maintain the network’s flow
of information and resources.

The strategic extraction of hubs and brokers can lead to an
increase in network fragmentation, implying less intercon-
nectivity among the remaining actors. This decrease in cohe-
sion directly impacts the network’s capability to efficiently
manage the circulation of individuals and resources. While
the immediate goal of such removals is to dismantle the net-
work’s core operations, the long-term consequences can be
multifaceted and complex. For instance, the sudden absence
of these central nodes could inadvertently strengthen latent
sub-networks or prompt the emergence of new leaders, par-
ticularly if these nodes have established connections with
authoritative figures.

o ®
Ge) o

Fig.3 Criminals divided their interactions into two subsets of networks led by exploiters 2 and 3

Table 3 Network metrics

R : Topological metric
after the isolation of hubs and

Original score Score after removing  Score after

. - hubs human capital
brokers, compared with original removal
scores

Betweenness centrality 2% 11.44% 1.7%
Average clustering coefficient 0.647 0.606 0.656
Density 0.401 0.347 0.389
Diameter 3 4 3
Fragmentation - 0.653 0.356
Average degree 13.235 10.75 11.677
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Furthermore, the network’s rapid reorganization into
more covert and elusive structures could present significant
challenges for ongoing detection and intervention efforts.
Law enforcement agencies must, therefore, prepare for and
adapt to these potential adaptive responses, which could
include increased corruption or retaliatory actions by the
network, to maintain its integrity and operations.

The approach of removing hubs and brokers, as visualized
in the dismantling performance metrics of Fig. 4, empha-
sizes their critical roles and the impact of their removal.
This strategic focus on the most influential nodes within the
network presents a proactive method to counter the adapt-
ability and resilience of criminal networks, offering a path
toward more effective law enforcement interventions.

5.2.3 Human capital removal

In the current analysis, we have chosen to isolate nodes
with the specific roles of ‘caretaker’, ‘recruiter’, and ‘vic-
tim/recruiter’. These roles are considered to have significant
human capital weight within the network, meaning that the
individuals in these positions contribute essential functions
that may not be easily replaceable. For instance, caretak-
ers are integral in maintaining the day-to-day operations,
recruiters are pivotal in network growth and sustainability,
and victim/recruiters are critical as they embody both the
roles of sustaining the network and potentially expanding it.

As illustrated in Fig. 4 dismantling, the human capital
removal strategy yields fewer data points in the disman-
tling cost graph compared to other strategies such as ran-
dom removal or targeting based on node degree (hubs).
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Fig.4 Performance of dismantling strategies. a The cost based on the largest connected component. b The density as a function of the largest
connected component size. ¢ The betweenness centrality as a function of the largest connected component
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This is because the approach is selective, focusing only on
a subset of actors whose removal is hypothesized to cause
a disproportionate impact on the network’s structure and
efficiency. The limited data points reflect this precision tar-
geting, as opposed to the broader sweeps of other disman-
tling strategies.

The figure also demonstrates that despite targeting fewer
nodes, the human capital removal strategy significantly
affects the largest connected component size and the net-
work’s density, which suggests a high level of efficacy. In
addition, the betweenness centrality graph further supports
the effectiveness of this method; the rapid decline indi-
cates that removing these key actors drastically reduces the
number of shortest paths passing through them, potentially
fragmenting the network and impeding its operations. This
empirical evidence underpins the premise that dismantling
based on human capital can be an efficient way to disrupt
and destabilize a network by carefully selecting and remov-
ing its most pivotal members.

5.2.4 GND removal

The Generalized Network Dismantling (GND) algorithm is
a sophisticated method that initially targets nodes with a
degree close to the network’s average before progressing to
the most connected nodes. This strategic approach begins
by removing nodes that, while not the most connected, play
a critical role in maintaining the network’s communication
channels. The first node identified by the GND algorithm
for removal is participant 3 (P;), which boasts 15 connec-
tions. This actor is integral to the network, with its removal
significantly impacting the cost, which aligns closely with
the original network’s average degree.

The GND algorithm’s nuanced strategy contrasts with
direct hub attacks; it systematically weakens the network by
targeting intermediate nodes before addressing the hubs. The
second node to be removed is raitero 4 (Ra,), a node linked
to eleven other nodes, further demonstrating the algorithm’s
methodical dismantling approach.

Figure 4 encapsulates the efficacy of the three dismantling
strategies. In Panel (a), the GND algorithm exhibits supe-
rior performance, reducing the network’s largest connected
component size at a lower cost compared to other strategies.
Panel (b) reveals that only the GND strategy successfully
eliminates network density. Panel (c) shows that between-
ness centrality remains lower with the GND algorithm than
with the others, suggesting that it effectively disrupts the
network’s communication pathways.

The GND algorithm’s success is further highlighted in
the reduction of network density and betweenness centrality,
indicating a more fragmented network with diminished com-
munication efficiency. This strategy’s ability to maintain low
betweenness centrality post-dismantling suggests a lasting

@ Springer

Table 4 Network dismantling at 20%, 50%, and 80%

Method Dismantling Dismantling Disman-
cost 20% cost 50% tling cost
80%
Random isolation 80 169 214
Isolation by hubs 127 199 218
Isolation based on GND 76 160 186

impact on the network’s operational capabilities, making it
an optimal approach for network disruption.

In summary, the GND algorithm stands out as a resource-
efficient dismantling strategy, achieving substantial network
disruption with lower relative costs. Its effectiveness lies in
its systematic approach to dismantling, which ensures that
the network’s structural integrity is progressively weakened,
thereby impeding its illicit operations.

Table 4 presents a quantitative comparison of the costs
associated with network dismantling strategies at three dif-
ferent dismantling thresholds: 20%, 50%, and 80%. The
strategies include Random Isolation, Isolation by Hubs,
and Isolation based on GND. The costs, likely representing
resources, time, or effort needed for dismantling, increase
across all methods as the dismantling threshold rises. Ran-
dom Isolation involves removing nodes at random, Isola-
tion by Hubs prioritizes the removal of highly connected
nodes, and Isolation based on GND likely refers to a strategy
grounded in a specific network characteristic or algorithm.
The table encapsulates the varying efficiencies and resource
intensiveness of each method across different levels of net-
work dismantling.

5.3 Limitations of the study

While the framework developed in this study provided sig-
nificant insights into the structure and dynamics of a human
trafficking network, it is important to note that the underly-
ing data was collected in 2020. Human trafficking networks,
like many criminal networks, are highly dynamic and can
change rapidly in response to external pressures and internal
decisions. As such, while the results presented here were
accurate at the time of the study, they may not fully represent
the network’s current state. This limitation is inherent in the
study of covert networks, where the data can quickly become
outdated, underscoring the need for ongoing surveillance
and analysis. Future research should focus on developing
adaptive methods that can be updated regularly to reflect the
current or future dynamics of these networks.
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6 Conclusions

In this study, we explored the complex issue of human traf-
ficking through social network analysis (SNA), focusing on
a network in Chiapas, Mexico. While the research centers on
a small segment of a larger criminal operation, dismantling
even one such unit could mean the freedom of many lives.
The creation of the novel dataset depicting this network is
a substantial contribution to the field, given the scarcity of
empirical data.

In our study, we discovered that the most effective strat-
egy for disrupting human trafficking networks is neither
targeting the most connected nor the most peripheral indi-
viduals but focusing on those with moderate connections.
Using the General Network Dismantling (GND) algorithm,
we identified that this approach fragments the network
efficiently with minimal cost. This tactic undermines the
network’s resilience and operational capacity by removing
moderately connected actors who facilitate crucial, yet not
overtly visible, connections, thus subtly eroding the net-
work’s efficiency. Our findings challenge the conventional
wisdom of targeting highly connected nodes, revealing that
such methods often yield only temporary disruptions due to
the high replacement dynamics and significant costs associ-
ated with removing network leaders, rendering these tactics
less effective in the long term.

The methodology employed successfully identified piv-
otal nodes, such as an exploiter crucial in connecting victims
and criminals. Future research could refine this by assigning
weights to roles, and aligning isolation costs more closely
with reality. This study not only sheds light on the topology
of human trafficking networks but also sets a foundation for
further investigation into their structures.

However, dismantling networks alone is not a panacea.
Sustainable solutions require reducing demand for trafficked
persons, increasing awareness, creating better opportunities
for vulnerable populations, and enhancing institutional func-
tions. The costs of network dismantlement, although signifi-
cant, pale in comparison with the lifelong consequences for
the victims.

This research enhances our understanding of human traf-
ficking networks and offers a strategic framework for more
effective countermeasures, blending academic insight with
practical applications for law enforcement and policymakers.

7 Supporting information
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