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Abstract

The air transport infrastructure is important and prominent. The current aviation system is already vulnerable and the advent
of more automation and pervasion of standard IT in the future leads to ever more complex and interconnected systems with
an increasing attack surface. To cope with this situation, we need suitable methods and tools to achieve understanding of the
consequences in potential cyber threat situations. In this paper, we present results of a case study on the use of simulation
methodologies to support aviation cyber-security risk assessment. We use different variants of a flight plan data manipula-
tion scenario as well as a scenario, where the availability of flight plan data is compromised. The one day scenarios were
implemented in the air traffic simulator TrafficSim. The aim is to investigate the potential of the methodology and to achieve
an estimation of cyber-threat potentials in connection with flight plan data processing. One scenario capped the flight level
of 473 flights on the same airway, resulting in 1073 t additional fuel, and 147 flights would spent their minimum final reserve
fuel before landing. A second scenario showed that four or five flights, missing their flight plan at startup, could impact
a well utilized runway for about 2—4 h. During a risk assessment, the effects of an attack can be more accurately assessed
using simulation results. We recommend to (1) develop, maintain, and apply simulation models and cyber attack simulation
scenarios, (2) connect and develop simulation models from “gate-to-gate”, and (3) integrate human interactions with cyber
attack simulation scenarios.

Keywords ATM security - Air traffic simulation - Risk analysis - Missing or manipulated flight plan

1 Introduction necessary security measures, especially in the context of air
navigation service provision [1].

Cyber security in all its facets is not a new issue. It has been

considered in various aspects for quite a long time, typically
with a focus on technological aspects. Nowadays, it is largely
recognized, that among other effects, cyber threats could
be targeting critical infrastructures such as energy supply,
telecommunications, or transport. The aviation system as
part of the transport critical infrastructure is an attractive
target, both in terms of its publicity as well as its importance.
This is reflected in increased efforts to define and implement
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1.1 Background and scope

We will use the term ‘aviation cyber security’ to encom-
pass all viable protective measures against potential cyber
threats targeting the global air transport system or parts of
it. We will further differentiate between preventive measures
(intended to prevent threat actors to successfully infiltrate
systems) and resilience measures (limiting the effectiveness
of successful intrusions). It is a matter of ongoing debate
whether the current air transport system is effectively pro-
tected against cyber attacks that can result in aircraft crashes
or similar catastrophic events. However, there are other types
of cyber threats in air transport that have materialized like
delays due to faulty ground systems (e.g., in the US [2]) or
due to goal-oriented attacks (e.g., in Warsaw [3]).

The advent of modern technology is manifested among
others in the development of the next generation of Air
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Traffic Management (ATM) systems (in Europe especially
towards a Single European Sky through the SESAR pro-
gram) as well as ever more thoroughly interconnected and
automated systems. These trends have positive effects in
terms of the improvement of stakeholder experience as well
as the increase in efficiency and capacity of the overall air
traffic system. On the downside, the growing system com-
plexity leads to an ever-increasing attack surface, as well.
To cope with this situation, we need effective risk-based
approaches to security. Unfortunately, classical risk assess-
ment methodologies employed in the context of informa-
tion security (see for instance [4]) are not well suited for
the analysis of complex system-of-systems. The first and
foremost challenge here is the understanding of aviation as
a socio-technical system, that is a functional system integrat-
ing people, rules and technical systems. A holistic approach
has to consider all essential sub-systems and their interde-
pendencies in the context of potential threat situations. What
we need as basic building blocks are proper methods and
tools for a holistic threat and risk assessment.

This motivated the Air Traffic Resilience (ARIEL) pro-
ject team to evaluate scenario-oriented and model-based
methods for aviation cyber-security risk assessment [5]. To
accommodate the diversity of potential threats and the com-
plexity of the aviation system, the project uses an approach
based on an exemplary choice of cyber-threat scenarios and
an aggregated representation of the aviation system. In its
first phase, the focus of activities in ARIEL was on the pro-
cedures and methods for dynamic security risk assessment
[6] as well as internal and external aircraft communication.

For several years now, the security community intensi-
fied efforts to research vulnerabilities, threats, and poten-
tial attacks on the aviation system at large and air traffic
control specifically [7]. There have been numerous findings
about potentially unsecure standards and systems. However,
with the absence of large-scale incidents clearly originating
from cyber attacks, the aviation community has frequently
doubted the possibility of these kinds of attacks either being
realistic in the first place or leading to serious impacts in the
second place [8—10]. Currently, there exists a gap in under-
standing of potential threat scenarios between the security
community and the aviation community, or as Strohmeier
et al. state: ““...many who understand [...] security, do not
have appropriate aviation expertise. Likewise, many stake-
holders in aviation know the processes and procedures but
do not realize the severity of modern cyber-security issues”
[7,p. 1339].

The excellent work of Strohmeier et al., for instance,
tries to tackle this challenge by collecting a comprehensive
body of knowledge about wireless security in aviation and
conducting wide-spread interviews with experts in the avia-
tion community. This is definitely the right direction, but
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from our experience in conducting security research in the
aviation world, effective communication with aviation stake-
holders needs to be based on concrete examples of cyber
attacks including illustrations of their effects on the aviation
processes and procedures.

We do believe that simulation methodologies are an
excellent means to analyse impacts of cyber-threat scenar-
ios, but even more importantly to illustratively convey their
implications to aviation stakeholders. Therefore, the second
phase of the ARIEL project was dedicated to the exploration
of simulation methodologies to support cyber-security risk
analysis in aviation. The major results of one case study are
presented in this paper.

1.2 Threat scenarios and model

This contribution presents the analysis of threat potentials.
For that analysis, we prioritized two different attack scenar-
ios from phase one which focus on the integrity and availa-
bility of flight plan data. Both scenarios attack the flight plan
exchange system. The first scenario assumes the possibility
of intentional manipulations of the planned cruise flight level
used for air traffic control. The second scenario includes the
intentional deletion of flight plans of certain flights shortly
before their departure at the origin airport. The air traffic
simulator TrafficSim from the German Aerospace Center
(DLR) is used to simulate the airborne processes includ-
ing the effects of the assumed cyber attack actions. Both
scenarios were implemented in that simulator. Measurable
deviations in a threat scenario are, for example, duration of
flight, airspace sectors used and fuel consumption. Espe-
cially, the level capping can lead to a complete consumption
of the trip fuel and may cause an emergency.

The scenarios are inspired by abnormal system behavior
caused by unintentional acts like weather, technical issues, or
human errors. We anticipate that abnormal system behavior
can also be caused by cyber attacks. We assume an attacker
is able to infiltrate the communication channel between IFPS
and ATC units to modify flight plan data. Based on this
assumption, we focus on the potential consequences in such
a case. Note that we did not perform any kind of technical
vulnerability assessment on real ATM/ATC communica-
tion systems. Therefore, we do not give any indication on
the likelihood of such an event, we just evaluate potential
impacts and obtain conclusions for the risk assessment in
the context of our scenarios.

Of course, it is arguable whether such a kind of attack is
likely in the current air traffic management system. To real-
ize an attack vector achieving the results that we assume on
the ATM/ATC communication, rather well protected ATM/
ATC systems need to be infiltrated. This can only be done by
knowledgeable and/or well-resourced threat actors. For our
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scenarios, we assume the presence of an insider threat, the
likelihood of which has been well discussed in IT contexts
[11] as well as in the aviation sector [12]. We generally deem
an insider threat as likely enough to achieve the necessary
plausibility of our threat scenarios.

Note that the scope of our study is the demonstration of
the utility of simulation methods to aid threat impact analy-
sis for the support of cyber-security risk analysis. To this
end, the threat scenarios are well suited due to their general
plausibility as well as their closeness to abnormal system
behavior that is frequently experienced by ATC staff and/
or aircraft crews.

This paper continues with a short discussion of related
work. The setup for the simulation experiments is described
in Sect. 3. The use case scenarios are introduced in Sect. 4.
Section 5 presents the experiment results. We summarized
our experiences with this simulation in recommendations for
future activities in Sect. 6. This paper ends with concluding
discussions in Sect. 7.

2 Related work

To analyse potential impacts on operational air transport
processes, cyber-threat scenarios were developed within the
project ARIEL [5]. These processes contain all aircraft life-
cycle processes from manufacturing to deployment to main-
tenance based on European ATM Architecture. Our research
focuses on ATM controlled and observed processes only.
We group these processes into three main categories: plan-
ning, ground, and airborne processes. We consider a pre-
planning and a post-planning phase as parts of the planning
processes and a pre-ground and post-ground phase as parts
of the ground processes. Note that these processes influence
and interact with each other. For example, a delayed “Take-
off & Departure” (airborne process) will probably cause a
delayed “Taxi-in” (ground process).

Simulation is an established methodology to investigate
and evaluate complex systems and create a reliable com-
munication basis for experts from different domains [13,
14]. This is also true in the domain of ATM [15]. For exam-
ple, short-term operational planning as part of the planning
process is addressed with simulation in [16]. A simulation-
based method to solve the Aircraft Turnaround Problem is
introduced in [17]. Human-in-the-loop (HITL) simulations
are performed to evaluate, e.g., new ATM concepts like Next
Generation Air Transportation System (NextGen) in the
Airspace Operations Laboratory at NASA Ames Research
Center [18] or the SESAR program at EUROCONTROL
[19]. HITL simulations focus on human interactions during
the simulation, in not HITL simulations those interactions
are often modelled with assumptions or simplifications.
Especially, in the area of air traffic management and flight

execution, these interactions are frequently the object of
study in a simulation experiment.

In general, the observed processes show different
characteristics and are, therefore, addressed with differ-
ent kinds of simulation. Several taxonomies of computer
simulation exist. Most taxonomies distinguish Discrete
Event Simulation (DES) from Continuous Simulation
[20]. Special forms are system dynamics and agent-based
modelling. Hybrid systems are usually challenging and
require a combination of these types [21-23]. The analysis
of ground or planning processes is a typical field of appli-
cation for DES with stochastic inputs. Main characteristic
of DES is that the system state only changes due to events
triggered at a certain point in time. Continuous simulation
characterises a continuously changing system state. An
application area of continuous simulation is the analysis
of airborne processes, in the context of ATM. “System
dynamics is a high level simulation paradigm that utilizes
a continuous simulation implementation scheme together
with mathematical modelling techniques” [24] introduced
from Professor Jay Forrester in the mid-1950s [25]. Agent-
based modelling is also a high level simulation paradigm.
An agent is an active, autonomous, or semi-autonomous
model component, which has the ability to communicate
with other agents and with the environment [26].

Since the early work from [27] in 1999, simulation is
also applied in the context of cyber security. For example,
[28] developed a network security simulation that is able
to classify threats, specify attack mechanisms, verify pro-
tection mechanisms, and evaluate consequences. Attacker
behavior was integrated into IT security analyses with the
help of a DES approach by [29]. In the context of ATM
processes, cyber-security simulation is established as well.
For example, the Global ATM Security Management pro-
ject (GAMMA) [30] deals with a holistic approach for
ATM security management. A comprehensive security risk
analysis identifies present and near future risks of ATM
systems. Based on that, different prototypes for security
or threat detection were implemented and validated. How-
ever, at the 27th meeting of the Aviation Security Panel
in Montreal, the International Civil Aviation Organiza-
tion emphasized also the importance of understanding
systems behavior when a cyber attack actually happens.
This demand is addressed by [31], by developing a simula-
tion/emulation framework to evaluate the effects of cyber
attacks and network/communication failures on Air Traf-
fic Control (ATC). Their work focuses on an attack at a
technical level. The simulated cyber attack injects false
targets into the automatic dependent surveillance—broad-
cast receivers, to deceive air traffic controllers and threaten
ATM.

Our research is not focusing on the technical details of
cyber attacks themselves. Rather, it concentrates on the
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effects of a potential cyber attack on system level. Since our
simulations model airborne processes with no interaction
to other process types, we chose the continuous simulator
TrafficSim for the execution of our simulations. Note that
HITL simulations were not part of our research.

3 Air traffic simulation

An air traffic simulation can be composed of many models
focusing on specified applications (arrival and departure
manager, ground movements, ATC, etc.). The simula-
tions introduced in this paper focus on airborne processes
only. Ground processes like ground movements, passenger
behavior, or aircraft turnaround (e.g., delay of an aircraft
postpones the next flight of that aircraft) are not consid-
ered. This section differentiates and describes the applied
simulation model.

The air traffic simulation software called TrafficSim
from DLR was used for our experiments. TrafficSim is
designed to support the development and validation of on-
board as well as ATM tools. It is suitable as a “proof of
concept simulation” for new ATM concepts and trajectory-
based operations. TrafficSim is able to simulate airborne
processes and is capable to handle realistic aircraft move-
ments as well as to process high traffic scenarios with more
than 70,000 aircraft in real- or fast time. Each simulated
aircraft is equipped with DLR’s 4D-Flight Management
System (FMS) that guides the aircraft along its generated
4D-trajectory automatically and accurately in time. In the
scenarios, flights are conflict-free considering defined sep-
aration minima. Pre-tactical and tactical tools are utilized
by TrafficSim to comply with flight plans and consider
runway occupancy times, as described in this section.

3.1 4D-FMS in TrafficSim
The prediction of the flight trajectory comprises

1. the generation of the route description (2D trajectory)
for a given set of waypoints contained in the flight plan;

2. the generation of altitude (3D trajectory) and airspeed
profile according to the given performance parameters;

3. the calculation of ground speed, range, and flight time
(4D trajectory).

The lateral route is made up of geodesic legs between
waypoints and arcs with a fixed radius at the waypoints.
All calculations are based on the World Geodetic System
84. Vincenty’s formulae are used to calculate distance and
track between route points of the 2D trajectory. The verti-
cal profile consists of a sequence of flight phases: climb,
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level flight (cruise), descent, combined with constant
speed, acceleration, or deceleration phases. The climb is
predicted at high power setting. The descent is planned
with idle power setting. Altitude and airspeed profile are
predicted by integration of the equations of motion for
each sub phase. The operation performance data used by
the aerodynamic and engine thrust models are read from
Base of Aircraft Data (BADA) Revision 3.12 provided by
EUROCONTROL [32]. The vertical profile is predicted
using a nominal speed profile specified in BADA for the
individual aircraft type. No airline procedures (e.g., climb
profiles) are considered. A low drag/low-power approach
profile is used for all predicted 4D trajectories.

The 4D-FMS was validated in flight trials with DLR’s
research aircraft ATTAS (VFW614), ATRA (A320), and in
the A330 full flight simulator of Zentraler Flugsimulator
Berlin [33-35].

3.2 Separation and conflict detection

Flight trajectories are laterally and vertically separated by
defined separation minima. A conflict exists if a separa-
tion falls below the minimum. In general, the separation
in the en-route airspace is 5 nautical miles radius laterally
and 1000 ft vertically. Exceptions are oceanic, approach, or
non-radar environments. For conflict detection, an additional
safety margin of one nautical mile (NM) is added to the
requested lateral separation. Therefore, a separation cylinder
of 6 NM radius laterally and 1000 ft vertically is assigned to
each aircraft and is not allowed to intersect with any other
separation cylinder. The built-in 4D conflict detection tool
efficiently checks for conflicts in en-route airspace. Core
of this tool is a patent-protected method for determining a
potential conflict situation between objects within a multi-
dimensional traffic area [36, 37].

One aircraft may be involved in different conflicts along
its route. If an aircraft is involved in several different con-
flicts with other aircraft in an observation interval of 15 min,
we will call this a multiple conflict.

3.3 Airport slot manager

The built-in Airport Slot Manager is a pre-tactical planning
tool, and assigns each aircraft a landing or take-off slot con-
sidering wake categories and runway occupancy time. For
each aircraft on ground, the take-off time is shifted to meet
the assigned landing/take-off slot, trying to closely meet the
take-off time in the flight plan. For aircraft already airborne,
a top-of-descent time constraint is calculated and set, so that
deviations are corrected before reaching the extended Ter-
minal Maneuvering Area (TMA) and the landing slot will
be met with standard approach speeds. After entering the
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Table 1 Defined separation minima depending on wake turbulence
between aircraft

Minimum separation Following aircraft

in NM B -
Heavy Medium Light
Preceding aircraft
Heavy 4 5
Medium 3 3 5
Light 3 3

extended TMA, the aircraft is handed over to the Arrival/
Departure Manager to check and correct the separation
between two aircraft in the approach and departure phases
of flight. It is assumed that the separation minima between
arriving and following departing aircraft called runway
occupancy time are 75 s. All other separation minima are
set to the wake turbulence separation minima described in
Table 1.

If a faster aircraft departs after a slower aircraft, an addi-
tional offset is added to the take-off time to avoid the dis-
tance between both departures being shortened immediately
after take-off. If there is a block of departures with more
than two aircraft and one aircraft is much slower than the
others, the slow aircraft is shifted to the end of the departure
block.
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3.4 Arrival and departure manager (AMAN
and DMAN)

The built-in AMAN/DMAN is a tactical planning tool,
which updates assigned landing or take-off times to react
on short-term events or deviations from the pre-planned
4D-trajectories. Departures are rescheduled after a slot-
effecting event according to the take-off time specified in the
filed flight plan (e.g., take-off delay). The touchdown times
of arrivals are updated after a slot-effecting event occurred
but at least when the aircraft enters the extended TMA (150
NM). TrafficSim recalculates the affected trajectories using
path stretching or holding circuits to meet assigned touch-
down times. All touchdown and take-off times are calculated
considering the slot constraints described in the preceding
section.

3.5 Departure and arrival routes at Munich

All flights simulated with TrafficSim to/from Munich fol-
low defined Area Navigation (RNAV) departure and arrival
routes, see Fig. 1. All flight-relevant information (e.g., coor-
dinates for all fixes) is available in a navigation database.
Route information for runways 26R and 26L is extracted
from IFR charts, AIP 02-04-2015.

In Fig. 2, the grey rectangle represents the path stretching
area used as maneuvering area for the arrival manager and
by the simulated controller to compensate deviations from
flight plans. The standard route uses fix DM429 to turn from
the downwind leg towards the centerline. The TrafficSim
uses a “Trombone” shaped path stretching area with inner

ARIEL2
FL291->FL080
445/290 0.75

a

e ——

-—

—— e —
Bl

e 7

RS
e
s == 1
ARIEL3
FL286->FL080

4
FL161->FLO80
377/300 0.61

455/300.0.77

Fig. 1 TrafficSim GUI shows the used FMS RNAV arrival routes for airport EDDM with transition BETOS 26, LANDU 26, NAPSA 26, and

ROKIL 26
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18NM

FODM GUDEG

6NM EDMY

Fig.2 TrafficSim GUI shows the trombone path stretching area for runway 26R

range of 6 NM (to shorten the route) and outer range of 18
NM (to extend the route). Both values are relative distances
to fix DM429. In Fig. 2, the route of aircraft ARIEL1 shows
the nominal route, ARIEL2 the shortest possible route and
ARIELS3 the longest route.

The altitude profile is calculated as continuous descent
down to flight level (FL) 80. The top-of-descent of each
aircraft is calculated to reach FL80 at fix DM424. During
descent, before reaching FL100, the aircraft decelerates
to its restricted descent speed, which is 250 kts (indicated
airspeed—IAS) or below. A maximum speed constraint
(IAS <220 kts) is set at fix DM424 (DM454 for 26L). The
aircraft will decelerate shortly before reaching DM424
(DM454 for 26L). After passing DM424 (DM454), the air-
craft proceeds along the downwind leg maintaining FL.80
until DM429 (DM459). Beyond DM429 (DM459), the air-
craft is ready to turn to “Final” at any time, just waiting for
the “Turn from Downwind Leg” command of the simulated
controller. The start of descent to intercept altitude is cal-
culated to reach the intercept altitude 4 NM before the final
approach fix (waypoints NELBI or GUDEG at 5000 ft).

Each departing aircraft gets an initial climb clearance to
FL70. Following standard departure and arrival procedures,
the arrival traffic is at FL80 or above, so arrival and depar-
ture traffic is separated vertically.

3.6 Baseline scenario

The simulated baseline scenario serves as reference for
assessing the impact of a cyber attack. It represents the
undisturbed sequence of a typical traffic day (24 h starting at
midnight). Various data serve as a basis for this scenario and
we will present it in this section. The baseline scenario is
simulated by TrafficSim. The inputs and assumptions of the
baseline scenario are valid for all other scenarios, as well.
The ARIEL study mainly based on flight plan data for all air
traffic participants, retrieved from a DFES file from 10 Septem-
ber 2008, containing all flights over Germany at that day. With
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10,243 active aircraft, this is one of the days with the high-
est traffic volume in German airspace before 2016. Thus, all
traffic-density-based effects outlined by the simulation can be
seen as worst-case effects due to the extraordinarily high traffic
density. Note that besides aircraft information, only flight plans
are retrieved from the DFS plan data file. Flight trajectories,
conflicts, multiple conflicts, and others are calculated by Traf-
ficSim. Consider that we neglect the potential of aircraft types
described within the 2008 DFS plan data file not being part of
current fleet mixes any more.

Focusing on Munich airport, the traffic sample contains
669 arrivals and 669 departures, 1338 flights. The two run-
ways, 26L and 26R, of Munich airport are independent and
allow parallel operations simultaneously. Southbound traffic
starts from runway 26L, northbound traffic uses runway 26R.
Table 2 gives an overview of departure and arrival numbers at
the runways in our baseline scenario.

Baseline and attack scenarios are simulated with Traffic-
Sim, so modifications in the Munich departure and arrival
procedures between 2008 (recording data of used flight plan
data file) and 2015 have no impact on the analysis that is in all
runs based on simulated scenarios.

4 Use case scenarios

We prioritized two different scenarios to use in our simula-
tions. These scenarios focus on the integrity and availability
of flight plan data, respectively. In both scenarios, filed flight
plans (FPLs) are deliberately manipulated, leading to incon-
sistent information between aircraft pilot and ATC operating
flights in Europe. In this section, the data flow of a flight plan
is briefly explained, followed by a description of the scenarios.

Table 2 Departures and arrivals

L Runway Departure  Arrival
at Munich airport
26L 309 312
26R 360 357
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Fig. 3 Flight plan data process. ATFCM air traffic flow and capacity management, ALS aeronautical information services, EOBT estimated off-
block time, ROP request flight plan message, APL ATC flight plan message

The process of how a flight plan is prepared is pictured
in Fig. 3 according to [38]. The aircraft operator prepares
a flight plan based on information available from the Euro-
pean Aeronautical Information System Database (EAD).
This information includes notably route availability data
from the Route Availability Document (RAD), i.e., flow
and capacity restrictions on routes, for example, city-
pair-level-capping restrictions between flight information
regions and airport groups, and other aeronautical infor-
mation provided by the states. A flight plan can be filed
for a unique flight (FPLs) or for a series of repetitive flight
plans (RPL). The operator files the flight plan in Europe
into the Integrated Initial Flight Plan Processing System
(IFPS), a central European system. After positive valida-
tion, the IFPS will confirm the plan and copy relevant
flight plan information to the affected ATC units. Normal
system behavior assumes that the different copies of the
flight plan data are identical.

Two different cases of attacks were implemented. In
the first scenario, the defined cruise flight level is reduced
in the manipulated flight plan. We consider two different
variants of this scenario: (1) flight plans are manipulated
for all aircraft with a certain airway and (2) flight plans are
manipulated for all aircraft of a certain airline. In the sec-
ond scenario, flight plans of certain departures at Munich
airport are completely deleted shortly before take-off. The
two scenarios with the three different targets are listed in
Table 3.

Table 3 Implemented scenarios

Type Target

Level capping All aircraft with certain airway
All aircraft of certain airline

Deleted flight plans Departures in Munich

Level-capping restrictions are defined in the RAD for
certain airports; thus, a restriction of the flight level is not
an unusual event. In addition, interviews with experts con-
firm that a missing flight plan is within the scope of expe-
rience of an air traffic controller. Both could be remain
undiscovered as an attack for a long time.

4.1 Level-capping scenario—airway

The flight plan distributed to the ATC Units is manipulated
by reducing the flight level to a lower altitude. However,
the operational flight plan of the cockpit crew remains
unchanged. An interesting issue here is that the fuel plan-
ning is done by the crew based on their operational flight
plan and thus is calculated assuming the higher flight level.
If the crew is forced by ATC to remain on the lower level,
a flight delay and/or unexpected additional fuel consump-
tion occurs. The higher fuel consumption could enforce the
flight crew to decide either to divert to the next suitable
airfield or to continue the flight to the destination under
“commitment to proceed”.
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In the airway variant of the level-capping scenario,
the targets are all aircraft using segments of the airway
UL607 between London and Frankfurt. A restriction is
already in place for some city pairs connected via UL607
according to the RAD (2007). For example, flights from
London Heathrow to Frankfurt are restricted to stay in
lower airspace.

Transatlantic flights would not be possible if a lower alti-
tude is flown the whole route due to fuel consumption. For
those flights, the level capping starts 500 NM before reach-
ing the waypoint SPI at the airway UL607. This waypoint is
located in Belgium, northeast of the Li¢ge airport.

We assume that all controllers reject further climb
requests by the pilot (worst-case).

In this scenario variant, an attacker tries to decrease the
performance of the aviation system by causing higher flight
costs (measured in increased flight time and fuel consump-
tion), higher sector load (higher traffic density in sectors),
and/or increased number of critical situations (number of
conflicts).

4.2 Level-capping scenario—airline

The manipulation of the flight plan is equivalent in both
variants of the level-capping scenario. However, in the air-
line variant, the targets are aircraft of one specific airline
instead of aircraft using a certain airway. The fictional airline
“ARIEL-Air” operates 450 Europe domestic flights. These
flights are randomly chosen out of the baseline scenario. The
aircraft types in the fleet are shown in Table 4.

The potential aim of the attacker in this scenario variant
is to specifically harm one airline by increasing flight costs,
delaying flights and causing reputational damage.

4.3 Flight plan deletion scenario
In this scenario, selected flight plans with departures in

Munich are deleted in the flow management system. Multi-
ple flight plans of an outbound rush are selected and shifted

Table 4 Aircraft types of

fictional airline “ARIEL-Air” Boeing B738 207
B737 32

B733 17

B734 6

B752 2

Airbus A320 63
A319 86

A321 4

A332 1

Fokker F100 21
F70 11
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into an inbound rush. In our experiments, an outbound rush
consists of at least seven departures. In this sequence, not
more than one arrival is allowed.

Such missing flight plans cause inconsistencies during
start-up requests and result in “Flight plan not available”
and “Contact company”” messages. The flight plan needs to
be filed again by the company to the IFPS; otherwise, the
start-up request will not be granted.

In this scenario, the potential aim of the attacker is to
shift departures into an inbound rush, so that arrivals are
also delayed. The shifting could result in an overload of the
airport capacity causing further delayed flights.

5 Simulation results

This section discusses the effects of the two attack scenarios
as observed in our simulation runs. Due to the differences in
the scenarios, the analyses partly contain different param-
eters. To support the interpretation of the simulation results,
we classify the context in the following.

For the level-capping scenario, it is worth mention that
fuel consumption and flight time could change significantly
due to lower altitude and lead to fuel emergencies. The
effects on the aircraft are evaluated for all flights affected by
cyber attacks. Besides the impact on an aircraft directly, the
reduced FL changes the used airspace sectors and, therefore,
influences the controller workload, as well (especially if only
one airway is attacked).

For the prediction of controller workload, different mod-
els exist, e.g., in RAMS (Re-organised ATC Mathematical
Simulator) [39] and TAAM (Total Airspace and Airport
Modeller) [38, 39]. To estimate controller workload, only
tasks that can be directly derived from TrafficSim data are
available. In RAMS, a controller task-time model is used
(different tasks are assigned a specified number of seconds
necessary to execute each task). This results in the working
time of one controller. Such a model is not part of Traffic-
Sim. Tasks considered in RAMS are:

flight data management;
coordination;

conflict search;

routine R/T (radio communication);
radar tasks.

In TAAM, workload points represent the workload for a
whole sector. Parameters for workload in TAAM are:

movement;
conflict;
coordination;
level changes.
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Estimated tasks for the level-capping scenario on speci-
fied airway are aircraft movements, conflict handling, and
level changes.

For the level-capping scenarios, it is unknown if and at
what time pilot and air traffic controller would coordinate a
climb to leave the low altitude of the manipulated flight plan.
Therefore, the effected flights remain at the low altitude dur-
ing the whole cruise phase of flight. The scenarios are worst-
case scenarios that probably do not occur in reality, due to
monitoring in the cockpit and the coordination with ATC to
ensure a safe flight. Nevertheless, these scenarios cause eco-
nomical costs and higher resource consumption as originally
planned (sector workload overload).

For the Flight Plan Deletion Scenario, the focus is on the
sequence of arrivals and departures at Munich airport. In this
case, we measure lost airport capacity, provoked delays and
additional fuel consumption.

5.1 Level-capping scenario—airway

In this scenario variant, flights using the airway UL607 are
targeted by cyber attacks, i.e., the flight level information is
reduced to FL250 for the controllers of those flights.

The fuel calculation prior to the flight by the air carrier
guarantees a safe flight in planned cruise FL to the arrival
airport. The fuel consumption rises if a lower altitude than
planned is enforced. In addition, fuel consumption depends
on the weight carried: the less fuel, the less is the weight of
the aircraft and the less fuel is needed. Therefore, to save on
overall fuel consumption, fuel reserves are typically reduced
to a minimum.

The affected flights are mainly taking off from United
Kingdom, Belgium, Ireland, United States and Canada. The

Table 5 Results of level-capping scenario for all flights on airway UL607

main target destinations in Germany are Frankfurt, Munich
and Diisseldorf. The resulting accumulated values for all
flights via airway designated UL607 are shown in Table 5,
separated by departure and arrival area. Results outlined
are shown relatively to the baseline scenario. The minimum
final reserve fuel (MFRF) allows a 30 min holding in 1500 ft
over the alternate airport [40, p. 4.3.6.3.1]. The minimum
diversion fuel (MDF) is the sum of final reserve fuel plus an
alternate fuel for 150 NM (alternate aerodrome is unknown).

The amount of additional fuel caused by the lower cruise
flight level is high with 1073 t in total. The related accumu-
lated additional flight time is shown in column four. Note
that additional delays and fuel consumption caused by neces-
sary diversions are not included. However, it is shown that
most of the aircraft affected by cyber attacks would exhaust
their minimum diversion fuel before reaching their final
destination airport. 45% (138 flights) of German overflights
departing in Europe (Europe/Other) would need to divert,
because even the final reserve fuel would be spent before
landing. Apart from the massive economic consequences,
there is also a high negative environmental impact.

The different utilization of sectors Nattenheim (NTM)
FL245-325, Frankfurt (FFM) FL245-315, and Wiirzburg
(WUR) FL245-315 are shown in Table 6. The largest
increase is estimated for sector NTM. The number of con-
flicts significantly increases due to higher traffic volume.
In addition, the traffic situation is more complex due to an
increased number of multiple conflict areas and a conflict
solution probably requires more controller workload. Within
the ARIEL simulation, no en-route flow management tool
for capacity balancing is used, thus no additional delays are
caused.

Departure Arrival No. of flights Additional Average deviation Additional fuel (t) No. of flights with less than
flight time

MDF MFRF 50kg
Europe Germany 89 02:38:07 01:46 (2.4%) +22 (+7.8%) 53 0 0
Europe Other 304 46:55:59 09:15 (4.2%) +864 (+15.6%) 301 138 52
Other Germany 65 14:25:07 13:18 (2.6%) +98 (+2.7%) 20 0 0
Other Other 15 09:17:44 37:10 (5.5%) +89 (+8.3%) 15 9 8
Table 6 Analysis of sectors Aircraft per day Average residence Average number of ~ Number of conflicts

Nattenheim (NTM), Frankfurt

time (m:ss) aircraft per minute (single and multiple)

(FFM), and Wiirzburg

NTM FFM WUR NTM FFM WUR NTM FFM WUR

(WUR)—average values are Sector NTM FFM WUR
calculated from 5 a.m. till 11
p.m. for all flights on airway Baseline 446 932 855

UL607

Level capping 780 1197 1081

4:34 5146 440 14 40 3.0 24 87 63

2 11 8
6:06 5:48 5:32 39 53 46 65 118 117
7 18 21
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5.2 Level-capping scenario—airline

This scenario variant focuses on the economic impact of the
level-capping cyber attack on a single airline.

The simulation results according to fuel consumption and
flight time are shown in Table 7. All results outlined are rela-
tive to the baseline scenario. Comparing Table 7 and column
three of Table 6, the additional flight time is increased by
26 min. This is caused by the mix of attacked aircraft types
with a high percentage of Boeing jets (Table 4). The airspeed
of a Boeing below Mach transition altitude is comparatively
low, e.g., the nominal airspeed of a Boeing 738 in FL250
is only 280 kts. Nevertheless, 5 min delay in average seems
to be negligible. However, it needs to be considered that
additional delays and fuel consumption caused by necessary
diversions are not included in the listed values. According
to the fuel consumption, most of the attacked flights would
exhaust diversion fuel before reaching their final destination
airport. At least 15 aircraft have to divert, because their land-
ing fuel would be below the final reserve fuel.

With a daily traffic volume of about 30,000 flights
(25,000-33,000) over Europe some additional questions
would have to be discussed like: how long would it take to
detect a cyber attack affecting only 450 flights? Moreover,
how long would the airline need to detect that the problems
occur due to a cyber attack? Suppose this attack happens
only once per month or only to a few aircraft, the attack
could remain undetected for a long time. However, the accu-
mulated additional fuel consumption will result in a massive
economic damage for the airline “ARIEL-Air”.

5.3 Flight plan deletion scenario

This scenario focusses on departures and arrivals at Munich
airport only, more precisely at runway 26R. Flight plans are
deleted by an attack and must be refiled and rescheduled.
The goal is to measure the delays and to show how long that
will affect the scenario day.

The attack is performed in two different variants:

e The first variant has four missing flight plans and the
delay of rescheduling has a fixed duration. That is per-
formed once.

e The second variant has five missing flight plans and the
delay values were randomly determined by a triangular

Table 7 Simulation results of the level-capping scenario—airline

distribution. That was simulated in 100 runs with the
same outbound rush.

For each variant, the number of delayed flights, the accu-
mulated delay time, maximum delay, and additional fuel
consumption, respectively the average mean (AM), were
calculated.

Based on expert assessment, we assume the expected
delay for the startup, caused by the re-filing of the missing
flight plan, is 10-20 min. Considered in these minutes are
the communication between pilot and air traffic controller,
company contact from pilot, creation of new flight plan with
acknowledgements from the IFPS, and the upload of the new
flight plan to the aircraft. All rescheduling and adaptations
caused by new take-off or touchdown times are managed by
TrafficSim to meet time constraints and keep all trajectories
safely separated.

In the following paragraphs the first variant is described
in detail, while the second variant merely presents the results
afterwards.

5.3.1 Variant with four missing flight plans

We assumed that the attacks occur, while the occupancy rate
of runway 26R is high. For example, out of seven departures
(outbound rush), DEP1 to DEP7, every second flight plan
is deleted. The selected outbound rush starts at 6:38 a.m.
and ends at 6:48 a.m. The first flight, DEP1, gets a rejec-
tion at start-up time t, justified with the message “no ATC
flight plan available”. Assuming that a new flight plan is
filed after 15 min, the AMAN/DMAN sequence planning
reinserts the delayed DEP1 in the arrival and departure traf-
fic stream at 6:53 am. Flights after that time need to be post-
poned, because there is no buffer available until noon. To
meet updated time constraints by the tactical tools AMAN
and DMAN arrival routes are shortened or extended using
the path stretching area (grey area in Fig. 2). The sequence
of surrounding flights is always maintained. Thus, the
AMAN/DMAN sequence planner checks arrivals between
1o and ¢ty + 15 min whether an early landing is possible or not.
Directly following departures are not yet ready for startup
and are not advanced. In case of DEP1, following arrivals
are not able to shorten their route that much, resulting in a
gap in the departures outbound rush between 6:39 a.m. and
6:42 a.m. This resulting gap represents loss of capacity for
the airport.

No. of flights Additional flight time Average deviation Additional fuel (t) % Total fuel No. of flights with less than
MDF MFRF 50kg
450 14:51:04 05:10 (5.5%) 215 114 327 15 0

@ Springer
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Table 8 Re-planning result initiated via “flight plan deleted” incident
of four flight plans in an outbound rush of seven departures

Late Delay Flight delay Max. delay Additional
fuel
Arrival 77 01:20:01 00:01:02 00:04:01 23t

Departure 95 03:00:23 00:01:53 00:19:04 -

Table 9 Average mean of 100 samples of re-planning results initiated
via “flight plan deleted” incident of five flight plans in an outbound
rush of nine departures

AM late AM delay AM flight Max. delay AM

delay addi-
tional
fuel
Arrival 39 00:59:51 00:01:33 00:08:45 1.2t

Departure 35 03:03:49  00:05:20 00:26:33 -

To reschedule DEP1 at £,+ 15 min, following departures
or arrivals are postponed so that DEP1 can take place. Those
shifted flights are now delayed.

The whole process is iterated for DEP3, DEPS, and
DEP7. The time until these flights were rescheduled is set to
16, 17, and 18 min delay. The results of the whole attack are
summarized in Table 8. The accumulated delay includes late
and early flights. The total delay is, therefore, 04:20:24 h.
Any rescheduled missing flight plan will iteratively increase
the delay of subsequent flights as long as no buffer can be
used. The resulting maximum delay of an arrival is 4:01 min
and for a departure it is 19:04 min. Additional fuel for depar-
tures is not calculated, because its arrival airports are not
under observation.

The scenario day is affected by the attack for a duration
of 4:15:58 h (impact period) until the simulation is back to
normal operational state according to the Baseline Scenario.

5.3.2 Variant with five missing flight plans

The second variant of five deleted flight plans out of one
specified departure block with nine successive departures
was simulated a hundred times with the same outbound rush.
This outbound rush starts at 11:28 am. The average mean
(AM) delay and additional fuel out of these 100 samples
are shown in Table 9. The total average delay accumulates
to 4:03:40 h.
The impact period here is in mean 1:54:18.

5.3.3 Discussion of the variants

In the first variant, almost twice as much fuel is consumed
with a delay of only 20 min more. This is due to shorter level
phases before the last descent when approaching the airport.

It is noticeable that the impact period with five deleted
flight plans is shorter than for four deleted flight plans. The
first attack variant begins at 06:38 a.m., while the second
begins at 11:28 a.m. On runway 26R, almost no free capacity
is available between 6:00 a.m. and noon. Thus, in the first
variant, more flights have to be rescheduled to reinsert the
attacked flights into the arrival and departure sequence (see
number of late flights in Tables 8 and 9).

6 Discussion

In this section we discuss the results of our simulations and
state arising further research questions. Based on our simu-
lation results, we derive recommendations to strengthen the
cyber resilience of the air traffic system.

We investigated the benefit of simulation to support cyber
attack impact analysis as a basis for the improvement of
cyber-resilience, we simulated scenarios, where the integrity
and the availability of flight plan data are violated. In the
scenario, where integrity is compromised, we assume that
an attacker deliberately manipulates the flight level. In the
airway variant of the level-capping scenario, the attacker
manipulates flight levels for aircrafts passing the airway
UL607 to disturb the general air traffic. In the “ARIEL-Air”
variant, the cyber attacker targets a fictional airline “ARIEL-
Air” by manipulating the flight level for aircraft from this
airline only.

For both scenarios, we had to specify the details of the
flight level manipulation. Although the impacts of varying
types of manipulations would differ, we demonstrate that
marginal manipulations can have significant influence on the
overall flight operations. We observed significant increases
of delays and fuel consumption, even with the potential of
provoking air safety incidents (i.e., fuel emergencies). In
addition, we observed shifts and increases of ATC workload
up to exceeding sector capacity. The Flight Plan Deletion
Scenario focuses on a violation of the availability of flight
plan data. We assume that an attacker deletes certain flight
plans with departures from Munich, in the Flow Manage-
ment System. We show that even the deletion of a few flight
plans could have a significant impact on the overall opera-
tion. The deletion of four (five, resp.) flight plans, out of a
departure block with nine successive departures, leads to a
dramatic increase of average delay for arrivals and depar-
tures. In this specific example, it takes 4 (2, respectively) h
for the system to be back in normal operation.
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Due to project time and resource restrictions, we had to
work with simplifications and assumptions. For example,
our employed simulation model only considers airborne
processes. There is no simulated interaction with planning
or ground processes. Thus, effects propagating beyond air-
craft turnarounds are not observable with the help of our
model. In addition, we are not able to study the impacts on
the downstream logistics chain caused by delays or higher
fuel consumption and their possible impacts back to airborne
processes. The simulation model also neglects any human
interactions during the simulation.

However, especially for the “ARIEL-Air” variant of the
level-capping scenario, where we manipulated only 450
flight plans out of about 30,000 flights over Europe, further
research questions are raised, e.g.:

How would the discussion with the controller look like?
Would a pilot really stay that long in a lower flight level?
How long would it take to detect the cyber attack?

How long would the airline need to detect that the prob-
lems occur due to a cyber attack?

The results of our simulations imply also a strong impact
on the downstream logistics chain. Due to delayed aircrafts,
passengers can miss connection flights. These passengers
possibly need alternative transportation or even accommo-
dation. Thus, the simulated manipulations caused by cyber
attacks are propagating far beyond our defined simulation
model boundaries. They cause significant impacts in all con-
nected systems. In consequence, besides developing simula-
tion models to evaluate, study and quantify systems under
cyber attack, we recommend to integrate human interactions
and connect simulation models from gate to gate.

We summarize and discuss our experiences collected
during our research in the form of recommendations in the
following Section.

6.1 Recommendations

The working results developed in the context of the ARIEL-
Sim project (our executed simulations and the corresponding
simulation results) give rise to the following recommenda-
tions to strengthen the cyber-resilience of the air traffic sys-
tem. Although not explicitly addressed in the project, we are
confident that our recommendations are also valid for other
domains, especially in the area of critical infrastructures.
The following recommendations found their way into the
recommendations document of project ARIEL [41].

@ Springer

6.1.1 Develop, maintain, and apply simulation models
and cyber attack simulation scenarios

To achieve a holistic understanding of the effects of potential
cyber attacks in complex systems, simulation is a valuable
alternative to more traditional analysis methods. We recom-
mend a more wide-spread application of simulation models
for processes and systems identified by cyber-threat and
risk analysis as critical for the system operation. Simulation
increases the understanding of the impact of identified cyber
threats and supports the validation of risk analysis results.
The increase in understanding of impacts and effects is the
basis for the development of effective countermeasures, for
example, algorithms and methods for early warnings about
potential cyber attacks.

In addition, we recommend to maintain and to use exist-
ing simulation models for cyber-threat and risk analyses.
Our research shows that simulation models of airborne pro-
cesses do not necessarily need a special design to support
a wide range of experiments regarding cyber attacks. We
assume that this observation is valid in other domains out-
side the aviation sector, as well. A simulation experiment is
based on scenarios, where the concrete data manipulation
has to be identified and specified. Therefore, it is impor-
tant to develop valid simulation scenarios. Interdisciplinary
teams that are able to provide a comprehensive consideration
of attacker motivation and attack impacts should develop
these scenarios.

Furthermore, we recommend to use simulation results for
cyber-security awareness building, especially for task-spe-
cific security awareness trainings. Beyond basic awareness,
simulation can also be exploited to support decision-making
and planning processes, by exposing the respective staff to
the data produced by simulation.

6.1.2 Connect and develop simulation models
from “gate-to-gate”

Most existing simulation models focus on a special area of
application. Potential propagations of effects beyond the
boundaries of operational processes are usually difficult
to observe and analyse. For example, the evaluation of the
impacts on ground processes or strategic planning processes
resulting from a cyber attack to the overall chain of pro-
cesses needs integrated and connected simulation models.
We recommend to identify, to specify and to develop the
needed connections between simulation model boundaries.

6.1.3 Integrate human interactions with cyber attack
simulation scenarios

A comprehensive cyber attack simulation program needs
HITL simulations. These require human interactions during
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the simulation execution, notably to evaluate the impact of
communication and coordination of controllers and pilots. In
the case of closed-loop simulation, typical user interactions
need to be modelled with assumptions or simplifications.
Especially in the area of air traffic management and flight
execution, the assumptions on these interactions influence
the results of a simulation significantly.

We recommend to integrate human interactions within
cyber attack simulations to increase the validity, quality, and
significance of the results of the simulations and to study and
observe the behavior of humans interacting with a system
under cyber attack. For example, the execution of cockpit
and ATC workstation simulation allows the measurement of
negotiation, reaction and action times. It requires the staft-
ing of the simulations with personal with operational skills.
This will improve existing and support the development of
new simulation models. Moreover, the results of human-
in-the-loop simulations will support the elaboration and
development of user requirements for systems susceptible
to potential cyber attacks. This will enlighten the currently
ongoing discussion about the essential future skills of opera-
tional staff to identify and manage cyber attacks. Since HITL
simulations are also prevalent in the area of education and
training, we recommend to integrate cyber attack simula-
tion scenarios within these training programs to support and
improve the development and implementation of codes of
conduct to face potential cyber attacks.

7 Conclusion

In our work we investigated the potential of simulation to
support the understanding of the consequences in potential
cyber-threat situations in connection with flight plan data
processing. Despite simplifications and assumptions, also
considering data sources from other years, we show that
simulation is a valid methodology to investigate impacts of
cyber attacks to the air traffic system. Our simulations show-
case general impacts and how they propagate through the
system in time. We demonstrated that small manipulations
could even cause safety critical incidents. In the level-cap-
ping scenario 45% (138 flights) would need to divert caused
by consumption of the final reserve fuel and out of these
52 flights would not reach their final destination. Simula-
tion allows us to evaluate the criticality of manipulations
and support a deeper understanding of the air traffic system
under cyber attack. However, our collected experiences,
which we summarized in recommendations, show that there
are applications of simulation which we could not address in
our research due to time and resource restrictions. Especially
the integration of human interactions with the simulation
scenarios allows the evaluation of further research questions.

Our simulations were not planned as human-in-the-loop sim-
ulations and do not involve any countermeasures, €.g., an air
traffic controller could make. Our results show the effects of
the scenarios without human actions.

The flight plan deletion scenario showed that the results
(e.g., impact period) are mainly dependent on the scenario
in use and the time of the attack. To determine a generally
valid value, further simulation runs with different scenario
days would have to be performed.

An additional focus in the field of simulation-supported
risk analysis should be the development of needed inter-
faces between simulation model boundaries to study effects
beyond the boundaries of operational processes.
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