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Abstract In this paper, a joint use of the discrete cosine
transform (DCT), and differential pulse code modulation
(DPCM) based quantization is presented for predefined
quality controlled electrocardiogram (ECG) data compres-
sion. The formulated approach exploits the energy com-
paction property in transformed domain. The DPCM
quantization has been applied to zero-sequence grouped DCT
coefficients that were optimally thresholded via Regula-Falsi
method. The generated sequence is encoded using Huffman
coding. This encoded series is further converted to a valid
ASCII code using the standard codebook for transmission
purpose. Such a coded series possesses inherent encryption
capability. The proposed technique is validated on all 48
records of standard MIT-BIH database using different mea-
sures for compression and encryption. The acquisition time
has been taken in accordance to that existed in literature for the
fair comparison with contemporary state-of-art approaches.
The chosen measures are (1) compression ratio (CR), (2)
percent root mean square difference (PRD), (3) percent root
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mean square difference without base (PRD1), (4) percent root
mean square difference normalized (PRDN), (5) root mean
square (RMS) error, (6) signal to noise ratio (SNR), (7) quality
score (QS), (8) entropy, (9) Entropy score (ES) and (10) cor-
relation coefficient (r,,). Prominently the average values of
CR, PRD and QS were equal to 18.03, 1.06, and 17.57
respectively. Similarly, the mean encryption metrics i.e.
entropy, ES and r, , were 7.9692, 0.9962 and 0.0113 respec-
tively. The novelty in combining the approaches is well jus-
tified by the values of these metrics that are significantly
higher than the comparison counterparts.

Keywords Electrocardiogram data compression -
Transformed domain - Optimal threshold selection -
Quantization - Regula-Falsi method - ECG data encryption

Introduction

The incorporation of wireless communication technology
in the field of the tele-cardiological platform has played a
vital role in the timely monitoring of electrocardiogram
(ECQG) signal, especially for remote areas [1, 2]. The ECG
signal monitors the electrical activity of the heart. It is
usually characterized by its various set points (P, QRS, T)
and intervals (PR interval, QT interval, and RR interval)
that reflect the rhythmic electrical depolarisation and
repolarisation of atria and ventricles [3]. The clinical
diagnosis of cardiac abnormalities is based upon the mor-
phological information obtained from these fiducial points
[4, 5]. By exploiting the inter, and intra-beat correlation the
redundant information in ECG could be removed thereby
resulting in the compression of ECG data [6].

In general, ECG data compression can be classified into
lossy and lossless techniques [7]. The lossless compression
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ensures the integrity of reconstructed data. The obtained
compression ratio (CR) is nearly 2-4 with 0 % recon-
struction error measured in terms of percentage root mean
square difference (PRD) [8]. On the other hand, lossy
compression has high CR with varying level of recon-
struction error [7]. ECG signal compression techniques
widely fall into the three categories of the direct method
[9-12], transformed method [10, 13-18] and parameter
extraction method [19, 20]. The lossy data compression
results in reduction of bit rate per sample by utilizing the
property of energy compaction and quantization. The sig-
nificant ECG diagnostic features are well preserved at the
minimum possible bit rate using this approach. The other
methods for compression include the grouping of the ECG
data samples followed by encoding them using standard
ASCII characters [21, 22].

All the prior work reported on ECG compression
demonstrate that there is a trade-off between CR and the
reconstruction error. Considering, in [15] Lee et al. have
used the discrete cosine transform (DCT) between the
current peak and the previous peak of the ECG by changing
window size from 100 to 15 %. The CR ranged from 5.19
to 27.9 while reconstruction error varied from 0.23 to 2.93.
Batista et al. [14], used Lagrange multipliers for the min-
imization of entropy in ECG signal for a given distortion
rate and then employing arithmetic coder for the lossless
encoding of the quantized coefficients. They achieved an
average CR of 9.3 at PRD equal to 2.5 % of all records of
MIT-BIH arrhythmia database. In [23] optimized DCT
coefficient quantization was introduced along with
Golomb-Rice coding, that leads to PRD equal to 2.5 with
CR of 10.8 for particular record 100 from the same data-
base as mentioned earlier. ASCII character encoding in the
combination with the set of signal processing techniques
like downsampling, differencing, normalization and
encoding have been employed in the works by
Mukhopadhyay et al. [21] and Gupta et al. [24] that is
further used for efficient transmission and storage.

There are challenges of accomplishing higher CR while
keeping low reconstruction error. An efficient and sim-
plistic approach that utilizes the energy compaction prop-
erty along with zero sequence encoding and optimum
quantization is needed to mitigate this drawback. A joint
application of transform domain method for ECG data
compression such as DCT and direct method such as effi-
cient zero sequence grouping followed by optimum dif-
ferential pulse code modulation (DPCM) encoding and
ASCII coding provides a breakeven point between CR and
PRD.

After efficient lossy compression mechanism, there is a
need for suitable encryption method for concealing of the
essential diagnostic ECG features, as biometric identifica-
tion can be obtained using those features [25-27].
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Statistical investigation validates the stated inherent
encryption mechanism. Sufi et al. [28] proposed an effi-
cient ECG obfuscation method that involved detection of P,
QRS complex, and T-wave feature from ECG and then
replacing them with their noisy versions. The advantage of
the proposed approach over existing encryption method
was that the corrupted ECG appears as regular ECG though
it is an encrypted ECG. Chen et al. [29] used quantization-
based digital watermark encryption technology on the ECG
to protect patient rights and information. The confidential
patient identity information was treated as a watermark for
medical data. They concluded that the difference between
the watermarked ECG and the original one was subtle and
negligible for physiological diagnostics.

Existing ECG encryption possesses the disadvantage of
distorting the diagnostic features along with the generation
of enormous side information. The present work alleviates
this drawback via exploration of inherent ECG features.
The proposed combined technique employs a block-wise
DCT for energy compaction of significant coefficients.

Depending upon user defined reconstruction error the
significance of DCT coefficients are decided through the
optimal threshold parameter, calculated via the Regula-Falsi
method as reported in the works by [30]. For higher UPRD,
higher is the value of optimal threshold and lesser would be
the retained DCT coefficients for reconstruction. After that
by zero sequence grouping, DPCM based quantization,
lossless Huffman coding followed by ASCII Encoding
scheme results in efficient encryption of the ECG segments.

The rest of the paper is organized as follows: the “ECG
database and performance measures” consists database
along with the performance measure description, “The
proposed ECG compression scheme” introduces proposed
ECG compression scheme in detail. Results discussions
and comparisons with previous work are reported in “Re-
sults and discussion”. Finally, “Conclusion” concludes the

paper.

ECG database and performance measures

In the emerging area of medical engineering, research
issues like cardiac arrhythmia detection [31], heart rate
variability [32], cardiovascular diagnosis dynamics in
telecardiology [33], artificial intelligence based medical
decision support and ECG compression, etc. are of major
interest [15]. The Massachusetts Institute of Technology
(MIT) provides some valuable resources for such research
projects. These resources include databases and software
for obtaining, viewing, and analysing various physiological
signals. In the present study, ECG samples from arrhythmia
database [34] (http://ecg.mit.edu) have been taken for
investigating the efficiency of the proposed method. The
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database contains 48 half-hour excerpts of two-channel
ambulatory ECG recordings, obtained from 47 subjects
studied by the BIH arrhythmia laboratory. The 11-bit res-
olutions over 10 mV range at sampling frequency 360 Hz
per channel has been recorded. To access the efficiency of
proposed compression technique, first 65,0000 samples
(30 min duration) has been chosen and evaluated using
seven ECG data compression metric [8, 10, 14-16]. A
baseline of 1024 is added, and gain of 200 is multiplied to
each sample of ECG data for normalization. The purpose
of normalization is to scale the ECG sample value in the
smallest possible positive integer for proficient storage.

Compressor performance measures

As stated in literature the proficiency of any ECG data
compression algorithm is estimated using both the visually
and the quantitatively. Seven performance measures exist
in the literature [15, 21, 35, 36].

Compression ratio (CR)

The CR provides information about the extent by which the
compression algorithm eliminates the redundant data.
Higher the CR lesser is the number of bits required to store
or transmit the data and is defined as follows

CR="22 (1)

where By is the total number of bits required to represent
original ECG data and B, total number of bits required to
represent compressed ECG data stream along with the side
information needed for retrieval of original data. Moreover,
CR is alternatively defined as
11 xXfy XN

CR = ,
B. + B

2)
where f; is the sampling frequency, N is the total number of
samples in ECG data, B, is the total number of bits in
compressed ECG data and B, is the bits required to store
the side information.

Percentage root mean square difference (PRD)

It quantifies the acceptable fidelity of the reconstructed
signal. It measures the degree of distortion in the recon-
structed signal; that was introduced during the compression
and decompression procedures.

PRD (%) = 100 x |"=! N : (3)

> (X, (m)

n=1

Percentage root mean square difference without base
(PRDI)

As MIT-BIH arrhythmia database incorporates an offset
value of 1024 in each ECG record. The PRD1 provides a
more reliable parameter than PRD. PRD1 measures the
compressor efficiency by offsetting this effect by sub-
tracting this value from the original signal in the
denominator.

PRD1 (%) = 100 x |"=! : (4)

Percentage root mean square difference, normalized
(PRDN)

It is a normalized version of PRD. The difference from
PRD is that PRDN does not depend upon the signal mean
value X.

> (Xi(n) — X, ()
PRDN (%) = 100 x | =" : (5)

5 (X(n) — X)?

n=1

Root mean square error (RMS)

This measure provides the error in the reconstructed signal
with respect to the original signal.

(Xs(n) — X, (n))

: (6)

Signal to noise ratio (SNR)

SNR, measure of degree of noise energy introduced by
compression mechanism in decibel (dB) scale.

N
. (Xs(n)

n=1

X)?
SNR = 10 x log

S (Xu(n) — X, (n))?

n=1

Quality score (QS)

It is the ratio of the CR and PRD. The QS is a very rational
performance indicator when it is difficult to estimate the
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best compression method while taking into account the
reconstruction errors as well. Higher the QS, superior is the
performance of compression method.

CR

S =——.
Q PRD

(3)

Encryption performance measures

The randomness in the compressed ECG can be evaluated
using the existing encryption performance measures like
histogram, entropy, and correlation analysis [37-39]. Out of
these three, histogram analysis was used for visual inspection
and the remaining measures were used for statistical analysis.

Histogram analysis

Histogram analysis provides the probability distribution of
given data samples. The non-uniformity in histogram
accounts due to the higher correlation in the time series.
Further, the encrypted time series represents true random-
ness as depicted via uniform histogram.

Entropy analysis

This measure accounts for the randomness present in the
signal. Higher the entropy greater will be the randomness.
The information entropy of the data is defined as

E(n) = Aﬁ;p(m) o2 (1) )

where M is the total number of samples n; € n; p(n;)
denotes the probability of occurrence of the sample »n; and
log with base 2 signifies that the entropy expressed in terms
of bits. Considering an infinite population, with the uni-
form distribution of random data having 1024 amplitude
levels (10-bit resolution or 10-bit quantization level), then
ideally the value of E(n) = 10-bits. For the fair compar-
ison of entropy values with two different information
sources, which were having different quantization levels
(resolution), a new parameter called entropy score (ES) has
been proposed. It is defined as

_ Entropy ’ (10)
Resolution

where resolution is represented as the number of bits per
sample for the given information source. The ES accounts for
the normalization of entropy value, against different quanti-
zation levels. The maximum value of ES is unity, indicating a
uniform distribution of samples. The minimum value of ESi.e.
0, denotes that the same sample value is repeated over the
entire sample space. Higher the ES, more is the randomness
and lesser is the correlation in the given time series.

@ Springer

Correlation analysis

Correlation analysis has been reported in the present work
so as to estimate the proficiency of the encryption mech-
anism. Correlation values close to zero indicates that the
signal has a strong ciphering capability. The correlation
coefficient ry, of the pair of data points is given as:

_E{k-E@ - EO}

I'yy = s 11
' VD) /D) "
E(x) =$in, (12)
D@ =223 — B, (13)

where x and y are two adjacent data points in the sample
space. E(x) and D(x) are expectation and variance of
x. M is the total number of considered samples. The
encrypted time series has a lesser value of the correlation
coefficient indicating that the data is highly uncorrelated.

The proposed ECG compression scheme

The application of optimal threshold based DCT and ASCII
Encoding in ECG data compression address the issue of
achieving the desired PRD corresponding to defined CR. As
shown in Fig. 1a, the proposed ECG compression scheme is
primarily composed of six stages. The original ECG signal,
X,(n) obtained through predefined lead configuration can be
represented in terms of samples as:

X;(n) = x1, x2, X3, .. Xy,

(14)

where n =1, 2,...N. Here N is the product of sampling
frequency f; and time duration (in seconds) of ECG data.

Down sampling

The obtained ECG is down-sampled by factor 2 resulting in
50 % reduction in ECG data. To analyse the effect of this
procedure on compression parameters, the signal is recon-
structed using cubic spline interpolation mechanism. On an
average CR equal to 2 with minimal PRD value equal to 0.12
was achieved when estimated for all the 48 records.

Block wise DCT and optimal selection of threshold

After the downsampling stage, the selection of optimal
threshold was done using the iterative Regula-Falsi [40]
numerical method. DCT coefficients having a value higher
than the calculated threshold are retained for further pro-
cessing. The detailed algorithm for optimal threshold
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selection for given PRD is similar to that reported in [30].
The analogous procedure is adopted for the present work
that can be diagrammatically outlined in the form of a
flowchart in Fig. 1a, where TH,y corresponds to the optimal
threshold value. The initial two temporary thresholds
(TH_TempO, TH_Templ) are chosen as any random num-
ber that finally converges to TH,, via this approach.

gets satisfied in less than 100 iterations thereby giving the
optimal threshold value. The predefined ¢ is kept to 10 %
of the user defined PRD (UPRD) [30]. Next, the signal is
formulated and re-assembled according to the UPRD, and
the appropriate block size is computed using inverse DCT.
The iterative approach for obtaining TH, is illustrated in
following steps

STEP 0: Take the input ECG samples, define &, user defined PRD (UPRD) and initial thresholds (TH;

TH_TempO, TH Templ)

STEP 1: Apply block based DCT computation to the input signal waveform as given by the equation below

y(k)= w(k)iXS(n)cos[%(Zn—1)(k—1)j, k=121

1

Jr

L

Where, w('k ) is scale factor.

, k=1
wik)=

STEP 2: Apply Hard thresholding (TH) to the DCT coefficients. The thresholded bit stream is represented

as Z(k)

TH =TH, forl" iteration
else
TH =updated TH

y(k) if |y(k)|2|TH]|
2(k)=

0 |v(k )| <|TH|
STEP 3: Apply
|PRD| > (1+&)|[UPRD| is satisfied

Inverse DCT computation, and do

the PRD calculation till the criteria

if the above condition is satisfied then go to step 4 else to step 5.

STEP 4: Update threshold according to Regula-Falsi method as shown in Fig. 1b and go to step 2.

STEP 5: End

The PRD at different values of the threshold is calcu-
lated as needed, irrespective of the initialization of
threshold. The algorithm is designed to reiterate until the
reconstruction error falls within the tolerable limits (&) of
the PRD as reported in works by [30]. As experimented on
all the 48 records of the MIT-BIH database the condition

Zero sequence grouping

The aim of this stage is to encode three or more consecu-
tive zeros and to formulate a new series that encodes the
location of three or more consecutive zeros. The side
information generated by this step works as an inherent

@ Springer
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Fig. 1 a ECG encoding process (a)
of the proposed compression

algorithm along with optimal

threshold calculation. b Regula-

Falsi method for obtaining the

ECG Data Acquisition, Define UPRD,
Threshold (TH), Quantization resolution (1),
Tolerance limit ( € ) and Block size

optimal threshold at particular
UPRD

!

| Down Sampling |

!

| Block wise DCT Computation |

|

Application of Initial/Optimal Threshold over |
DCT coefficients

|

Inverse DCT and PRD Calculation

Update Threshold for its Optimal
Value by Regula-Falsi Method

Is UPRD < | & [<xPRD?

b

Zero Sequence Grouping for Optimally
Thresholded DCT coefficients

|

DPCM based Quantization of Un-grouped DCT
Coefficients

;

Huffman Coding and ASCII Encoding

!

Store/ Transmit

encryption key that provides the location, as well as the
number of zero sequences in between the non-consecutive
zeros DCT coefficients. For illustration, consider.

DCT coefficient before zero sequence grouping with
block size and UPRD equal to 64 and 0.4 respectively:
{—144.20 —34.47 40.79 25.1125.81017.9900000000
000000017.170000000000000000000000
000000000000000000000}.

DCT coefficients after zero sequence grouping:
{—144.20 —34.47 40.79 25.11 25.811 0 17.99 17.17}.

Location of three or more consecutive zeros: {8 16}.

Number of consecutive zeros: {15 42}.

The generated output sequence results in three different
time series; First is the significant DCT coefficients with
non-consecutive zeros, second indicates the location of
three or more consecutive zeros, and the last denotes the
number of consecutive zeros at the location of three or

@ Springer

more successive zeros. The second and third output acts as
an inherent encryption key that is unique to each and every
ECG data.

Quantization of un-grouped DCT coefficients

After the zero sequence grouping stage, the ECG data can
be represented in two portions, (1) firstly the thresholded
DCT coefficients, (2) secondly the location and length of
consecutive zeros. Furthermore, the DCT thresholded
coefficients are quantized using DPCM [10, 41].

The quantization resolution is controlled by the number
of bits per sample (m). Because of this step reconstruction
error ¢, due to quantization can be expected. DPCM
quantization works by using a variable width of bits, which
are suitable for the nature of each data. The entire sample
space which is quantized using m bits is converted into the
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Fig. 1 continued (b)

Define temporary Threshold
(TH_Temp0 < TH_Templ),
UPRD, Original ECG Signal

v v
—»| Block based DCT unit Block based DCT unit [
! '

Thresholding unit Thresholding unit
TH_Templ TH_Temp0
Compute reconstruction Compute reconstruction
error (PRD_1) with error (PRD_0) with
respect to original signal respect to original signal

v v

Update for optimal threshold
(UPRD — PRDO)(TH _Templ —TH _Temp0 )
(PRD1-PRDO)

Block based DCT Unit TH_Temp0=TH,
TH_Templ=TH, l

Thresholding Unit
THao

!

Compute reconstruction error (PRD_ite)
with respect to original signal

THy =TH Temp0+

i. Thresholded
DCT coefficient
ii. TH,

If
|UPRD- PRD _ite|<
(1+5) UPRD

If
(PRDI-UPRD)(PRD._ite-
PRD0)<0

binary equivalent. Furthermore, chunks of 8 bit each is = where ever needed. Additionally, zero padding was done at
extracted for ASCII encoding. The eight bits were formu-  the end of the DCT sample space to make it suitable for
lated by concatenating the bits from the next samples  ASCII code conversion.

6-bit encoding of DPCM 35 38 42 39 41 40 41 41
coefficient
Index 1 2 3 4 5 6 7 8
8-bit encoding of 6-bit
DPCM coefficient 142 106 167 166 138 105
Index 1 2 3 4 5 6

@ Springer
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Application of block

128 ECG data After 2 down wise (64) DCT after Zero sequence DPCM based Quantization Huffman coding
samples from 117 sampling the optimal thresholding Grouping of Un-grouped DCT and ASCII Encode
record (UPRD=0.40) remaining 64 samples (TH=15.4658) Coefficients
Index ECG Index Down DCT DCT Grouping DPCM Huffman ASCII Encode
Data sample coefficients coefticients based coding
with less than Quantiz-
three or more y cation Nismilbae ation
consecutive of of
zeros consecu- consecu-
tive zeros  tive zeros
1 839 1 839 -144.20 -144.20 8 15 19 10
2 839 2 839 -34.47 -34.47 16 42 25 231 ©®
3 839 3 839 40.79 40.79 29 31
4 839 4 839 -25.11 -25.11 26 24
5 839 5 840 25.81 25.81 29 158 7
6 839 6 836 0 0 27 179 3
7 839 7 830 17.99 17.99 28
8 840 8 828 0 17.17 28
9 840 9 831 0
125 868 61 888 0
126 872 62 893 0
127 874 63 894 0
128 872 64 898 0

Fig. 2 Proposed ECG data compression algorithm with example for record 117 with UPRD = 0.40, CR = 16.66, PRD = 0.47, TH = 15.46

Huffman coding and ASCII encoding

For the final process of compression, Huffman coding along
with the ASCII encoding has been utilized. The procedure
assigns a high-bit format (i.e. a long string of bits) to fewer
occurring samples while allocating a low bit format (i.e. a
short string of bits) to more frequently occurring data sam-
ples. The sample size reduction was 19.98 % on an average
when encoded using this algorithm. Afterward, the algorithm
is designed such that these encoded symbols are converted to
the ASCII characters that can be transmitted through the
existing transmission models.

Reconstruction of the compressed ECG data

The reconstruction of raw ECG data from the compressed
file is accomplished by following the inverse operation of
compression stages. The first stage of restoration procedure
was to separate and estimate the side information and
compressed ECG signal from the received file. The second
stage involves ASCII decoding and inverse Huffman cod-
ing, which defined in the corresponding data table, as the
frequency of occurrence of the data samples. The third
stage converts the Huffman decoded samples back to m-bit
quantization levels from 8-bit data type, followed by
DPCM based decoding. This decoding is done using the
code book and predictor, which was referred to the

@ Springer

encoding procedure. The fourth stage deals with appending
zeros, which are grouped on the encoding side at a par-
ticular location. The fifth step proceeds by taking the
inverse DCT using the same encoded DCT block size
followed by reverting the down-sampling process of time
series using spline interpolation. Finally, the estimated
ECG signal is available for cardiac analysis.

(@)

(b)

(©)

(@

Fig. 3 Original signal and reconstructed signal segment of record no.
117 at different PRD for quantization resolution of 8 bit for 30 min
duration. a Original data. b CR = 10.92, PRD = 0.30, UPRD = 0.2
and TH =5.14. ¢ CR = 16.64, PRD = 0.45, UPRD = 0.4 and
TH=1521. d CR=2357, PRD=101, UPRD=1 and
TH = 46.66
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Proposed ECG data compression algorithm

with typical example

A typical example of record 117 is illustrated in Fig. 2 with
128 original ECG samples at UPRD = 0.40. Step by step
data processing is provided using 64 block size followed by

CR Vs PRD

80
70
60
50

& 40
30
20
10

—A—m=4
m=5
—>$-m=6
m=7

—+—m=8

0
0O 02 04 06 08 1 12 14 16 18 2 22 24

PRD

Fig. 4 Comparative representation of CR and PRD form = 4,5, 6, 7
and 8 quantization bits with varying UPRD for record 117 for 30 min

duration

Fig. 5 First 1280 ECG samples
of record 117 and its DCT
coefficients for block size = 64,
with quantization resolution
(m) of 6 bit for 10 min duration,
CR = 16.66, UPRD = 0.40,
PRD = 0.47 and

threshold = 15.46. a Original
ECG segment. b DCT
coefficients without
thresholding. ¢ DCT coefficients
estimation after optimal
thresholding by Regula-Falsi
method. d Reconstructed ECG
segment. e Reconstruction error
in ECG segment

2

S 1000

=y

g

< 500
< 500
E

= 0
g

< 500
2 500
2

= 0
o

g

< -500

2

S 1000

2

g

< 500
< 50
=
= 0
g

< -50

zero sequence grouping and DPCM based quantization.
Finally, lossless encoding using Huffman and ASCII
encoding is done. The overall CR and PRD 16.66 and 0.47
were achieved during the due course.

Inherent ECG data encryption

The proposed method serves as an ECG encryption
mechanism also, with the following merits.

e Due to randomness in the nature of the side informa-
tion, it’s hard to predict the encryption key.

e There is no need for extra encryption mechanism
(advanced encryption standard or data encryption
standard) due to the inherent data-hiding mechanism.

e The average size of the encryption key is only 1.6 % of
the original data length.

The length of original data is calculated as f; x T where
/5 1s the sampling frequency and 7 is the time in seconds.
The side information is calculated as number of location

400 600 800 1000 1200

400 600 800 1000 1200
Coefficient Index
(c)

400 600 800 1000 1200
Coefficient Index
(@)

400 600 800 1000 1200
Samples

(e

200

400 600 800 1000 1200
Samples
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Fig. 6 First 1280 ECG samples
of record 117 and its DCT

coefficients for block size = 64,
with quantization resolution

1000 M\N‘W\;

Amplitude

(m) of 8 bit for 10 min duration, |
CR = 12.95, UPRD = 0.4, 500 200
PRD = 0.41 and

threshold = 15.46. a Original

ECG segment. b DCT

(b)

coefficients without 500 T
thresholding. ¢ DCT coefficients

estimation after optimal

thresholding by Regula-Falsi -500 L
method. d Reconstructed ECG 200
segment. e Reconstruction error

in ECG segment

Amplitude
o

400 600 800 1000 1200
Coefficient Index
(©

500 T

Amplitude
o
=

-500 L

400 600 800 1000 1200
Coefficient Index
(d)

Amplitude

500 L

Samples

(e)

200

of three or more consecutive zeros (L,) and number of
consecutive zeros (C;) along with Huffman coding dic-
tionary (H.y). All the three components are added to
provide the side information as represented by the R in the
equation below, which is 1.6 % of the original data length
when averaged over all the 48 records of the MIT-BIH
database.

L o
R T
fixT fixT

K % 100,

(15)
K in the above equation refers to the encryption key.

Zero sequence detection algorithm serves the purpose
of lossless grouping thereby facilitating inherent ECG data
encryption; zero sequences encoded as the location of
three or more consecutive zero and number of consecutive
zero as sequence encoding table. A correct encoding
table is needed for accurate ECG signal reconstruction
otherwise, it is impossible to decipher the original ECG
signal.
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Amplitude
o

400 600 800 1000 1200
Samples

To reconstruct the ECG signal authorized users should
be facilitated with sequence encoding table and block size
to decode compressed encrypted ECG data. Furthermore,
the encryption key was generated according to the data to
be fetched, which varies from one ECG data to other.

Results and discussion

This section describes the results of several sets of exper-
iments, in order to assess the effectiveness of the proposed
method over all the 48 record of the standard arrhythmia
MIT-BIH database. Both the compression and encryption
performance are presented.

Compression analysis

The considered time duration of ECG segments was
30 min and was varied in accordance with the framework
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Fig. 7 First 1280 ECG samples
of record 117 and its DCT

coefficients for block size = 64,
with quantization resolution
(m) of 6 bit for 10 min duration,

Amplitude
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used in literature. The comparison of proposed work with
existing ECG coder was also evaluated. For the visual-
ization of the algorithm efficiency, the results are presented
for the typical record117.

Figure 3 shows the results of the proposed algorithm for
different chosen values of UPRD (0.2, 0.4 and 1) for record
117. Reconstruction error is clearly visualized at an opti-
mum threshold value of 46.66 with UPRD equal to 1.0.
Whereas for UPRD 0.20, the significant difference exists
between reconstructed and the original ECG signal, which
cannot be easily visualized when the threshold values were
lesser than 15.21 were used.

The difference between PRD from UPRD was mainly
due to the quantization resolution. If the higher number of
quantization bits (m) are assigned per sample, then the
degree of closeness of PRD to UPRD increases. Figure 4,
illustrates the variation in CR with respect to PRD at dif-
ferent levels of m. The various values of m are chosen to
explore the effect over CR and PRD. From the analysis, it

|
400 600 800

Samples

1000 1200

can be concluded that the decrease in m results in an
increase in the performance of the compressor (CR/PRD
ratio) up to a certain level. To achieve low reconstruction
error, there is a need to increase the quantization resolution.
For achieving the maximum compression efficiency of the
algorithm with PRD greater than 1.4, lower values of
m must be chosen as justified in Fig. 4. For 6-bit quanti-
zation resolution, linear relationship between CR and PRD
curve is achieved after PRD equals to 0.6.

At lower PRD, linear relationship between CR and PRD
curve is achieved after PRD equals to 0.6 in the case of the
6-bit quantization resolution. The linear relationship for
8-bit quantization resolution begins from PRD = 0.38 for
record 117. For lesser PRD (<0.6), 8-bit quantization is
preferred in contrast to 6-bit quantization for the same PRD
as shown in Fig. 4. This is in well accordance with the
concept that higher resolution is needed for lower PRD. At
lower PRD, linear relationship between CR and PRD curve
is achieved after PRD >0.6 in case of the 6-bit quantization
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Fig. 8 First 1280 ECG samples
of record 100 and its DCT

coefficients for block size = 64,
with quantization resolution
(m) of 6 bit for 10 min duration,

1200 F T T T T T T ]

Amplitude

CR = 18.15, UPRD = 1.0,
PRD = 1.0 and

threshold = 41.32. a Original
ECG segment. b DCT

600
Samples

(b)

1000 1200

coefficients without 500
thresholding. ¢ DCT coefficients
estimation after optimal

thresholding by Regula-Falsi

-500

Amplitude
o

method. d Reconstructed ECG 200 400 600 800 1000 1200
segment. e Reconstruction error Coefficient Index
in ECG segment
(©
g 500 . . . . . .
2
= b
g 500 1 1 1 1 1 1
200 400 600 800 1000 1200
Coefficient Index
"8 T T |(d) T T T
S 1000 M
E 1 1 1 1 1 1
<
200 400 600 800 1000 1200
Samples
(e
g 50 . . . . . .
2
o 0
E 1 1 1 1 1 1
< -50
200 400 600 800 1000 1200
Samples

resolution, and the same linear relationship is retained for
8-bit quantization resolution that begins with PRD = 0.38.
It is observed that morphological features are preserved
better for the higher number of quantization bits at the cost
of lower CR.

Three sets of experiments were done to explore the
different combinations of UPRD and m namely (1)
UPRD = 0.40 and m =6, (2) UPRD = 1.0 and m =6
and (3) UPRD = 1 and m = 8. For these chosen experi-
mental values, the reconstructed ECG segments are shown
in Figs. 5, 6 and 7. As seen in Fig. 5, typically a CR value
of 16.66, PRD = 0.47 was achieved at m = 6 for an
optimal threshold value of 15.46. Furthermore, with an
increase in the value of m to 8, reduction in the value of CR
was noticed with improvement in PRD. The values of CR,
PRD and optimal threshold are equal to 12.95, 0.41 and
15.46 respectively as shown in Fig. 6. Therefore, it can be
concluded that by varying the value of m from 6 to §, at a

@ Springer

fixed value of UPRD equal to 0.4 results in an improve-
ment in the quality of reconstructed signal at the cost of the
CR as shown in Figs. 5 and 6.

Also, at the fixed value of m and the higher value of
UPRD equal to 1.0 the quality of the reconstruction
degrades in comparison to that obtained using UPRD equal
to 0.4. Typical findings are shown in Fig. 7 for which a CR
equal to 23.97 and PRD = 1.01 has been achieved with an
optimal threshold value equal to 47.59 at m = 6.

The reconstructed signal quality was also estimated,
both visually and quantitatively for records 100 and 119 in
addition to the typical record 117. From the previous
observations for record 117, the quantization resolution ‘m’
equal to 6 yielded the best results. For all other records, the
analyzes were quoted only for m = 6 as it represented the
best trade-off between CR and PRD. Effect of the varia-
tions in the UPRD, on the signal reconstruction quality can
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Fig. 9 First 1280 ECG samples
of record 100 and its DCT

coefficients for block size = 64,
with quantization resolution
(m) of 6 bit for 10 min duration,

Amplitude
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be visualized in Figs. 8 and 9 for record 100 and in
Figs. 10 and 11 for record 119.

From the graphical scrutinization of the reconstructed
signal at different values of UPRD equal to 0.40 and 1.0, it
was seen that the signal restoration quality degrades.
Typically a value of CR = 18.15, PRD = 1.01 was
obtained for an optimal threshold value equal to 41.32 at
UPRD equal to 1.0 as shown in Fig. 8.

Similarly, the decrease in value of CR and PRD equal to
11.86 and 0.42 was noticed when UPRD declined to 0.40.
All these results were obtained at an optimal threshold
value of 15.11. The obtained trend can be visually
inspected from Fig. 9.

To generalize the proposed method for different ECG
records possessing different morphological features; the
experiments were also performed on record 119. Figure 10,

Amplitude
o

400 600 800 1000 1200
Samples

11 shows that same trend followed as verified in the pre-
vious records, i.e. increase in UPRD results in the increase
in CR and PRD. This increase in CR is at the cost of
degradation of the reconstruction signal quality. The typi-
cal values obtained are clearly indicated in figure captions.

Table 1 shows the comparative analysis of CR, PRD,
PRDN, RMS, SNR and QS for all records of MIT-BIH
arrhythmia database for quantization bit resolution of 6.
The mean values of CR, PRD1, UPRD, PRD, PRDN,
RMS, SNR and QS of 48 subjects were 18.59, 12.01, 1,
1.06, 17.09, 10.20, 15.95, 17.57, and 44.96 respectively.
The efficacy of the proposed method was duly justified by
its comparison with the existing state of art compression
algorithms as given in Table 2.

In Table 2, fifth column, a brief description of ECG test
sets and duration is presented, and the last column
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Fig. 10 First 1280 ECG

samples of record 119 and its
DCT coefficients for block
size = 64, with quantization
resolution (m) of 6 bit for
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represents the quantization resolution used (#b). Same
database, sampling frequency, lead configuration and time
duration were used for ECG facilitating the fair comparison
with existing techniques in the literature. As these factors
heavily affect the CR and PRD, accordingly anticipation is
required in the compressor.

The advantage of the proposed method is its superior
CR, PRD and QS performance; which is in agreement with
the wide consensus that “QS is a better performance
indicator while taking into consideration the both aspect
reconstruction distortions (PRD) as well as a quantitative
description of the compression (CR).” Furthermore, the
proposed method performs excellent by obtaining better
QS as compared to other methods. From the formulated
results in Table 2, it can be concluded that values of CR,
PRD and QS is significantly better for proposed method in
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Samples

comparison to various lossy, lossless and tends to lossless
methods.

Encryption analysis

The statistical and visual security analysis for developed
inherent ECG data encryption is analysed in this sec-
tion. For detection of ECG samples, there is need to have
advance knowledge of block size, m, the location of zeros
and number of consecutive zeros. As block size and m re-
mains same for entire ECG compression algorithm, the
main inherent security is achieved by location and number
of consecutive zeros. For example, the detection of 4 min
ECG data with 360 Hz sampling frequency, having 64
DCT block size and 6-bit quantization resolution (for
record 117 with UPRD = 1.0), the needed random
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Fig. 11 First 1280 ECG (a)
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combinations were 846 x 846 for correct detection of
encoded ECG. Which implies that the possibility of correct
ECG data reconstruction is 1/(846 x 6 x 846 x 6) ~
3.88 x 10_08, which tends to zero.

Key sensitivity

Figure 12 gives the visual representation of key sensitivity.
Only a small change in the particular sample either in location
or number of consecutive zeros can affect the reconstructed
ECG data. For a typical example, the location of zeros were
changed in one of the location, the results were revealed for
records (1) 100, (2) 117 and (3) 119 shown in Fig. 12. It
indicates the original signal (a), the reconstructed signal with
incorrect key (g) and the error signal (h). However a tiny
change in the inherent key space sample will lead to a drastic
change in reconstructed ECG data, so there is a need for
accurate handling the inherent key space. Thus, it can be
concluded that inherent key space has high key sensitivity.

Amplitude
=)

1
200

1 1 1
400 600 800 1000 1200

Histogram analysis

The generated histogram for original and inherently
encrypted ECG data depicted in Fig. 12b, d respectively.

The histogram of the encrypted data should be uniform
which means equiprobable data points are present.
Encryption relates to in deciphering capability of any
algorithm. The histogram analysis is one of the subjective
measures for estimation of such capability. The more is the
spread in the histogram lesser is the correlation and higher
is the encryption.

In Fig. 12d all the three records shows uniform his-
togram as compared to original ECG data. That shows the
novelty of the proposed ECG data compression scheme.

Entropy analysis

Entropy is being used to check the presence of randomness
in the time series. An ES close to one means better
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Table 1 continued

Threshold

PRDI PRD PRDN RMS SNR QS

CR

Record

38.17

13.50
14.80
13.60
18.53

21.19

20.60
18.89
16.64
15.30
9.35

11.27
10.18

9.33

1.13
1.12
1.01
1.03
1.01
1.06
1.14
1.08
1.02
1.01
1.10

1.04

8.99
6.67
7.14

15.26
16.65
13.71
19.12
21.33
16.87
24.44
15.80

17.31

217
219
220
221
222
223
228
230
231

43.42
41.54

4941

11.36
14.72

17.19

9.21

10.22
10.05
9.71

14.80
25.32
7.30

40.45

34.09
12.35
14.84
14.48
17.40
33.54
9.82

43.38

15.98
21.47
14.68
16.94

23.59

18.17

45.8
47.13

16.57
16.79
15.19

9.49

11.32
10.69
10.07
9.99

13.67
13.17
14.37
2342
9.42

49.17

47.50

23.72
14.41
16.16

232
233

43.82

13.06
15.59

20.16

11.00
10.27

49.66

15.75

16.31

14.31

234

44.96 + 6.31

12.01 £ 5.24 1.06 £ 0.06 17.09 £+ 6.79 10.20 £+ 0.71 15.95 £ 3.26 17.57 £ 5.08

18.59 + 4.89

Average =+ standard

deviation

randomness property. Simulation results for records 100,
117 and 119 are listed in Table 3. It shows that, the
entropy as well as ES for original and inherently
encrypted ECG data that were having the resolution of
11 bits per sample and 8 bits per sample respectively.
From the results, the ES for all the inherently encrypted
ECG records are close to one. The average entropy for
encrypted ECG obtained by proposed method is 7.9692,
which very close to ideal value 8. Which validates the
proposed scheme is having the potential for inherent
encryption. This feature prevents information leakage
from the ECG data.

Correlation coefficient analysis

To test the correlation in ECG time series between two
adjacent randomly selected data points, the following
procedure is carried out. Firstly randomly select 2000 pairs
of samples of adjacent data points from original ECG
samples and inherently encrypted ECG samples. Then the
correlation coefficient r,, for each pair is calculated using
Eq. 11, and the results are listed in Table 4.

Figure 13 represents the correlation coefficient of two
randomly selected adjacent ECG data points. It is obvious
that the neighbouring data points in inherently encrypted
ECG have very less correlation.

Discussion of essential features for proposed
technique

Performance comparison

After scrutinizing the findings reported in Table 2, it can
be concluded that the proposed approach outperforms
the existing works reported by Batista et al. [14], Lee
et al. [15], Mukhopadhyay et al. [22], Gupta et al. [24],
Hilton [42], Ku et al. [43], Sadhukhan et al. [44]. and
Aggarwal et al. [45] in terms of CR, PRD and QS. The
work shows an extensive comparison at varying levels of
PRD and resolution. Experimentation have been done
for selected records as quoted in the literature for fair
comparison. Significantly for record 121 lead-1 the
obtained PRD was 0.69 in comparison to 3.023 [24] at
CR equal to 19.80.

Merits of the proposed work

The designed approach applies zero sequence grouping
mechanism by identifying the location and number of three
or more consecutive zeros which makes it computationally
simple and efficient. Moreover, the formulated approach
does not involve sign encoding for any element as used
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Table 2 Comparison of proposed ECG compressor with various existing compressors in literature under different test condition in terms of
compressor performance and distortion measure (PRD)

ECG compressor/author From literature Test conditions (ECG database) Proposed method
CR PRD QS CR PRD QS #b
Wavelet/Hilton [42] 8 2.6 3.08 Data instance of record 8.67 047 1844 6
117 (MIT-BIH Arrhythmia)
DCT/Lee et al. [15] 30-min of one lead data instance of 48 records
(MIT-BIH Arrhythmia)
2798 293 10.24 15 % window size 4797 252 19.03 6
2130 175 12.17 20 % window size 2990 1.75 17.09 6
9.28 0.48 19.33 50 % window size 11.33 0.58 1953 6
10.20 037 27.56 8
DCT and encoding/Batista et al. Averaged CR and PRD for composed of 96 signals
[14] (both leads from MIT-BIH database), with 43,200
samples each, (2 min duration)
620 1.5 4.13 620 039 1589 6
790 2.0 3.95 7.81 041 19.05 6
930 25 3.72 929 043 2160 6
10.9 3.0 3.63 10.87 0.46 23.63 6
Modified delta encoding and run Data instance of 11 ECG records with lead namely
length encoding/Gupta et al. (MIT-BIH Arrhythmia)
[24] 10.02  6.745 1.49  100-v5 10.07 0.28 3596 6
565 6.071 0.93 105-vl 6.05 0.52 1259 6
31.27  6.497 4.81 109-vl 31.33 135 2321 6
6.74 2795 241 113-vl 631 0.22 2668 6
15.81  4.001 395 115-vl 1576 0.65 2424 6
18.87 6.446 293 119-vl 18.74 0.77 2433 6
19.82  3.023 6.56 121-vl 19.78 0.69 28.67 6
8.967 2.5 3.59 122-vl 896 042 2133 6
2635 6.019 4.38 124-v4 26.12 090 29.02 6
1391  5.239 2.66 201-vl 1398 0.27 51.78 6
18.46  2.444 7.55 205-vl 1848 0.37 4994 6
ASCII character encoding/ Myocardial Infarction patients of duration 15 s on
Mukhopadhyay et al. [47] all 12 leads (PTB Database)
15.75 748 2.11 SO0031LRE 1574 391 4.02 6
1533 743 2.06 SO0029LRE 1533 331 463 6
15.60 8.25 1.89 SO0036LRE 1574 3.40 4.63 6
1573 7.99 1.97 SO0038LRE 1460 797 183 6
Normal patients of duration 27.770, 22.084, 29.344,
26.342 s on all 12 leads (PTB database)
16.01 8.24 1.94  S0305 16.02 216 741 6
1556  8.13 1.91 S0301 1544 397 388 6
1587 8.02 1.98 S0274 15.89 656 242 6
1593  7.58 2.10 S0304 1591 267 595 6
1-D reversible round-off 4 0.98 4.08 Averaged CR and PRD over 11 ECG records 390 043 9.06 6
nonrecursive discrete periodic 8 2.07 386  namely 100, 101, 102, 103, 107, 109, 111, 115, 808 049 1648 6
Fg\]/elet transform/Ku et al. 14 3,60 3.89 Llrzh;tilillzr)ld 119 of duration 10-min (MIT-BIH 1401 058 2415 6
20 5.74 3.48 19.96 1.03 1937 6
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Table 2 continued

ECG compressor/author From literature

CR PRD QS

Test conditions (ECG database)

Proposed method

CR PRD QS #b

ASCII encoding/Mukhopadhyay

Normal patients over all 12 leads for 29.345, 1.112,

et al. [22] 18.516 s (PTB Database)
22.60 7.46 3.02 S0274 (N) 19.81 743 266 6
2195 874 2.51 S0275 (N) 2198 8.04 273
22,13 7.01 3.15 S0299 (N) 19.09 7.07  2.70
Myocardial Infarction patients over all 12 leads for
15 s (PTB Database)
2223 7.16 3.10 SO019RE (MI) 1632 7.17 227
22.16 7.14 3.10 SO0029LRE (MI) 19.13 7.13  2.68
2223 6.85 3.24 SO038LRE (MI) 1292 6.79 1.90
Bundle Branch Block patients over all 12 leads for
60 s (PTB Database)
2241 794 2.82 SO0421RE (BBB) 2445 530 461 6
23.18 771 3.00 SO0422RE (BBB) 23.18 337 687 6
2250 773 291 SO0424RE (BBB) 2265 350 647 6
Non-oscillatory point value 3.0341-min of each channel of 16 ECG records
decomposition/Aggarwal et al. 24.01 2.01 11.94 (MIT-BIH Arrhythmia) 24.00 2.01 1194 6
1431 13.19 1.05 12.56 1773 1.06 16.72 6
Adaptive bit encoding of the 10-min ECG data segment records (MIT-BIH
discrete Fourier transforms Arrhythmia)
coefficients/Sadhukhan et al. Fixed strategy
441 1450 1.68 8.59 101 30.35 1.63 18.52
13.66 1.27 10.70 107 13.66 1.20 10.85
1437 0.99 1439 234 1797 099 18.10
Adaptive strategy
1260 1.42 8.83 101 26.54 135 1965 6
18.71  1.40 13.32 107 19.20 1.41 13.61 6
2541  1.16 2191 234 19.38 1.17 16.55 6
Direct processing of ECG/Mitra 55-s of ECG signals (MIT-BIH Arrhythmia)
et al. [46] 31.82 1231 2584 101_vl 3938 0.80 48.99 6
32.14  0.435 73.88 102_v2 3232 091 3551 6
3790 2.15 17.62 105_vl 38.52 205 1879 6
3350 236 14.19 106_v1 2727 1.00 2126 6

previously in the literature [24, 33, 46]. Due to the addition
of offset value that is also termed as the dc value, the total
magnitude remains in defined dynamic range. The dc value
is selected as the minimum value of the corresponding
grouped DCT coefficient sequence. The elimination of sign
encoding stage provides two inherent advantages, firstly, in
the encryption part, as the minimum value offset acts as the
key to decrypt or carry out the reverse operation. Secondly
reduction in the de-compression time is achieved as there
as there is no need to find the sign byte and to reconvert the
location associated with positive and negative numbers.
Lastly, the devised approach eliminates the need for QRS

detection and achieves customizable distortion rate. QRS
detection stage is avoided by selection of fixed block size
DCT, which remain constant for the entire range of the
considered ECG data. Also, the distortion rate in the
reconstructed ECG signal can be controlled by formatting
the data with UPRD via an iterative Regula-Falsi numerical
method.

Short coming of proposed work

Approximately 2-3 % of segment size (ECG time dura-
tion) is needed for key formation. Efforts can be made to
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Fig. 12 Visual ECG data security representation for typical records
(1) 100, (2) 117 and (3) 119 with block size 64, UPRD = 0.40.
a Original ECG data, b histogram representation of original ECG,
¢ compressed ECG data after Huffman coding, d histogram of

Table 3 Entropy analysis for
original and inherently
encrypted ECG data

Table 4 Correlation analysis
(ry,y) for original and inherently
encrypted ECG data
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compressed ECG, e reconstructed ECG data with correct key space,
f error signal, g reconstructed ECG with incorrect key, h error signal
between original ECG signal (a) and reconstructed ECG data with
incorrect key (g)

Record Original ECG data (11 bits/sample) Inherently encrypted ECG data (8 bits/sample)
Entropy Entropy score Entropy Entropy score

100 6.1471 0.5588 7.9750 0.9969

117 7.0187 0.6381 7.9720 0.9965

119 7.9664 0.7242 7.9607 0.9951

Record Original ECG data (r ) Inherently encrypted ECG data (r,)

100 0.9533 0.0406

117 0.9874 0.0120

119 0.9916 —0.0188




Australas Phys Eng Sci Med (2016) 39:833-855 853
1) 100 i) 117 iii) 119
(a) 1300 1100 1500
. J
1200 °9
.r"? 1000 o
”’ at
1100 y ‘( 900 ? 40
& 1000 Py
1000 v 800 ¢
s’
900 700
800 y y 600 - - 500 -
800 1000 1200 1400 600 800 1000 1200 500 1000 1500
(b) 300 . .
0 100 200 300 0 100 200 300 0 100 200 300

Fig. 13 Correlation of randomly selected 2000 adjacent a original ECG data points and b inherently encrypted ECG data points of (1) 100, (2)

117 and (3) 119 records

reduce the key size, thereby ensuring the speedy decryption
and decompression of ECG data for real-time applications.

Conclusion

In this paper, an algorithm based on joint use DCT domain,
zero sequence encoding, DPCM quantization and ASCII
encoding is presented to improve the ECG data compres-
sion efficiency along with the efficient inherent encryption.
The experimental results show that the proposed algorithm
performs better than existing DCT domain ECG com-
pression techniques and ASCII encoding.

Some performance degradation can be tolerated for
higher CR for given PRD due to downsampling, thresh-
olding and quantization. Moreover, following points are
the key contribution:

¢ Elimination of the QRS detection process from ECG signal

e The guaranteed-retrieved quality is ensured by match-
ing the desired, fixed in advance, PRD within a
tolerance limit of 1 %. The convergence is done after
few iterations by using numerical methods such as
bisection, false position.

e The simple and efficient DPCM quantization approach
is applied to the ungrouped DCT coefficients.

e The Huffman encoding and ASCII coding was applied
to the quantized DCT coefficients, which improve the
compression efficiency.

e Opverall, obtained inherent encryption for compressed
ECG was statistically validated.

Doctor’s Comment on the original and reconstructed
ECG signal.

ECG record detail.

2 min of record 100, 117, and 119 ECG signal from
MIT-BIH Arrhythmia database.

Office of Medical Officer In-Charge
Primary Health Center, Reoti, Ballia (UP)

i 2
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