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Abstract  The article aims to study the literature on Indus-
try-4.0 technologies and “Triple Bottom Line” (social, eco-
nomical and environmental) parameters in the construc-
tion industry. The study focuses on analyzing the gaps in 
various researches conducted till now and suggests possi-
ble information that can be used to improve business pro-
cesses. Preferred Reporting Items for Systematic Reviews 
and Meta-Analysis Method is adopted to select the articles. 
One hundred fifty-six published articles from 2015 to 2023 
are examined to understand various theoretical frameworks. 
Content-based analysis is used for the categorization of five 
significant categories: (1) Industry 4.0 Enablers; (2) Barri-
ers in Industry 4.0 Adoption; (3) Challenges in Construc-
tion Industry; (4) Opportunities for the principle Industry 
4.0 Technology; (5) Impact of “Industry 4.0” Technologies. 
Based on categorization, rewards or incentives, management 
involvement, employers training, Building Information Mod-
eling, Big Data, Cloud computing, etc., are major enablers 
of Industry 4.0 in the construction industry. Implementa-
tion cost, lack of knowledge, and poor long-term planning 
are analyzed as common barriers. Numerous challenges and 
opportunities related to Industry 4.0 technologies have been 
identified.

Moreover, the Triple Bottom Line impacts of Industry 
4.0 technologies, such as waste management, cost reduc-
tion, health and security, and resource planning, are also 
analyzed. The study also revealed that there are numerous 

research gaps in the integrated application of technology 
and sustainability because of information inadequacy and 
unawareness of the stakeholders. The study’s findings will 
help uncover detailed information in a systematical manner 
for developing an integrated sustainable business environ-
ment in the construction industry. The study considering the 
specific period and inclusion/exclusion criteria can possibly 
develop limitations of missing a few relevant articles and 
information in this context.

Keywords  Industry 4.0 · Triple bottom line · 
Construction 4.0 · Sustainability · Construction 
management

1  Introduction

Notable transformations that occurred in different industries 
and lifestyles prove that the world is accepting Industry 4.0 
faster. Irani (2002) mentioned that investment in information 
systems is a crucial decision, and a compelling investment 
through logical evaluation provides cutthroat advantages. 
The fourth revolution has provided better and latest ways of 
handling the challenges of business. Changes incorporated 
in the product life cycle, performance rate, production pro-
cess, and risk management are numerous benefits provided 
by techniques of “Industry 4.0”. Khoumbati et al. (2006) 
examined the possibilities of “Industry 4.0” in logistics in 
the context of economy, human resources, and business 
operations.

Modern technologies such as “Big Data, Artificial Intel-
ligence, 3D printing, Internet of Things, Augmented reality, 
sensors, and intelligent objects” have provided the most effi-
cient business solutions to complex problems and challenges 
in different industries (Rahimian et al. 2021; Chauhan et al. 

 *	 Ankur Tayal 
	 ankurtayal_2k21phddsm12@dtu.ac.in

	 Saurabh Agrawal 
	 agrawals.iit@gmail.com

1	 Delhi Technological University (DTU), New Delhi 110042, 
India

http://crossmark.crossref.org/dialog/?doi=10.1007/s13198-024-02432-6&domain=pdf
http://orcid.org/0000-0001-9727-4363


4164	 Int J  Syst  Assur  Eng  Manag (September 2024) 15(9):4163–4182

2021; Kumar et al. 2022; Rajput and Singh 2019). Therefore, 
developing nations focus on learning through innovative 
technologies instead of borrowing from developed nations, 
i.e., using ‘borrowed’ technology (Matos Camarinha et al. 
2022).

Technologies of Industry 4.0 have created values by pro-
viding additional benefits like low manpower cost, mod-
ernized business operations, low inventory instability, and 
high transparency in logistic operations. Flexibility, quality 
standards, efficiency, and other benefits can all be seen as 
outcomes of Industry 4.0. As a result, businesses can fulfill 
client requests while also creating value. Targets of maxi-
mizing profit have attracted industries to implement tech-
nologies of Industry 4.0. Therefore, industries have started 
transforming their processes using the “Industry 4.0” tech-
niques to develop high power, problem-solving and rational-
ized organization operations. However, the greed for opti-
mizing cost has resulted in ignoring the impacts on the triple 
bottom line, an aspect of sustainability.

Triple Bottom Line was stamped by Elkington (1994) 
to present his idea of sustainability in an advanced way. He 
wrote: “Sustainable development involves the simultaneous 
pursuit of economic prosperity, environmental quality, and 
social equity”. Elkington elaborated his statement by saying 
that corporations must prioritize sustainable development 
and include methods to promote social development and 
environmental standards along with financial enrichment. 
Davenport (1994) concluded that infrastructures should be 
designed to support broad business operations and techni-
cal advancements considering organizational goals. There-
fore, advancements in technologies, with the rise of the 
4th Industrial Revolution, have provided extremely logical 
models for developing solutions for operations and supply 
chains (MacDougall 2014). The construction industry, in the 
integration of the latest technologies of the fourth industrial 
revolution with intelligent business models, is coined “Con-
struction-4.0”. Therefore, construction 4.0 acts as a skeleton 
to digitally design complex models, developing the latest 
models for recycling, reconstructing, and creating contem-
porary attractions.

The article offers a platform to systematically under-
stand various elements linked with sustainable application 
of “Industry 4.0” in construction. It would help researchers 
to suggest compatible models and stakeholders to develop 
effective strategies in improvising business processes.

2 � Literature review

A literature review is a valid approach for reviewing thor-
oughly and structuring a research area. A literature study 
directs the development of the theory and aids in determin-
ing the conceptual substance of the research field (Meredith 

1993). Researchers and stakeholders are focusing on modern 
methods to meet sustainability targets. Maqbool et al. (2023) 
investigated modern methods of construction for the United 
Kingdom’s construction industry and revealed that the tech-
nologies of Industry 4.0 support the most for greenhouse 
emissions and achieving international trade targets. Robayo-
Salazar et al. (2023) also showcased the benefits and possi-
bilities of 3D printing in the construction industry. However, 
the study is limited only to the United States, Europe, and 
Asia. El Hajj et al. (2023) highlighted that “technological 
and financial factors are the main barriers to implementing 
BIM in the UAE”. According to Kurniawan et al. (2023), 
the rise of digital technologies has helped in empowering 
and transforming construction waste, however, lots of pos-
sibilities are still unexplored in the Industry. Demirkesen 
and Tezel (2022) identified “Resistance to change, unclear 
benefits and gains and cost of implementation” as significant 
hurdles in the acceptance of Industry 4.0 adoption in the 
construction industry. Navaratnam et al. (2022) underlined 
the “economic, technical, practical, cultural and sustainabil-
ity aspects” of prefabricated methods of construction. New-
man et al. (2021) presented a case study of the United King-
dom reviving the potential of upcoming technologies like 
“Building Information Modeling (BIM)” in the construction 
industry, and findings mentioned that limited application of 
these digital technologies is due to ineffective managerial 
strategies. According to Fathalizadeh et al. (2022), “Lack of 
understanding of the potential benefits, insufficient coopera-
tion among practitioners, research institutions and environ-
mental organizations and lack of a systematic approach to 
pursuing sustainability goals” are the most dominating barri-
ers in achieving sustainable goals in the construction indus-
try. Papa (2021) conducted a study on a real-life Municipal 
Solid Waste Management System (MSWMS) in India using 
IOT. Application of modern technologies like “data ana-
lytics and artificial intelligence, robotics and automation, 
building information management, sensors, and wearable, 
digital twin, and industrial connectivity” is showcased by 
Turner et al. (2020), and outlined a research proposal for 
effective application of digital techniques in the construc-
tion industry. Müller et al. (2018), also proposed a research 
model for the effective implementation of Industry 4.0 in 
the construction industry, and “partial least square structural 
equation modeling” was undertaken to validate the model. 
Findings revealed that strategic, social, and environmen-
tal are primary drivers, whereas Industrial aggression and 
potentiality can be major challenges for the implementa-
tion of Industry 4.0 along with sustainability. Nowotarski 
and Paslawski (2017) performed an analysis that shows that 
major examination is still required in different areas of the 
construction industry. Findings revealed that no such mod-
ernized approach is available to effectively adopt Industry 
4.0. Oesterreich and Teuteberg (2016) studied political, 



4165Int J  Syst  Assur  Eng  Manag (September 2024) 15(9):4163–4182	

economic, social, technological, environmental, and legal 
implications and proposed the “PESTEL framework and a 
value chain model” in the acceptance of Industry 4.0 in the 
construction industry. However, contemporary work related 
to research in the application of Industry 4.0 technologies in 
the construction industry is shown in Table 1.

3 � Research methodology

The study is structured using four methodological conduct 
recommended by Kitchenham (2004), namely “Data col-
lection, descriptive analysis, category selection, and Data 
evaluation”. Research flow model considered for the study 
illustrated in Fig. 1.

3.1 � Data collection

Research articles from more than 27 publications (includ-
ing journals, conference reports, and books) are sorted 
to understand the perspective of Industry 4.0 and the tri-
ple bottom line. Preferred Reporting Items for Systematic 
Reviews and Meta-Analysis method is adopted for reviewing 
and systematic analyses of articles. It is classified into four 
stages wherein first Phase, different databases like “Google 
Scholar, web of Science, Science Direct, and SCOPUS” are 
established. In the second Phase, scrutiny of 228 articles is 
performed based on title and abstract and by applying query 
and Boolean operators. Keywords like “CONSTRUCTION 
4.0” OR “INTELLIGENT CONSTRUCTION,” “INDUS-
TRIES 4.0” OR “TECHNOLOGIES 4.0”, “SUSTAINABLE 
DEVELOPMENT” OR “SUSTAINABILITY” are selected 
based on visualization of VOS viewer software (Fig. 4). 
Moreover, in the visualization, nodes with more surrounding 
keywords and higher frequencies appear in a deeper color, 
which signifies the integration of advanced digital technolo-
gies with long-term sustainability goals within the construc-
tion industry.

In the third Phase, after applying inclusion criteria such 
as journal, document type, and language, a sample of 197 
articles is obtained. The 4th Phase involves screening of 
eligible research articles to obtain final samples. After elimi-
nating 11 duplicates and 30 articles related to other indus-
tries like manufacturing, energy and agriculture etc. based 
on title, abstract and findings, 156 articles were recognized 
as most relevant in terms of Industry 4.0 technologies con-
sidering sustainability parameters. Figure 2 demonstrates the 
schema of the literature review.

3.2 � Descriptive analysis

The distribution of research contributions for the last few 
years over the map of the world is shown in Fig. 3. Most 

of the dominant research in the area of “Industry 4.0” and 
“sustainability” in the construction industry can be seen 
from countries in South east like Hong Kong, Malaysia, and 
Singapore, while second, most research is available from 
countries of Western Asia like Saudi Arabia, Iraq, Iran, 
and Kuwait. North Eastern European Countries and South 
American countries, however, also have significant contri-
butions, followed by continents of Eastern Europe, North 
America, Australia, and New Zealand. Distribution patterns 
also depict that developing countries from the continents of 
South Asia, North Africa, West Asia, Central America, and 
Middle Africa are also putting hard efforts into sustainably 
developing their construction industry using the digital tech-
nologies of “Industry 4.0”.

Using VOS viewer software, 156 fully reviewed eligible 
articles are obtained to plot keyword co-occurrence density 
map. A higher number of keywords around the node signi-
fies their finer frequency, represented by the intense yellow 
color shown in Fig. 4. The most prominent and reoccurring 
keywords used by researchers are “Industry 4.0, sustainabil-
ity, sustainable development, construction 4.0”. Examina-
tion and analysis reveal that researchers and stakeholders 
are aiming to prioritize sustainability goals in the construc-
tion industry along with the implementation of Industry 4.0 
technologies.

3.3 � Category selection

Content-based analysis helps in the systematically examina-
tion of qualitative data, which allows to formulate concepts 
per the researcher’s needs and interests (Haggarty 1996). 
Therefore, content based examination of the article empha-
sizes on detail analyses of categories like “enablers, barriers, 
challenges, opportunities and impact on triple bottom line” 
and outline the characteristics of same. The article targets 
on examination of different digital technologies of Industry 
4.0 in construction industry and analyzed the various gaps 
based on above categories.

3.4 � Material evaluation

Three researchers carried out validation tests simultaneously 
using logical and instinctive approaches. Three researchers 
review data banks and literature reviews to ensure the reli-
ability and originality of the study. To analyze the reliability 
of the study, Krippendorff (2018) considered the inter-coder-
reliability test as “the most general agreement measure with 
appropriate reliability interpretations” to analyze the reli-
ability of the study. Neuendorf (2017) examined the find-
ings of various researchers and concluded that alpha values 
of 0.80 or above are acceptable. Hence, the author and two 
independent observers forwarded the study using SPSS 
22.0 along with the aid of Hayes and Krippendorff routines 
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(2007). Reliabilities inter-coder values were obtained as 
αrc = 0.95 and αrg = 0.90, which significantly exceed 0.8. 
Therefore, the consistency and dependability of the study 
are reflected.

4 � Detailed analyses of the literature

In this section literature review of selected articles are con-
sidered by analysis and their comprehensive view is pre-
sented to establish the current research gaps and future 
opportunities of research.

4.1 � Industry 4.0 enablers

The construction industry plays a crucial role in blooming 
economy of the nation, especially in developing nations like 
India. Technologies of Industry 4.0 contribute in control-
ling environmental problems, increasing the performance of 
operations, and ethically improving in a sustainable manner. 
Therefore, based on an analysis of different research articles, 

Table 3 enlists the most efficacious enablers of Industry 4.0 
that contribute to integrating construction with technologies 
of Industry 4.0 considering ethical, sustainable development.

4.2 � Barriers in industry 4.0 adoption

The 4th Industrial Revolution majorly focuses on technolo-
gies that aid in making business operations more efficient 
and simultaneously achieving sustainability. Industries are 
making hard efforts to revolutionize their business processes 
in terms of digitalization and sustainability; however, they 
are not able to take advantage of globalization at the national 
and international levels due to the absence of elementary 
standards of Industry 4.0 and sustainability or the triple-
bottom-line. Table 4 represents the view of previous stud-
ies that focused on a detailed study of barriers to accepting 
“Industry 4.0” along with sustainable operations.

4.3 � Challenges and opportunities

The construction industry still exists as an industry with 
limited and minimum technological innovations due to 

Fig. 1   Research methodology framework
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numerous challenges. Therefore, it is very much essential to 
understand those demanding situations that resist the devel-
opment of the construction industry in terms of technologi-
cal advancements and sustainability parameters impacting 
the triple bottom line. The acceptance of Industry 4.0 tech-
nical innovations overcoming these challenges can generate 

wide opportunities to meet sustainability standards. Table 5 
presents analyses of various challenges of different tech-
niques of Industry 4.0 hired in the construction industry and 
also a view of wide opportunities associated with different 
technologies of “Industry 4.0” in the construction industry.

Fig. 2   Schema of literature review
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Fig. 3   Research contribution of different nations in last few years

Fig. 4   Co-occurrence density map of keywords
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Table 2   Most efficacious industry 4.0 enablers

S.No Enablers Description Reference

1 BIM instruments Effective use of BIM modeling tools in integra-
tion with IOT devices in effective manage-
ment of resources

Tayal et al. 2024; Jemal et al. 2023; Ariono et al. 
2022; Abbasnejad et al. 2021

2 Digital Twins Most widely used in regular check and timely 
maintenance of existing structure

Menegon and Isatto 2023; Hu et al. 2022; 
Rasheed et al. 2019

3 Organizational enablers Helps in establishing links and design for 
efficient organizational operability and devel-
oping reliable business models

Karnik et al. 2022; Afzal and Lim 2022; Wang 
et al. 2020

4 Agile Manufacturing Introducing flexibility and agility in design of 
product by adopting technologies and devices 
of Industry 4.0

Bouchard et al. 2022; Babu Loganathan 2022

5 "system integration, project-manage-
ment and competitive pressure"

These factors promotes accepting cloud 
technology and “Industry 4.0” in small 
enterprises

Severo et al. 2020; Sony and Naik 2019

6 Visual computing Using computing technologies efficient 
handling of supply chains and operations for 
cleaner production

Zhang et al. 2023; Huang et al. 2022; Devi et al. 
2021;

7 Additive manufacturing Act as tool to modify conventional approaches 
of design and provide opportunities for new 
technological strategies for cleaner and effi-
cient production

Jha 2022; Devi et al. 2021; Dong 2020; Nasci-
mento et al. 2019

8 Big data application Analyzes data to develop reliable and smarter 
decisions as per real challenges to develop 
sustainable solutions

Yap et al. 2021; Devi et al. 2021; Rasheed et al. 
2020

9 Integration of Industrial systems Industrial performance becomes more efficient 
due to interchange of resources between dif-
ferent Industries

Devi et al. 2021; Nascimento et al. 2019; Rajput 
& Singh 2019

10 Rewards and incentives Motivates employers to adopt Industry 4.0 
sustainable strategies and understand respon-
sibility for society

Latan et al. 2021; Latan et al. 2019; Mani et al. 
2018

11 Involvement of the management level Moral behavior and strong commitments from 
management plays a crucial role in regulating 
smoother supply chains

Kumar et al. 2020; Schwab et al. 2019; Seuring 
et al. 2019

12 Cloud computing Promotes greater accessibility to data through 
extensive sharing strengthens business 
principles

Devi et al. 2021;Bruin and Floridi 2017

13 Applying Block chain Provides smooth financial operations and helps 
in regulating flexible economy

Qin et al. 2023; Anjomshoaa and Curry 2022; 
Valle & Oliver 2020; Rajput & Singh 2019

14 Employers training in Industry 4.0 
technology with corporate ethics

Based on ethical fundamentals of corporate 
training for Industry 4.0 to employers aids in 
develop social responsibility for supply chain 
management

Seuring et al. 2019; Moktadir et al. 2018

15 Using the Internet of Things IOT aids business to develop logical solutions 
for production improvement based on sustain-
ability for cleaner production practices

Beekaroo et al. 2019; Liu et al. 2017

16 Comprehensive decision making Systematic and comprehensive decisions aids 
in achieving in sustainable effectiveness in 
operations considering ethical standards

Latan et al. 2019; Stoycheva et al. 2018; Latif 
et al. 2017

17 utilizing intelligent Industry tools Intelligent Industry tools promotes sustainable 
development based on fundamentals of Triple 
Bottom Line

Beekaroo et al. 2019;Liu et al. 2017

18 Budget promoting Industry 4.0 Creating necessary funds to support tech-
nologies and smart business operations of 
Industry 4.0

Yadav et al. 2020; Stoycheva et al. 2018; Latif 
et al. 2017

19 smart supply chain Technologies of Industry 4.0 helps in devel-
oping smart supply chains and creating 
efficiency in business operations

Gharaibeh et al. 2022; Dallasega et al. 2018; Lu 
2017
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4.4 � Impacts of “industry 4.0” technologies

Therefore, discussions have summarized Enablers, Barri-
ers, Challenges, and Opportunities in the Context of Indus-
try 4.0 Technologies. However, the study of the impact of 
these technologies on social, economic, and environmental 
pillars becomes critical for further expansion and devel-
opment of Industry 4.0 in the context of Triple Bottom 
Line. Table 4 illustrates social, economic and environment 
impacts of Industry 4.0 technologies for further intense 
research.

5 � Findings and research gap analysis

The study is based on an examination of previous research 
articles and a systematic literature review for the effective 
implementation of Industry 4.0 technologies in the construc-
tion industry in the integration of sustainability. Therefore, 
156 research articles from 2015 to 2023 are investigated 
following the approach of Tranfield et al. (2003) and Kitch-
enham (2004) to offer knowledge and research opportuni-
ties for future scope. With regard to the literature review 
conducted on analyzing the potentials of Industry 4.0 in the 
construction industry meeting the objectives of triple bottom 
line an aspect of sustainability, the following findings and 
research gaps are identified:-

•	 Table 2 illustrates two types of enablers i.e. technologi-
cal enablers like Big data, block chain, additive manu-
facturing etc. whereas managerial enablers like rewards 
and incentives, corporate trainings, security and privacy 
etc. are most significant in major literature studies. But 
efforts to create sustainable and smart built environment 
by ranking these variables is still scrimpy.

•	 As illustrated in Table 3, unemployment, Implementation 
cost, Insufficient support, lack of knowledge, absence of 
standards and norms, etc., are primary barriers. Factors 
like stakeholders’ resistance and customer feedback are 
not discussed significantly.

•	 Table 4 summarizes challenges like security, safety, envi-
ronmental issues, etc., and opportunities like job oppor-
tunities, ease of work, improved living standards, etc., 
but literature studies lack in providing a relationship of 
opportunities with challenges for creating a smart, sus-
tainable construction environment.

•	 Table 5 outlines the social, economic, and environmental 
impacts of Industry 4.0 technologies to understand and 
develop a smart and sustainable construction environ-
ment, but no model/framework is available to analyze 
the degree of impact of Industry 4.0 technologies on the 
triple bottom line.

•	 No stable framework has been proposed that can moti-
vate companies to integrate their business processes with 
Industry 4.0 technologies for smart and cleaner construc-
tion.

Based on above findings and research gaps the study 
exposes future directions for effective research towards inte-
grated innovative business processes.

6 � Implications and future scope

Information technology plays a significant role in reengi-
neering business operations (Gunasekaran and Nath 1997). 
The study focuses on integrating and abridging the gaps 
through unmarked opportunities of Industry 4.0 technolo-
gies in the construction industry, especially considering 
their impact on the triple bottom line. Therefore, findings 
contemplated in scholarly articles point fresh directions for 
an investigation into the potential research gaps considering 
sustainable technologies in the primary role. Based on the 
analysis of research gaps quoted above major implications 
are clear as follows:

•	 The study offers integrations between Construction and 
Industry 4.0 Technologies to achieve better operational 
and environmental organizational results.

•	 The study helps to integrate Industry 4.0 technologies in 
creating a smart and sustainable construction environ-
ment.

•	 The study expands the potential to ensure good construc-
tion practices for health and productivity, preserving the 
environment and economic growth.

•	 The study exposes research gaps from current research 
needed to accommodate for creating construction indus-
try as smart and sustainable.

•	 The study offers information to empirically test enablers, 
barriers, challenges, and opportunities. This can identify 
significant variables that influence adoption of Industry 

Table 2   (continued)

S.No Enablers Description Reference

20 Secure industrial practices Industry 4.0 also ensures employer’s privacy 
and ethical conduct while promoting sustain-
able development

Leesakul et al. 2022; Mirghafoori et al. 2018; Xu 
et al. 2016



4172	 Int J  Syst  Assur  Eng  Manag (September 2024) 15(9):4163–4182

Ta
bl

e 
3  

B
ar

rie
rs

 in
 in

du
str

y 
4.

0 
te

ch
no

lo
gy

 a
do

pt
io

n

S.
N

o
In

du
str

y 
4.

0 
B

ar
rie

rs
D

es
cr

ip
tio

n
Re

fe
re

nc
es

1
A

bs
en

ce
 o

f p
ro

pe
r I

nf
ra

str
uc

tu
re

, R
el

uc
ta

nc
e 

to
 a

do
pt

 m
od

-
er

n 
to

ol
s a

nd
 e

qu
ip

m
en

t, 
Po

or
 d

at
a 

m
an

ag
em

en
t a

nd
 q

ua
l-

ity
 is

su
es

, v
ar

ia
bl

e 
m

on
et

ar
y 

be
ne

fit
s, 

sk
ill

s i
ne

ffi
ci

en
cy

, 
jo

b 
fa

ilu
re

s, 
po

or
 te

ch
no

lo
gi

ca
l s

ta
nd

ar
ds

En
su

rit
y 

of
 th

es
e 

fa
ct

or
s m

us
t b

e 
pr

io
rit

iz
e 

fo
r s

m
oo

th
 a

nd
 

effi
ci

en
t a

cc
ep

ta
nc

e 
of

 te
ch

no
lo

gi
es

 o
f I

nd
us

try
 4

.0
A

tti
an

y 
et

 a
l. 

20
23

; M
aq

bo
ol

 e
t a

l. 
20

22
; D

em
irk

es
en

 a
nd

 
Te

ze
l 2

02
2;

 A
hm

ed
 2

01
8

2
U

na
va

ila
bi

lit
y 

of
 d

at
a 

fo
r d

ec
is

io
n 

m
ak

in
g,

 d
an

ge
r o

f g
et

tin
g 

un
em

pl
oy

ed
, a

bs
en

ce
 o

f I
nf

or
m

at
io

n 
Te

ch
no

lo
gy

 tr
ai

ni
ng

, 
ba

d 
in

fr
as

tru
ct

ur
e 

of
 In

fo
rm

at
io

n 
Te

ch
no

lo
gy

, a
bs

en
ce

 o
f 

sy
ste

m
at

ic
 a

nd
 p

la
nn

ed
 n

et
w

or
ks

Th
es

e 
ba

rr
ie

rs
 a

re
 ra

nk
ed

 b
y 

au
th

or
 to

 a
na

ly
ze

 th
ei

r a
ffe

ct
 in

 
de

ve
lo

pi
ng

 ri
sk

 re
du

ci
ng

 st
ra

te
gi

es
K

um
ar

 e
t a

l. 
20

22
; L

in
g 

et
 a

l. 
20

20
; B

ha
tt 

an
d 

Ja
ni

 2
01

9

3
In

tri
ns

ic
 a

nd
 e

xt
rin

si
c 

ba
rr

ie
rs

In
tri

ns
ic

 b
ar

rie
rs

 p
la

y 
m

or
e 

cr
uc

ia
l r

ol
e 

th
an

 e
xt

rin
si

c 
ba

r-
rie

rs
 in

 c
on

te
xt

 o
f t

ec
hn

ol
og

ic
al

 d
ig

ita
liz

at
io

n 
to

 a
ch

ie
ve

 
su

st
ai

na
bl

e 
bu

si
ne

ss
 o

pe
ra

tio
ns

C
ha

uh
an

 e
t a

l. 
20

21
; A

l A
m

ri 
et

 a
l. 

20
21

; O
bi

so
 e

t a
l. 

20
19

4
In

effi
ci

en
t d

ig
ita

l s
tra

te
gy

 w
ith

 re
so

ur
ce

 sh
or

ta
ge

s, 
ab

se
nc

e 
of

 st
an

da
rd

s, 
no

rm
s a

nd
 st

ru
ct

ur
e 

of
 a

ffi
lia

tio
ns

, i
ns

uffi
-

ci
en

t m
at

ur
ity

 in
 d

ig
ita

l t
ec

hn
ol

og
ie

s

Im
pr

op
er

 u
se

 o
f d

ig
ita

l t
ec

hn
ol

og
ie

s f
or

 d
ep

le
tin

g 
re

so
ur

ce
s 

ar
e 

br
oa

d 
re

as
on

s f
or

 d
ev

el
op

ed
 a

nd
 d

ev
el

op
in

g 
na

tio
ns

. 
C

ha
lle

ng
es

 o
f p

oo
r s

ta
nd

ar
ds

, l
aw

s a
nd

 c
er

tifi
ca

tio
n 

w
as

 
is

su
e 

fo
r d

ev
el

op
in

g 
na

tio
ns

 w
hi

le
 p

oo
r l

ev
el

 o
f m

at
ur

ity
 

w
as

 is
su

e 
fo

r d
ev

el
op

ed
 n

at
io

ns

Ts
en

g 
et

 a
l. 

20
22

; W
an

g 
et

 a
l. 

20
22

; R
aj

 e
t a

l. 
20

20
; L

ov
e 

et
 a

l. 
20

04

5
Im

pl
em

en
ta

tio
n 

C
os

t
A

pp
lic

at
io

n 
of

 In
du

str
y 

4.
0 

te
ch

no
lo

gi
es

 in
cr

ea
se

s e
ffi

-
ci

en
cy

, h
ow

ev
er

, i
ts

 a
pp

ro
pr

ia
te

 im
pl

em
en

ta
tio

n 
is

 c
ru

ci
al

. 
A

dv
is

e 
an

d 
tra

in
in

g 
on

 im
pl

em
en

tin
g 

th
es

e 
te

ch
no

lo
gi

es
 

m
us

t b
e 

co
nd

uc
te

d 
in

 o
rd

er
 to

 e
ns

ur
e 

effi
ci

en
t p

er
fo

r-
m

an
ce

D
em

irk
es

en
 a

nd
 T

ez
el

 2
02

2;
 N

ew
m

an
 e

t a
l. 

20
21

; N
na

ji 
an

d 
K

ar
ak

ha
n 

20
20

; G
riffi

n 
et

 a
l. 

20
19

; S
ar

ha
n 

et
 a

l. 
20

18

6
Te

ch
no

lo
gy

 a
cc

ep
ta

nc
e

A
cc

ep
ta

nc
e 

of
 n

ew
 te

ch
no

lo
gi

es
 o

f f
ou

rth
 re

vo
lu

tio
n 

by
 

w
or

ke
rs

 b
ec

om
es

 d
iffi

cu
lt 

du
e 

to
 fa

ct
or

s l
ik

e 
po

pu
lis

m
, 

in
ve

stm
en

t r
is

ks
, o

rg
an

iz
at

io
na

l a
nd

 e
co

no
m

ic
 ri

sk
s

D
em

irk
es

en
 a

nd
 T

ez
el

 2
02

2;
 N

ew
m

an
 e

t a
l. 

20
21

; N
na

ji 
an

d 
K

ar
ak

ha
n 

20
20

; S
on

y 
an

d 
N

ai
k 

20
19

7
Ta

le
nt

 D
ev

el
op

m
en

t
Sk

ill
 w

or
kf

or
ce

 is
 a

n 
im

po
rta

nt
 fa

ct
or

 to
 re

ta
in

 te
ch

no
lo

gy
 

in
 lo

ng
er

 ru
n,

 h
ow

ev
er

 u
se

 o
f t

ec
hn

ol
og

ie
s o

f I
nd

us
try

 4
.0

 
re

qu
ire

s a
pp

ro
pr

ia
te

 tr
ai

ni
ng

 a
nd

 d
ev

el
op

m
en

t o
f p

er
so

n-
ne

l

B
ar

be
ro

 e
t a

l. 
20

23
; D

em
irk

es
en

 a
nd

 T
ez

el
 2

02
2;

 W
hy

sa
ll 

et
 a

l. 
20

19

8
La

ck
 o

f k
no

w
le

dg
e

O
pe

ra
tio

ns
 a

re
 d

efi
ni

te
ly

 a
ffe

ct
ed

 b
y 

us
e 

of
 te

ch
no

lo
gi

es
 o

f 
fo

ur
th

 re
vo

lu
tio

n 
bu

t i
ns

uffi
ci

en
t k

no
w

le
dg

e,
 il

lit
er

ac
y 

an
d 

po
or

 sk
ill

s c
re

at
es

 re
lu

ct
an

ce
 to

 a
do

pt
 th

es
e 

te
ch

no
lo

gi
es

 
es

pe
ci

al
ly

 in
 c

on
str

uc
tio

n 
in

du
str

y

C
ar

la
nd

er
 a

nd
 T

ho
lla

nd
er

 2
02

3;
 F

itr
ia

ni
 a

nd
 A

ja
yi

 2
02

2;
 

Tr
ot

ta
 a

nd
 G

ar
en

go
 2

01
8

9
In

su
ffi

ci
en

t S
up

po
rt

Te
ch

no
lo

gi
ca

l u
se

rs
 o

f I
nd

us
try

 4
.0

 re
qu

ire
s o

n 
tim

e 
as

si
s-

ta
nc

e 
in

 c
as

e 
of

 a
ny

 n
ee

d 
re

la
te

d 
to

 is
su

es
 a

nd
 q

ue
rie

s, 
ho

w
ev

er
, s

uc
h 

fa
ilu

re
s d

em
ot

iv
at

es
 th

em
 fr

om
 fu

rth
er

 u
se

Pr
ab

ah
ar

an
 a

nd
 S

ha
nm

ug
ap

riy
a 

20
22

; N
ew

m
an

 e
t a

l. 
20

21
; 

C
ha

n 
et

 a
l. 

20
19

; O
es

te
rr

ei
ch

 a
nd

 T
eu

te
be

rg
 2

01
6

10
Po

or
 L

on
g-

Te
rm

 P
la

nn
in

g
A

bs
en

ce
 o

f l
on

g 
te

rm
 ri

sk
s a

nd
 o

ut
co

m
es

 w
hi

le
 a

do
pt

in
g 

In
du

str
y 

4.
0

A
tti

an
y 

et
 a

l. 
20

23
; D

em
irk

es
en

 a
nd

 T
ez

el
 2

02
2;

 G
oe

l e
t a

l. 
20

22
; N

ew
m

an
 e

t a
l. 

20
21



4173Int J  Syst  Assur  Eng  Manag (September 2024) 15(9):4163–4182	

Ta
bl

e 
4  

C
ha

lle
ng

es
 a

nd
 o

pp
or

tu
ni

tie
s o

f i
nd

us
try

 4
.0

 te
ch

ni
qu

es

S.
N

o
Te

ch
no

lo
gy

M
ea

ni
ng

C
ha

lle
ng

es
O

pp
or

tu
ni

tie
s

Re
fe

re
nc

es

1
Su

pe
rv

is
ed

 m
ac

hi
ne

 le
ar

ni
ng

A
dv

an
ce

d 
ve

rs
io

n 
of

 m
ac

hi
ne

 le
ar

n-
in

g 
w

he
re

 m
ac

hi
ne

s a
re

 u
ps

ki
lle

d 
w

ith
 su

ita
bl

e 
se

t o
f d

at
a 

to
 d

ev
el

op
 

an
d 

de
si

gn
 o

ut
pu

t s
ol

ut
io

ns

Pr
es

en
ce

 o
f a

pp
ro

pr
ia

te
 d

at
as

et
s, 

fr
am

ew
or

k 
an

d 
ou

tc
om

e 
as

se
ss

-
m

en
t m

et
ho

ds
 to

 e
ns

ur
e 

tra
ns

pa
r-

en
cy

C
ap

ab
ili

ty
 o

f d
ea

lin
g 

co
m

pl
ex

 
da

ta
se

ts
 a

nd
 n

on
 li

ne
ar

 e
qu

at
io

ns
, 

En
ha

nc
es

 sa
fe

ty
 a

nd
 a

cc
ur

ac
y 

in
 

de
ci

si
on

 p
ro

ce
ss

 u
si

ng
 re

al
 ti

m
e 

an
al

ys
is

R
aw

so
n 

an
d 

B
rit

o 
20

23
; B

ad
ug

e 
et

 a
l. 

20
22

; M
irz

ae
i e

t a
l. 

20
22

; X
u 

et
 a

l. 
20

21

2
B

lo
ck

ch
ai

n
D

ig
ita

l r
eg

ist
er

 fo
r s

to
rin

g 
da

ta
 th

at
 

ca
n 

be
 sh

ar
ed

 v
ia

 n
et

w
or

k
D

at
a 

sh
ar

ed
 a

re
 o

n 
ris

k 
of

 m
an

ip
u-

la
tio

n 
cr

ea
tin

g 
is

su
es

 o
f t

ra
ns

pa
r-

en
cy

, s
af

et
y 

an
d 

pr
iv

ac
y 

re
la

te
d 

to
 

tra
ns

ac
tio

ns

M
os

t t
ru

ste
d 

sy
ste

m
 fo

r d
at

a 
sh

ar
-

in
g 

so
 h

ug
e 

da
ta

 c
an

 b
e 

sh
ar

ed
 

an
d 

sto
re

d 
fo

r e
ffe

ct
iv

e 
op

er
at

io
n 

of
 fu

rth
er

 d
ig

ita
l t

ec
hn

ol
og

ie
s 

ba
se

d 
on

 d
at

as
et

s

W
u 

et
 a

l. 
20

23
; K

an
g 

et
 a

l. 
20

23
; 

Te
is

se
re

nc
 a

nd
 se

pa
sg

oz
ar

 2
02

1

3
Se

ns
or

s
te

ch
no

lo
gi

ca
l b

as
ed

 d
ev

ic
es

 e
st

ab
-

lis
he

d 
to

 g
at

he
r d

at
a 

an
d 

in
iti

at
e 

re
m

ed
ia

l a
pp

lic
at

io
n 

eff
ec

tiv
el

y

A
na

ly
si

s a
nd

 e
ffe

ct
iv

e 
im

pl
em

en
ta

-
tio

n 
of

 d
at

a 
de

pe
nd

s o
n 

ph
ys

ic
al

 
co

nt
ac

t o
f o

bj
ec

t, 
ho

w
ev

er
, l

ac
k 

of
 a

pp
ro

pr
ia

te
 d

at
a,

 te
ch

ni
ca

l 
gl

itc
he

s c
an

 re
su

lt 
in

 in
co

rr
ec

t 
de

ci
si

on

C
ap

ab
le

 o
f m

on
ito

rin
g 

co
ns

tru
c-

tio
n 

ac
tiv

iti
es

, r
ea

l t
im

e 
an

al
ys

is
 

an
d 

m
ap

pi
ng

, e
ns

ur
in

g 
sa

fe
ty

 a
nd

 
effi

ci
en

cy

Ro
sá

rio
 a

nd
 D

ia
s 2

02
3;

 F
ug

at
e 

an
d 

A
lz

ra
ie

e 
20

23
; R

ao
 e

t a
l. 

20
22

4
Sm

ar
t I

nd
us

tri
al

 R
ob

ot
In

te
lli

ge
nt

 in
du

str
ia

l r
ob

ot
s, 

w
hi

ch
 

co
m

bi
ne

 a
 m

an
ip

ul
at

or
, s

en
so

rs
, 

an
d 

co
nt

ro
ls

, a
re

 sm
ar

t i
nd

us
tri

al
 

ro
bo

ts

A
bs

en
ce

 o
f s

ki
lls

, o
pe

ra
tio

na
l 

ac
cu

ra
cy

 a
nd

 c
re

di
bi

lit
y,

 d
an

ge
r 

of
 a

cc
id

en
ts

 th
at

 re
qu

ire
s h

um
an

 
ju

dg
m

en
t a

nd
 in

te
rv

en
tio

n

C
ap

ab
le

 o
f i

nv
es

tig
at

in
g 

po
te

nt
ia

l 
m

ar
ke

ts
 a

nd
 m

et
ho

ds
 to

 a
bs

or
b 

m
ar

ke
t f

ac
to

rs
 a

nd
 m

as
te

r i
n 

de
ci

si
on

 m
ak

in
g 

an
d 

le
ar

ni
ng

 in
 

dy
na

m
ic

 c
ha

lle
ng

es

D
ör

fle
r e

t a
l. 

20
22

; Z
hu

 e
t a

l. 
20

23
; 

Tu
rn

er
 e

t a
l. 

20
20

5
D

ig
ita

l T
w

in
D

up
lic

at
e 

of
 th

e 
re

al
 e

nv
iro

nm
en

t o
r 

ob
je

ct
 to

 a
na

ly
ze

 re
al

 ti
m

e 
op

er
a-

tio
n 

an
d 

pe
rfo

rm
an

ce

In
effi

ci
en

t t
ec

hn
ic

al
 re

so
ur

ce
s, 

se
cu

rit
y 

is
su

es
, p

oo
r s

ta
nd

ar
ds

, 
H

ig
h 

ap
pl

ic
at

io
n 

co
st 

an
d 

sk
ill

s i
n 

co
ns

tru
ct

io
n 

cr
ea

te
s h

in
dr

an
ce

 in
 

im
pr

ov
in

g 
pr

oj
ec

t l
ife

cy
cl

e

C
ap

ab
le

 o
f p

er
fo

rm
in

g 
re

al
 ti

m
e 

an
al

ys
is

 o
f p

ro
gr

es
s e

ns
ur

in
g 

sa
fe

ty
 a

nd
 st

an
da

rd
s, 

pl
an

ni
ng

 fo
r 

re
so

ur
ce

s a
nd

 m
ai

nt
en

an
ce

H
on

gh
on

g 
et

 a
l. 

20
23

; B
ot

ín
-S

an
-

ab
ria

 e
t a

l. 
20

22
; T

ei
ss

er
en

c 
an

d 
se

pa
sg

oz
ar

 2
02

1;
 B

ru
m

 e
t a

l. 
20

21
; 

H
ou

 e
t a

l. 
20

20

6
B

ui
ld

in
g 

In
fo

rm
at

io
n 

M
od

el
in

g
(B

IM
)

A
ut

om
at

ed
 p

la
tfo

rm
 th

at
 u

se
s v

ar
i-

ou
s v

irt
ua

liz
at

io
n 

an
d 

si
m

ul
at

io
n 

m
et

ho
ds

 to
 c

om
bi

ne
 in

fo
rm

at
io

n 
re

le
va

nt
 to

 c
on

str
uc

tio
n 

du
rin

g 
pr

oj
ec

t’s
 li

fe
 c

yc
le

In
su

ffi
ci

en
t a

va
ila

bi
lit

y 
of

 d
at

a,
 

In
fo

rm
at

io
n 

m
is

in
te

rp
re

ta
tio

n,
 

un
pr

ed
ic

te
d 

co
m

pl
ic

at
io

ns

In
te

gr
at

e 
da

ta
 re

la
te

d 
to

 p
ro

je
ct

s 
lik

e 
ge

om
et

ry
, m

at
er

ia
l s

pe
ci

fic
a-

tio
n,

 st
ru

ct
ur

e 
de

si
gn

, o
ut

pu
t a

nd
 

co
st 

of
 p

ro
du

ct
io

n

H
on

gh
on

g 
et

 a
l. 

20
23

; K
ho

sh
fe

tra
t 

et
 a

l. 
20

22
; L

ee
 e

t a
l. 

20
21

; H
oa

ng
 

et
 a

l. 
20

20

7
te

le
op

er
at

ed
 d

ev
ic

es
 si

m
ila

r t
o 

m
in

i 
ai

rc
ra

ft
R

is
k 

in
vo

lv
ed

 in
 o

pe
ra

tio
ns

 a
nd

 
da

ng
er

 o
f a

cc
id

en
ts

 o
r d

am
ag

e 
in

 sp
ac

e 
or

 g
re

at
er

 h
ei

gh
ts

, C
on

-
str

ai
nt

s o
f t

ec
hn

ol
og

y 
an

d 
ai

rs
pa

ce
 

no
rm

s

Re
al

 ti
m

e 
m

on
ito

rin
g 

of
 si

te
 w

or
k,

 
In

sp
ec

tio
n,

 su
rv

ey
in

g 
an

d 
m

ai
n-

te
na

nc
e 

w
ith

 c
os

t e
ffe

ct
iv

en
es

s 
an

d 
sa

fe
ty

A
lb

ea
in

o 
et

 a
l. 

20
22

; A
de

po
ju

 2
02

1;
 

O
ut

ay
 e

t a
l. 

20
20

; K
as

 a
nd

 Jo
hn

so
n 

20
20

8
Ex

os
ke

le
to

ns
Ro

bo
tic

 d
ev

ic
e 

w
hi

ch
 o

n 
w

ea
rin

g 
bo

os
ts

 h
um

an
 p

ow
er

 2
0 

tim
es

M
us

cl
e 

re
la

te
d 

In
ju

rie
s o

n 
co

ns
tru

c-
tio

n 
si

te
s d

ue
 to

 c
on

tin
uo

us
 o

pe
ra

-
tio

ns
 o

f e
xt

re
m

e 
eff

or
ts

A
id

s i
n 

up
lif

tin
g 

he
av

y 
lo

ad
ed

 
in

fr
as

tru
ct

ur
e 

on
 c

on
str

uc
tio

n 
si

te
s t

o 
el

im
in

at
e 

se
rio

us
 a

cc
i-

de
nt

s a
nd

 in
ju

rie
s

N
na

ji 
et

 a
l. 

20
23

; M
ah

m
ud

 e
t a

l. 
20

22
; O

kp
al

a 
et

 a
l. 

20
22



4174	 Int J  Syst  Assur  Eng  Manag (September 2024) 15(9):4163–4182

Ta
bl

e 
4  

(c
on

tin
ue

d)

S.
N

o
Te

ch
no

lo
gy

M
ea

ni
ng

C
ha

lle
ng

es
O

pp
or

tu
ni

tie
s

Re
fe

re
nc

es

9
A

ug
m

en
te

d 
Re

al
ity

D
ev

el
op

in
g 

vi
rtu

al
 su

rr
ou

nd
in

gs
 o

f 
th

e 
re

al
 e

nv
iro

nm
en

t
D

es
ig

ni
ng

 fr
am

ew
or

k 
of

 c
om

pl
ex

 
str

uc
tu

re
s i

n 
vi

rtu
al

 fo
rm

 in
ste

ad
 

of
 c

on
ve

nt
io

na
l m

et
ho

d 
an

d 
eq

ui
pm

en
t t

hr
ou

gh
 d

at
a 

co
lle

ct
io

n 
an

d 
im

pl
em

en
ta

tio
n

C
ap

ab
le

 o
f i

m
pr

ov
in

g 
pe

rfo
rm

an
ce

 
th

ro
ug

h 
eff

ec
tiv

e 
do

cu
m

en
ta

tio
n 

an
d 

m
on

ito
rin

g,
 m

an
ag

in
g 

ris
k 

th
ro

ug
h 

re
al

 ti
m

e 
in

fo
rm

at
io

n

K
ol

ae
i e

t a
l. 

20
22

; O
ke

 e
t a

l. 
20

22
; 

A
lir

ez
ae

i e
t a

l. 
20

22

10
B

ig
 D

at
a

H
ug

e 
co

ns
tru

ct
io

n 
da

ta
 g

at
he

rin
g 

an
d 

sto
rin

g
D

is
in

te
gr

at
io

n 
of

 d
at

a 
fro

m
 

m
ac

hi
ne

ry
 a

nd
 p

ro
ce

ss
in

g 
de

vi
ce

s 
re

su
lti

ng
 in

 u
np

re
di

ct
ab

le
 a

nd
 

su
bs

ta
nd

ar
d 

ou
tp

ut
s

Si
gn

ifi
ca

nt
ly

 e
ns

ur
es

 sa
fe

ty
 o

n 
co

n-
str

uc
tio

n 
si

te
s, 

w
as

te
 m

in
im

iz
a-

tio
n,

 Im
pr

ov
in

g 
qu

al
ity

 st
an

da
rd

s, 
da

ta
 c

ol
le

ct
io

n 
an

d 
su

pp
or

t f
or

 
de

ve
lo

pi
ng

 fu
tu

re
 st

ra
te

gi
es

Jia
ng

 e
t a

l. 
20

23
; M

un
aw

ar
 e

t a
l. 

20
22

; S
ho

os
ht

ar
ia

n 
et

 a
l. 

20
22

; L
u 

et
 a

l. 
20

18

11
3D

 P
rin

tin
g

D
es

ig
ni

ng
 o

f p
ro

du
ct

s b
y 

co
n-

tin
uo

us
 a

dd
iti

on
 o

f l
ay

er
s t

hr
ou

gh
 

sp
ec

ia
liz

ed
 p

rin
te

rs

Li
m

ite
d 

au
to

m
at

ed
 b

us
in

es
s f

ra
m

e-
w

or
ks

 a
nd

 o
pe

ra
tio

ns
A

id
s i

n 
fa

ste
r c

on
str

uc
tio

n,
 li

m
it-

in
g 

w
as

te
, d

es
ig

n 
en

ha
nc

em
en

t, 
en

su
rin

g 
pr

oc
es

s r
el

ia
bi

lit
y 

an
d 

re
du

ci
ng

 ri
sk

s t
hr

ou
gh

 d
es

ig
n 

ve
rifi

ca
tio

n

Ro
ba

yo
-S

al
az

ar
 e

t a
l. 

20
23

; 
K

az
em

ia
n 

et
 a

l. 
20

22
; B

uc
ha

na
n 

an
d 

G
ar

dn
er

 2
01

9;
 N

go
 e

t a
l. 

20
18

; 
Lu

 2
01

7

12
A

rti
fic

ia
l I

nt
el

lig
en

ce
 (A

I)
co

m
pu

te
rs

 a
bs

or
bi

ng
 a

nd
 re

co
gn

iz
-

in
g 

op
er

at
io

ns
 fo

r d
ev

el
op

in
g 

so
lu

tio
ns

 in
 re

al
 ti

m
e

D
iffi

cu
lti

es
 in

 st
or

in
g,

 c
le

an
in

g 
an

d 
ha

nd
lin

g 
of

 d
at

a 
in

 in
te

gr
at

ed
 

fo
rm

 to
 e

xe
cu

te
 re

m
ed

ia
l s

te
ps

 in
 

re
al

 ti
m

e

Pr
om

ot
e 

H
ig

hl
y 

effi
ci

en
t p

la
nn

in
g 

an
d 

de
si

gn
in

g 
of

 p
ro

je
ct

 in
 te

rm
s 

of
 e

ve
nt

 o
cc

ur
re

nc
e,

 c
os

t e
sti

m
a-

tio
n,

 w
as

te
 re

du
ct

io
n 

an
d 

ris
k 

as
se

ss
m

en
t

Sa
ka

 e
t a

l. 
20

23
; B

ad
ug

e 
et

 a
l. 

20
22

; 
Re

go
na

 e
t a

l. 
20

22
; A

bi
oy

e 
et

 a
l. 

20
21

; W
in

su
n 

20
16



4175Int J  Syst  Assur  Eng  Manag (September 2024) 15(9):4163–4182	

Ta
bl

e 
5  

Im
pa

ct
s-

in
du

str
y 

4.
0 

te
ch

no
lo

gi
es

S.
N

o
In

du
str

y 
4.

0 
Te

ch
no

lo
gi

es
So

ci
al

Ec
on

om
ic

En
vi

ro
nm

en
ta

l
Re

fe
re

nc
eS

1
su

pe
rv

is
ed

 m
ac

hi
ne

 le
ar

n-
in

g
A

na
ly

si
s o

f r
ea

l t
im

e 
sc

en
ar

io
 fo

r t
ak

in
g 

da
ta

 
ba

se
d 

de
ci

si
on

s f
or

 b
et

-
te

rm
en

t o
f s

oc
ie

ty
 a

nd
 

lif
e 

sty
le

 o
f a

n 
in

di
vi

du
al

Eff
ec

tiv
e 

de
ci

si
on

 m
ak

in
g 

al
go

rit
hm

s t
o 

re
du

ce
 d

ire
ct

 
or

 in
di

re
ct

 c
os

ts
, r

el
ia

bl
e 

su
pp

ly
 c

ha
in

 a
nd

 re
so

ur
ce

 
m

an
ag

em
en

t t
hr

ou
gh

 a
pp

ro
pr

ia
te

 c
os

t e
sti

m
at

io
n

Re
du

ce
s w

as
te

 g
en

er
a-

tio
n,

 d
ev

el
op

 st
ra

te
gi

es
 

fo
r c

ha
ng

in
g 

cl
im

at
e,

 
su

st
ai

na
bl

e 
de

ve
lo

pm
en

t 
an

d 
ta

ck
le

 re
bo

un
d 

eff
ec

t 
of

 e
nv

iro
nm

en
t

La
kh

ou
it 

et
 a

l. 
20

23
; S

hi
nd

e 
et

 a
l. 

20
22

; S
ho

ar
 e

t a
l. 

20
22

2
B

lo
ck

ch
ai

n
Ex

pa
nd

ed
 a

ss
oc

ia
tio

n 
an

d 
cl

ar
ity

 b
et

w
ee

n 
co

lla
bo

-
ra

to
r, 

D
at

a 
re

lia
bi

lit
y,

 
bu

ild
in

g 
in

fo
rm

at
io

n 
sh

ar
in

g,
 m

on
ito

r a
nd

 
ha

nd
lin

g 
of

 h
ar

m
fu

l 
m

at
te

r

Li
m

iti
ng

 d
ow

n 
ex

ce
ss

iv
e 

ex
pe

ns
es

 b
y 

re
du

ci
ng

 in
 

co
m

pe
te

nc
ie

s a
nd

 o
ve

rh
ea

d 
co

sts
, i

m
pr

ov
es

 c
irc

ul
ar

 
ec

on
om

y

A
pp

lic
at

io
n 

of
 re

us
ab

le
 

an
d 

re
cy

cl
ab

le
 m

at
er

ia
ls

 
th

ro
ug

h 
eff

ec
tiv

e 
an

al
ys

is
 

pr
om

ot
es

 m
an

ag
em

en
t 

of
 w

as
te

 in
 li

fe
cy

cl
e 

of
 p

ro
je

ct
, s

us
ta

in
ab

le
 

bu
ild

in
g 

de
si

gn
 in

cl
ud

in
g 

re
so

ur
ce

 m
an

ag
em

en
t

El
gh

ai
sh

 e
t a

l. 
20

23
; F

ig
ue

-
ire

do
 e

t a
l. 

20
22

; W
oo

 
et

 a
l. 

20
23

; T
ei

ss
er

en
c 

an
d 

se
pa

sg
oz

ar
 2

02
1

3
Se

ns
or

s
Se

ns
or

s p
re

ve
nt

in
g 

er
go

-
no

m
ic

 in
ju

rie
s a

nd
 th

e 
di

sc
ha

rg
e 

of
 d

an
ge

ro
us

 
su

bs
ta

nc
es

 b
y 

tra
ck

in
g 

w
or

ke
r a

nd
 e

nv
iro

nm
en

-
ta

l h
ea

lth
 fa

ct
or

s

Po
llu

ta
nt

 m
on

ito
rin

g 
sy

ste
m

s a
re

 g
ai

ni
ng

 p
op

ul
ar

ity
 si

nc
e 

pr
es

en
ce

 o
f d

an
ge

ro
us

 
co

nt
am

in
an

ts
 o

n 
co

ns
tru

ct
io

n 
si

te
s a

re
 ri

si
ng

, t
he

re
fo

re
, l

ow
-c

os
t s

en
so

r t
ec

hn
ol

og
y 

pl
ay

s a
 v

er
y 

cr
uc

ia
l r

ol
e

X
u 

et
 a

l. 
20

22
; F

ok
ai

de
s 

et
 a

l. 
20

20
; A

hm
ad

 e
t a

l. 
20

16

4
Sm

ar
t I

nd
us

tri
al

 R
ob

ot
H

um
an

 ro
bo

t c
ol

la
bo

ra
-

tio
n 

en
ha

nc
es

 q
ua

lit
y 

of
 w

or
k,

 re
du

ce
s r

is
k 

to
 

hu
m

an
 li

fe
 in

vo
lv

ed
 in

 
co

ns
tru

ct
io

n,
 re

lia
bl

e 
de

ci
si

on
 m

ak
in

g

Sa
ve

s c
os

t a
ss

oc
ia

te
d 

w
ith

 la
bo

r, 
re

du
ce

s r
es

ou
rc

e 
w

as
t-

ag
e,

 e
ffi

ci
en

t o
pe

ra
tio

ns
 im

pr
ov

es
 su

pp
ly

 c
ha

in
Pr

om
ot

es
 e

ffe
ct

iv
e 

im
pl

em
en

ta
tio

n 
of

 g
re

en
 

te
ch

no
lo

gi
es

 a
nd

 re
du

ce
s 

ca
rb

on
 e

m
is

si
on

s

W
an

g 
et

 a
l. 

20
22

; D
ze

dz
ic

ki
s 

et
 a

l. 
20

21

5
D

ig
ita

l T
w

in
Im

pr
ov

in
g 

qu
al

ity
 o

f l
ife

 
in

 so
ci

et
y 

by
 e

nh
an

c-
in

g 
de

si
gn

s t
ha

t r
ed

uc
es

 
ca

rb
on

 e
m

is
si

on
s a

nd
 

gr
ee

nh
ou

se
 e

ffe
ct

El
im

in
at

io
n 

of
 w

as
ta

ge
 o

f r
es

ou
rc

es
, f

un
ds

, t
im

e 
an

d 
en

vi
ro

nm
en

ta
l c

ha
lle

ng
es

 
th

ro
ug

h 
pr

e 
an

al
ys

is
 o

f p
ro

du
ct

 d
es

ig
n 

us
in

g 
di

gi
ta

l t
w

in
 te

ch
no

lo
gy

, I
nt

el
lig

en
t a

nd
 

sm
ar

t g
re

en
 st

ru
ct

ur
es

Ya
ng

 e
t a

l. 
20

22
; S

ep
as

go
-

za
r 2

02
1;

 T
ei

ss
er

en
c 

an
d 

se
pa

sg
oz

ar
 2

02
1;

 F
ok

ai
de

s 
et

 a
l. 

20
20

6
B

ui
ld

in
g 

In
fo

rm
at

io
n 

M
od

el
in

g 
(B

IM
)

Li
m

iti
ng

 w
or

kp
la

ce
 

ac
ci

de
nt

s t
hr

ou
gh

 sa
fe

ty
 

an
al

ys
is

 a
nd

 e
ns

ur
e 

po
pu

la
tio

n 
st

ab
ili

ty
 b

y 
su

gg
es

tin
g 

su
ita

bl
e 

si
te

s 
of

 c
on

str
uc

tio
n

En
ha

nc
es

 o
pe

ra
tio

ns
 

pe
rfo

rm
an

ce
 a

nd
 

pr
od

uc
tiv

ity
, R

ed
uc

in
g 

w
as

ta
ge

s, 
tim

el
y 

de
liv

er
y 

of
 p

ro
je

ct
s, 

ec
on

om
ic

al
 

ho
us

in
g,

 c
os

t e
sti

m
at

io
n 

an
d 

sc
he

du
le

 m
an

ag
e-

m
en

t

Ev
al

ua
te

 a
nd

 c
on

tro
l e

ne
rg

y 
ou

tp
ut

, c
ar

bo
n 

em
is

si
on

s, 
co

ns
er

ve
 re

so
ur

ce
s a

nd
 e

nh
an

ce
s w

as
te

 m
an

ag
em

en
t

So
us

t-V
er

da
gu

er
 e

t a
l. 

20
23

; 
Fi

lh
o 

et
 a

l. 
20

22
; P

an
te

li 
et

 a
l. 

20
20

7
D

ro
ne

s/
U

AV
s

La
ck

 o
f r

eg
ul

at
or

y 
an

d 
m

an
ag

er
ia

l m
ea

su
re

s f
or

 
sa

fe
r o

pe
ra

tio
n

Ec
on

om
ic

al
 te

ch
ni

ca
l 

sy
ste

m
A

dd
iti

on
al

 u
se

 o
f c

am
er

as
 a

nd
 se

ns
or

s t
o 

an
al

yz
e 

an
d 

ad
dr

es
s n

um
er

ou
s e

nv
iro

nm
en

ta
l i

ss
ue

s
M

ah
ro

of
 e

t a
l. 

20
21

; J
ee

la
ni

 
an

d 
G

he
is

ar
i 2

02
1



4176	 Int J  Syst  Assur  Eng  Manag (September 2024) 15(9):4163–4182

Ta
bl

e 
5  

(c
on

tin
ue

d)

S.
N

o
In

du
str

y 
4.

0 
Te

ch
no

lo
gi

es
So

ci
al

Ec
on

om
ic

En
vi

ro
nm

en
ta

l
Re

fe
re

nc
eS

8
Ex

os
ke

le
to

ns
M

in
im

iz
in

g 
or

ga
ni

za
tio

na
l 

tra
ge

di
es

 a
nd

 e
ns

ur
in

g 
he

al
th

 a
nd

 se
cu

rit
y

O
pt

im
iz

es
 c

os
t o

f t
ra

in
in

g 
an

d 
sk

ill
ed

 m
an

 p
ow

er
M

ak
es

 fe
as

ib
le

 im
pl

em
en

ta
tio

n 
of

 c
om

pl
ex

 a
rc

hi
te

ct
ur

al
 

de
si

gn
, e

nh
an

ce
s r

is
k 

m
an

ag
em

en
t, 

su
st

ai
na

bl
e 

re
ge

n-
er

at
io

n 
an

d 
up

 g
ra

da
tio

n 
lif

e 
cy

cl
e 

of
 p

ro
je

ct

La
bò

 e
t a

l. 
20

23
; V

ita
 e

t a
l. 

20
22

; B
ru

m
 e

t a
l. 

20
21

; 
B

el
lin

i 2
02

0
9

A
ug

m
en

te
d 

Re
al

ity
Tr

ai
ni

ng
 e

m
pl

oy
ee

s a
nd

 
re

du
ci

ng
 w

or
kp

la
ce

 ri
sk

s
Fi

na
nc

ia
l o

pt
im

iz
at

io
n 

of
 

re
so

ur
ce

s a
nd

 e
ffi

ci
en

t 
bu

dg
et

in
g 

us
in

g 
vi

rtu
al

 
fr

am
ew

or
k 

of
 fu

tu
re

 
op

er
at

io
ns

C
ur

ta
ili

ng
 w

as
ta

ge
 o

f r
es

ou
rc

es
, a

cc
id

en
ta

l d
is

as
te

rs
, 

su
st

ai
na

bl
e 

str
at

eg
ie

s t
hr

ou
gh

 p
re

 v
irt

ua
l r

ea
liz

at
io

n 
of

 
en

vi
ro

nm
en

t

Se
na

na
ya

ke
 e

t a
l. 

20
23

; d
e 

A
lm

ei
da

 B
ar

bo
sa

 F
ra

nc
o 

et
 a

l. 
20

22
; A

hm
ed

 2
01

8

10
B

ig
 D

at
a

Effi
ci

en
t p

ro
je

ct
 m

an
ag

em
en

t, 
re

lia
bl

e 
su

pp
ly

 c
ha

in
, 

sm
oo

th
 fi

na
nc

ia
l o

pe
ra

tio
ns

 a
nd

 e
as

ily
 av

ai
la

bl
e 

in
fo

rm
at

io
n 

to
 m

on
ito

r p
ro

je
ct

 p
ro

gr
es

s, 
co

m
pe

tit
iv

e 
be

ne
fit

s i
n 

bu
si

ne
ss

Tr
ac

k,
 A

na
ly

ze
 a

nd
 c

on
tro

l e
ffe

ct
s o

f o
ng

oi
ng

 c
on

str
uc

-
tio

n 
an

d 
su

pp
or

ts
 in

 fo
rm

ul
at

in
g 

su
st

ai
na

bl
e 

str
at

eg
ie

s 
us

in
g 

da
ta

 se
ts

W
oo

 e
t a

l. 
20

23
; Y

ev
u 

et
 a

l. 
20

21
; C

ho
i e

t a
l. 

20
21

; 
Si

va
ra

ja
h 

et
 a

l. 
20

17

11
3D

 P
rin

tin
g

Ec
on

om
ic

al
 a

nd
 a

ffo
rd

ab
le

 
ho

us
in

g
M

as
s c

us
to

m
iz

at
io

n 
an

d 
qu

ic
k 

de
pl

oy
m

en
t, 

re
du

ce
s c

on
str

uc
tio

n 
co

st,
 n

o 
w

as
ta

ge
, m

at
e-

ria
l p

la
nn

in
g 

an
d 

lim
ite

d 
tra

ns
po

rta
tio

n,
 im

pr
ov

ed
 

ci
rc

ul
ar

 e
co

no
m

y

A
pp

lic
at

io
n 

of
 re

us
ab

le
, r

ec
yc

la
bl

e 
an

d 
gr

ee
n 

m
at

e-
ria

l, 
w

as
te

 re
du

ct
io

n 
an

d 
effi

ci
en

t r
es

ou
rc

e 
pl

an
ni

ng
 

re
du

ce
s b

ur
de

n 
on

 e
nv

iro
nm

en
t

G
op

al
 e

t a
l. 

20
23

; I
br

ah
im

 
et

 a
l. 

20
22

; C
al

do
na

 e
t a

l. 
20

22
; Ž

uj
ov

ić
 e

t a
l. 

20
22

; 
A

gh
im

ie
n 

et
 a

l. 
20

21

12
A

rti
fic

ia
l I

nt
el

lig
en

ce
 (A

I)
Sw

itc
hi

ng
 fr

om
 m

an
ua

l t
o 

di
gi

ta
l i

m
pr

ov
es

 o
ve

ra
ll 

effi
ci

en
cy

, h
iri

ng
 c

on
-

tin
uo

us
 la

bo
r, 

an
d 

so
ci

al
 

tra
ns

fe
rr

in
g 

of
 e

xp
er

tis
e 

fro
m

 o
th

er
 in

du
str

ie
s a

nd
 

si
gn

ifi
ca

nt
 tr

us
te

d 
ex

pe
ri-

en
ce

 o
f c

us
to

m
er

s

Pr
ed

ic
t a

nd
 re

ac
t t

o 
pr

ob
ab

le
 ri

sk
s i

n 
pr

oj
ec

t l
ife

cy
cl

e,
 d

es
ig

n 
ev

al
ua

tio
n,

 c
os

t o
pt

im
i-

za
tio

n,
 ri

sk
 e

lim
in

at
io

n,
 m

ai
nt

en
an

ce
 fo

re
ca

sti
ng

 a
nd

 e
nh

an
ci

ng
 p

ot
en

tia
l s

us
ta

in
-

ab
le

 st
ra

te
gi

es
 fo

r c
on

str
uc

tio
n

K
ul

ej
ew

sk
i a

nd
 R

os
lo

n 
20

23
; D

eb
ra

h 
et

 a
l. 

20
22

; 
N

ag
y 

et
 a

l. 
20

21
; C

ho
i 

et
 a

l. 
20

21



4177Int J  Syst  Assur  Eng  Manag (September 2024) 15(9):4163–4182	

4.0 along with triple bottom line an aspect of sustain-
ability.

•	 The study helps companies to develop efficient opera-
tional and marketing strategies for smart and green 
designs.

•	 The study helps in proposing a framework model for 
performing smart and sustainable construction activities 
using Industry 4.0 technologies.

The knowledge shared in this article in form of reference 
tables will offer great opportunities in theoretical and prac-
tical application. It also helps in understanding real world 
challenges and opportunities. This comprehensive study will 
open routes for developing sustainable innovative strategies 
for construction businesses.

7 � Limitations of the study

Research Gaps analysis revealed that technologies of the 
fourth revolution are in the preliminary stages of develop-
ment, but the articles investigated in the study are limited to 
the time period of 2015 to 2023. This time period is consid-
ered on the basis of understanding the most recent challenges 
and Impacts. This signifies that no study before 2015 can 
correlate in this regard. Moreover, inclusion and exclusion 
criteria adopted to review articles have further reduced the 
count. Therefore, the possibility of missing some relevant 
articles may exist. It becomes an opportunity for research-
ers to consider an extended time period in the literature for 
future scope. Moreover, no framework or model has been 
presented to provide a significant understanding of the real-
world situations of Industry 4.0 and the triple bottom line.

However, the aim of this research article is not to answer 
specific issues. The goal is to present various elements of 
Industry 4.0 in the context of the triple bottom line for inte-
grating business processes and creating smart and sustain-
able construction. Despite its limitations, the paper success-
fully opens future directions of scope for theoretical and 
practical implications.
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