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Abstract

Ride-sharing offers a cheaper means of transportation to riders whose routes are similar to the driver’s route within an acceptable time. It
is a new paradigm in the urban road transportation system to reduce traffic and enhances the economy of car owners. Unlike 1-to-n ride-
sharing that allows n-rider to share rides with a driver, 1-to-1 ride-sharing does not maximize the advantages of ride-sharing. However,
the major challenge of 1-to-n ride-sharing is how to match a minimum number of riders with a driver without compromising their
privacy, and solves how to synchronize car owners’ destinations with their riders’ destinations without incurring a delay. Meanwhile,
most of the existing ride-sharing schemes are developed for 1-to-1 ride-sharing services, where a rider shares a ride with a driver. In this
paper, an effective collaborative ride-sharing scheme is proposed for 1-to-n ride sharing. Our scheme is capable of recommending
optimal routes and pick-up points for riders and drivers using their previously visited location’s record. It is also capable of providing a
single but centralized ride-sharing public management system for every car owner. Thus, eliminates the inefficient disjointed private
carpooling form of 1-to-1 ride sharing. It consists of a trust model that is used for computing trust value for riders and drivers, and a
similarity model to compute the similarity between locations and riders or drivers. More so, it allows more than a driver to provide
collaborative ride-sharing for a rider in case the rider’s destination is farther than the driver’s destination. The scheme is analyzed, the
experimental and analysis results show that our scheme is not only secure but also with low computational latency.

Keywords Taxi-call system - Ride sharing - Autonomous vehicle - Authentication - Privacy preservation - Point of interest

1 Introduction

1-to-n ride-sharing is a new paradigm used to ease urban road
transportation problems. It involves multiple riders using the
same vehicle to arrive at similar or different destinations.
Unlike car sharing, it shares routes and cars amongst different
individuals. It offers a demand-based mode of transportation
to riders to increase the economy of the car owners without
hindering their daily activities. The emergent of different ride-
sharing service providers such as Uber, Lyft, and Taxify, etc.
is awakening interest in how transportation in urban areas can
be shifted from public and taxi transportation to 1-to-n ride
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sharing. This makes every car owner contributes to peoples’
mobility without increasing traffic. Ride-sharing solves some
of the fundamental issues in taxi and public transportation. For
example, it reduces crimes associated with bus stops and ter-
minals; it is cheap and involves a safer means for payment.
Besides, the ride-sharing does not rely on set schedules, and
services provided for a few areas.

However, according to Furuhata et al. [1], some major issues
will affect the seamless adoption of 1-to-n ride-sharing by a
significant percentage of commuters. Some of these challenges
range from lack of attractive design for pricing or incentive
mechanism, proper ride arrangement, and inadequate trust
among the n-rider and driver. Also, Preeti et al. [2] showed
pick-up and drop-off points as another important factor to be
considered for effective ride sharing. Therefore, 1-to-n ride-
sharing schemes must be able to cope with these challenges,
especially the last two while the first challenge can be left
open-ended for the driver and n-rider. However, ride-sharing
schemes for the existing ride-sharing systems are fixed. That is,
they fundamentally depend on static and pre-determined pickup
points such as existing bus stops or riders’ or drivers’ determined
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pick-up points. This ride-sharing arrangement is inefficient, es-
pecially in a case where the driver’s route and time are not fixed.
It affects the performance of ride-sharing.

In most cases, a rider’s drop-o point may be farther than the
driver’s destination. This requires the driver to negotiate a ride
with another driver on behalf of his riders whose destinations
are farther than his destination. This form of ride-sharing is
called multi-hop or collaborative 1-to-n ride sharing.
Collaborative 1-to-n ride-sharing enhances the performance
of 1-to-n ride-sharing systems by increasing the minimum
number of riders for a driver. However, collaborative 1-to-n
ride-sharing has several performance limitations such as de-
lay, trust, and security. Also, privacy is another major issue in
the ride-sharing system. It creates fears for riders and drivers
towards the seamless adoption of ride-sharing. To protect their
location privacy, most times, riders select pick-up and drop-
off point a few distances away from their sources and destina-
tion, respectively. Believing that the added or subtracted dis-
tance from their sources and destinations will protect their
privacy, however, this incurs overheads.

In this paper, we propose a novel 1-to-n ride-sharing ride
scheme for effective ride sharing. The scheme is capable of a
collaborative 1-to-n ride-sharing and capable of recommending
the shortest routes and pick-up points for riders and drivers using
their previously visited location’s records. This provides effective
privacy-preserving matching of a driver with n-rider by using
their trust values and previously visited location’s records. This
guarantees the secure selection of the shortest route consisting of
pick-up points with a minimum number of riders.

The remainder of this paper is organized as follows. In
Section II, the related works are examined; Section III dis-
cusses the system model and primitives. Section IV discusses
the proposed mutual authentication scheme for the multiple
providers’ based car-sharing system, meanwhile, security
analysis and performance evaluations are discussed in
Sections V and VI, respectively. Finally, the conclusion is
drawn in Section VII.

2 Related Works

The ride-sharing system allows a car owner to share his car
with riders along his route at a time instance determined by the
car owner. There is a distinct difference between car and ride-
sharing. Ride-sharing involves riders along the owner’s route
at an instant of time determined by the driver while car-
sharing involves riders who determine the car owner’s route
at any instant of time. Although ride-sharing is more advanta-
geous than car-sharing, however, its major problem is how to
maximize the number of riders for a driver and ensure the
privacy and safety of the users and owners. These have led
to fundamental issues such as the selection of optimal pick-up
and/or drop-off points, how many points to be considered and
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their locations, and how to choose the best route that consists
pick-up point with a minimum number of riders. Besides
these, Nirbhay [3] highlighted other issues such as security,
real-time matching, data inconsistency, low tolerance for er-
ror, key distribution, network scalability, and privacy as the
major metrics affecting ride-sharing.

Several schemes have been developed to overcome the issues
highlighted in [3]. Examples of these are schemes in [2, 4-10],
and [11]. Preeti Goel et al. [2] presented a scheme that chooses
optimally fixed locations of pick-up points to maximize car oc-
cupancy rates and preserving user safety and privacy. Their
scheme puts forth a selection of pick-up points based on map
partitioning into Voronoi cells to select the maximum number of
pick-up points suchthat every Voronoi cell has roughly the same
number of individuals points based on map partitioning into
Voronoi cells to select the maximum number of pick-up points
such that every Voronoi cell has roughly the same number of
individuals as required by the K anonymity threshold. Also, He
et al., [4] proposed a privacy-preserving ride-matching scheme
for selecting feasible ride partners in ride-sharing services. The
proposed scheme consists of three components that
perform initialization ride request or offer generation and a
three-step ride selection. However, their scheme does not guar-
antee trust levels for both riders and drivers. Also, Ta et al. [5]
proposed a ride-sharing model that makes sure that the driver’s
ratio of the shared route’s distance to the driver’s total traveled
distance exceeds the expected rate when sharing with a rider.
Their proposition considers multiple drivers, multiple riders, and
multiple drivers using the best-first algorithm. However, the
privacy of the driver and riders are not considered in the scheme.
Sheri et al. [11] proposed a privacy-preserving ride-sharing or-
ganization scheme using the k Nearest Neighbours (kNN) en-
cryption scheme, bloom filter, and group signature with data
security inclusive. The scheme prevents linking of the encryp-
tion of the trips data, sent at different times, by allowing users to
frequently update their keys. However, the computational time is
reduced when the number of users is greater than seventy- five.

Meanwhile, Farin et al. [6] proposed a framework and pay-
ment security system for a dynamic vehicle pooling system
such that any type of vehicle can be pooled. This scheme
provides security, accessibility, and identification of users
while utilizing the empty seats of any type of vehicle.
However, it does not guarantee data privacy. Febbraro et al.
[12] proposed a user-based relocation methodology in which
users may accept to leave the car in a different location in
exchange for fare discounts. Hence, formulating a two-stage
optimization for alternative distinction proposed to users and
for maximizing the profit of car-sharing operators. While the
user-based relocation increases profit, other parameters such
as security, data privacy among others are not given due con-
sideration in the scheme. To address the dynamic scheduling
of ride-sharing requests, Bathla et al. [13] proposed a four-
way model for the taxi ride-sharing problem and develop a
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distributed taxi ride-sharing (TRS) algorithm. Their model
assumes a synchronous wireless messaging system with
real-time responses, thereby increasing taxi occupancy and
profit for drivers and savings passengers. However, data pri-
vacy, the security of both the driver and passenger remains a
drawback for this model. Andrea et al. [14] also proposed a
dissimilarity function between pairs of paths based on the
construction of shared paths and a fussy relational clustering
algorithm for determining groups of similar paths is executed.
This scheme studies the similarities between the user’s path to
match similar riders by applying the data mining technique to
improve ride-sharing services and friend- recommendation
and community discovery systems. Shen et al. [15] proposed
a clustering-based request matching and route planning algo-
rithm that considers spatial-temporal distances between ride
requests on road networks. Also, Zhuo Wei et al. [16] pro-
posed a secure key sharing system consisting of key genera-
tion, key transmission, and key management. Their proposed
scheme issues digital keys and authorize users through a key
management module installed onboard of cars, and authenti-
cating with a near field communication chip and a smartphone
application. However, their system does not consider the se-
curity and privacy of the users.

Maintaining trust and privacy also is critical in social networks
and ride-sharing. To solve this in social networks, Liu et al. [17]
proposed a privacy-preserving framework to boost data owners’
willingness to share their data with untrusted entities using par-
tially homomorphic encryption to evolve two protocols for
protecting the private data of every party involved in the recom-
mendation. Also, Mayadunna and Rupasinghe [18] proposed a
trust framework to calculate the node trust values for social net-
work users by applying reinforcement learning methods. After
calculating the user’s trust value, their framework uses a tech-
nique that is analogous to a collaborative filtering recommenda-
tion algorithm to calculate the user’s trust score. While trusted
and untrusted users could be identified based on their trust value,
the method enables maintenance of the user’s privacy and con-
fidentiality. Similarly, a decay-based trust model and a secure
and privacy-preserving taxi service framework for car-sharing
are proposed in [19]. The decay-based trust model monitors
and improves the quality of service rendered to passengers.
Meanwhile, Yang et al. [20] proposed a latent social trust net-
work model to improve recommendations. In the scheme, trust
information in the social network is employed through collabo-
rative filtering to alleviate the problems of malicious attacks.

Determining the shortest route is also one of the ways of
enhancing performance in any network. Samanthulla et al. [21]
proposed a privacy-preserving shortest path discovery over the
encrypted graph (PSPEG) data. The scheme was experimented
with protocols under single and federated cloud environments by
considering security, accuracy, efficiency, and flexibility as cru-
cial requirements. According to the authors, PSPEG protocol
under a federated cloud environment proved more efficient from

the end-users’ perspective than the standard single cloud setting.
However, PSPEG under a federated cloud environment is more
secure but with higher computational power than PSPEG under a
standard single cloud setting.

Also, secure authentication ensures confidentiality and integ-
rity in ride-sharing. Many authentication schemes had been pro-
posed for vehicular ad hoc networks (VANETS) and other net-
works. Examples of these are in [22-24]. Azeez et al. [22] pro-
posed an efficient anonymous authentication scheme to avoid
malicious vehicles entering into the VANET. In this scheme, a
conditional tracking mechanism to trace the vehicles or roadside
units that abuse the VANET was developed. This allows the
scheme to revoke the privacy of misbehaving vehicles to provide
conditional privacy in a computationally efficient manner.
Meanwhile, Xiaodong et al. [25] identified some unique design
requirements in the aspects of security and privacy preservation
for communications between different communication devices in
vehicular ad hoc networks. They proposed a secure and privacy-
preserving protocol based on group signature and identity-based
signature techniques.

Meanwhile, despite all these research efforts on solving the
security and privacy issues in VANETSs, few works are done
on ride-sharing and none of these delves into how to recom-
mend a privacy-aware optimal route for drivers, and pick-up
point for drivers and riders for effective ride-sharing using
their previous locations of interest. Besides, most of the
schemes employed certificates and signatures for authentica-
tion; this increases their computational costs through the cer-
tificates and signatures verification process.

2.1 Problems and the Innovation of this Paper
Problems:

*  Optimal recommendation of pick-up points for the drivers
with the minimum number of potential riders is an issue in
1-to-n ride sharing.

*  Optimal recommendation of pick-up points for the riders
such that the riders get rides at the recommended pick up
points is also an issue in ride-sharing.

* To determine the shortest routes for the drivers such that
their ride-sharing capacity is met during 1-to-n ride
sharing.

* Security of data and privacy of the drivers and riders are
the major performance issues in 1-to-n ride sharing.

» None of the existing ride-sharing systems supports collab-
orative 1-to-n ride-sharing for the riders with drop-o points
farther than their drivers’ destinations.

Innovation of this Paper:

* In this work, we propose a novel 1-to-n ride-sharing
scheme capable of recommending short route, pick-up
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and drop-off points for drivers and riders, and performing
collaborative 1-to-n ride sharing.

* A model for determining similarity between drivers or
riders and their previously visited locations.

* A model for determining the trust values of drivers and
riders to filter off untrusted riders and drivers from the
ride-sharing system.

* A secure and privacy-aware scheme is proposed to address
security and privacy challenges in 1-to-n ride sharing.

3 Primitive and System Model
3.1 Primitives

In this scheme, an additive cyclic group G of an elliptic curve
E over a prime field £, of generator P and prime order g is
used. In addition, a function A with n-bit output and /-bit key
for [, neZ, is used. H is a deterministic function that takes
two inputs, the first of arbitrary length, the second of length /
bits, and outputs a binary string of length # formally defined as
H:{0,1}* X {1,0} —. {0,1}".

3.2 System Model

The system model as shown in Fig. 1, consists of five entities;
Car Owner (CO), Rider (RD), City Transport Management
(CTM), Recommender (RCR), and Social and Location
Network (SLN).

» City Transport Management (CTM): This is an indepen-
dent entity that manages the trust data of car owners and
riders. Although, ready to collaborate with RCR during
recommendation, however, hides the identities of the
owners of the secure trust data from all other entities.
CTM keeps the previous trust data of drivers and updates
the new trust values for the drivers after every service
delivery. It is also responsible for the registration of car
owners and riders at their point of entry into the ride-
sharing system. The trust network among drivers and
riders is modeled by CTM as a direct graph G=(J, E),
where J is the set of nodes in the trusted network
representing riders and drivers in the system, and E is
the set of edges that represent trust values between drivers
and riders or drivers and drivers. The matrix V, extracted
from G, contains the trust values between drivers and
riders. The trust value 0 < f; ;<1 represents the trust value
of the rider or driver 7 on the rider or driver ; such that f;
i=F, - If F; ;=0, it indicates that i distrusts j, however if

Fi, j=1, it indicates i completely trust j. For every service

rating made by i onj after any service, f; ; is updated using

the developed update model in Eq. 1
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e Car Owner (CO): This is a car owner who is ready
and willing to share its ride with the riders along his
route at a specified instant of time. He requests from
RCR for the shortest route containing a minimum
number of potential riders.

* Rider (RD): This is a potential rider in the ride-sharing
system. He is capable of sharing a ride with any car owner
whose riding route and time match the rider. He/She can
request from RCR a convenient pick-up point at a partic-
ular time instant.

e Recommender (RCR): It enables RDs and COs to obtain
their pick-up points and the shortest route, respectively. It
ensures collaborative ride-sharing for riders. RCR performs
recommendation for RDs and COs with the help of SLN
and CTM. RCR requests for the location, destination, and
takes off time from the drivers to recommend the shortest
route for the driver and pick-up points for riders. Both SLN
and CTM are ready to collaborate with RCR by releasing
the privacy protected trust and check-ins records of all the
authorized drivers and riders in the system.

» Social and Location Network (SLN): SLN provider such
as Google map provides the location visited records
(LVR) of the RDs as the set Rdg= {rd,, rds, ..,rd,} and
as the set COg= {coy, coy, .., co,} for COs and for set of
locations Ys= {y1, s, .., v} closer to set of PuP Pg= {p;,
D2, - P} atsetoftime Ts= {t, 1>, .., t,} . SLN evolves M,,
and M., as the LVR matrices for all the registered RDs
and COs from all these sets. Each of the matrices contains
element m; ; that represents the number of visitations that
RD rd; or CO co; has ever done at location y;.

3.3 Assumptions

The following assumptions, which had been proved in
cryptographic research, are made to ascertain the secu-
rity of the scheme.

1. Discrete Logarithm (DL) Problem: Given P € (Z,) and
QO =aPmod g, to Find a Is a Discrete Logarithm Problem

2. Computational Di e-Hellman (CDH) Problem:
The CDH Problem States that the Computation
of abP Given P; aP and bP for some a, beZ,
Is Intractable

Past research works had shown that the CDH prob-
lem is intractable, and DL is also intractable if the order
of the group is unknown to the adversary [26]. That is,
there is no polynomial-time algorithm to solve DL and
CDH problems with non-negligible probability.
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Fig. 1 System architecture

3.4 Security Requirements

The proposed scheme for 1-to-n ride-sharing must be mutual
authentication-secured and authenticated key exchange-se-
cured, and once the above problems are intractable and diffi-
cult then the scheme met the following security requirements.

» There is no adversary who can forge authorized ride-sharing
and riding tokens in the matching and mutual authentication
phases if the DL and CDH problems are intractable, and the
used key-based hash function exhibits one way-ness.

* There is no adversary who can forge or compromise 2-
way key exchange parameters and shared symmetric key
in the setup and key management phase, DL and CDH
problems are difficult.

* There is no adversary who can forge a recommendation re-
quest packet if the DL and CDH problems remain intractable.

4 Collaborative 1-to-N on-Demand Ride
Sharing Scheme

The 1-to-n ride-sharing scheme involves three stages;
trust and similarity models stage, 1-to-n ride-sharing

e |- Vizg [ Vi3

& S 7 . Vo
ﬁ i rvu e o

CTM private information

City Transport Management
(cT™)

shortest routes and PuPs recommendation stage, and
mutual authentication between RD and CO stage.
Figure 1 shows the system model consisting of all the
entities as described in the previous section. Table 1
contains the definitions of all the symbols and notations
used in the scheme.

4.1 Trust and Similarity Models

Trust values and service ratings of the COs and RDs,
respectively are one of the performance factors of an
effective collaborative ride-sharing system. In this sub-
section, we developed a trust and rating model to deter-
mine the trust values of all the involved entities in the
system. After ride-sharing, the car owner rates the con-
ducts of his RD(s), and the RD(s) also do the same for
the CO, then send the rating to CTM. CTM aggregates
all the success ratings ¢, ., and failure rating ¢, _,
» as given by, say RD a to CO b or vice versa from
initial time ¢y to the current time 7. It then evolves the
trust value of a to b as shown in equation 1. To avoid a
cold start problem at the onset of the ride-sharing sys-
tem, CTM evenly assigns the smallest trust values to all
the registered RDs and COs to create initial trust.
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Where f, _, , is the trust value of @ on b, while F,, . ;is the
previous trust value of a on b.

Also, a similarity model is formulated for RCR, based on
RDs’ locations visited record (LVR), to determine the likely
locations and destinations of RDs during recommendation.
The likely locations of RDs are determined by computing a
similarity metric (3,,_. ; between the RDs and several loca-
tions in the RDs” LVRs using Eq. 2. The similarity model is
associated with trust value vectors and LVR. Usually, the
likely location of the RD at a given time is the location with
the highest similarity metric, and taken as the PuP of the RD at
that given time.

M¢y(a,D)
a—l — M:i(a,l) (Mty(a' D+ Msy(a; l)) Za,beU,a#b Farp

(2)

where M,(a, I) is the total number of check-ins made on location
[ at time ¢ and M,(a, /) is the total number of check-ins a has ever
made on location / up till the current time. Both M,(a, /) and
M, (a, ]) are extracted from matrices Mgy and M7y,

4.2 1-to-n Ride Sharing Shortest Routes and PuPs
Recommendation

The 1-to-n ride sharing shortest routes and PuPs recom-
mendation stage consists of three phases; the setup, rec-
ommendation of optimal routes and PuPs using LVRs,
and matching RDs with CO for 1-to-n ride sharing
phases. Each of these phases is described as follows:

4.2.1 Set-up Phase

To set up the ride sharing system, RCR registers each RD and CO
by randomly generating as its master key and computes pseudo-
nym and authentication parameters for each RD and CO as:

* RCR computes and publishes its public key C,.,. as
C,-= P, randomly generates an;, and computes and
publishes its 2-way public exchange parameters ¢,., =
aCer

* RCR requests the unique identity of each RD and CO to
compute their pseudonyms as:

Fra = Hp(Id,q) for RD, and F ., = H3(Id.,) for CO.

Keeps F,q4; Id,; and F,; Id., but sends F,; to RD and
Feo to CO.
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+ Each RD i generates a unique random number b;eZ’,
computes and publishes its 2-way public exchange param-
eters g,4 as: G,q=b,C,cr

+ CTM generates a unique random number deZ.,, com-
putes and publishes its 2-way public exchange parameters
Getm 8S: Gegm=dCer

¢ Also, each CO j generates random number b_,-eZ;, com-
putes and publishes its 2-way public exchange parameters
9eo 88 Geo=b;Crr

For secure exchange of information between RCR
and any of the RD, CTM, and CO, RCR generates a
symmetric shared key (ssk) with each of these entities,
and they too, in turn, generate their ssk with RCR as
follows:

* Each RD i computes its ssk with RCR as ssk,4. . .= b-
4r-and RCR also computes its ssk with the RD as ssk-
rer v—rd = AYrcr such that SSkrd — ror = SSkrd —>rcr

* Each CO computes its ssk with RCR as ssk., . . = b-
rer and RCR also computes its ssk with the CO as ssk-
rer v co = A4 co such that SSkco —rer = SSkrcr > co

* CTM also computes its ssk as ke v yer = g, While
RCR computes its ssk with the CTM as ssk¢ s ¢ = aq-
comSUCh that ssk... v o o = SSKyer s com

4.2.2 Recommendation of Optimal Routes and PuPs Using
LVRs

In this phase, a recommendation based algorithm to
solve the shortest routes and matching problem in 1-
to-n ride-sharing is developed. Algorithm 1 recommends
pick-up points for RDs and shortest routes for COs
based on their LVRs.

The recommendation phase involves social and loca-
tion network (SLN), which has the previous location
records of the RDs and COs at every instant of time;
city transport management (CTM,) which keeps the re-
cords of COs and RDs; and RCR who executes the
algorithm.

To request for a best shortest route for CO or best PuP for
RD from RCR, the scheme executes the following procedure:

*  CO composes its request packet consisting of L.,; Deo3; Tross
encrypts it, using its sSkzo.— e 88 Erqo, = Essiy, -, (Leos
D33 Teo)Il F o, and sends it to RCR. RD also composes its
request packet consisting of L,, Dy, Ty, Rqype €ncrypts it as
Erq.; = Esgo. ... (Lias Dray Tra, Rq e ) F 4. On receiv-
ing Erq., and Erg,, RCR decrypts Erq,, using ssk,c, . co,
and Erg,, using ssk,c, s ,a-
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Table 1  Symbols and Notations

Notation Description

Z, set of integer of order p

G additive cyclic group of order q

Foob trust value of entity a on b

RD, CO Rider and car owner

Mgy location visitor record matrix of RDs and COs

M7y location visitor record matrix of CO

Darb success rating of entity a on b

<P;1H » failure rating of entity a on b

My(a,l) total number of check-ins entity a made on location 1 at
time t

M(a,l) total number of check-ins entity a has made on location

1 up till the current time
Crer RCR public key
qrer, gctm, grd  exchange public parameters of RCR,CTM, and RD,
respectively
H(.) One-way collision-resistant non-key based hash function
Leo, Doy current location and destination of CO
L4, D,y current location and destination of RD
P generator of cyclic group G

Bavsil similarity metric of entity « and location /
SSKycrvs s symmetric shared key between rcr and rd, co and rcr
SSkL‘(} = rcr
symmetric shared key between rcr and ctm
ssk rer=ctm
MSY; MTY check-in record matrices
e bilinear function
I concatenation operator
Dy connected distance matrix
Qo pick up points matrix
9 authentication code
RSO ride sharing token
wrd, wco

authentication session parameters of RD and CO,
riding secret key between RD and CO

riding tokens of CO and RD

pseudonyms of CO and RD, respectively

Brd s co=Beors rd
Yeo = Vrd
F co» F rd

* RCR then requests for the encrypted trust value matrix

Egsk o (V) of RDs and COs from CTM and M,,(a,
[), My, (a, ) of RDs and COs from matrices Msy and Mry
resided with LBS.

* RCR generates graph B by requesting for encrypted V.,
matrices Mgy and M7y from CTM and SLN, respectively.
Then, decrypts and generates similarity metrics between
each of the registered RDs and all the locations in M,
using Eq. 2. It selects the best PuP for each RD, as the
location with the highest similarity metric, to evolve the
list of predictive best PuP for all the registered RDs at time
t. The list with the current location of the RD and destina-
tion of the CO is then used to form graph

B e G. Each best PuP in B is connected with edges to its
neighboring best PuP(s) as shown in Fig. 2, where D; ; repre-
sents the distance between the connected PuPs i and ;.

* RCR then generates connected distance matrix Dy and PuP
matrix Q. It formulates # x n matrix 0, whose elements are

the predecessor node i of all the connecting PuPs i and j of
the graph B otherwise the element is represented as ‘-’. Once
n % n matrix Q, is generated, RCR executes algo-rithm 1 to
generate the shortest route between the CO’s initial location
and its destination in such a way that the shortest route has a
minimum number of potential RDs along the CO’s route.
Line 1 of algorithm 1 generates the distance matrix D* which
contains the shortest distance be-tween PuPs using the im-
proved Floyd technique. Using procedure 1, it first finds the
shortest route between the CO’s location and the RD’s loca-
tion. Then, finds the shortest route between the RD’s location
and CO’s destination by repeating procedure 1. Aggregation
of these two shortest routes forms the shortest route between
the CO and his final destination through the RD’s PuP. The
optimal route must contain the RD’s pick up point and/or his
destination.

Meanwhile, algorithm 2 is used by COs to determine
the type of ride-sharing. If the RD’s destination is the
subset of the shortest route, then the ride-sharing is a
normal 1-to-n ride-sharing otherwise collaborative 1-to-n
ride sharing. Collaborative ride-sharing involves the
original CO handling over his RD to another CO so
that the RD completes his ride to his final destination.

4.3 Mutual Authentication between RD and CO
After matching, the CO initiates mutual authentication with the

RD or second CO in case of collaborative ride sharing through
the following steps:

Fig. 2 Predictive graph for best pick-up-points of the registered RDs
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Algorithm 1 Optimal Ride Sharing Route
Input: CO-request, RD-request, D,, Q,
OUtpUt Coshartest—roucev Z, RD-PuP

1: RCR computes nxn matrix D, whose elements are the distance between
nodes i and j, and nxn matrix Q, for k = 1,2...N, whose elements are
the predecessor nodes of all the nodes in the shortest paths of a graph G

{To generate shortest route matrices Dy and Qy }
2. fork = 1, k n; k++do

3 fori=1;i n;i++do

4 forj =1;j n; j++do

5: Dy+[i1(i] = min(D(il; Dxlillk] + DkIKILI)
6: if Dk+1[il[i] # Dk[il[i] then

& Qu+1[ili] = k

8: end if

9: end for

10:  end for -

11: end for

12: PROCEDURE 1:
{To generate the optimal route Z,4_., and its distance D4, }

13: Zrazco = {3
14: Drgaco =0
15 Zra=col0] & Loy  {assign the current location of the CO as the first element Z g0}

16: b « L4 {assign the location of the RD to temporary variable b}
17 m« 0
18: while Z,.4—.,[m] = L,q do

190 Zrgeco[m + 1] = Qn(Z[m], b)
20:  Dygeco < Draeco + Dn(Zrg=colml, Lyy) {compute the distance between the CO and RD}

2. mem+ 1
22 if Zyrgecolm] == Z,goco[m — 1 then

23 Zrgecolml < b
24:  Exit

25.  else

26:  continue

27:  endif

28: end while

29: END PROCEDURE 1 { compute shortest route between RD's location L,, and CO's destination D, }
30: If L4 # D, then

31: Lyg = Lo {replace Co’s location L, with RD’s location L,;}
32 Lyq < D, {replace L,; with D.,}
33 Digeco = Dracco

34 Zigaco = Zra=co

35: Dpq < Dig

36: Repeat PROCEDURE 1

37: else

38: Exit

39: End if

40: CO-shortest-route « Z,3-collZr4=co

41: CO-shortest-distance < D,y-co||Djg=co
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Algorithm 2 Optimal RD for ride sharing

Input: D.y; Dyg
Output: request;y,,
if D, € D, and T,,; < T,, then

2:  match RD and CO for normal ride-sharing

else

4:  the CO matches the RD for collaborative ride-sharing

the CO negotiates RD for another CO

6: end if

4.2.3. Matching of RDs with CO for 1-to-n ride sharing

On getting to the RD's best PuP, both the CO and RD send matching

requests to RCR, who then generates matching parameters for the RD and

CO as described below.

o RCR randomly generates a unique authentication code #, symmetrically

encrypts and sends it as 9,q = 9®sskycr_rq aNd 9o = IDSSKycroco-

e matches them by sending the ride sharing token RSQ,, = Rqs||F,al|ts||qral[9co

to the RD and RSQ., = Rgs

|ts||qrd||19rd|

Coshortest—routeto the CO.

However, if it is a collaborative RD sharing, RCR sends:
RSQu1a = Rqs||Fuew||ts||Gnew!|9new to the old CO and sends RSQ,, =

Rqs || Fnew|ts]|Gnew! | Onew to the new CO.

Step 1: RD and CO randomly generate ¢; € Z* and ¢, € Z*,
respec-tively. RD computes and publishes its authentication
sessional parameter as w,;= ¢ P, and CO also computes and
publishes authentication sessional parameter as w,, = ¢,P. On
receiving CO’s w,,, RD computes its riding secret key with
CO as (4w co = P1We, While CO also computes its riding se-
cret key with RD as 3., ., ,¢= ¢1w,gsuch that 5,4, co = Beo s rd

Step 2: The RD and CO use their corresponding ssk with RCR
to decrypt the received 9, or 1J,, from RCR to obtain 9.

Step 3: To authenticate the CO by RD, CO performs the follow-

ing

*  generates unique riding token ~,, as: v, = Hg,,_ (V)

¢ CO then symmetrically encrypts the riding token as
Es., .. (7). and sends it to the RD.

* The RD, using its session secret key with CO, (., .. .4
decrypts the received Es_ (7.,), and generates his
own v,;, =Hpg, (). If 7., =7,4then CO has been
successfully authenticated and move to the next step.

Step 4: To authenticate the RD by CO, RD performs the fol-
lowing:

e RD computes his
’Yrd =H Brdco (19)

* RD, using its session secret key [,4.. .., encrypts the rid-
ing token as E3,(7,4), and sends it to the CO.

*  CO decrypts the received £, (,,), and compare it with
his own 7, If 7., = 7,4, RD is successfully authenticated

unique riding token ~,, as:

5 Security and Privacy Analysis
In this section, we show that the proposed ride-sharing scheme
achieves all the necessary security requirements to allay the fear

of the COs and RDs on the adoption of 1-to-n ride sharing.

1. Integrity: Integrity during ride-sharing is guaranteed by
the scheme through the following ways.
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Table 2 Computational costs of
various cryptographic operations

(a)

(b)

Cryptographic operation Symbol Execution time
Point multiplication Tom 0.6 ms
SHA-256 hash function Thash 7:81X10 *ms
Symmetric key encryption or decryption Tenc = dec 10:51X10 *ms
bilinear pairing Top 1:6 ms
Modular exponential (Di e Helman) Tex1 13:22 ms
Modular exponential (Chinese remainder theorem) Tex2 12:66 ms

Authenticity: The mutual authentication between
RDs and COs with the involvement of RCR not
only ensures that only the registered COs and
RDs partake in ride-sharing but also done with
the matched RDs and COs. The scheme
achieves this using the unique ride-sharing to-
ken # generated by the RCR to match the CO
with the RD. This is encrypted with the ssk of
the matched RD and CO, and RCR to ensure
its integrity. Also, riding token v, = Hg (V)
or v,,=Hp, (V) depends on the key-based
hash function, whose security depends on one
way characteristic of the key-based hash func-
tion and intractability of DL and CDH prob-
lems, respectively. Therefore, no attacker can
impersonate registered and matched RD or CO
by forging ride-sharing and riding tokens during
ride-sharing in as much the DH and CDH prob-
lems remain intractable and the used hash func-
tion has one-way property.

Confidentiality: Apart from other integrity require-
ments achieved by the proposed scheme, we en-
gaged symmetric encryption with a secure key dis-
tribution approach to provide confidentiality. The

12

1

> ) (] o

N

computational overhead (ms)

Propose ssheme ECPP

major problem of symmetric encryption is key dis-
tribution; we solved this using a 2-way key exchange
approach. The approach security de-pends on the
scalar multiplication whose security depends on
DL and CDH problems. These problems had been
proved to be intractable, therefore there is no way the
unique authentication code ©J, which is encrypted
with ssk,,... ., whose security is anchored on intrac-
table problems.

2. Privacy: We preserve RDs’ and COs’ privacy by ensuring
all the request transactions are done using their pseudonyms.
In the scheme, each entity is given a non-linkable pseudo-
nym generated from F,; = Hg(ld,4) for RD, and F, =
Hp(ld,,) for CO. The pseudonym depends on the hash
function H and master key (3, and once the hash function
exhibits one-way property and is randomly generated, no
adversary can forge pseudonym, thus privacy is maintained.

6 Performance Analysis

In this section, we analyze the efficiency and cost of the
proposed scheme based on the computational cost of the

Schemes

0 I I I I I I

KPSD IBCPPA

Fig.3 Comparison of computational overheads of the proposed scheme authentication with other vehicular ad-hoc networks’ (VANETS) authentication

schemes
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Fig. 4 Utilization time and Mean waiting time of RCR for different recommendation request in the proposed scheme

proposed mutual authentication, fairness of service and
capacity in terms of mean waiting time (MWT), and
capacity overshoot of the scheme. The computational
cost signifies the computational complexity of the mu-
tual authentication of the scheme and is used to deter-
mine whether RDs and COs will be able to handle the
computational requirement of the scheme. Meanwhile,
the capacity and fairness of service show how the
RCR can handle different numbers of recommendation
requests from CO and RD, and the matching capabilities
of RD and CO.

6.1 Computation Cost

To analyze the computation cost incurs on mutual authentica-
tion, we simulate each of the cryptographic operations used
in the proposed scheme and the schemes in [24, 28-32],
using a cryptoPP library [33, 34] implemented on Intel(R)
Core (TM)i3 2.73GHz. We assumed all the symmetric and
asymmetric encryptions are implemented using the
Advance encryption standard with cipher block chaining
(AES-CBC) as adopted in [35]. Also, SHA-256 is adopted
for all the key and non-key based hash operations. The

execution times of all the cryptographic operations are
summarized in Table 2. In the pro-posed scheme, each
RD takes 27, + Thasn + Tone = 1.2ms, while CO takes
2T sm+Thash + Tone = 1.2msfor mutual authentication.
Meanwhile, RCR takes T, + 4T, + Tusg = 5.6750e > ms
for every recommendation request.

Mean-while, SAMA, ECPP, CAS, GSB, KPSD and
IBCPPA, schemes take 5.4ms, 11.4ms, 11.8ms, 10.6ms,
12.9ms and 11.6m, respectively to authenticate an entity for
amessage service request. Referencing Figure 3, the proposed
scheme’s authentication procedure has the lowest computa-
tional overhead compared to the authentication schemes in
SAMA [24], ECPP [28], CAS [29], GSB [30], KPSD [31],
and IBCPPA [32].

6.2 Capacity and Fairness of Service

The capacity of RD, CO, and RCR and fairness of ser-
vice in the proposed scheme are evaluated. Figure 4
shows the utilization and mean waiting time of RCR
and RD or CO, respectively for different request arrival
rates. To analyze the capacity of each entity in the
scheme, we use the mean waiting time (MWT) and rth
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Fig. 5 Utilization time and Mean waiting time of RD for different matching request in the proposed scheme

percentile. The rth percentile is the probability that fewer
k number of RDs or COs are in the RCR’s queue, fewer
RDs are in the CO’s queue, and fewer COs are in the
RD’s queue for different utilizations and queue lengths.
This is used to determine the capacity of RCR and CO.
Meanwhile, MWT indicates the amount of time either
RD’s or CO’s request wait before being serviced. As
indicated in Figures 4a and 5a, the utilization times of
COs and RCR increase as they receive more requests
from either RDs and/or COs. Referencing Figure 6, the
best utilization of RCR is at 0.9. At this utilization, RCR
has a queue capacity of 40 for ROs and COs. This shows
that the RCR exhibits the characteristic of a good server,
thus reducing delay during high traffic of service re-
quests. All these indications show that none of the re-
quests from any entity will be delayed due to high
request-traffic in the proposed scheme.

7 Conclusion

I-to-n collaborative ride-sharing solves some of the fun-
damental issues in the public transportation system. It

@ Springer

does not only offer a cheap means of mobility but also
reduces crimes associated with bus stops and terminals in
other city’s public transportation systems. Additionally, it
does not rely on set schedules and services provided for a
few areas. However, its major problems are how to match
the RDs and car owners, determine the shortest route, and
ensure security and privacy. In this paper, we solve this
by using RDs and car owners’ previously visited location
records to determine the daily route of the RDs and car
owners without compromising their privacy. We came up
with an algorithm that efficiently selects the shortest route
with a high number of potential RDs for the car owners.
Besides, the proposed trust and rating models for the col-
laborative 1-to-n ride-sharing can curtail abuse in the sys-
tem. Besides, compared with other transportation
schemes, 1-to-n collaborative ride-sharing solves most of
the city’s public transportation problems and increases the
economy of the car owners and RDs. The results show that
the mutual authentication procedure of the scheme has the
lowest computational cost compared with other state-of-the-
art authentication schemes. This reduces the service-delay of
the proposed scheme as affirm by the insignificant increase of
the mean waiting time as the number of requests increases.
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