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Abstract

Internet of Things (IoT) devices are often directly authenticated by the gateways within the network. In complex and large
systems, [oT devices may be connected to the gateway through another device in the network. In such a scenario, new
device should be authenticated with the gateway through the intermediate device. To address this issue, an authentication
process is proposed in this paper for loT-enabled healthcare systems. This approach performs a privacy-preserving mutual
authentication between the gateway and an IoT device through intermediate devices, which are already authenticated by
the gateway. The proposed approach relies on the session key established during gateway-intermediate device authentica-
tion. To emphasizes lightweight and efficient system, the proposed approach employs lightweight cryptographic opera-
tions, such as XOR, concatenation, and hash functions within IoT networks. This approach goes beyond the traditional
device-to-device authentication, allowing authentication to propagate across multiple devices or nodes in the network.
The proposed work establishes a secure session between an authorized device and a gateway, preventing unauthorized
devices from accessing healthcare systems. The security of the protocol is validated through a thorough analysis using the
AVISPA tool, and its performance is evaluated against existing schemes, demonstrating significantly lower communication
and computation costs.

Keywords Untraceability - Key agreement - Anonymity - Integrity

1 Introduction facility or hospital (Sowjanya et al. 2021). However, it

is crucial to protect users’ information from illegitimate

Technological advancements have brought about positive
changes in all aspects of modern life, particularly in the field
of Internet of Things (IoT)-enabled medical or healthcare
systems. The benefits of it are being utilized through the
use of wearables like smartwatches and wristbands, smart-
phones, and many more. Nowadays, people are using wear-
able gadgets to connect with online medical systems. It has
provided convenience to the users, who can now receive
medical advice without having to physically visit a medical
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access and keep all exchanged messages between the user
and server confidential. In any application, it is necessary to
ensure the authenticity of user and server to provide secu-
rity and privacy for both parties. Therefore, the reliability of
these applications depends on authentication.

In a typical loT-based network, user authentication
involves three entities: gateway, smart device, and user.
Based on the message exchange patterns among these actors,
the existing authentication mechanisms in the literature can
be categorize into many different categories (Krishnasrija
et al. 2023). Out of those, one approach involves the gate-
way directly authenticating the user device, while the sec-
ond approach involves the gateway authenticating the user
device via a smart device. In this approach, the user com-
municates with the devices directly. For example, Farash
et al. (2016) proposed a user authentication and key estab-
lishment model for an IoT environment. In this technique,
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a user connects with a specific sensor device and reads its
specific data without having to establish a connection with
the gateway first and simply receive aggregated informa-
tion. In another approach, the user authentication protocol
does not allow the user direct access to the device. Instead,
the device undergoes authentication by directly interacting
with the gateway. For example, Shuai et al. (2019) proposed
an authentication mechanism for smart homes. This system
permits three different mutual authentications. The first is
between the user and the gateway, the second is between
the gateway and the smart device, and the third is between
the user and the smart device. The majority of protocols in
the above two categories focus only on user authentication.
However, for large-scale IoT applications, there is a need for
mechanisms that enable device-to-device (i.e. between the
gateway and smart device) and device-to-gateway authen-
tications (Zhou et al. 2019). These mechanisms facilitate
mutual authentication between devices within an IoT net-
work and enable the formation of an IoT device group with
other devices.

Consider a IoT-based healthcare scenario, where mul-
tiple gateways and devices are interconnected. The gateway

| 1
(Central system

!
/

Fig. 1 Different types of devices in an IoT network
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can authenticate the registered device directly, as shown
in connection (A) of Fig. 1, or using another device that
is directly linked to and authenticated by the gateway as
shown in connection (B) of Fig. 1. Here, devices are divided
into two categories: already authenticated devices and new
devices trying to connect. This requires handling two types
of requests for connection: device to gateway and device
to device. To address this, the authentication process must
support two separate schemes. The first scheme involves
authentication for devices directly connecting to gateways.
The second scheme enables authentication for devices con-
necting to trusted devices already authenticated by the gate-
way, ensuring secure and trusted communication.

By implementing these authentication schemes, the IoT
network can effectively manage connections from both
already authenticated devices and new devices, maintain-
ing security and integrity within the network. The proposed
mechanism, enabling mutual and transitive authentication in
IoT networks, emphasizes the use of lightweight techniques
to establish secure communication between IoT devices
due to the computational limitations of these devices. The
term "mutual" implies that both parties involved in the
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authentication process authenticate each other, ensuring trust
and integrity. The term "transitive" suggests that the authen-
tication mechanism extends beyond individual device-to-
device authentication, allowing authentication to propagate
across multiple devices or nodes in the network. Overall,
the scheme focuses on lightweight and efficient authenti-
cation for IoT networks. During the registration phase, the
necessary parameters and credentials for authentication are
shared with the devices. These shared credentials are used
for both authentication processes. The key contributions of
this work are outlined as follows:

1) Development of two lightweight mutual authentica-
tion schemes: The work proposes novel authentication
schemes for both device-to-gateway and device-to-
device communication in IoT networks. These schemes
are designed to be lightweight, ensuring efficient
authentication while maintaining security.

2) Secure session establishment: The proposed schemes
enable secure session establishment for registered
devices. Successful authentication is a prerequisite for
initiating a secure session, and each session utilizes
a unique session key for data communication. This
enhances the overall security and confidentiality of the
communication.

3) Efficient credential management: The work introduces
a credential updating process, ensuring the regular
update of session IDs and parameters at the end of each
session. This contributes to better credential manage-
ment and helps maintain the integrity and freshness of
authentication credentials.

4) Resistance to security threats: The proposed work is
designed to withstand various security threats, including
man-in-the-middle attacks, replay attacks, capturing,
and eavesdropping. By incorporating security features,
such as privacy preservation, untraceability, forward
secrecy, credential updates, and session key secrecy, the
proposed schemes enhance the overall security posture
of the IoT-based smart healthcare system.

The remainder of the article is arranged in the following
sections. Section 2 discusses some existing works that are
related to the proposed scheme. In Sect. 3, the proposed
authentication mechanism is introduced, by giving an over-
view of the design goals and system model of the proposed
work. The construction of the proposed authentication
mechanism is discussed in detail in Sect. 4. A detailed secu-
rity analysis is carried out in Sect. 5, whereas in Sect. 6,
the performance of the proposed scheme is compared with
similar existing schemes. Finally, in Sect. 7, the work is
concluded with future goals.

2 Related work

In literature, a few articles have recently covered the authen-
tication and key agreement process because it is still a rela-
tively new concept. In this section, some authentication and
key agreement techniques which are presented in the past to
ensure secure communication are discussed in brief.

Shuai et al. (2019) proposed an authentication mecha-
nism based on Elliptic Curve Cryptography (ECC) for smart
homes. This system permits three different mutual authen-
tications. The first is between the user and the gateway, the
second is between the gateway and the smart device, and
the third is between the user and the smart device. Lastly, to
facilitate secure interaction, a symmetric session key is also
established between the user and the smart device. How-
ever, the performance of this approach is not satisfactory in
terms of computational cost and communication expenses.
In addition, several vulnerabilities, such as susceptibility to
session key disclosure, replay attacks, and privileged insider
attacks are also present in this scheme.

A user authentication scheme for a heterogeneous wire-
less sensor network was proposed by Turkanovic et al.
(2014). This scheme offers secure authentication and gener-
ates a secure session key through the use of simple XOR
and hash computation. However, this authentication model
cannot provide mutual authentication between remote users
and the gateway and cannot fulfill the requirements like
anonymity and privacy in the network. Additionally, several
security flaws were later revealed by Chang et al. (2016),
including user impersonation and stolen smart card attacks.

Gope et al. (2016) proposed another lightweight authen-
tication protocol to transfer real-time data in a wireless sen-
sor network. This approach, however, asks for the gateway
to save additional user data, which is impractical and often
leads to failed authentication. This method does not support
anonymity and untraceability because the sensor node’s
identity is revealed during data transmission over a public
channel. Jolfaie et al. (2017) also revealed some security
weaknesses in this protocol, specifically regarding the dis-
closure of the session key:.

Li et al. (2017) designed another lightweight protocol for
anonymous mutual authentication in WBAN. This protocol
offers perfect backward and forward secrecy and is resil-
ient to several attacks. However, upon further analysis, it
is discovered that this protocol is also susceptible to inter-
mediate node capture, sensor node impersonation, and hub
node impersonation attacks. This protocol also suffers from
a key-escrow problem.

Wazid et al. (2020) suggested a novel lightweight authen-
tication approach for a cloud-based IoT system. The authors
asserted that the scheme is effective, scalable, and capable of
giving IoT sensors real-time data access via corresponding
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gateways which are placed in various clusters. However,
while more gateway nodes are added, the system becomes
unstable, thus, arises scalability issues. In this regard,
Chaudhry et al. (2021) have found that the scheme cannot
achieve mutual authentication between system entities in
the situation of numerous registered users.

Jan et al. (2021) put forward a proposal for a lightweight
mutual authentication and secure session generation scheme
that relies on a client—server model. The IoT device acts as
a client system and registers with the server anonymously
in this scheme. Following this, both the server and client
authenticate each other to establish a secure session for
data transmission. During the registration and authentica-
tion phases, this scheme employs a lightweight symmetric
encryption technique to exchange messages. However, the
scheme is unable to handle the issue of server failure.

Izza et al. (2021) have proposed another user authenti-
cation scheme, where by using a trusted gateway device,
the authentication starts between a user and a device. This
technique makes advantage of straightforward symmetric
cryptography to make the whole process lightweight. How-
ever, there are still potential vulnerabilities that could be
exploited by an attacker. For example, the use of a single
trusted gateway device to facilitate the authentication pro-
cess introduces a potential single point of failure, and if the
gateway device is compromised, an attacker could poten-
tially impersonate the sensor device and gain unauthorized
access to the network.

Banerjee et al. (2019) proposed a user authentication
scheme suitable for symmetric key cryptosystem, where a
user can connect to its preferred IoT sensor node. In this
scheme, the gateway node serves as a third party and does
not play any role once the user is connected to a sensor node.
The key agreement protocol effectively negotiates a session
key for authentication with the user’s preferred sensor node,
thus establishing a secure connection.

Masud et al. (2022) introduced an authentication scheme
designed for IoT-enabled healthcare systems, featuring four
distinct phases: device registration, user registration, mutual
authentication between device and user, and key generation.
This lightweight scheme is adept at establishing a secure
session between the user and the device, thereby thwarting
unauthorized access to data or resources. Nevertheless, it
exhibits vulnerability to several types of attacks, including
stolen verification attacks, privilege escalation attacks, and
sensor node capture attacks.

Kumar et al. (2023) suggested a robust authentication
mechanism that merges a password-protected biometric with
physically unclonable functions (PUF). PUF device gener-
ates a distinct cryptographic key, which serves as the basis
for authenticating the device, facilitating access to protected
resources. This work addresses shortcomings observed in
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existing systems, particularly mitigating concerns related to
key compromise impersonation attacks, wrong login, and
server registration complexity.

Besides the above-discussed approaches, a variety of
other approaches are proposed by many researchers in the
literature for a wide range of application sectors, includ-
ing mobile cloud environment (Gomaa et al. 2016; Gutub
2022), fog computing (Wang et al. 2022), healthcare sec-
tor (Khasim and Basha 2022), and vehicular technology
(Namasudra and Sharma 2022; Wang et al. 2016). Yet, most
of those techniques do not focus on the processing capabil-
ity of resource-constraint devices (Moqurrab et al. 2022).
Hence, novel schemes need to be designed that can match
the characteristics of IoT and yet, offer a robust security
mechanism (Khasim and Basha 2022; Das and Namasudra
2023; Chen 2022; Huang 2023; Kumar and Priyanka 2023;
Ali et al. 2022; Gaur et al. 2023).

3 Overview of the proposed scheme

This study proposes a novel lightweight IoT device authen-
tication approach for smart healthcare system. This section
provides an overview of the proposed scheme, including
design goals, system model, and network model of the pro-
posed scheme.

3.1 System model

An IoT network can consist of several gateway devices,
and there may be some loT devices connected to it either
directly or indirectly. The proposed approach involves two
entities, namely the IoT devices and gateway devices that
are defined below:

1) IoT Device: An [oTD is a limited-resourced device that
gathers and sends a patient’s health data to a gateway
with which it is associated.

2) Gateway: A gateway is a device that connects various
sensors, IoTD, and users to the internet and serves as a
bridge between them. It acts as an intermediary between
10TD and the user, allowing them to communicate with
each other. The gateway is not a resource-constraint
device.

As shown in Fig. 1, IoT devices can be divided into two
categories: devices directly connected to the gateway and
device connected to the gateway via another device. The
network needs to provide two different authentication and
network connections; one is to connect a device directly
to the gateway and the other is to connect a device to
another device already authenticated by the gateway. A few
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assumptions that are considered in this work are mentioned
below:

e It is assumed that the gateway is not a resource-con-
straint device while IoT device (IoTD) is a limited-re-
sourced device.

o The IoT device gets registered with the system in an of-
fline mode before the network gets operational.

3.2 Design goals

The objective of this study is to develop a new method

for authenticating devices in smart healthcare environ-

ments with limited resources to access medical equipment.

Therefore, the proposed authentication method for medical

devices should ensure the following design goals:

1) Secure device authentication and
establishment

2) Resistance to various cryptographic attacks

3) Minimizing storage, number of messages exchanged,
and execution time.

4) Use of lightweight or simple cryptographic operations.

session key

4 Construction of the proposed scheme

In this section, the major phases of the proposed scheme,
namely registration, authentication, and credential update
phase, are presented. Here, G; and D; represent gateway
and IoT device, respectively, where j={1,2,...,J},
1={1,2,...,1}, and I > J. All the symbols used in this
paper are described in Table 1.

Table 1 Descriptions of symbols

Symbols Description
Dip,AID Device identity and anonymous identity
RrEo Registration request
Sk EQ Session initiation request
&, ], H() XOR, concatenation, and hash operation
ne g mpgs Randomly chosen secret key values
A Valid time range
Rpevice Registered device list
D; and Gj Device and gateway
T. Current time
SK Session key
SKgd Session key between the D, and G
SKdd Session key between the D,,,, and D;
G, Gateway challenge
Do Device response

4.1 Registration process

During the registration process, a secure channel is utilized
for communication between the device and gateway. The
steps of this procedure are sequentially discussed below:

Step 1: Each device D; in the network contains a unique
D;’s identity D;p. The D, generates a fresh Registration
Request (F2req) and sends it to a gateway Gj.

Step 2: After receiving the request, G, retrieves D;p
from Rre; and selects a random x and a pre-shared key
(PK;) for D;. Then, the G; computes D;’s anonymous
identity AID =Dip®x and Spgesn = h(AID||PK;).
After completing the registration process, the G; stores D;
s AID and PK; in its registered device list (Rpeyice) and
also sends these parameters to the D; .

Step 3: After receiving AID and PK; from G;, D;
stores them in its secure memory.

4.2 Authentication process between a gateway and
an immediate loT device

The gateway can authenticate a registered device by utiliz-
ing its unique anonymous identity and pre-shared key. The
first mutual authentication process is initiated by a device
D; which is directly connected to a G;. The authentication
procedure, outlined in Fig. 1, includes the following sequen-
tial steps:

Step 1: Initially, the D; generates a number », randomly,
and using ny, it calculates Sgreq =AID & PK; & n; and
Shasn = H(AID||PK;). Then, D; sends the authentication
request {SRreq,SHasn, 11} at time T} to G through a public
channel.

Step 2: The G; searches for AID using Sp,s, in its
Rpevice list. If the ATD 1is not recorded in this Rpeyice
list, then, the Sreq is declined by the G;. Otherwise, G
continues the authentication process. The G retrieves n,
from Speq as it contains D;’s AID, PK;, and n,. Further,
G chooses a random nonce g, and calculates a challenge
G, =n1 @ g1 @ PK;. Finally, the G sends the {G.;,, 15}
to the D; at time 75.

Step 3: On receiving {G,, T}, the D;, at first, checks
the validity of T, as T, — To<=Ta. Then, the D; generates
g, from G, by computing g1 = G, ® 1y ® PK; and cal-
culates response D,.s = g1 ® n1 @ g2 after choosing a ran-
dom nonce g,. The D; sends {D,.,,T3} to the G; at time T}
. The D; also computes the session key SK = H(g1||g2).

Step 4: After receiving {D,.,,T3} the G; checks the
validity of 73 as 7T.— T3<=Ta. Then, the G; com-
putes g2 = D,.s ®n1 B g1 to generate the session key
SK = H(gllg2).

Thus, the mutual authentication of the device and the
concerned gateway completes. Both the D; and G can
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exchange data through a secure session using Sk . Once
data transmission completes, the session is terminated by
discarding the current session key. At this stage, the anony-
mous identity and pre-shared key can be securely updated as
AID_new and PK,;_new before terminating the ongoing
session. The complete process is defined in the below sub-
section. Figure 2 shows the entire authentication technique
discussed above along with the credential update phase.

4.3 Credential update phase

This section provides a process to update IoT device’s cre-
dentials, such as anonymous identity and pre-shared key at
the end of each session.

Step 1: The G, selects fresh random nonce
r new and pre-shared key PK; new for D; and
computes AID new = H(AID ® x_new) and
Stash = H(AID_new||PK; new). Then, the Gj
stores Sp.sn, and PK; new in its Rpeyic list and sends
AID new and PK; mnew to the device through the secure
channel.

Step 2: On receiving {AID _new, PK; new} ,the D;
updates its AID_new and PK,;_new. Then, the D; ends
the ongoing session by discarding the session key.

4.4 Authentication between a gateway and a new
device through an intermediate device

As previously discussed, a new device can be connected
to another authenticated device in addition to the gateway
device. This authenticated device serves as an authenti-
cation facilitator for the new device. This authentication
procedure is shown in Fig. 3 and also described using the
below-mentioned steps:

Step 1: Initially, the new device D,., generates a
number ,,, randomly. By using my it calculates Sreq
—AID @ PK;®m; and Sias = WAID||PK;). Then,
D,ew sends the authentication request {Sreq, Sgash, 11}
at time 7} to the authenticated device D; through a public
channel.

Step 2: After D; receives {Sreq, Spasn}, it adds its
AIDp; and sends the message {5 Reqs SHash» AIDp; } to
the concerned gateway device G;. D; sends the message
through the secure channel that was established during the
direct authentication process performed between D; and

Step 3: Once the gateway receives D, ’s authentication
request message from D;, at first, it verifies the authenti-
cated device identity AI Dp; . Then, by following the same
procedure as in the direct mutual authentication process the
G; computes challenge Gen =m1 @ g1 @ PK for D, .
The G also computes D, = m; ® = ® ny for D; where x
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is a random nonce. Finally, the G sends the {G.,,D, } to
the D; through the same secure channel.

Step 4: Authenticated device D; receives{Ge,,Deu,
} from G at time Ty and checks if (T, — T}) < Ta. D;
computes D,/ =D, & ny, which providesD.,/ = m G x
. Here, n, is known to theD; . Then, the D; selects another
random nonce °/¢ to compute D" = m; & x & d°. The
D; sends the message containing two challenges to gener-
ate secret session keys{ G, D"} to the D,y.,, through the
public channel.

Step 5: At this stage, the D, retrieves g, from
G., by computing g1 = Ge, @ my & PK;. Once g i
retrieved, then, the D,., selects random nonce g, and
calculates the session key SKgd between G; and D,
as H(gi||g2) and a response D,.s = g1 & my & go for G,
. The D,,, again selects random parameter ¢"¢* and cal-
culates the session key SKg =H(DJ" & my & d"")
=H(x @ d @ d"") between D; and D, and response
for D; DY = my @ d"". Finally, D,., sends both D,
and DY to the D;.

Step 6: On receiving the response messages the D; com-
binesthe D7 and Dy to getthe sessionkeybetween D; and
Dyew 38 SKgq= H(D"" @ D'") = H(z @ d¢ @ d"v)
and the authentication ends. Next, the D; sends {D,} sk to
the gateway.

Step 7: After the gateway G receives the response
message D,.s from D;, it computes g2 = Dycs @ m1 S g1
. Then, it computes the session key SKgd = H(q|g2)
between the D; and G; and the authentication ends here.
Both the D; and G; can communicate with each other by
using this key SKgd.

5 Security analysis

This section presents a security analysis of the proposed
scheme to demonstrate its resilience and effectiveness. Ini-
tially, several potential threat scenarios are examined, and
it is demonstrated that the proposed scheme is capable of
withstanding these scenarios.

Theorem 1 A session can only be initiated by a registered
device D; with a concerned gateway G by sending a valid
request SReq-

Proof During the device registration phase, each valid
device D; is assigned an anonymous identity A7D and a
pre-shared key PK; by the corresponding gateway G;. G;
maintains a record of device identity (D;p), AID, PK;
, and Spgsp in its Rpeyice list for every registered device.
Suppose an intruder I, tries to start a session by sending
a Speq to the Gj. G checks the sender’s authenticity by
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Selects ny, Ty
Skeq =AID @ PK,®n, i
Suasn = H(AID||PK;) |

Sends SReq and SHaSh {SReanHasha Tl}
Check T, — Ty<=T,2?
: Searches for AID € RpeyiceUSING Syash
Chooses g; randomly
i Computes-
| Ny = Sgeq D AID @ PK;
- (Gon T2} fon =1 © 9, & PK
Check T, — Ty<=T,2?
Computes- ;
91 =G ® 1y O PK;
Chooses g, randomly i
Computes- i
Dyes =91 D1 D g2 i
SK = H(g:1192) |
Sends D,..q, T {DTeSI T3} i
Check T, — T3<=T??
Computes-
g2 = Dres @nl @91

)

Selects x_new and PK; new for D;
Computes-

AID_new = H(AID @ x_new)

Stasn = H(AID_new||PK;_new)

Sends AID_new and PK;_new

Stores AID_new and PK;_new in Rpeypice

| SK = H(g:1192)

{AID new, PK; new}

<
<

Update {AID_new, PK;_new}
Discard SK

Selects n,, Ty
Sgeq =AID_new @ PK;_new®n,
Stasn = R(AID new||PK;_new)

Sends SReq,SHashp Tl {SReanHaSh’ Tl} é
{Gch}
{Dres} i

Fig. 2 The authentication between a gateway and directly connected IoT device and credential update phase
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Selects m,
Computes-
Sreq =AID @D PK;@®m,

1
Suasn = h(AID|[PK)) SreqShosn}

{Sreq:Stash» AIDp;}

{Sreq-Srasn» AIDp;} sk

Searches for AID using Syash In Rpevice
Computes my = Sgoq D AID @ PK;
Chooses g;and x randomly

Computes-

Gep =My D g1 GBPK]‘

Dp=m &x®mny

Sends Gep, D,

{Gens Den b g

Compute-

{Gen, D™

Dgp=Den, By =my D x
DY =m;, ®x @ dH

<

Computes-

g1 = G, ®my D PK;

Dyes = g1 ®my D g2

SKgd = H(g.192)

SKgq = H(DE" @ my @ d™")
— H(X [ dald (=) dnev./)

DIEY = m, @ d"ev

{Dres> DFes"}

>

Computes-

{Ack}SK

SKyq = HDG"™ @ DI

= H(x [} dotd [ dneW)
Sends {D,s} g to gateway
Sends {Ack}SKzq t0 Dpey,

Dres} g

{Ack}SKgd

Computes-
92 = Dres ®my @ 91
SKgd = H(g1192)

Fig. 3 Authentication of a new device with a gateway through another authenticated device

checking Spasn in its Rpevice and also in Rupdae list. If
Shasn 18 not found, it implies that A7 D is not registered
with Gj, i.e., AID ¢ {AIDy,AID,, ..., AID;} . In such
a case, Gj rejects the Sreq and marks it as an intruder.
Conversely, if a registered device D; initiates a session by
sending Sreq, the G verifies D; ’s authenticity by checking
Stash 1N Rpevice and Rupdate list. Therefore, a secure ses-
sions with the gateway G can be initiated only by a regis-
tered device D; . This completes the proof.

Theorem 2 Only the intended gateway G, and not any
intruder I, can process device D,’s session initiation
request Sgeq-

Proof During the registration phase,D;’s registration
details, including D;p, AID, PK;, and Sy, are stored
in Gj’s Rpevice list. Only D; and the concerned G know
these details. Suppose I, receives the Sgeq sent by the D; .
Since I;; does not know A/D and PK;, it is unable to get
m from Spgeq. Hence, I, cannot calculate a valid G, as
{n1 ® g1 ® PK,;} for D;.Even if I;, manages to send G,
to D;, D; can identify it due to the presence of the incor-
rect n; value. However, by using correct AJD and PK;
the intended G can retrieve n; from Sgeq. Therefore, only
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the correct G; is able to process Sreq by calculating a valid
Gp,. This concludes the proof.

Theorem 3 Only the designated entities D; and G; have
the ability to decrypt the encrypted G, and Dy, not any
intruder /.

Proof To decrypt G, sentby G, any device D; or intruder
I}, needs to have correct PK; and n,. Since I}, does not
know PK;, it cannot get g, from G, . Therefore, I, can-
not compute the response message (Dres) using the correct
n; and g,. Even if I;; attempts to guess the PK; value, the
probability of success is 21128. In contrast, D; can decrypt
G, with the correct PK; and n; value. In the same way,
1), cannot decrypt Dpg.s sent by D;. Therefore, only the
designated D; and G; can decrypt the G, and Dg,,. This
concludes the proof.

5.1 Formal security analysis based on ROR model
In subsection, the security analysis of the proposed scheme

is explained by employing the ROR model (Abdalla et al.
2005). The ROR model, recognized for its probabilistic
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nature, serves as a tool to validate the security of the session
key implemented in the proposed scheme. Initially, the fun-
damentals of the ROR model, encompassing its definition
and operational principles, are explored. Subsequently, the
presentation explores the mathematical proofs in detail. The
ROR model incorporates the following components.

The network involves three key entities: (1) new IoTD
device, (2) intermediate node or device, and (3) gateway.
It is assumed that D,.,, D;, and G;, represent instances
of new loTD, intermediate node or device, and gateway,
respectively, with the parameter ¢ denoting the tuple {D,,c.
, D;, G;}. These instances are referred to as oracles. As
per the threat model, the adversary A holds complete con-
trol over the communication network. A is empowered to
capture, eavesdrop, modify, delete, or reconstruct new mes-
sages within the network where legitimate devices com-
municate with each other. The adversary A can ascertain
various queries to gain insight into the security of the pro-
tocol. Additionally, 4 can execute the following queries:

Exec (&): Through this query, A can conduct an eaves-
dropping attack, acquiring all the messages exchanged
among the legitimate entities.

Send (,M): A has the capability to send a message { to
& and receive a reply message 1}' from &.

Capt (§): A can perform a capture attack by executing
this query and capture all the parameters stored in the mem-
ories of the loT device and gateway. Notably, A is con-
strained to a limited number of Capt() queries.

Hash (S): By executing this query, the adversary can
obtain a fixed-length hash value from an input string S.

Tst (§): This query is designed to assess the semantic
security of the session key. Before the experiment’s com-
mencement, adversary 4 tosses an unbiased coin ¢ and only
A is aware of the result, which dictates the outcome of the
test query. If c=1 and SK is fresh, the adversary obtains the
correct SK from &. The adversary receives a random number
if c=0; otherwise, it returns a null value (L). Importantly,
A can execute an unlimited number of Tst() queries.

Here, the event for 4 to win a game is considered as
Sce, and the advantage of A to break the proposed scheme
is denoted as Adv% = |2Prob(Scc) —1|. The proposed
scheme is secured if Ad”it < ¢ for sufficiently small & > 0.

Semantic security of the session-key: Ensuring the
semantic security of the session key within the ROR model
entails the requirement that adversary 4 should be incapa-
ble of distinguishing between the genuine session key of an
instance and a randomly generated key. A can conduct mul-
tiple 75#() queries to either IoT device, Intermediate Node,
or gateway, and the output must consistently align with or be
uniformly distributed for the random bit c. After the process,
A provides a guessed bit ¢" and succeeds if ¢’ =c. Denoting
the event for .4 winning a game as Scc, the advantage of

adversary A attempting to compromise the semantic secu-
rity of the protocol is defined as Advf4 = |2Prob(Scc) — 1.
The protocol is considered secure if Advf4 < ¢ where <0
is a sufficiently small positive value, for the runtime ¢.

Theorem Let 4 be an adversary operating within poly-
nomial time ¢ against the proposed scheme in the random
oracle model. The variables ¢4, |Hash|, qqq4, |PD], and
Advil represent the number of hash queries, the range space
of hash, the number of send queries, the size of the uni-
formly distributed password dictionary, and A4 ’s advantage
in breaking the proposed scheme in time ¢, respectively. The
estimated advantage of 4 in deriving the session key between
the IoTD Node and gateway is expressed as follows:

'3 Qsnd Q§ h
Adh < vash
"A=pp| T |Hash|

Proof G is a sequence of four games, where ; ranges from
0 to 3. The success of each game G; is denoted as Scc(G;)
under the rules defined for each game.

Go: A does not execute any query. Thus, the prob-
ability of 4 breaking the proposed scheme is
Aal'uf4 (n) = |2p'r'0bGISccf4(n) - 1} | .

G1: The game G, introduces Exec(§) query to the first
game G to perform an eavesdropping attack. In this sce-
nario, 4 can send all messages through the common chan-
nel and attempt to obtain the session key by executing
T'st (¢) query. The adversary remains incapable of access-
ing the random secret values used in the session key. Con-
sequently, the probability of success for G _is equivalent to
that Gy, denoted as Prob Sccfll = Prob LSccig .

Gs: A performs this game by sending Send(£, M) and
Hash(S) queries over G; to mislead a legitimate device
into accepting an illicit message. However, all messages
incorporate current timestamps and random secret num-
bers, making it impractical to achieve hash collisions within
polynomial time through the execution of send and hash
queries. According birthday paradox, the following out-
come is derived:

2
Prob [Scciﬂ — Prob {Sccil} | < ) F;;;’;m

G3: The adversary executes Capt(§) query to gain access
to all the confidential parameters stored in the memory of
each node. A captures an intermediate node and gets all
the information from it. However, since the intermediate
node doesn’t store any parameters of either the new [oTD
device or gateway, no additional information is acquired. A
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captures new [oTD to get the parameters stored in it. D;p
, hot being stored in the device’s memory, A cannot use a
node capture attack to obtain the true identity. Even if A has
the parameter AJD , the secret key value ., prevents it from

tracking the device. Therefore, the following can be derived

Prob [Sccff} Prob [Scc } | < 9 (T}ZC[D|

A executes all the oracle queries to break the semantic
security of the proposed protocol. A can win the game only
after accurately guessing the ¢ bit after executing T'st()
query. This gives Prob Sccfﬁ} = 1/2 and from the above
equations, it can be noted that

AdUA = ‘2 Prob {S{’FCO — 1‘

‘2 Prob [Scc —1‘
:‘Q.Prob {S } —1/2‘
=2. ’Prob [Sc } — Prob {Scciﬂ

By using triangular inequality, it can be derived

‘Prob [Sccﬁl] Prob [Scc;“]

’Prob [Scc("“}

— Prob [SCCA ] ‘

Table 2 Comparison of security features

Security Turkanovi'c Fasash Baner- Liet  Pro-

features etal. (2014) etal. jee al. posed
(2016) etal. (2017) scheme

(2019)

Mutual \/ \/ \/ \/ \/

authentication

Key agreement . / Vv v vV vV

Device . « % « « \/

anonymity

User anonymity \/ \/ \/

Traceability « « \/

protection

Credential \/ % - « \/

change

Resilience against

Forward secrecy \/ % 5 \/ \/

MITM attack \/ \/ \/ \/ \/

[0TD imperson- Vv % « « vV

ation attack

Evasdroping « \/ - \/ \/

attack

Replay attack \/ \/ % \/ \/

@ Springer

1 qr Gond
Ad 3 < hash SN
2ANA= 9 1 rrash) T 2. |PD

2
Adf Qsnd + Ghash

= \po| Tt |Hash| (multiplied by 2)

5.2 Informal analysis

In this section, various potential security attacks, such as
MITM, replay, eavesdropping, and impersonation against
the proposed protocol are examined. The aim is to demon-
strate that the devised scheme is resistant to such attacks,
as described in the following subsections. In addition, this
scheme also provides untraceability and anonymity fea-
tures. A security feature comparison is given in Table 2.

1) MITM Attack: During a MITM attack, messages
exchanged between two parties are intercepted by
intruders who may modify them as they require. If the
alterations are performed flawlessly, the parties com-
municating are not alerted to the changes. However, the
proposed scheme requires the attacker to be aware of all
secret parameters and pre-shared keys of the device to
alter original messages sent from gateway or device. As
attackers don’t possess this knowledge, a MITM attack
can be thwarted.

2) Replay Attack: In a replay attack, an unauthorized user
resends previously captured secure information in an
attempt to deceive the recipient. In a mutual authentica-
tion scheme, the gateway ignores a message if | T, — 7T
|>Ta, where Tx is the maximum transmission delay,
preventing an attacker from intercepting and replaying
communications. Similar to the first mutual authentica-
tion, if |1, — T |> Tais true, the already authenticated
device and gateway device also ignore the message.
Assuming the adversary captured the messages and
tried to impersonate a legitimate new device by replay-
ing them, Dt would reject the request because of the
invalid nonce in the replayed messages. In the same
way, if the adversary impersonates valid Dt and replays
the messages, the gateway would reject the request as it
notices the invalid random numbers. Similarly, during
all phases of authentication, additional checks are made
to ensure the freshness of messages that contain the ran-
dom nonce.

3) Identity Anonymity and Untraceability: An adversary
shouldn’t learn the device D;’s true identity, D;p, or
be able to track D; by eavesdropping on any commu-
nication channel. The D;p in the proposed approach
is concealed by utilizing a secret key value x, and each
device is given an associated AJD. D;p not being
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stored in the device’s memory the adversary cannot use
a node capture attack to obtain the true identity. Even
if the attacker has the parameter A7 D, the secret key
value x prevents it from tracking the device. Thus, the
proposed technique maintains the features of anonymity
and untraceability.

4) Eavesdropping Attack: Assuming that an adversary can
access all the messages exchanged among the different
entities. This means that adversary may have access to
SReq» Stashs Gen, and D,.,. However, adversary cannot
get the session key or any other confidential information
because the PK; is not available to the adversary. As a
result, the session key is protected against eavesdrop-
ping attack.

5) Known Session Key Secrecy: This security guarantee
ensures that even if an attacker possesses knowledge of
the session key used for message exchange, the commu-
nication remains secure. The proposed scheme utilizes
a randomly generated session key SKgd = H(g1||g2)
, where g, and g, are freshly generated at each new
session. This approach ensures that the session key
cannot be successfully predicted by an attacker, even
if they have compromised a previous session key. Simi-
larly, the session key between two devices is calculated
as  SKyu=H(Dy"® D) = Ha & d" o d™),
where /4 and ¢ are freshly generated for each new
session. As a result, an attacker cannot access any sensi-
tive data by predicting future session keys. Thus, the
proposed scheme securely establishes the session keys
with known session key secrecy.

5.3 Formal security analysis using AVISPA tool

This subsection provides a brief introduction to AVISPA, a
widely used tool that evaluates the security of cryptographic
protocols against known attacks and determines their safety
status. AVISPA utilizes high-level protocol specification
language (HLPSL) codes to specify any security model. The
HLPSL2IF translator is employed to convert the HLPSL
code into an intermediary form (IF), which is then pro-
cessed by one of the four back-ends of the AVISPA tool.
These back-ends include TA4SP, CL-AtSe, SATMC, and
OFMC for security analysis. Overall, AVISPA is a powerful
tool that can help researchers and practitioners evaluate the
security of cryptographic protocols and identify potential
vulnerabilities in their designs.

To analyze the HLPSL specification of the proposed pro-
tocol, the Security Protocol Animator (SPAN) of AVISPA
simulation tool is utilized on an Ubuntu 10.10 (32-bit) oper-
ating system. The HLPSL specification of the proposed
scheme outlines the roles of two entities, namely the device

and gateway. The SUMMARY of both back-ends (CL-AtSe
and OFMC) are obtained as output and shown in Fig. 4.
The results demonstrate that this protocol is SAFE against
a number of well-known attack, including impersonation,
replay, and MITM attacks.

6 Performance analysis

The experimental evaluation of the proposed authentica-
tion methodology is presented in this section. The proposed
methodology is implemented in Javal.§8 on a Windows 11
computer with an 8th generation Intel Core i7 processor and
16 GB of RAM, along with analogous methods that have
been identified in the literature. Memory utilization (stor-
age cost), communication costs, and computation cost are
some key loT authentication metrics used in the analysis of
experimental outcomes.

6.1 Storage requirement comparison

Table 3 compares the storage requirement of proposed
scheme to that of the existing schemes (Li et al. 2017; Jan
et al. 2021). AID and PK; are stored in the memory of
each device while a few parameters are stored in gateway
and CA’s memory in a similar manner. However, the storage
requirement of the gateway and CA rises with the number
of registered devices in the system. The size of the output of
the hash function, identity parameters, and secret key values
are 160, 128, and 128 bits, respectively. The overall storage
cost of each entity in the suggested scheme is determined
based on the size of these parameters.

6.2 Communication cost

Table 4 compares the communication cost of the proposed
scheme with the existing schemes in terms of the number
of messages and bits sent and received by the communicat-
ing entities. The proposed authentication process exchanges
three messages which takes a total of 544 bits for these mes-
sages. As compared to other existing methods, the proposed
scheme transfers noticeably less messages and bits.

6.3 Computation cost

To assess the computational cost of all existing authen-
tication schemes, including the proposed one, XOR, con-
catenation (||), and hash operations are computed. Table 5
shows the number of operations used by both IoT device
and the gateway in the authentication phase. Hy and Xp
represent the time it takes to execute hash and XOR opera-
tions, respectively. It should be noted that the computational
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searchTime: 0.02s
visitedNodes: 38 nodes
depth: 4 plies

OFMC CL-AtSe
% OFMC SUMMARY
% Version of 2006/02/13 SAFE
SUMMARY
SAFE DETAILS
DETAILS BOUNDED_NUMBER_OF_SESSIONS
BOUNDED_NUMBER_OF_SESSIONS TPED_MODEL
PROTOCOL . o PROTOCOL
/home/span/span/testsuite/results/authentication.if /home/span/span/testsuite/results/authentication.if
GOAL
as_specified GOAL
BACKEND As Specified
DFMC BACKEND
COMMENTS CL-AtSe
STATISTICS
parseTime: 0.00s STATISTICS

Analysed : 0 states
Reachable : 0 states
Translation:; 0.00 seconds
Computation: 0.00 seconds

Fig.4 Output summary produced by the AVISPA tool’s two back ends (OFMC and CL_AtSe)

Table 3 Storage requirement of the proposed scheme in bits

Scheme Device Gateway CA
Lietal. (2017) 512b 512b 480b
Jan et al. (2021) 256b 256b 1792b
Proposed scheme 256b 416b 416b

Table 4 Communicational cost of the authentication process between
gateway and device

Schemes Total messages exchanged Total bits
Lietal. (2017) 4 4672

Jan et al. (2021) 4 896
Proposed scheme 3 544

cost of a scheme is mostly caused by the cryptographic
operations used. Therefore, for simplicity, it is possible to
approximate the efficiency of a scheme by examining the
execution time of these operations. Here, the execution time
of hash operation, i.e., Hr is 32 ms and X7 is negligible
as compared to Hp. As depicted in Table 5 the computa-
tion time for each protocol is calculated by considering the
cryptographic operations and their execution time. Figure 5
illustrates the corresponding graphical representation.
Again the proposed indirect mutual authentication pro-
tocol is compared to other similar authentication protocols

that are detailed in the literature to evaluate its effectiveness.
From the perspective of message exchange, all the exist-
ing methods (Farash et al. 2016; Turkanovi¢ et al. 2014;
Banerjee et al. 2019) are comparable to the proposed pro-
tocol because they use an [oT device linked to the gateway
to authenticate the new device. To evaluate the proposed
protocol, the methods discussed in Farash et al. (2016);
Turkanovi¢ et al. 2014; Banerjee et al. 2019), are also imple-
mented in this context. The experimental findings show that
the proposed protocol significantly reduces computation
time at the new IoT device. The experimental results are
shown in Table 6 and Fig. 6.

7 Conclusion and future work

In any loT-enabled healthcare system, and it is crucial to
authenticate each entity before beginning a secure session.
The anonymity and untraceability of each device must also
be maintained. This article proposes an loT-enabled health-
care system with a simple anonymous device authentication
method. The existing session key established during authen-
tication between the gateway and the immediate device is
utilized by the authentication protocol for new devices.

Table 5 Computation cost of the authentication process between gateway and device

Scheme IoTD Gateway Total

Janetal. (2021) 2Hp +2X7p 2Hp +2X7p AHp +4Xy ~ 4Hp
Lietal. (2017) 3Hr + 7 X7 4Hr + 12X7p THp + 19Xy ~ THp
Proposed scheme 1Hr +3Xr 1Hr +3Xr 2Hr +6Xp ~2Hp
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Fig. 5 Execution time taken by each scheme

Table 6 Computation cost of the authentication process between new
device and gateway through already authenticated device

Scheme New device Auth device Gateway Total
Turkanovic et al. (2014) 7H 5Hy 7Hp 19
Farash et al. (2016) 11 Hyp 7Hr 14Hp 32
Banerjee etal. (2019) 8 Hp 6Hr 8Hy 22
Proposed scheme 2Hp 2HT 1Hp 5

This means that the intermediate device simply facilitates
the establishment of the session and securely transfers
messages to the gateway. This method uses lightweight
symmetric cryptographic operations, such as XOR, con-
catenation, and hashing, to perform mutual authentication

between the device and gateway. Furthermore, the proposed
authentication process exhibits a smaller message size com-
pared to existing approaches, resulting in lower energy con-
sumption. This makes it well-suited for IoT devices with
limited resources. The lightweight nature of the process
ensures efficient utilization of device capabilities, making
it energy-efficient and suitable for resource-constrained IoT
environments.
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Fig. 6 Execution time taken by each scheme
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