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Abstract

Today digital technologies are evolving to accommodate small businesses and young entrepreneurs by reducing their time-
to-market while encouraging rapid innovation in mobile, Extended Reality (XR), Internet of Things (IoT), cloud, and edge
devices. The leading operating system Android typically takes one to a few days to perform application vetting and go to
production by leveraging code analysis technologies in their Play Protect anti-malware program. However, developers with
malicious intent are looking to circumvent this detection mechanism by exploiting Google’s relatively lenient trust poli-
cies that allow for package distribution and feature updates. This paper develops a proof-of-concept malware that exploits
customers’ trust and Google’s policies to circumvent popular voice search applications. Our results show that attackers can
initially circumvent Play Protect by uploading benign applications to build trust and then add malicious feature updates
incrementally to distribute highly intrusive malware into user systems. This malware can scan and collect private user data
from the device and exfiltrate it to the command-and-control server. The contributions are three-fold. (1) A proof-of-concept
stealthy malware and publishing mechanism has developed that highlights the relative ease with which Google Play Protect
policies may be subverted. (2) a comprehensive evaluation has been performed using major publicly available anti-malware
solutions. (3) Recommendations and policies have been suggested to prevent this attack and ensure users’ privacy concerns
(IMUTA is a novel attack in which malicious functionality is slowly added to a benign application through updates. This
attack evades malware detection tools and exploits user trust. The attack can be launched against any application distribution
platform like the Play Store).

Keywords Mobile security - Android security - Google play - Play store - Play protect - Android malware - Innovation and
growth - Security policies

1 Introduction of time and effort to investigate each one to determine its
potential value. However, Google is providing growth oppor-
To meet current technological advancements, many organi-  tunities with simple-to-use tools for businesses and organi-

zations are working to encourage the continuous expansion  zations to manage their needs. It provides Google Play, a
of entrepreneurs, young businesses, and small enterprises  general application distribution mechanism that provides an
Rehman et al. (2022); Javed et al. (2020). It could take alot ~ opportunity to millions of entrepreneurs, young developers,
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and global institutions to submit, publish, and market their
mobile applications and games. Their publication mecha-
nism is relatively simple and takes around one to a few days
to market an application. This is a good opportunity to cash
and earn handsome money using Google AdMob’s in-app
advertising facility. Their user and developer-friendly appli-
cation publication policies provide ease of understanding,
and it has become relatively simple for a new developer to
develop and upload an application to Google play. Moreo-
ver, Google builds a trust factor with old publishers and
provides efficiency in production time. However, there can
be a negative impact, as developers with malicious intent
want to circumvent this detection mechanism by exploiting
Google’s relatively lenient trust policies. Sometimes users’
privacy can be affected by these linear policies. Nowadays,
there is a misconception that one can be safe if the applica-
tions are downloaded only from Google Play, which is not
the case anymore. Instead, If these application stores are
not secured, they can lead to global attacks with various
objectives such as financial gain, political gain, sabotage,
and Personal Identifiable Information (PII) leaks.

There is undoubtedly no end to the significance of
Android-based devices in our daily lives Javed et al. (2022).
Android is the sole ownership of Google and is used in home
security systems, Smartwatches, TV boxes, car navigation,
minicomputers, and notably smartphones. In the past few
years, the use of Android mobile phones has risen exponen-
tially. As per 2022 statistics, Report (2022), Google claims
more than 2.5 billion active devices worldwide. Android is
Linux-based, and its open-source nature makes it a popular
platform among all kinds of cellphone manufacturers. This
global distribution of the Android OS makes it a superlative
target for cybercriminals Saracino et al. (2018); Rasool et al.
(2021); Imtiaz et al. (2021); Javed et al. (2021). Therefore,
various types of malware are developed to target Android
devices. They get installed on Android devices through vari-
ous means and steal users’ Personal Identifiable Informa-
tion (PII) like device details, contacts, messages, call logs,
user location, images, and linked accounts Narayanan et al.
(2017).

Android edge devices provide Google Play to down-
load and update applications with built-in malware protec-
tion mechanisms. The research explicitly targets Android-
based smartphone categories. Multiple Android application
stores are publicly available and provide both free and paid
applications, but Google Play is popular among all Zhao
et al. (2022); Viennot et al. (2014); Kumar et al. (2021).
The platform is one of the first mobile stores that opened in
2008. It is considered the most widespread, providing more
than 3 million free and paid applications as of Jan 2022
buildfire (2022). Google has sole ownership over the Play
Store and announced it as a default application distribution
and update platform for Android-based devices. To ensure
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the security of end-users, Google has introduced several
security procedures. It has developed a special skill set to
detect any malicious application uploaded to its distribu-
tion servers Lee (2019). In the past, Google used Bouncer
to protect Play Store security from malicious applications.
It classified malware as spyware, trojan, adware, and back-
door. Due to a security Infrastructure update held in 2017,
Google Bouncer was replaced with Google Play Protect, and
it was embedded in all Android devices to identify poten-
tially harmful applications (PHA) Mirza et al. (2021). Play
Protect is a multi-tiered malware detection system that scans
every application uploaded on the Play Store and performs
routine scans on a mobile device to find and remove sus-
picious applications Ahmed et al. (2021). Moreover, it is
also responsible for performing heuristic malware analysis,
including but not limited to monitoring network activity,
malicious links, background services, and insecure data
disclosure Renjith and Aji (2022); Liyanage et al. (2017);
Ranaweera et al. (2019).

As Android is purely based on Security Enhanced Linux
(SELinux) McCarty (2005). Policy enforcement mechanisms
ensure security at the root level by providing OS-level con-
trols, access vector cache, object-based security, SELinux
enforcement mode, mandatory access controls, user ID, and
process ID. Moreover, Google security measures include
Play Protect, Google safety checks, permission declaration,
play console, generate privacy/ security alerts, identity mis-
representing application information, and release updates
for device security Muhammad et al. (2021); Fatima et al.
(2021); Usman et al. (2021). Finally, OEM security meas-
ures include security patches, update management, Knox
security platform, antivirus application, run time application
check, secure vaults, and multi-layer security and tracking
systems. Additionally, to maintain mobile security round-
the-globe, Google uses SafetyNet Lu et al. (2017); Alazab
and Tang (2019) for intrusion detection, privacy preserva-
tion, and identification of new security threats Roy et al.
(2022); Srivastava et al. (2022). Furthermore, Compatibility
Test Suite (CTS) has been used to check a device’s compat-
ibility with the application server.

In this paper, Google Play vetting policies, user security,
and malware detection capabilities have been audited and
evaluated. For this, a custom malware application has been
developed, and the Incremental Malicious Update Attack
(IMUTA) technique has been demonstrated. This experiment
is performed on the Android Play Store over one year and
two months (61 weeks/ 427 days). Our experiment started on
October 31, 2020, and ended on January 1, 2022.

1.1 Contribution

1. Study of the Android ecosystem, taxonomy, security
posture, permission model, versions, architecture,
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Table 1 Comparison of recent work with the scope of this paper

Author Publication Year Android Security Attack Simu-  Results and Threat
Basics Posture lation Evaluation Defense

Alex, and Jerome Allix et al. (2014) 2014 v v X X v

F. Mercaldo Mercaldo et al. (2016) 2016 v X X v X

S. Hutchinson Hutchinson et al. (2019) 2019 X X v v X

K. Tian Tian et al. (2020) 2020 X v X v v

Shalaginov Shalaginov (2021) 2021 v v X X v

M. Isabel Montano et al. (2021) 2021 v X X v X

Cao. Michael Cao (2022) 2022 X v X X v

Our Paper 2022 v v v v v

Android Application Packages (APK), and permission
model.

2. Development and deployment of Voice Search Applica-
tion on Google Play Store. A benign application that
is converted to stealthy malware by launching multi-
ple updates collects and exfiltrates desired data to the
intended destination.

3. A comprehensive evaluation has been performed using
major publicly available anti-malware solutions to
measure the effectiveness and accuracy of the proposed
model.

4. Finally, recommendations and policies have been sug-
gested to prevent this attack and ensure users’ privacy
concerns.

Organization of the paper: The paper is categorized
into the following sections: Sect. 2 provides a background
fundamentals and related work presented in recent years.
Section 3 explains the core methodology and application
baseline to bypass the security of Google Play Protection.
Section 4 explains the overall design and architecture of the
Voice Search application. Section 5 provides effectiveness,
accuracy, and details of the experiment timeline. Section 6
provide detailed discussion and improvement suggestions.
Lastly, Sect. 7 provides conclusions and future directions.

2 Literature review

Due to the novelty of our work, we found comparatively
less literature in our domain. However, several authors have
nominated different aspects of Android device security, like
the creation, propagation, and detection of malware among
Android devices. Moreover, details of the Play Store and
Play protect have been discussed in this section.

2.1 Google play store and play protect

Play Store is an official application of Google that comes
pre-installed on certified-Android devices. It is a place for
people to go and find their required apps, movies, games,
books, Tv shows, and much more Karunanayake et al.
(2022). Play Store provides its services in more than 190
countries. In parallel, it provides millions of applications in
multiple categories, including but not limited to communi-
cation, lifestyle, business, and productivity. There are more
than 53 categories freely available for users to choose and
download desired applications.

Play Protect is a built-in security solution that protects
Android devices from Potentially Harmful Applications
(PHA). It is one of the most widely spread threat protec-
tion solutions, securing over 2.5 billion Android devices. It
follows a layered security model to build a strong defense
against malware. The core protection areas of Play Protect
include Android OS, and applications Sharma et al. (2022).
It is an artificial intelligence-based system continuously
evolving and strengthening its defense against malicious
applications. The critical functionality is as follows:

— It runs a safety check against every application down-
loaded from the Play Store.

— It removes applications from the Play Store that violate
users’ privacy and confidentiality and exposes users’
data.

— It helps to keep the device secure by scanning it at spe-
cific time intervals.

2.2 Android attacks and defence mechanisms

This section provides a detailed review of various past efforts
in the chosen domain. It includes state-of-the-art techniques
proposed in the last decade. Moreover, a logical categoriza-
tion and comparative analysis have been added in Table. 1.
Alex et al. Allix et al. (2014) described the working principle
of Android malware. The researchers used forensic tools to
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visualize the behavior of malware. This article envisioned
multiple aspects, such as malware propagation, working
principle, and activity flow, were envisioned. However, no
research has been conducted on propagation through third-
party stores. In 2016, Mercaldo et al. Mercaldo et al. (2016)
introduced a detection model against newly launched appli-
cation update attacks in the mobile malware landscape. They
countered some traditional malware propagation techniques.
Due to the rapidly changing threat landscape, the proposed
model does not seems useful for modern threats. Moreo-
ver, Hutchinson et al. Hutchinson et al. (2019) developed
a spyware application and published it on AppStore. The
researcher used demystified permission model vulnerability,
but this vulnerability was patched with a substantial delay.

Tian et al. Tian et al. (2020) described a functional model to
detect repackaged malware. This research briefly explains how
a code is injected into an existing application by exploiting
the actual behavior and making it undetectable. This malware
is hard to detect, and their proposed technique is a valuable
contribution. Like malware detection, malware classification
is considered vital to see the efficiency of malware detection
capabilities of tools. The authors Shalaginov (2021) researched
existing Android malware classification and categorization
techniques. They proposed a model based on modus operandi
and existing malware vendor reports to classify the state of
the malware. Isabel et al. Montano et al. (2021) claimed that
Google Play Protect employed multiple types of time complex-
ity algorithms for spam detection. It classifies applications into
different categories based on their functionality and performs
routine checkups to detect suspicious activities on all installed
applications. Furthermore, a rule-based filtering mechanism
is used to enhance the throughput of the detection algorithm.

Finally, Michael et al. Cao (2022) write that Google Play
Store is vulnerable to invasive malware threats. The arti-
cle thoroughly studies the Play Store security mechanism
and malware samples in January 2016 and July 2021. The
author worked on identifying malware families using con-
trol and data-flow graphs. The work is focused on defensive
measures and does not possess any attack and simulation to
breach the application store.

These works are comprehensive efforts to ensure the
Android malware detection and propagation processes.
Although discussed works are excellent motivation in
research, none of these studies evaluate Google Play Protect
services against custom-designed malware updates. In con-
trast, our research analyzes the Google Play Protect detection
mechanism and demonstrates a malicious bypass. Details of
the experiments are added in the subsequent sections.

Moreover, they can counter the latest malware threats to
some extent. These tools include RoughDroid, DroidDector,
MADAM, MalDozer, SeqDroid, DL-Droid, ProDroid, and
MDTA. These tools used machine learning, deep learning,
and deep belief networks to detect and classify malware.
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3 Methodology

According to Google’s Android security report, [37] released
in 2018, applications installed from the Google Play Store
are eight times more secure than applications installed from
other stores. It is due to the in-depth analysis of the applica-
tion performed by Google. When an application is submitted
to the Google Console, Google starts the review process.
This review procedure generally takes one to many days to
approve an application. The application is made public when
an application qualifies against the developer distribution
agreement, and no policy violation is found.

Our methodology aims to develop an application to evade
Google Play Protect security checks. During the literature
review, it was found that Google Play Protect can detect and
block an application that tries to install Over the Air (OTA)
updates that the application directly accesses from a third-
party server. However, there is a possibility to evade Play
Protect security mechanisms without the involvement of any
third-party server. The working diagram of our proposed
methodology is added in Fig. 1. The diagram highlights an
application created and uploaded to the Play Store. After-
ward, multiple updates are released.

4 Voice search—design and architecture

Details of the entire process have been added in this section.
The key steps involved in our research are as follows:

1. First of all, a benign application name ~Voice Search
V1.1” is developed and uploaded to the Google Play
Store. It allows users to perform various actions through
voice commands, such as calling someone or finding the
latest news/ weather. This application version was sub-
mitted to Google Console on October 31, 2020. Google
took seven days to review and accept the application as
legitimate on November 6, 2020. Since then, the applica-
tion has been publicly available.
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Hi Developers,

After a recent review, we found that your app Voice Search is not
compliant with one or more of our Developer Program Policies.

R Issue with your app

Your app contains content that doesn’t comply with the Malicious Behavior policy.

About the Malicious Behavior policy

/s We don't allow apps that steal data, secretly monitor or harm users, or are otherwise malicious

n App status: Suspended
Your app has been suspended and removed due to this policy issue

Fig.2 Google detected and blocked malicious application that was
directly uploaded to Google play store

2. The second version of the Voice Search application was
developed and named V1.2. In this version, malicious
functionality has been introduced that access and uses
analytics, event logs, activity tracking, demographics,
and user location. This update was submitted to Google
Console on November 16, 2020 and was accepted on
November 17, 2020. Google took just one day to review
our update and made it public.

3. Subsequently, a third version, V1.3, was developed. This
was an entirely malicious update. This version was capa-
ble of creating a reverse connection on Firebase storage
Stonehem (2016) to store data against each user’s entity.
It was capable of exploiting Android, and it started col-
lecting device contacts, version, API level, manufacture,
and model details. The user’s data was collected when the
user opened the application and performed a voice action.
This version was submitted to Google Console on Decem-
ber 26, 2020 and was accepted on December 27, 2020.
Google took one day to review our updates thoroughly,
and this malicious version was public on the Play Store.

The above experiment shows that Google conducts an in-
depth analysis that takes as much time as possible and reviews
an application in depth when it is initially published on the
Play Store. Then, it takes less time to review when an update
is made. It is difficult to upload an utterly malicious applica-
tion, but the same can be done in multiple updates. At the
beginning of the experiment, an utterly malicious application
was directly uploaded, but Google detected it, removed it, and
sent a suspension letter. Notice of suspension can be seen in
Fig. 2. On the other hand, the same malicious application is
uploaded to the Google Play Store through multiple updates.

5 Evaluation

The section is divided into three sub-sections that provide
details of the proposed model’s effectiveness, accuracy, and
experiment timeline. (1) Effectiveness covers experiment

Table2 Test results of developed malware against Android Antivi-
rus/ Anti-malware tools

No Tool Name Tool Version  Android devices Detection
1 Play Protect 279 Android 11 X
2 Avast 6.35 Android 11 X
3 AVG 6.35 Android 10 X
4 Avira 7.4 Pie 9.0 X
5 Bitdefender 33 Android 11 X
6 Kaspersky 11.6 Oreo 8.0 X
7 McAfee 5.9 Oreo 8.0 X
8 Norton 5.1 Nougat 7.0 X
9 TOTALAV 2.0 Pie 9.0 X
10  Mobile Security 12.1 Oreo 8.0 X

Play Protect
No problems found

Play Protect scanned at 17:43

Scan

-0y =

Recently scanned apps
Apps scanned at 17:43

Fig. 3 Google play protect scanning process: Google scanned devel-
oped application and considered it safe although it was malicious

novelty and detectability against malware detection solu-
tions. (2) Accuracy in user data acquisition, collection, and
storage. (3) Experiment timeline provides timestamps and
the number of days for each application publication phase.

5.1 Effectiveness

To measure the effectiveness of our approach, the applica-
tion was downloaded on multiple Android devices to test
against Google Play Protect and other antivirus solutions,
but none was able to detect our malicious application.
Results of antivirus solutions have been added in Table.
2. Moreover, Fig. 3 shows a device screenshot in which
Google Play Protect scanned all applications, including our
malicious application, but our application is classified as
benign. Although Play Protect performs a routine analysis

@ Springer
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on installed applications in the device and checks against
the potentially harmful activity, it could still not detect this
kind of attack. None of the antivirus solutions were able to
detect it.

The proposed methodology provided an effective way
to propagate a malicious application through Google Play
Store. There is a possibility that an attacker may use a simi-
lar method to create and publish an application to exploit
users’ data privacy. If this kind of attack is launched against
a specific audience with an intention, it will be widespread
and hard to stop.

5.2 Accuracy

We measured the accuracy of the proposed solution based
on results acquired during the entire experimentation pro-
cess. This section provides details of users’ data collected
throughout our experiment. The collected data is organized
in a specific order for better understanding. All the col-
lected data is stored in Firebase' servers. The data collec-
tion phase is triggered when the application user performs a
voice actor for the first time. Subsequently, the voice query is

5.2.1 Data stored in firebase

This section provides the highlights of data stored in a Fire-
base server. Figure 4 shows data stored in Firebase against
every user. This data is stored in a particular order, and a
quick overview is as follows:

— MPZa7BSywvX2IP-Yx1w: This entity contains a Fire-
base unique key for individual devices.

— Manufacturer: It contains the name of the mobile com-
pany that is the manufacturer of the device.

— Android version: This entity contains Android version
numbers like Android 10, 9, and 8.

— APl level: It contains an integer value of the used API.

— Info: This entity contains a string that has device con-
tacts locally stored in the system.

— Demographics: This shows the overall statistical view
for the gender/ age group of the audience of the applica-
tion.

— Location: These are statistics for countries/ regions in
which the application is installed.

Algorithm 1: Application data collection phase

1 function voiceAction (Uyr, Nyser);

Input : User Voice Recording (U, r) and Status of user (N, ser)

Output: Data backup against Firebase Instance
if Nyser = 1 then
performVoiceAction(Uy,r);
x=getFirebaselnstance();
y=getDeviceDetails();
z=getUseranalytics();

firebase.backup(z, y, 2);

else

e ® 9 R W N

performVoiceAction(U,7);

end

—
=

entertained, and required data is collected in parallel to store
on Firebase. The collected data is divided into two sections,
i.e., Data Stored in Firebase and User analytic.

1. A new user entity is created in Firebase with a unique
cryptographic key.

2. Device data is uploaded against the user.

3. Afterwards, the device is marked successful in avoid-
ing feature repetitions. A quick overview of discussed
functionality is provided in Algorithm. 1.

! Firebase®. It is a cloud storage platform launched by Google and is
considered the most trusted platform for storage, analytics, and back-
end services for mobile and web applications.
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— Affinity Audience: These statistics give a detailed report
about application users based on their interests, lifestyle,
habits, passion, and online activities.

5.2.2 User analytic

This section presents a graphical representation of all the
users who installed the application. This can be seen that
most of the audience is from India and Russia, followed by
other countries.

Figure 5 contains a graphical representation of the tar-
geted audience based on their ages. All users are classi-
fied into age groups and genders. The minimum age group
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Fig.4 Graphical representation
of Firebase data storage hier-
archy: the snapshot visualizes
collected user data stored in
Firebase cloud service

7" Firebase

voice-search-63ede
©- -MPVhfRpUn9DmKLSTcah _

. -MPZVnBdAranaBzma_Ns |  Randomised
: cryptographic key.

S\ -MPZa7B5ywvX2IP-Yx1w

o- -MPZpFtnoG2DMrnkviAO
n -MPcT9uSfS4572xtaRPr
8- -MPcUW2y4i6gpnnhDVkz

Voice Search application data
stored in firebase database.

W

... androidVersion: "18" -----eon--- Collected user
. wogn _.--| device details.
pilevel: "29"  ___.---
ateandTime: "27/12/2020 (19:26:58)"

info: " (Dev)Abdullah:+923000949900<br>(Dev)Abdullah:+9..."

- manufacturer: "samsung” Data is in HTML String

and looks like this

- model: "SM-A217F" when sorted!

John Smith: +132012345

Jane Doe: +132045678

Paul Hendricks: +610046074529
Shannen Lang: +17881969972

Sanjay Alvarado: +865914715970
Minnie Jones: +913850521618
Said Welsh: +4930049535094
Grufyd Sadler: +385993376536
Sian Mack: +74019987164

Exfiltrated User Data
(Actual user names
and phone numbers
have been redacted
for privacy).

Demographics ®

Gender
® Male
55.2%
Female
44.8%
Age

18-24

25-34

100%

Fig.5 Graphical representation of Users’ age group/ gender collected
by voice search

targeted in our application is 18 years. Figure 6 gives a brief
overview of our affinity audiences. It categorizes users into
their respective categories based on past activities, interests,
and hobbies. The Firebase analytic algorithm keeps track of
users’ daily activities and assigns an affinity group based on
their recent behavior.

Attackers can attach such malicious pieces of code with
the popular Android application to steal data. Further,
this kind of application can be propagated to the desired

Affinity audiences @

% of Users  Categories

s 53.8%  Media & Entertainment/Comics & Animation Fans
s 51.6%  Shoppers
s 571.6%  Technology/Mobile Enthusiasts
mmmsm  36.6%  Food & Dining/Cooking Enthusiasts
mmmmm 36.6%  Sports & Fitness/Health & Fitness Buffs
mmmmm  33.3%  Lifestyles & Hobbies/Pet Lovers
s 33.3%  Media & Entertainment/TV Lovers
32.3% Lifestyles & Hobbies/Outdoor Enthusiasts
32.3%  News & Politics/Avid News Readers

Fig. 6 Graphical presentation of users’ data relevant to their inter-
ests, lifestyle, habits, passion, and online activities collected by voice
search application

audience using an Android messaging service. After install-
ing the application and collecting desired data from devices
without getting noticed by Play Protect, it can be concluded
that such attacks are hard to detect.

5.3 Experiment timeline

In the initial experiment, three versions of the Android appli-
cation were created and published on the Google Play Store.
Table. 3 contains application publication details against their
version number. The table has three columns application ver-
sion, processing time that Google took for evaluation before

@ Springer
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Table 3 Timeline of an experiment for benign and malic

Version Processing time Functionality
V1.1 7 Days - Benign App.
Submission: 31-10-2020 - App permissions.
Acceptance: - 12,782 devices.
- 151 countries
V12 1 Day - Added analytics.
Submission: 16-11-2020 - Event logs.
Acceptance: 17-11-2020 - Demographics.
- Userbase Location.
- Affinity Audience
V13 1 Day - Permissions exploit.
Submission: 26-12-2020 - Firebase data backup.
Acceptance: 27-12-2020 - Contacts backup.
- Device Details.
- Data is back up on voice action
V14 1 Days - Benign App.
Submission: 1-1-2022 - Legitimate functionality.
Acceptance: 1-1-2022 - 12,782 devices.

- 151 countries

making a version live on Google Play Store, and functional-
ity. After this successful experiment that continued for one
year and two months, the application was updated to V1.4.
A fully benign and legitimate update without any malicious
functionality. Version 1.4 was updated and accepted by
Google on January 1, 2022.

6 Discussion and recommendation

The main objective of this research is to assess the security
of Google Play Protect. Attackers may evade the application
screening process and steal user data. This research indicates
that installed antivirus and anti-malware solutions cannot
prevent these attacks. While uploading a new update, Google
compares the application package name, ID, incremented
version, and Keystore with an earlier version of the applica-
tion. However, additional features Like added functionality,
code enrichments, and application content is not compared
with an earlier version. So, it is possible to update an exist-
ing version with a different application ensuring that it has
the same package name, ID, incremented version, and Key-
store. To defend against this kind of attack, one can enrich
vetting policies. Suggested policy-based recommendations
and process improvement are as follows:

1. Acquire detailed information on the updated applica-
tion module from a developer. Afterward, calculate the
similarity index based on the code similarity of the ear-
lier version with the new variant. This similarity index
will help to spot the difference; a higher similarity index
means an application is slightly updated, while a lower
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similarity index means more amendments have been
performed.

2. This would be effective to merge new code in the previ-
ous version instead of replacing an application entirely
with an update. The same functionality is used in Ver-
sion Control Systems (VCS), and new code is merged
with earlier versions.

3. Table. 3 show that the Google Play Store had taken seven
days to scan the application when it was first published
but less than a day to scan when the application was
updated. There is a possibility that an initial application
is evaluated more critically than application updates, so
updates got published quickly.

4. Critical analysis of application updates is required to
protect Android devices from such attacks. The analy-
sis must go through the same process as the evaluation
of the initial application performed; this may include
maliciousness, hidden intents, requested permissions,
provided functionality, and comparing the code of pub-
lished versions of the application and its updates.

7 Conclusion and future extensions

This is assumed that users can download safe and authentic
applications from Google play. People trust Google, but its
flexible application vetting policy may endanger common
user data security. However, Google performs an in-depth
analysis on submitted applications using a built-in malware
protection mechanism called Google Play Protect that pre-
vents malicious applications from being installed, but there
is still a gap for certain advancements. The research is an
extensive effort in the mobile security paradigm that invites
security researchers, analysts, and software developers to
investigate and combat these security breaches. Moreover,
it makes the general consumer aware that publicly avail-
able application stores cannot be blindly trusted. Finally, it
invites the researcher to analyze the security mechanisms of
other application distribution platforms available in various
operating systems such as Windows, i0S, Mac, IoT, cloud,
and edge devices.
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