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Abstract
Cognitive radio is a competent technology which resolves the spectrum scarcity crisis in a network by allocating free spectrum 
dynamically and establishes coexistence between the users of the network, without interfering with the incumbent transmis-
sion. Primary user emulation attack (PUEA) is one of the major threats to the spectrum sensing performance that decreases 
the spectrum access probability of the unlicensed users of the network. In this paper Detection and prevention of PUEA is 
realized proficiently using Time-Distance with signal Strength Evaluation (TDSE) and Extreme Machine Learning (EML) 
algorithm. TDSE implementation makes it feasible to identify the malicious PUE attacker under mobile user stipulation 
and EML algorithm provides a swift comparative decision regarding the malicious attack. The technique is also proven to 
improve the sensing ability, energy efficiency and brings down the overall delay of the system, illustrating a considerable 
improvement in the overall network performance and spectrum utilization in a cognitive radio network.

Keywords  Cognitive radio network (CRN) · Primary user emulation attack (PUEA) · Receiver signal strength (RSS) · 
Time–distance and signal strength evaluation (TDSE) and extreme machine learning (EML) algorithm

1  Introduction

Dynamic spectrum allocation is crucial in modeling coop-
erative network which intellectually exploits the inadequate 
radio resources. Cognitive radio is one such intelligent 
device that assists in effective spectrum utilization and 
exterminates spectrum wastage in a wireless communication 
network. The accurate estimation of the PU’s transmission 
probability is mandatory for the Secondary User’s (SU’s) 
to identify the free spectrum holes. Spectrum utilization 
protocol states that the SU’s must immediately evacuate 
the spectrum bands once they detect the presence of a pri-
mary transmission. Primary User Emulation Attack (PUEA) 
poses major threat to the secondary users and hinders their 
transmission rate by emulating the characteristics of PU’s 

(Fragkiadakis et al. 2013). Primary user emulation attackers 
are a set of secondary users which are also termed as Mali-
cious User’s (MU’s), that imitates the PU’s characteristics, 
which is erroneously interpreted by the Good SU’s as the 
presence of actual PU’s in the network, leading to an instant 
evacuation of the spectrum bands unnecessarily by the Good 
SU’s. The MU’s thus occupy the complete white space for 
themselves, creating redundant discrepancies to the SU’s and 
discreetly hampering the data transmissions attempts made 
by these good SU’s in the network. Such unethical Denial 
of service (DoS) attacks launched by the MU’s on the good 
SU’s, is termed as the PUEA (Jakimoski and Subbalakshmi 
2008). This unethical spectrum exploitation by the MU’s 
has raised concern on the network defense and unwanted 
spectrum wastage in a dynamic cognitive radio networks.

With many PUEA detection and prevention measures 
devised so far (Singh and Sharma 2014), there are few 
proven techniques to eternally thwart the PUEA effect 
from the network. The existing theories articulate exten-
sively about the techniques like the ‘Distance Ratio Test’ 
and ‘Distance Difference Test’ encapsulating very less 
vital factor adapted to detect and eliminate PUEA effect 
altogether from the network. Our study so far has lead to a 
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conclusion that the real time feasible model for eradicating 
the PUEA has not yet been devised successfully and the 
probability of repeated attacks are found to be maximum 
in the existing scenarios which actually claim to minimize 
the probability of a PUEA in both dynamic and Ad-hoc 
Cognitive radio networks (Das and Das 2017).

We present an advanced “Detection technique” to pro-
ficiently detect the PUEA by applying Time distance and 
receiver signal strength evaluation (TDSE) based Locali-
zation Technique with respect to the Extreme Machine 
Learning (EML) algorithm. The reference for the existing 
TDOA work was obtained from the work proposed by the 
authors (Chen et al. 2008). The important factor that is 
to be considered here is that, apart from Time distance 
estimation the signal strength of the receiver is also taken 
as the key parameter to assess the location of the trans-
mitter. A collaborative decision based on all these three 
parameters tend to provide an accurate decision on the 
location of the transmitter which is compared with the 
location of Actual primary user transmission recorded by 
the base station and concluded as either an attacker or an 
authenticated Primary user even under mobile secondary 
user (Li et al. 2016). Finally if the PUEA was confirmed, 
then the node responsible for PUEA is eliminated from the 
network to prevent it from establishing any further com-
munication in the network. The simulation results exem-
plify accurate detection of the PUEA and the exceptional 
exploitation of the spectrum utilization etiquette by the 
proposed technique.

1.1 � Contributions

a.	 Time distance and receiver signal Strength evaluation 
(TDSE).

b.	 Implementation of extreme learning in collaborative 
conclusion of PUEA in mobile SU’s.

c.	 Eliminating the emulating transmitter from the network 
in order to eradicate the probability of future attacks 
from the same malicious secondary user.

The rest of the manuscript is systematized as follows. 
In Sect. 2 the various aspects of PUEA has been elaborate, 
touching upon the relevant assumptions that have been 
performed in our analysis. Section 3 elaborates on the 
algorithms of existing technique. Section 4 makes evident 
of the proposed detection procedures adapted to perceive 
and thwart a potential PUEA, with the tabulated analysis 
and the necessary Numerical evidences. Illustration of 
simulation results using NS2 is depicted in Sect. 5. Sec-
tion 6 gives a brief insight on the conclusion drawn from 
the investigations performed so far.

2 � Primary user emulation attack estimating 
techniques

In a Cognitive radio system, the electromagnetic environ-
ment is sensed to adapt the functionalities and dynami-
cally vary its radio operating parameters with the varying 
atmosphere (Dasari and Venkatram 2021). Though the 
dynamic spectrum allocation is a perceptive standard to 
minimize spectrum wastage, it also paves way for numer-
ous security threats, one among which is the PUEA (Jin 
et al. 2012). The Primary Users (PU’S) are the authen-
ticated users of the frequency bands, and the Secondary 
Users (SUs) are allocated with the free bands provided 
the PU remains idle. Therefore it is highly crucial that 
the spectrum sensing performed by the SU’s is extremely 
accurate. The PUEA mitigates the PU signal characteris-
tics, deliberately confusing the SU’s and preventing them 
from accessing the vacant frequency bands. There is a 
high probability that the SU’s either evacuate the spec-
trum band which they are currently deployed with or sim-
ply they might wait for ages to get allocated with the free 
spectrum band.

There are two variants of PUEA studied so far, based 
upon the motive behind the attack launched,

1.	 Malicious primary user attack The primary motive 
behind the attack is to thwart the possibility of a good 
secondary user from utilizing the fallow bands rather 
than the attacker occupying the fallow bands for its own 
benefit. They do not try to occupy the bands but deploy 
attack mechanism to prevent the usage of free bands 
from being utilized by other users of the network. This 
attack is also termed as the Denial of Service (DoS) 
attack (Kshirsagar and Kumar 2021).

2.	 Selfish primary user attack The attacker tends to uti-
lize the complete free space for its own use, aiming at 
improving its chances of occupying the spectrum rather 
than sharing the free bands with the other good second-
ary users of the network.

Cognitive radio under PUEA is illustrated in the Fig. 1. 
The figure shows the PU’s and SU’s transmission at vari-
ous frequency rages. When the network comes under Emu-
lation attack by the Emulation user of the network (EU) 
the secondary users are almost blind to the attack and tend 
to continuously loose an opportunity to access the free 
spectrum for a considerable amount of time.

One of the reasons deduced to eradicate PUEA is that 
the secondary user’s inability to authenticate the pri-
mary users. This way of locating primary users will be 
a major breakthrough in differentiating & separating the 
Emulation attackers and avoid PUEA probability in a CR 
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network (Jayasree and Suganya 2014). The identification 
and elimination of PUEA is highly crucial for real time 
applications that can be deployed through CR networks 
(Lin et al. 2018).

In this paper the authors (Salam et al. 2016), suggested 
the usage of localization schemes alone to estimate and 
authenticate the location of PU. But it is proved to be in-
efficient since the model can be defeated by attacker by 
using Antenna arrays with different power levels. “RSSI 
based PU localization” is one kind of procedure were the 
decision on validating the PU is made based on the sig-
nal strength received from all the receivers and finally by 
consolidating all the received sensing reports obtained at 
the Fusion centre. In case of an ideal PU transmission, 
all RSSI values will be accurate with respect to the dis-
tance from each other. But a detailed study states that 
this method is less reliable if used as the sole technique 
for nailing down an attack since the so called parameter 
comparison alone cannot provide an accurate result if the 
attacker is transmitting from a region nearer to the primary 
base station.

Wireless link signatures and channel characteristics 
prediction (Liu and Zhang 2016) can be enabled to detect 
primary user. This technique is very effective in terms of 
authenticating primary users which exploits the proximity 
of Helper node with a PU. But the major drawback in this 
technique is the predicament in authenticating wireless link 
signature of the helper node. If attackers are placed near 
helper nodes, then the detection of PU becomes feeble lead-
ing to external disturbances in the signal transmission. There 
are techniques which aim at differentiating signals using an 
energy detection scheme which is again a trivial parameter 
since an attacking node has better possibilities of imitating 
the energy characteristics of the primary signal rather than 

any other parameter in an improved manner (Zheng et al 
2017).

The existing techniques fail to provide an exact estimate 
on the location of a PUE Attacker and tender an in accu-
rate approximation on the presence of the attacker in the 
network. Our proposed work therefore is a collaboration of 
both Localization with much less time and RSS technique 
which yields an accurate outcome and tends to protect the 
network from further emulation attacks launched by the 
same detected attacker thereby completely eliminating it 
from the network.

3 � Existing localization technique using 
TDOA in detection of PUEA

Deploying the best defense strategy against PUEA is consid-
ered vital in CRNs. Localization using TDOA is an approach 
which tends to minimize the prospects of PUEA in a cogni-
tive radio network. Based on the parameter estimation and 
iterative comparisons performed, the transmitter is localized 
and the PUE attacks are detected successfully in the existing 
system of the “Time difference of arrival” method.

3.1 � Time of arrival estimation and time difference 
of arrival calculation

The “Time of Arrival” (TOA) of a signal transmitted from 
a source is most crucial parameter to estimate the area 
over which the transmitter might lie. The spectrum sens-
ing is incessantly performed using a pair of secondary users 
namely Authentic Node (AN) and Decision node (DN). The 
Authentic nodes are the set of authentic secondary users 
which performs spectrum sensing and report the spectrum 
occupancy status to the Decision node.

The Decision node is the one which is responsible for tak-
ing decisions regarding the presence of primary transmission 
in the network with respect to the data obtained from the 
Authentic Nodes. The invariable time difference of arrival 
between the signals from the two authentic nodes defines an 
area over which the transmitter must lie. The intersections 
of two or more such estimated results tend to project a clear 
two dimensional position and area over which the transmitter 
lies. The TDOA measurement can be obtained as follows,

∆T (i,1) is the measured value of the Time Difference of 
Arrival which is deduced from the position of the transmitter 
(a,b), position of the authentic nodes (ai,bi) and position of 
the decision node (a1, b1). The reading here is obtained for 

(1)

ΔT(i,1) =

√
(ai − a)2 − (bi − b)2 −

√
(a1 − a)2 − (b1 − b)2

C
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Fig.1   PUEA and its impact on CR networks
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two different time of arrival signals and for a pair of dedi-
cated secondary authenticated nodes. Three to four such esti-
mates can be obtained for a much better accuracy in obtain-
ing the Time Difference of Arrival estimation. However the 
important factor to be kept in mind is the time delay which 
is apparent since it may lead to the consumption of more 
energy gradually during both the transmitter localization 
process and spectrum sensing progression.

The coefficients forming the Distance or length of meas-
urement between the transmitter and the authentic node is 
expressed as,

Similarly, the coefficients forming the Distance or length 
of measurement between the transmitter and the Decision 
nodes is expressed as,

The TDOA measured value when multiplied with the 
speed of the signal gives the difference of the distances 
between the authentic nodes and the transmitter and the 
decision node and the transmitter.

The expression for the “Distance between the transmit-
ter and the authentic node” is give by ( �i ) and the Distance 
between the transmitter and the Decision node is given by 
( �1).This coordinate is meant to assess the area over which 
the transmitter lies.

The final conclusion over the calculated coordinates gives 
the exact estimate of the transmitter location and the area 
over which the transmitter actually lies. However, all the 
estimates obtained are based upon the fact that the Primary 
user is an immobile user of the network. If not the area cor-
relation will prove in significant in estimating the transmitter 
position and in this case we can rely upon RSS estimation as 
the factor to determine the transmitter position.

3.2 � Transmitter localization

The process of locating the primary user emulation attack 
(PUEA) is illustrated in the flow chart depicted in Fig. 2

The legitimate secondary users or the authentic node 
tends to perform spectrum sensing. If the spectrum is unoc-
cupied it is evident that the secondary users are on the pro-
cess of sharing the spectrum among them and are utilizing 
the fallow bands. If a primary like transmission is detected 
the status is conveyed to the decision node of the network. 

(2)�
�
=

√
(ai − a)2 − (bi − b)2.

(3)�1 =

√
(a1 − a)2 − (b1 − b)2.

(4)�(�,1) = �
{
ΔT(i,1)

}
.

(5)�(�,1) = �i − �1.

Time of arrival of the transmitted signal by two or more 
authentic node is recorded. The decision node and the 
authentic node collaborate to calculate the TDOA. TDOA 
gives out the estimation of the transmitter location.

The estimated transmitter position is compared with the 
known Primary user transmitter location. If the parameters 
match then PUEA illusion is ruled out from the scenario. If 
mismatch is observed, then the transmitter is concluded to 
be a PUE attacker. But in this TDOA approach, although 
the technique is quite accurate, it is required to establish an 
unyielding synchronization between the transmitter and the 
received signal which can be quite challenging. The tech-
nique is also in-efficient in mobile user’s environment.

4 � Proposed localization using time distance 
and RSS evalution with extreme learning 
algorithm

The existing system failed to efficiently exploit the available 
spectrum bands, owing to the PUEA intervention. The sens-
ing time by the SU’s was also high enough leading to further 
time delay in calculating the PUEA in the CR network. Also 
the existing technique is proficient only under the static Pri-
mary user and secondary user circumstances. Under mobile 
conditions of the users, the localization technique keeps fail-
ing in nailing down the exact location of the primary user 
thus resulting in successive errors.

In the proposed technique the traversed distance and time 
consumption of secondary user are the two major factors 
that are taken into consideration for predicting the PUE 
attack in the CR network. In CR domain it is apparent that 
the Primary user and the corresponding set of secondary 
users are said to be distributed in a biographic range and 

TOA
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TOA
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Node

Authenticated 
Node

Authenticated 
Node

Decision 
Node

TDOA 
Estimate 

Location 
Match 

Location  
Miss-Match 

Legitimate Primary 
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Malicious User
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Fig. 2   System model of PUEA detection using area correlation based 
localization technique (ACLT)



Investigations on detection and prevention of primary user emulation attack in cognitive radio…

1 3

restricted to a certain diameter of operation. Therefore it 
can also be assumed that the secondary users tend to travel 
within the bound diameter. In the proposed approach the 
distance traversed and time of spectrum utilization by each 
mobile secondary user is recorded for quit some period and 
an average estimate is obtained for the same. The averaged 
value is predetermined as the threshold above which any of 
the received transmission value is considered as a breach and 
ascertained as the PUE attack.

The technique also provides a major improvement in 
eliminating the attacks from other secondary users which 
are out the stipulated circumference of operation. So each 
time there’s a planned attack launched form the secondary 
users with respect to the neighboring boundary of operation, 
they tend to fail each time or get detected quickly and the 
attack is ruled out.

TDSE can be categorized into 3 sub modules of imple-
mentation as follows,

a.	 Time–distance evaluation of all the secondary users.
b.	 RSS estimation of the received signal.
c.	 Application of Extreme machine learning to conclude a 

malicious attack.

4.1 � Time–distance evaluation of secondary users

The overall transmission time consumption and Distance 
traversed by each secondary user bound by a definite circum-
ference of operating area is calculated. Here the sampling 
circumference of operation is considered to be approxi-
mately 10m diameter.

The sampling distance is acquired based on the secondary 
users traversed across the stipulated diameter per day over a 
period of 1 week. The acquired values are finally averaged 
to determine the threshold for the secondary user’s maxi-
mum traversing distance. Similarly the time consumption 
of every secondary user present in the operating diameter 
is acquired from the base station along with the ideal time 
of Primary User per day. The ideal time is observed over a 
period of a week and the average value is obtained for deter-
mining the threshold above which the time consumption by 
a user would be considered a violation and the so called 
transmission would be ascertained as the malicious user and 
the attack would be ruled out. The recorded tabulation can 
be observed in Table 1 depicting the sampled outputs and 
the average values acquired from the base station.

4.2 � Receiver signal strength indicator (RSSI)

RSS marks the overall power of the acknowledged radio 
signal at the receiving antennas. The signal received at the 
receiver end is deliberated and calculated over a period and 
then averaged to generate the RSSI value. The Receiver Ta
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signal strength is a decisive parameter to predict the trans-
mitter’s authenticity since it provides a critical influence 
over differentiating the power ranges of a secondary user 
from that of the authenticated primary user.

In a wireless communication system, the parameters such 
as reflections or multipath are not taken into consideration 
in order to estimate the overall strength of the signal at the 
receiving antenna. The signal strength of a received signal 
can be enumerated using the free space propagation model 
as depicted in Eq. (6):

Here, Pr is the power obtained at the receiver and 
Ps would be the power at the surface of the transmitting 
antenna. Similarly Gs is depicted as the gain at the trans-
mitting antenna and Gr is the gain at the receiver antenna. 
Here d is the specified distance between the transmitting and 
receiving antenna.

Assuming the fact that the power ranges of a primary user 
would always be relatively higher than any secondary user 
in the network, the obtained RSS can be adjoined with the 
time distance value for a proportional analysis in acquiring 
the accurate location of the transmitter.

4.3 � Extreme machine learning

Recent advances in wireless communication has highlighted 
the importance of incorporating learning techniques for 
rapid decision making & improved utilization of radio elec-
tromagnetic spectrum. Learning techniques can be widely 
classified into two major categories called the supervised 
learning algorithm and unsupervised learning algorithm. 
Supervised learning algorithms make use of training and 
create decision models using labeled data sets. Extreme 
learning machine (ELM) is one such supervised learning 
algorithm which utilizes trained data sets to describe the 
stipulated margins which aids in apparently separating 
classes of the given input parameters that are taken into 
consideration.

ELM is an improved learning method, which classifies pat-
terns with distinction and assists in high end function approxi-
mations. ELM is a learning algorithm that basically supports 
single feed forward neural network with a set of single layer 
of hidden nodes. The randomly assigned weights between 
inputs and hidden nodes remain constant during the training 
and predicting phases, whereas the weights connecting hid-
den nodes to output nodes can be trained with very less time 
and in a prompt fashion. The performance analysis of ELMs 
states that this algorithm can generate satisfactory prognostic 
performance with nominal time duration and their cost of com-
putation is to a great extent lower than the networks trained by 
the preceding back-propagation algorithm. The study on ELM 

(6)Pr = Ps × Gs × Gr ×
[
�∕4�d

]2
.

has revealed the fact that this so called algorithm is capable 
of swift learning & brings about a precise distinction between 
the sensed input models. This algorithm is thus utilized in 
predicting the presence of PUEA in the cognitive radio envi-
ronment for a reliable network performance. ELM model has 
been represented in Fig. 3.The figure depicts the ELM model 
being trained using jth input samples.

Here in Eq. (7), h is the number of hidden neurons, g is the 
neuron activation function, wi is a vector representing input 
layer weights which is associated with the ith hidden neuron, xj 
is a vector for the jth input sample, bi is a bias, βi is the output 
layer weight corresponding to the ith hidden neuron, and N is 
the number of training samples.

The above equation can be represented in a compact man-
ner using the Eq. (8),

In ELM input layer weights are assigned in a random man-
ner whereas the output layer weights are obtained by perform-
ing a generalized inverse of the hidden layer output matrix 
shown in Eq. (9).

(7)yi =

h∑
i=1

βig
(
wi xj + bi

)
j = 1,… , N.

(8)H� = T.

(9)H =

⎡
⎢⎢⎣

g
�
w1x1 + b1

�
⋯ g

�
wix1 + bi

�
⋮ ⋱ ⋮

g
�
w1xN + b1

�
⋯ g

�
wi xN + bi

�
⎤
⎥⎥⎦Nxi

,

(10)β =

⎡⎢⎢⎣

βT
1

⋮

βT
i

⎤
⎥⎥⎦ixm

&T =

⎡
⎢⎢⎣

tT
1

⋮

tT
N

⎤
⎥⎥⎦Nxm

.

Fig. 3   Extreme machine learning (EML) implementation



Investigations on detection and prevention of primary user emulation attack in cognitive radio…

1 3

The H matrix is a N x i dimensional hidden layer output 
matrix, T is the training data target matrix represented 
by Eq. (10), and m specifies the number of outputs of the 
system. The resultant weight matrix Y can be calculated 
by the following Eq. (11),

Were, � is the so called output weight matrix given by 
the Eq. (12),

After choosing the sigmoid activation function we need 
to calculate the Moore–Penrose generalized inverse of H 
using either iterative method or singular value decomposi-
tion (SVD). The Moore–Penrose equation is depicted in 
Eq. (13),

The algorithm is initially required to be trained using 
the necessary input variables so that it could make reliable 
predictions and determine the PUEA with superior accu-
racy. During the learning phase the weights between the 
hidden nodes and the output variables are adjusted with 
very minimum time duration in order to achieve a faster 
training and output prediction.

The evaluated mobile secondary users traversed Dis-
tance, Time duration of traversal, Receiver signal strength 
from the oncoming transmitter and the ideal time of the 
primary user are the four critical input variables that are 
taken into consideration for training the learning algo-
rithm. Once the algorithm is trained with the given data 
sets of the input variables it will compare the labeled data 
sets with the received signal parameters to make an accu-
rate prediction on the presence of PUEA in the network. 
The weights in the algorithm are tangible characteristics 
of primary user, which uses the Extreme algorithm and the 
resultant value adjusted during the training phase for it to 
attain an appropriate stage at which it could predict and 
confirm a definite mismatch or otherwise the attack by the 
emulating node. The input variables would be correlated 
with that of the match would corroborate the licensed pri-
mary user transmission and the mismatch corresponding 
to any one of the parameter with respect to the distance, 
time, RSS would be proven to be a malicious attack giving 
out a rapid and accurate result.

The tabulation in Table 1 shows the observed distance 
and traversal time values and the channel access duration 
of the mobile secondary user along with the ideal time sta-
tus of the primary user. The values have been averaged to 
obtain the corresponding threshold values for these speci-
fied parameters. The infringement of the threshold would 
result in an immediate exposure of the PUE attacker and thus 

(11)Y = H�,

(12)β = H
†
Y .

(13)H
† = (HT × H)−1 × H

T .

would be ruled out from the network, making it impossible 
to launch any further attacks in the network.

5 � Simulated output analysis

The proposed time distance and strength evaluation tech-
nique is validated using network simulator-2. The graphical 
performance analysis gives a brief insight on the endorse-
ments of the proposed methodology. Figure 4 shows the 
Distance navigated by the mobile secondary nodes across 
the defined Circumference of operating area. The overall tra-
versed distance is plotted over definite intervals. This gives 
an estimate of the possible travel duration and distance taken 
by these nodes. The assumption is thus made such that the 
distance and area coverage rate would be more or less same 
even after a period of time and if any other secondary node 
gets access to the network, the breach could be perceived 
immediately using the learning algorithm.

The graph at Fig. 5 shows the channel access duration 
of the mobile secondary nodes present in the network. The 
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distribution corroborates the duration of spectrum usage and 
the variation would only be very minor if the observations 
were to be estimated over a period of time.

This distribution can be used to fix the overall threshold 
of the channel access time by every secondary node present 
in the network.

The performance analysis of the existing and proposed 
methods with respect to various metrics comparisons can 
be observed in the upcoming graphs. The proposed TDSE 
technique is compared with the existing Yardstick based 
Threshold Allocation (YTA), Angle of Arrival (AOA) and 
TDOA methods to demonstrate the competence of our pro-
posed methodology. The computation time over the increase 
in Primary Emulation attack possibility is plotted in Fig. 6.

The existing system of TDOA computes the location 
each time it encounters a primary like transmission and thus 
the computation time is quite high. The same problem is 
encountered in YTA technique since the algorithm has to 
assign a threshold for the base station and the calculation 
performed for comparing the threshold verification takes 
quite some time.

AOA method (Zhao et al. 2014) proves to be time con-
suming due to the deployment of smart antenna around the 
secondary users and the algorithm senses the correspond-
ing Omni-directional antennas before concluding and veri-
fying the received signal. The Proposed TDSE technique 
is shown to have, computed the error with minimum time 
duration, as the estimated time-distance parameters are all 
predetermined and the Extreme learning algorithm which 
is known to have high computation speed, performs a quick 

comparative analysis making it feasible for the proposed 
system to quickly rule out a potential threat in the network.

The existing TDOA technique is known to be range based 
localization technique and the rough coordinate estimation is 
take into consideration for validating a PUEA (Singh et al. 
2016). The attack if launched in closer proximity of any sec-
ondary user, the Localization error becomes high in the case 
of the existing system. Similarly in YTA and AOA existing 
methods, when the angle of a emulating node is closer to 
the PU, the localization error seems to exceed the tolerable 
limits.

The graph at Fig. 7 shows how the proposed system 
has the potential to detect PUEA in mobile secondary user 
environment, by tabulating the varying parameters and 
effectively spotting the uncanny breach with the help of 
the extreme algorithm which is already trained with all the 
known parameters. By comparing with the recent acquired 
parameter of the so called attacker, it is easy to validate the 
difference and locate the attacker identifying a successful 
detection of PUEA.

With the probability of increase in the number of emula-
tion attack in a network, the emulation inference technique 
needs to be competent enough to make accurate distinction 
between the actual attacker and the secondary users. In the 
existing TDOA, AOA and YTA techniques, capability of 
dealing with single PUEA is considerable and when it comes 
to the question of multiple attacks these existing systems 
are not efficient enough to distinguish the attack within a 
stipulated time interval.

The Proposed TDSE technique employs advanced sens-
ing technique which is combined with learning algorithm in 
identifying multiple attacks with the same time duration of 
spotting a single attack, since any nodes exceeding the chan-
nel access time and distance threshold would be identified 

7654321

70

60

50

40

30

20

10

0

No. of PUE Attackers

C
om

pu
ta
tio

n
Ti
m
e
(s
)

Proposed TDSETechnique
Existing TDOA Technique
Existing AOA Technique
Existing YTA Technique

Fig. 6   Computation time between existing and proposed methodol-
ogy. Existing TDOA technique: Time difference of arrival technique. 
Existing AOA technique: Existing angle of arrival technique. Exist-
ing YTA technique: Yardstick based threshold allocation technique. 
Proposed TDSE technique: time distance and strength estimation 
technique

7654321

100

90

80

70

60

50

40

30

20

10

Time Consumption (s)

Su
cc
es
sf
ul

D
et
ec
tio

n
R
at
e
(%

)

ProposedTDSETechnique
Existing TDOATechnique
Existing YTATechnique
Existing AOATechnique

Fig. 7   Successful PUEA detection rate vs time of detection between 
existing and proposed methodology



Investigations on detection and prevention of primary user emulation attack in cognitive radio…

1 3

immediately as the attacker. Therefore the proposed method-
ology is proven to have higher success in detecting multiple 
attacks which is shown in Fig. 8.

Energy efficiency is the most important factor to be taken 
into account since the complete cognitive radio performance 
relies on this parameter (Banerjee and Maity 2017). A per-
ceptive TOA observation and TDOA estimation increases 
sensing time which in turn exponentially increases the 
energy consumption rate in case of the existing system. AOA 
and YTA existing methods also tend to consume considera-
ble energy because of the implementation of smart antennas 
and threshold based attack perception technique respectively. 
The proposed TDSE technique is a process by which quick 
conclusion over PUEA breach is determined with minimum 
sensing and increased rapid approximation utilizing ELM 
technique. Therefore energy consumption is considerably 
minimized in case of proposed algorithm. The simulated 
graph can be observed to have considerable variation in the 
energy consumption rate with respect to the existing and 
proposed methods as shown in Fig.9.

Figure 10 depicts the comparative illustration of the local-
ization error encountered by the existing and the proposed 
methodologies. Localization error is observed to be high in 
case of the existing TDOA method due to the influence of 
receiver phase mismatch error and multipath propagation 
effects in the channel which diminishes the chances of locat-
ing the transmitter with exact conviction. In AOA approach 
the single parameter estimation is not sufficient to substanti-
ate a true attack and varying secondary nodes.

. In The YTA technique, the threshold allocation is trivial 
to distinguish a false alarm and missed detection and there-
fore truly localizing an emulation probability is less. The 
proposed technique however is highly effective in accurately 
localizing the transmitter over an area with greater accuracy, 

owing to the iterative approximation and prediction with 
RSS comparison techniques deployed.

Detection of the emulation attacker within nominal time 
duration is highly crucial since this one parameter is vital 
in determining the performance efficiency of any algo-
rithm implemented for the purpose. The computation time 
is approximated to be high in case of the existing TDOA 
method, as the decision that is required to be made for 
ascertaining the transmitter’s location is estimated based on 
both the TOA and the TDOA obtained at all the antennas 
deployed in the network.

In AOA, MUSIC (MUltiple SIgnal Classification) algo-
rithm is used which is efficient only with a set of minimal 
secondary nodes and so is the case with YTA method which 
makes use of WSPRT (Wald’s sequential probability Ratio 
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Test) algorithm, for which the complexity in node differen-
tiation is high when the number of secondary nodes tend 
to gradually increase in the network. Therefore a final con-
clusion is possible only based on a 2-dimensional location 
estimation which is expected to be performed every time a 
received signal is sensed across the network, which can be 
a tedious and time consuming task.

TDSE is a rapid violation recognizing algorithm which 
involves all the secondary users to participate in the evalu-
ation, taking very minimum time in doing so, with the help 
of ELM algorithm in a systematic attribute comparison. 
The graph in Fig. 11 is illustrated with the existing and pro-
posed techniques performance with respect to the compu-
tation time The performance metrics comparative analysis 
between the existing and proposed techniques, have made 
apparent the fact that the “Time distance strength evaluation 
Technique” is a competent procedure for both thwarting the 
multiple attacks and also in accurate timely estimation of 
PUEA in a cognitive radio network.

6 � Conclusion

Investigating all the study performed so far, it is manifested 
that there are indeed proven techniques for the detection of 
a PUEA but none so efficient to avoid such attacks repeated 
occurrences in a CR network. Also multiple attacks have been 
difficult to tackle so far in a dynamic cognitive radio envi-
ronment. So an efficient spectrum utilization of the available 
spectrum hole is not viable, leading to spectrum wastage and 
reduction in both throughput and efficiency. Proposed system 
is deliberated on avoiding the PUEA in the CR network by 
implementing the Time Distance and Strength Evaluation 
technique which not only is proven to minimize the transmit-
ter identification time but also is proficient enough to thwart 

multiple attacks and reoccurrence of such emulations by elimi-
nating the attacking node from the network with much less 
complexity in a mobile secondary user environment.
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