Journal of Ambient Intelligence and Humanized Computing
https://doi.org/10.1007/s12652-020-02769-3

ORIGINAL RESEARCH q

Check for
updates

Time dependent anomaly detection system for smart environment
using probabilistic timed automaton

S.Venkatraman' - P. Muthusamy? - Bhanuchander Balusa’ - T. Jayasankar® - G. Kavithaa® - K. R. Sekar’ -
C. Bharatiraja®

Received: 7 September 2020 / Accepted: 26 November 2020
© The Author(s), under exclusive licence to Springer-Verlag GmbH, DE part of Springer Nature 2021

Abstract

The wide-ranging implementation of the digital Internet of Things (IoT) system in recent years has contributed to the
development of smart cities. In real-world time, smart cities are designed to encourage simplicity and quality of life in
developed areas. A smart city’s network traffic from loT networks is increasingly growing and posing new cybersecurity
problems, because these 10T devices are linked to sensors that are directly connected to large cloud servers. The researchers
need to refine new methods for identifying compromised 10T machines to prevent such cyberattacks. In the smart networks,
traditional protection strategies are cumbersome to implement because of complexity in communication systems, vendor
regulations, requirements, technology and location-specific resources. To address these difficulties, we used a Probabilistic
Timed Automaton (PTA) to model the operating actions of smart devices and introduced novel Time Dependent Anomaly
Detection Systems (TDADS) utilizing the operational behaviour of smart home environment. Simulations to test our concept
are performed in real time. It is clear from the simulation findings that our TDADS achieves effective usage of resources

and robust packet transport.

Keywords Anomaly detection - Probabilistic timed automata - Smart environment - Cyber attacks

1 Introduction

The IoT includes heterogeneous systems, products, and
services. Low computing power and memory IoT devices
are battery-powered and fitted with a radio interface and
sensors/actuators. Recent studies in the wireless sector have
primarily centred on rising data throughputs. However,
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environmental-specific applications such as smart home
surveillance systems, factory controls, agricultural con-
trol systems, automotive networks, and medical systems
involve poor data transfer speeds, short-range connectiv-
ity, limited IoT devices and affordable hardware. Typical
protection and privacy measures cannot however be imple-
mented explicitly in the IoT setting which is limited. But
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in application-specific IoT networks, stability and privacy
are a big concern. It’s being increasingly difficult to secure
IoT-based smart home from an attacker. Intruders can not
only attempt to capture confidential data from their home
devices from a customer but may also attempt to manipulate
it in an illegal way. Although device manufacturers release
patches to fix software security issues, they are not easy to
apply to casual users (Lee et al. 2017). Gartner et al. (2017)
Estimates that in 2016 6.4 billion linked items were in usage
worldwide and projects that by 2020 it will hit 20.8 bil-
lion. Consumers and companies mistakenly confide in use-
ful data from IoT producers. Such details are therefore only
protected from established threats and intrusions. Intrusions
are described as a collection of actions that undermine safety
objectives such as a system’s functionality, security and hon-
esty. Today, with the advancement of information technol-
ogy and the increased availability and growth of hacking
tools, there is a need for the protection of critical data in
this age of globalisation. This could be supported by fire-
walls, but they never alert the administrator to any attacks.
The solution to the above problem is a mandatory Intrusion
Detection Device. It is identical to home or any organisa-
tion’s burglar alarm device, which senses the existence of
any unwelcome interference and warns the administrator of
the system. The Anomaly Detection System (ADS) is an
efficient and sensitive tool for identifying intruders when
authentication of smart home networks becomes violated.

2 Literature review

Nevertheless, a vexing challenge lies at the heart of the
tens of billions of linked devices that display and exchange
data: cybersecurity. It’s no secret that hackers and criminals
hacked into baby controls, Internet cameras, bikes, light-
ing systems and medical equipment. While the number of
devices attached to IoT continues to rise in the years ahead,
the amount of malware and ransomware used to hack them
will also increasing. Like the wireless sensor networks
(WSNs), IoT is linked to the worldwide Internet, which, in
response to cellular threats within an IoT network, opens it
to global interference. Cryptographic and network protection
technologies secure them, but they are susceptible to internal
and external attacks.

Probably one of the most egregious risks IoT could have
is the domestic invasion. Nowadays, in households and
workplaces, IoT systems are used in vast numbers that have
provided rise to home automation. The security of these IoT
devices is of enormous concern as it can expose consumer
IP address which can identify consumer residential address.
Therefore, the usage of IoT technologies in public protection
applications, so there is a risk that they might harm as well
as leave the consumer house at a potentially huge hazard.
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In October 2018, a 420 Gbps DDoS cyber-attack—the
most popular IoT-specific malware—triggered a updated
variant of Mirai botnet by the Bushido; unlike other bot-
nets, usually comprised of servers, the Mirai botnet con-
sisted primarily of one million IoT gadgets (video cam-
eras, digital signage networks, consumer electronics, etc.)
(Kupreev et al. 2019). IoT and Cyber Physical Systems
(CPS) are evolving development platforms that allow keys
to change conventional smart environments. Operations on
the IoT network are normally tracked, organized, managed
and incorporated with cyber infrastructure (Mohanty et al.
2016; Davahli et al. 2020). Intrusion detection in the IoT
setting is a big problem for activities such as fault iden-
tification, real-time control and tracking systems, owing
to the dynamicity of smart technology. Without adequate
conceptual knowledge and prioritization of IoT devices’
Organizational Intelligence (OI), conventional IDS has
fewer effect in protecting intelligent environments. In the
smart environment domain, the key research challenge
(Venkatraman and Surendiran 2020; Park et al. 2020) is
to integrate resources offered by the IoT devices surround-
ing them, so that the smart systems are not too smart but
instead smart enough to be viable for years.

NIDS tracks and identifies Network flow anomalies. In
general, NIDS is categorized into signature (a catalogue of
documented attack signatures and device vulnerabilities)
and anomaly-based (a deviation from standard or planned
machine behaviour). Through defining the actions of the pro-
cess (state transitions) and the consequences of that activity,
OlI typically offers a way to explain the dynamic existence of
IoT systems in smart world. Therefore, by combining signa-
ture (packet header information) and anomaly (operational
behavior) dependent NIDS techniques to improve intrusion
detection accuracy with less false positives, the proposed
Hybrid NIDS dependent on timed automaton is obtained.

Therefore, as seen in Table 1, our proposed hybrid NIDS
will identify a number of intrusions triggered by frailty in
smart environments. Like smartphones, most [oT systems
don’t have enough processors for memory and power. In
addition to conventional network architectures, few newer
protocols mentioned in Table 2 are organized and handled
by low computing power IoT devices.

In (Verma and Ranga 2020) RPL is susceptible to many
attacks that drain the resources of the node and reduce the
efficiency of the network due to resource limited existence
of nodes in the IoT. LPWAN is not a special approach for
a particular collection of specifications but has a variety of
functionality involving trade-offs and optimisation (Chaud-
hari et al. 2020). In (Venkatraman et al. 2019) hybrid net-
work intrusion detection systems approach proposed to
detect DDoS, atomic event attack, and radio jamming attacks
in smart environments. Such design is useful for detecting
documented risks and established assaults.
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Table 1 Frailty in IoT centric smart networks

Sl.no.  Frailty Cases
Vulnerable Firmware/Software Without stable updating process and insecure upgrade service
Lack of Privacy and/or Accreditation Absence of granular access regulation and accumulation of rights
3 Immature Internet API Intra- and inter—site scripting risk, Limited reliable login recovery methods, SQL
infusion, Suffer from poor of lock-out account
Minimal physical protection Simple to disassemble unit, access apps via USB ports, and removable device drive
5 Transport Ignore Cryptographic/Credibility Test ~ Unencrypted application and accounts routing

Table 2 Protocols for IoT

Protocols

centric smart networks SL no. Segment
1 Infrastructure
2 Identification
3
4 Discovery
5 Data Protocols
6 Device Management
7 Semantic
8

Communications/Transport

Multi-layer Frameworks

RPL, IPv4/IPv6, 6LowPAN

uCode, IPv6, EPC, URIs

LPWAN, Wifi, Bluetooth

mDNS, Physical Web, DNS-SD

AMQP, Node, CoAP, MQTT, Websocket
OMA-DM, TR-069

Web Thing Model, JSON-LD

Weave, Homekit, Alljoyn, IoTivity

3 Back ground

Intelligent home devices such as Smart TV, CCTV Cam-
era, Microwave Ovens, Smart Door, Smart Lock, Wash-
ing Machines, Burglary Alarm, Smart Home Assistance,
Dishwashing Machines, Smart Stove, and Smart Cooling
Systems are Finite State Machine (FSM). Smart home with
consumer electronic devices has a large range of sensor-
intensive applications that deliver significant, continu-
ously changing data. Detecting irregularities in streaming
data in real time has realistic and important implications
in many industries. The detector processes the data and
make a judgment in real time, instead of making several
passes across file batches. In anomaly detection systems
of IoT ecosystems factors such as event ordering, real-time
uploading, time dependency, and activity interaction are
included. Hence, detecting an anomaly is repetitive, and a
real-time testing method is needed to model the temporal
dependencies of various events (tasks) in [oT Networks.
In our proposal, therefore, timed automaton is used to
describe how one specific operation will alter its actions
over time, responding to events that are caused internally
or externally.

A Probabilistic Timed Automaton (PTA) is a logi-
cal model of a time restricted computational system.
PTA (Sproston et al. 2020) were adapted to represent
the behaviour of the real-time control systems as a rec-
ognized model. A PTA embraces synchronized control
signals-infinite sequences in which every signal is linked

to a real-valued incident period. The specific instant
arrangement of a IoT device is called states, and transi-
tions are considered legal acts. This paper seeks to identify
a reasonable trade-off between the operating model and
the identification period for abnormalities. Operational
Models focused on synchronized contact of the automa-
ton between reasoning, and timing contribute to better
performance.

4 Proposed system

Our proposed framework consists of two modules: (i) pro-
posed device coordination design (ii) proposed TDADS
utilizing a synchronized automaton. Those modules are dis-
cussed in the following parts. Connected devices interact
through CoAP with the IoT gateway inside the smart home
setting. CoAP is a lightweight coordination protocol for IoT
devices which are low-power constraint (Shelby et al. 2017).
From the literature review it is noted that the first solution
is our suggested model TDADS, which senses intrusion
depending on the IoT environment’s organizational actions.
environment.

4.1 Communication architecture of proposed
system

CoAP is one of the new IETF-developed application layer

protocol for IoT devices to link to the smart network (Chen
2014). Since several computers occur as components in
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automobiles and buildings with resource limitations, it
induces several differences in power processing, connec-
tivity bandwidth, etc. IoT-enabled smart home devices
are capable of storing and interacting, such as a sensor
that translates measurements, or some other type of real
environment knowledge surrounding us. The smart home
system is a Low Power and Lossy network (LLN) that
utilizes wireless networking protocols including IEEE
802.15.4. With IEEE 802.15.4 the maximum packet size
is only 127 bytes. All the IP-based communication proto-
cols presently accessible (HTTP, FTP, SOAP, etc.) would
not be ideal for 802.15.4-based networks. Thus, the CoAP
lightweight protocol is meant to be used and regarded as
a substitute for HTTP as a protocol for IoT device layers.
Figure 1 reveals RESTful web service, an architectural
design and collaboration method commonly used in the
creation of IoT-based web service. Messages are sent to
the smart network in tiny data units called IP packets. Any
IP packet with CoAP will carry precisely one activity in a
home automation IoT setting. Objects are exploited using
a defined series of four operations to create, update, read,
delete: PUT, GET, POST, and DELETE.

CoAP communicates asynchronously as opposed to
HTTP and accepts multicast demands. CoAP works over
UDP and needs limited communications overhead. This
also facilitates quicker wake-up times and periods of activ-
ity, tiny packet sizes and longer sleepy phases. Default
IEEE 802.15.4 embraces basic tools that use limited power
and usually run in specific event space (home automation)
with a 10 m or less star topology. For instance, in home
automation, certain peripherals and digital home appli-
ances need 250 kb/s, a lower data rate of 20 kb/s may sat-
isfy the needs of many other perceived applications such
as smart tags, sensors, and consumer electronics.

4.2 Proposed time dependent ADS using
probabilistic timed automata

The design approach of a PTA based automata controller
strategy for ADS in this segment identifies operational mali-
cious activities within the IoT system is illustrated in Fig. 2.
PTA incorporates operational actions of resource limited
IoT system. Normally IoT systems execute an all-defined,
limited series of operations. Those activity sets establish the
IoT devices’ normal behavior when building their PTA. The
PTA functions as an IoT device’s event—driven operator,
and the automata controller/monitor functions as the con-
text aware engine to define dynamic interactions between
basic PTAs incidents. The Proposed Time Dependent ADS
senses trends of deviation in serial occurrence activity. In
our idea the synchronized automatons hold the time period
for each legitimately conceivable pair of IoT system cases.
In an IoT environment, event orchestration is a process in
which a new service or activity is extracted from the execu-
tion, discovery, and integration of atomic events created by
IoT devices. When detecting intrusions, it can generate high
energy consumption and high overhead computing, and it
provides fresh anomalies and policy breaches in smart envi-
ronments. Our suggested solution is to efficiently orchestrate
various patterns of intrusion detection that are functionally
similar to safety and protection policies to resolve such IoT
vulnerabilities.

4.2.1 Construction of various probabilistic timed
automatons for smart environment

In our scenario, we took IoT enabled washing machine con-
sisting of nine states { OFF, ON, LOADTYPE, COTTON,
SYNTHETIC, MIXED, SPIN, RINSE, DRY} and five input

Fig.1 Communication architec-
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CoAP Command
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Fig.2 Proposed TDADS

Proposed Time Dependent Anomaly
Detection System (TDADS)
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signals On, Off, C, S, M, W {where On and Off for device
turned on and tuned off respectively, C to Cotton-type cloth-
ing, S to Synthetic-type clothing, M to Mixed-type cloth-
ing and W to Wash}. Used in this representation “ON” and
“OFF” to indicate machine state on and off. In “OFF” we
only have one “on” user input option and the machine goes
to “ON” status, and the probability (P) is 1. If the machine
receives any other input signal in the “OFF” state it will
result in anomaly. Now in the state machine “ON” has two
choices, if the clock value X is greater than 30 s and less
than 60 s (30 < =X < =60) with probability P=0.9, the first
alternative is to “LOADTYPE”. The second choice, if the
clock value (30 < =X < =60) with likelihood P=0.1, is to
switch to "OFF" mode. In the state of “LOADTYPE,” the
machine can receive input from the 3 different input signals
{C, S, M}. The probabilities of getting cotton, synthetic,
and mixed-type clothing are 0.3, 0.2, and 0.5. If the wash-
ing machine received this input signal from the user with a
time limit of 30 < =X < =60, the legal event is otherwise
considered to be anomaly. When the machine is in anyone

Fig. 3 Probabilistic timed
automaton for smart washing
machine

(30<=X<=60, P = 0.1)

On
P=1

(600<=X<=1200, P= 1)

(30<=X<=60, P = 0 .9]

(1200<=X<=1800, P = 0.6)

of the following states “COTTON,” “SYNTHETIC,” and
“MIXED?” it is capable of receiving “w” input from the user
to wash, within the time limit (30 s < =X < =60 s) after that
machine moves to "SPIN" state with P=1. Depending on the
type of load in the “SPIN” state, the machine may remain in
the “SPIN™ state by time limit (900 s < =X < =1500 s). Fur-
ther machine moves to state “RINSE,” in that state machine
has two possibilities, it can go to state “DRY” or it can get
to state "OFF." The state machine switches from “DRY” to
“OFF” when the clock (X) value is greater than 600 s and
less than 1200 s, so the likelihood (P) is 1 here since there is
no other alternative left in “DRY” mode (Fig. 3).

State transition (Current State, Input, Clock value(X)
or Guard, Probability) — Next State.

Example: (COTTON, W, 30 s< =X< =60 s,
1) —» SPIN. {Where COTTON and SPIN are states,
W is for Washing event (input signal from user),
30 s< =X < =60 s clock value for that transition, and 1
indicates the probability of such transmission}.

<= X<= =
(S, 30<=X<=60, P = 0.20) (W, 60<=X<300, P = 1)
(M, 30<=X<=60, P = 0.50)

(W, 60<=X<=300, P = 1)

T,
/v

(W, 60<=X<=300, P = 1)

(1200<=X<=1800, P = 0.4) (900<= X<= 1500, P = 1)
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“ Et)

If an IoT device is defined using states and “m
input signals, then we can generate n((“m)) different
activity sequences. With our washing machine model
9 states and 6 input signals, we can verify 9! possible
operation sequences in that only 6 operational sequences
are valid, the remaining (9'° — 6) sequences are anom-
aly activity sequences. Smart Door having three States
{Closed, OpenfromOutside, OpenfromlInside} and four
inputs or acceptable control events { ClosedInside, Close-
dOutside, Openlnside, OpenOutside}. From this repre-
sentation, we are able to get 37 =2187 possible event
sequences in Smart Door device alone.

Similarly, Smart Bulb having 4 states {ON, OFF,
DIMLIGHT, BRIGHTLIGHT} and 4 acceptable control
events {On, Off, Dim, Bright} it leads to 43 = 65,536
possible event sequences. When both smart devices
rely on their legal control activities, then it yields 2187
* 65,536 =143,327,232 potential legal sequences. We
proposed semantic rule sets in automated controller to
represent state dependence information between different
IoT devices to overcome state exhaustive issue. To fix
scalability problems, rule sets are constructed dynami-
cally using a few major dependence situations in a regu-
lation articulated between distinct IoT appliances in the
smart home network. By applying forward reasoning in
rule sets, automata controller automatically predicts and
track the legal instances (states) of an IoT device.

Fig.4 Modelled connected

home surroundings dependent y (;,{ ‘
on [oT ¥ 2901 *
~,;f\"'/ Cloud-pT  Router0
Cloud
Au
Rocker N
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4.3 Simulation assessment

A prototype of an IoT-based smart home configuration is
being modelled by using NetSim emulator to validate the
proposed TDADS. In Fig. 4 a connected home comprising
of multiple (internal and external) IoT network nodes (CoAP
device), portal and authentication system (CoAP server)
with the suggested TDADS. Our proposed system consists of
two units where the first unit scrutinizes payloads regarding
the PTAs and categorizes the packet as valid and malevolent.
The second unit utilizes the automata controller to recognize
the status information of reliant IoT devices, which consists
of semantic rule sets. Semantic rule sets are used to verify
any specific case to validate an IoT device’s operating activ-
ity with other IoT devices. The automata controller is used
to accept packets, and packets are only collected while CoAP
is the application protocol.

The whole intelligent home surroundings is made acces-
sible internally or remotely via a wireless IoT gateway by
legitimate end-users. Few authorized clients and two malev-
olent client end devices were being used for generating regu-
lar and malevolent traffic in the virtual smart environment
shown in Table 3. Those kinds of malevolent clients transmit
information which interrupt the operation of the network.
Furthermore, certain legal programs create harmful behav-
iors like replaying, adding, and altering. Accuracy is deter-
mined depending upon the cumulative amount of correctly
defined valid and fraudulent packets.

O
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Table 3 Test case attributes

Sample size of IoT- Legal incidents Anomaly inci-  Overall incidents Anomaly

Network nodes dents incidents ratio
(%)

15 4500 700 5200 13.46

25 11,500 2300 13,800 16.67

35 18,000 4150 22,150 18.73

Accuracy = (TN + TP /(TN +FP + TP + FN)) % 100

In which True Positive (TP) and True Negative (TN)
are just the number of packets accurately marked, respec-
tively, as valid traffic and deceptive traffic. False Posi-
tive (FP) and False Negative (FN) represent the numbers
of packets that misidentify deceptive packets as legiti-
mate traffic and valid traffic that were mislabelled as
fraudulent traffic, respectively. Tables 4, 5, respectively,
provide a description of the collection of abnormalities
and how such abnormalities are observed, and a distinc-
tion between current anomaly detection systems and our
proposed TDADS. Through contrasting the current IoT
anomaly detector approaches in a literature review, our
model findings indicate that the new TDADS will identify
a broader spectrum of abnormalities through checking the
IoT devices’ working behavior.

5 Detection of DDoS attack through our
proposed TDADS

Figure 5 shows how numerous packets reach smart home
gateways from various sources and go to the automata con-
troller via Web Server. Further, our suggested TDADS is
activated by submitting valid packets to the smart home sys-
tem based on the current state of the IoT device detected by
PTA’s next qualifying occurrence, and all harmful packets
are discarded.Our proposed TDADS is currently built on a

Table 4 Anomaly detection scenario for various attacks

web server that connects to the IoT gateway. In a specific
case, the PTA representation of IoT devices in TDADS helps
in detecting the present situation of the IoT system and all
appropriate input incidents in that state. The overhead of
this TDADS system is negligible in terms of response time
and state change delay in the evaluation due to the automatic
controller.

6 Conclusion

Modern vulnerabilities of security in Smart networks have
rendered IoT network security one of the most important
problems. Several protection measures have been suggested
in the literature to protect against intrusion attacks. They
can compete with some threats but can’t cover other vital
security attacks like the masquerade attack. We have pro-
posed a new ADS called TDADS to remedy this problem,
which extracts clock skews from intervals of messages,
probabilities between events and models their operational
behaviours using PTA. The suggested PTA-based TDADS
is deployed to defend IoT networks from Playback, DDoS,
Zero-day, Mischievous series assaults, Hijacking, and
Spoofing-Jamming assaults. Since our proposed TDADS
operates in a smart home setting on an IoT gateway, it over-
whelms resource limitation issues and has ample capacity
to identify new, irregular and complicated scenarios for
attack.

SI. No. Attack name Detection scenarios
1 Playback and DDoS attacks Keeps dropping the packet by analysing the current status time restriction
in the associated PTA
2 Zero-day attacks and Mischievous attack Notifies if legal position is not met in the respective PTA
sequence
3 Hijacking attack Restricts the number of modifications in the state during a specified period
Mischievous atomic attack Compares the valid PTA events to the input event in their current state
5 Spoofing-Jamming attack Checks on an IoT device’s power consumption periodically
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Fig.5 DDoS attack detection
scenario in smart home environ-
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