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Abstract

Wireless sensor networks (WSNs) are composed of several nodes, distributed in a geographical region. Limited energy of
nodes is the main challenge of WSNs. Hence, it is required to apply different methods to consume less energy for calculations
and communications. One method to reduce energy consumption in WSNs is to reduce the number of packets transmitted
in the network. Data aggregation technique can cause a decrease in the number of transmitted packets. In fact, the technique
combines related data and prevents sending additional packets. In this paper, a secure data aggregation method based on a
combination of star and tree structures is suggested. Here, the network is geographically divided into four equal parts, and
a stable star structure is formed in each part. In the secure hybrid structure data aggregation (SHSDA) method, each node
is assigned a parent for transmitting data. To improve the security of data, the lightweight symmetric encryption is applied,
and a key is distributed between each parent node and its children. The encrypted data is sent from leaf nodes to parent
nodes, and gradually reaches the root through a star structure. Then the data is transmitted to the base station using the tree
structure. The proposed method has been simulated using NS2. The results reveal that the average energy consumption and
data delivery delay of SHSDA are less compared with that of conventional methods. Also, SHSDA method causes a rise in
packet delivery rate, throughput, and flexibility.

Keywords Wireless sensor network - Data aggregation - Star structure - Encryption

1 Introduction arranged as a large number of nodes in remote regions,

which are insecure and inaccessible for human beings

WSNss are established by the cooperation of sensors through
sensing and processing data as well as wireless communica-
tion among sensor nodes. The networks have been formed
to sense event-driven information and transmit it to the base
station for in-depth assessment (Raval et al. 2017; Yousef-
poor and Barati 2020; Barati et al. 2015). WSNs have had a
positive effect on various applications such as environmental
monitoring, surveillance missions, health monitoring, home
automation, target tracking, traffic monitoring, fire manage-
ment, agriculture monitoring, industrial failure detection,
and energy management(Mittal et al. 2019; Kocakulak and
Butun 2017; Rawat and Chauhan 2020). WSNs are often
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(Vinodha and Anita 2019). Thus it is needed to ensure that
the nodes are scattered in a non-uniform manner, and their
energy consumption is limited. Also, the nodes should be
able to cooperate in WSNs so that they maintain the self-
organizing nature of the network (Devi et al. 2020). Hence,
it is important to produce an independent and efficient net-
work among sensor nodes to guarantee prolonged network
lifetime and controlled energy depletion (Mittal et al. 2019;
Dezfouli and Barati 2020). Energy consumption and secu-
rity are the most important challenges of wireless networks.
Hence, a lot of work has been done on energy consumption
(Yarinezhad and Hashemi 2019a, b) and security (Jamali and
Fotohi 2017; Fotohi 2020; Jamali and Fotohi 2016; Fotohi
et al. 2020) in these networks. Security in the network is
of specific problems due to man lives are permanently at
the condition as in traditional networks the major security
concerns include confidentiality, integrity, and availability
none of which involves primely with life security (Fotohi
et al. 2016).The data aggregation process minimizes the
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number of data packets transmitted through the in-network
data processing (Kaur and Munjal 2020; Song et al. 2020).
The process is a data transmission mechanism, taking in
transmitted data from different nodes. Then redundant pack-
ets are identified and are removed to form a single packet.
The process leads to a decrease in the number of transmit-
ted packets, which improves energy consumption (Devi
et al. 2020; Dehkordi et al. 2020; Sarangi and Bhattacharya
2019). In the literature, there are various methods for decid-
ing communication topologies such as cluster-(Mosavifard
and Barati 2020), chain- (Wu et al. 2019), tree- (Ray and De
2017), and tree-cluster-based (Osamy et al. 2018) methods
for gathering and transmitting data. The tree-based meth-
ods, applying the least number of connections to gather and
transmit data, have been viewed as effective. Also, the topol-
ogy is useful for several applications that include in-network
data gathering such as environmental surveillance (Osamy
et al. 2019). In a tree-based data aggregating method, all
nodes are arranged as a tree. The intermediate node gathers,
aggregates, and sends the data sensed by sensor nodes to
the base station. The method leads to a decrease in energy
consumption and an improvement network lifetime. Thus
the technique requires less energy compared with cluster- or
grid-based aggregation (John and Jyotsna 2018). Figure 1
illustrates the tree-based data aggregation.

In this paper, a secure hybrid data aggregation method
based on a combination of star and tree structures is sug-
gested, called SHSDA. Here, the network is geographically
divided into four equal portions, called sections. In each
section, the best node in terms of residual energy and cen-
trality is selected as the root of a star structure, and a star
structure is established among the nodes. Next, a tree struc-
ture is formed between the roots of these star structures. The
data gathering process starts from leaves. The sensed data is
encrypted by a key shared between the node and its parent
and then is sent to the parent. Receiving the data from its
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children, the parent node decrypts and aggregates it with
its own data. Now, the key shared between this node and its
parent node is used to encrypt the data. Then the data is sent
to the parent. The process continues until the encrypted data
is delivered to the root of the star structure. Finally, the root
transmits the aggregated data to the base station through the
tree structure. There is a shared key between the roots and
the base station for encryption as well.
The innovations of SHSDA method are as follows:

— Selecting the parent node in the star structure of each
section is based on suitable parameters. Thus a stable
structure is formed in each section to transmit data.

— A fault-tolerant star structure is formed in each section
so that a grandparent node replaces a dead parent node,
and it is not needed to rebuild the star structure.

— On forming star structures, keys are distributed between
children and parents. The keys are established based on
the exclusive features of each node. In the data gathering
phase, encryption is performed hop by hop using these
shared keys. This results in a more secure data transmis-
sion.

— Due to applying a star structure in each section and a
tree structure among the roots of these sections, it is not
required to employ route discovery for gathering data.

The rest of the paper is organized as follows. The related
work is represented in Sect. 2. Section 3 details the per-
formance of SHSDA. The simulation and analysis of the
proposed method is provided in Sect. 4. Section 5 concludes
the paper.

2 Related work

In the last decade, several algorithms and protocols have
been developed for gathering data in WSNs. Among them,
the collection tree protocol (CTP) is widely used for gath-
ering data in WSNs (Sardar et al. 2017). The advantages
of the protocol (CTP) are its easier support in recognizing
proper nodes and identifying the priority in terms of differ-
ent parameters over which a protocol is assessed (Sharma
et al. 2018). In the following, we discuss some data aggrega-
tion algorithms, used in WSNs.

Yarinezhad and Hashemi (2019a) suggested a cluster-
based routing algorithm (RFPT) for wireless sensor net-
works. RFPT includes of two parts, clustering and routing.
This routing algorithm decreases and balances the energy
consumption in the network by finding suitable paths
between each cluster head and the sink.

Farzinvash et al. (2019) suggested EEDMS to reduce the
delay of emergency data gathering and energy consumption
in WSNs. The algorithm adopts two different methods to
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collect emergency and normal data. Emergency informa-
tion is given priority and is gathered using a spanning tree.
However, a mobile sink is employed to gather normal data.
In fact, a grid is constructed over the field, and the mobile
sink travels over the network to collect the sensed data from
cluster heads (CHs).

Gharaei et al. (2019) proposed a scheme for balancing
the energy consumption of CHs and cluster members. The
scheme applies two mobile sinks, moving on a spiral path
among clusters in parallel. They stop in each cluster for a
limited time. Reaching each cluster, the mobile sinks move
as rapidly as possible among different stop locations to bal-
ance the energy consumption of cluster member nodes.

Tabatabaei and Rigi (2019) provided a method, using a
sink mobile, to solve the hotspot problem, balance the load,
and uniform energy consumption. The method is a reliable
routing algorithm based on clustering and mobile sink in
WSNs and reduces the delay of reporting. Also, deciding
locally and dynamically about the best alternative for faulty
CHs causes a rise in the reliability of the network.

Habib et al. (2018) represented a starfish routing algo-
rithm. In this method, a routing backbone is used throughout
the network to store the location of the mobile sink. Sensor
nodes can access backbone nodes directly to transmit their
data to the sink. Data can be delivered to the sink more
rapidly due to applying a starfish structure; however, het-
erogeneous sensors may lead to the inefficiency of the path
between sensor nodes and the sink.

Hawbani et al. (2018) suggested STDD protocol to reduce
packet delivery delay. The protocol includes three phases:
constructing, updating, and maintaining a tree. STDD cre-
ates just one main dissemination tree for each mobile sink.
On changing the access node, the main tree is updated
and maintained so that the shortest path to mobile sinks is
guaranteed.

Naghibi and Barati (2020) presented EGRPM to decrease
energy consumption and to improve network lifetime in
WSNs. In EGRPM, the network is geographically cellular-
ized, and two mobile sinks with a defined movement pattern
are used to gather the data of sensor nodes. While the sinks
are anchoring, the cells which are adjacent to the anchor
point send data directly to the sink, but further cells send it
in a multi-hop manner.

Ramesh and Yaashuwanth (2019) proposed TMS
approach. The objective of the method is to secure data
transmission so authors suggested a lightweight trust man-
agement system. The trust-based mechanism prevents
attacks and stops malicious nodes from participating in data
transmission permanently.

Kumar and Sivagami (2020) offered FSAMR approach to
detect malicious nodes. In the method, the fuzzy system is
applied to calculate the trust score of each sensor node in the
network. Then malicious nodes are detected based on their

trust score. On establishing multi paths between the source
and destination, sensed data is sent in a secure manner using
the elliptic curve cryptography.

Baburaj (2017) introduced PMMTK approach for secure
key distribution in WSNs. In PMMTK, a shared triple-key
is used for providing secure communication among clus-
ter member nodes, the CH, and the base station. Also,
the nodes are authenticated using the triple-key. Then the
encrypted data is gathered and is sent to the base station
by the CH.

Hamouid et al. (2020) represented a lightweight and
secure tree-based routing protocol (LSTR) for WSNs. In
LSTR, the security of data routing from sensor nodes to the
base station is provided based on an ID-based authenticated
key-agreement protocol. In fact, LSTR provides a compro-
mise between security and resource efficiency.

Uvarajan and Gowri (2020) suggested TAG-GCDA to
reduce communication overhead. They proposed a three-
fold homogeneous method that allows supervising secure
neighbor selection, energy-efficient routing and data aggre-
gation through the greedy approach. The purpose of these
processes is to decrease the energy consumption of sensors
and improve the network lifetime through less communica-
tion and control overhead.

Fotohi et al. (2020) suggested ASDA-RSA method to pro-
tect the network against DoS attacks. The method applies an
energy- and distance-based clustering to select appropriate
CHs. Also, RSA cryptography algorithm and interlock pro-
tocol along with an authentication method were utilized to
avoid DoS attacks.

Darabkh et al. (2019) provided a balanced power-aware
clustering and routing protocol (BPA-CRP). In this algo-
rithm, a transferring technique, based on a forwarder node,
has been introduced to reduce overhead. The role of a for-
warder is to collect data from the CH and further forwarders,
and then sending it to the next layer or the base station. The
protocol applies a policy which handles the death of nodes
effectively. In other words, the method is capable to prevent
any network disruption or data loss.

Selvi et al. (2019) proposed EATSRA to provide an opti-
mal secure routing in WSNs. In this algorithm, the trust
score is employed to detect malicious nodes. The algorithm
includes two phases. In the first phase, the secure route is
identified based on the trust score. In the seconds phase,
the decision tree algorithm is used to detect the most secure
route.

Yarinezhad and Hashemi (2020) proposed an energy-
balanced and energy- efficient cluster based routing
protocol(EB-CRP) for wireless sensor networks. EB- CRP
divides the network operations into two stages, set-up and
steady-state. These stages are executed in sequence until the
network lifetime ends. The set-up stage itself includes of
three steps, bootstrapping, clustering, and routing.

@ Springer
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Zhang et al. (2020) proposed EDAGD approach to pro-
long the wireless sensor network lifetime and to decrease the
energy consumption in the data transmission process. The
proposed EDAGD includes three algorithms Multihop tree
based data aggregation algorithm (MTDA); Entropy-driven
aggregation tree-based routing algorithm (ETA) and Gradi-
ent deployment algorithm (GDA).

Bongale et al. (2020) suggested an intra-cluster data
aggregation method (ICA) with special emphasis on multi
hop aggregation for wireless sensor networks.The proposed
method operates in rounds and each round includes of three
phases namely (1) cluster formation stage, (2) intra clus-
ter aggregation path construction and (3) data transmission
phase.

A summary and comparison of the mentioned methods
presents in Table 1.

3 Proposed method

Regarding the limitation of energy, energy-efficient data
aggregation is viewed as a major challenge of WSNs. Since
processing, transmitting, and receiving sensed data con-
sume the most energy, data aggregation is of great signifi-
cance. Data aggregation plays an important role in gathering
sensed data and eliminating redundant data, which results
in reduced traffic, limited energy consumption, increased
network lifetime, and improved performance. Here, we pro-
pose a highly reliable data aggregation method based on a
combination of star and tree structures (SHSDA). The pro-
posed method is composed of three phases: constructing star
structures, establishing a tree structure, and gathering data.
In the first phase, the network is divided into four sections,
and a star structure is established among the nodes of each
section. In the next phase, a tree structure is constructed
among the roots of the star structures. In the final phase,
the leaf nodes encrypt and send sensed data to their par-
ents. Receiving data from their children, parents decrypt and
aggregate it and their own data. Then the parent node applies
the key sharing with its parent to encrypt the data. Now, the
data is sent to the parent node. Thus the data is delivered
to the root hop by hop. Finally, the root sends data to the
base station through the tree structure, formed among roots.
While establishing the star and tree structures, each node is
aware of the information of its own grandparent, thereby it
can replace its dead parent with its grandparent. This results
in providing a fault-tolerant structure.The overall flowchart
of proposed method is illustrated in Fig. 2

The notations have been illustrated in Table 2.

The details and phases of the proposed method are dis-
cussed in the following.

@ Springer

3.1 Network and Energy Consumption Models

SHSDA is consisted of m homogeneous sensor nodes with
limited energy. The nodes are fixed and are distributed uni-
formly in an area of n X n size. All nodes are equipped with
GPS and are aware of their own location in the network field.
The data sensed in each section is delivered to the root of
the star structure through a sequence of transmissions from
children to parent nodes. In each section, there is no differ-
ence between the root and other nodes in terms of hardware,
processing power, and energy supply; however, the roots are
closer to the center of their sections and their residual energy
is higher. The roots send data to the base station through
a tree structure. The nodes are aware of the base station
location, fixed outside of the network field. The energy of
sensor nodes can be calculated through a similar model used
in a study by Arora et al. (2019). In this model, the energy
required to transmit and receive a k-bit message to a distance
of d is calculated through Egs. (1) and (2).

Ep(k,d) =E . X k + £, Xk x d" (1

elec

ERx(k’ d) =Lelec X k (2)

Here, h € {2,4}if d < d,then h =2 else h = 4, where E,
and E,, indicate the energy required for transmitting and
receiving, respectively; and E,,. and ¢, are the energy
required for running the transmitter or receiver circuitry and
the amplification energy, respectively.

d, is derived from Eq. (3).

€
fs
dy=1[— 3
EmZ
where €/, and ¢,,, represent the amplification energy for free
space and multi-path, respectively.
Also, sensor nodes data aggregation their own data with the

received data and send it to the next node by E,,, calculated as:

E,=uXEp +uXEp Xk+kXEp 4)

Where u indicates the number of received packets, and E,,
is the energy used by each sensor node to aggregate data.
Moreover, each route consumes E(z), calculated as:

E(@) = 2_ E;, (ki d}) )

Where n_(i) indicates the next hop of node i on path z, and
E;, (k,d)is the energy from node i to node n,(i).

3.2 First phase: constructing star structures

The objective of the phase is to create a regular structure to
aggregate and gather data in each section. First, the network
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is divided into four equal sections, and a star structure is
established in each section. In each section, the best node
in terms of centrality and residual energy is selected as the
root of a star structure by the base station. Then the process
of forming star structures initiates. The process of divid-
ing the network and forming star structures are discussed
in step 1-6.

Step 1: Dividing the network

As shown in Fig. 3, the network is divided into four equal
parts. The network is of n X n size, and the coordinates of
the four corners have been depicted in the figure. The coor-
dinates of the network center are derived from Eq. (6).

=@+2b+5

(*eYe) > >

(6)
where (x.,y,) is the network center.

Step 2: Identifying sections number

Based on (x,,y.), nodes derive their section number
through Eq. (7).

, 1f (x;
if (x;
, if (x;
, if (x;

> x.and y; > y,)
<x.and y; >y,.)
<x.and y; <y,)
>x.and y; <y,)

@)

A W N —

Where (x;, y;) and (x,, y..) indicate the node coordinates and

Nodes send a hello packet, containing their ID, residual
energy, location, and section number, to the base station.
Hello packet has been illustrated in Fig. 4.

Step 4: Selecting the root of sections

The base station divides nodes into four sections based
on the sections numbers, which are in hello packets. As
shown in Fig. 5, the center of each section is derived from
Equ. (8).

(a+34—",b+:—:>, it S=1
(a+§,b+§), if S=2

(Xegr Yeg) =9 N an . ®)
(a+2b+2) if $=3
(a+{7”,b+%"), it S=4

L

where (x,, y..) and n denote the coordinates of section center
and the network length, respectively.

Then the base station calculates nodes fitness based on
the residual energy and centrality through Eq. (9). Now, the
base station selects the most proper node in each section as
the root and informs it. The information of each root is sent

the network center, respectively. Node ID Remaining energy Location S
Step 3: Transmitting information to the base station
Fig.4 Hello packet
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Fig.5 Determining the center
of sections

L4 Sensor node

B  Section center

A Base station

ql=(a+“:b)

to other roots by the base station. The information is used
for constructing the tree structure among the roots. Figure 6
depicts the network after selecting roots.

Fig.6 Selecting the root of

sections
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where (x;,y;) is the location of node i, (xqs,yqs) is the
coordinate of section corner, (xCS, yCS) is the coordinate of
section center, S is the section number (derived from Eq.
(7)), Energy . on: 15 the residual energy, and Energy,,,,. 18
the maximum energy of the node when the battery is fully
charged.

Step 5: Distributing shared keys among the roots and the
base station

The base station generates four keys and distributes them
among the roots of the sections. Key,, Key,, Key;, and Key,
are assigned to the root of section 1 (R,), section 2 (R,), sec-
tion 3 (R5), and section 4 (R,), respectively.

Step 6: constructing star structures

Constructing star structures initiates simultaneously in
four sections. In each section, the root (Lg,,, = 0) sends a
root packet to its neighboring single-hops and introduces
itself as their parent.

As shown in Fig. 7, the packet contains the ID, the section
number, the ID of the root parent (according to Eq. (10)),
the parent key (shared between the root and its parent), and
children key (shared between the root and children). These
keys are used to improve the security of data aggregation.
Section 3.2.1 represents the calculation and distribution of
keys among nodes in details.

BS,if S=1
_)BS,if §S=2

Parent = Ry if S=3 (10
R, if S=4

where S is the section number, R, and R, indicate root of
section 1 and root of section 2, respectively.

The nodes receiving the root packet join the root and cre-
ate level 1 (L,;; = 1). The construction of star structures
starts from the center of sections. The nodes of level 1 send
an advertisement packet to their single-hop neighbors to
advertise themselves as their candidate parents. As shown
in Fig. 8, the nodes transmit the energy, the location, the
key they share with level 2, the parent’s ID, and the key
they share with their parent. Thus if a node fails, the chil-
dren nodes (L,,;;; = 2) join their grandparent (Lg,,, = 0) and
restore the star structure. After sending data to the parent, if
the nodes do not receive an ACK message, they detect that
their parent is faulty and join their grandparent so that the
reliability is improved.

If the nodes receiving the advertisement packet do not
join the star structure, they establish level 2 according to the
following conditions.

— If they receive just one advertisement packet, they join
the parent node.

— If they receive more than one advertisement packet, they
select the fittest candidate parent node to join according
to Eq. (11).

When the parents are selected, they share a key with their
children. In fact, level 0 and 1 share a key, level 1 and 2 share
a key and so on.

Energywmm,p X \/ (x; = xp)2 + i - )’p)2
—_— + —

Energnas V=5 + 0=

)
where (x;, y,), (x,,, ,), (X, yp), Energycwremp , and Energymaxp
denote the location of the level 2 node, the location of the
candidate parent node, the location of the farthest candidate
parent node, the current energy of the candidate parent node,
and the maximum energy of the candidate parent node when
the battery is fully charged.

Other levels are established similarly and the process
continues until all nodes of a section join the star structure.
Figure 9 depicts the establishment of the star structure in
section 1.

Fit

node,

3.2.1 Calculating keys

Here, the sensor nodes apply rail fence encryption to encrypt
their data. Since rail fence encryption involves shared keys,
each parent node calculates and sends a key to its children
to establish communication with them. The calculation is
as follows.

1. The base station produces a random number between
2 and 6 and stores it in the memory of each node—the
numbers smaller than 2 make encryption meaningless,
and the numbers which are above 6 make the key length
long.

2. The least significant byte of the parent node’s ID is
divided by 5. Since the remainder is between O and 4,
the key cannot be long.

3. The result of step 2 is added to the random number, and
the sum is the key value.

Node ID S Parent ID Parent key Children key
Fig.7 Root packet
Fig.8 Advertisement packet
9 v p Node ID

Remaining energy

Location S Parent ID Parent Key | Children key
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Fig.9 Establishment of the star
structure in section 1 A
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The flowchart of the first phase has been illustrated in
Fig. 10.

The flowchart of constructing star structures in each sec- o

tion has been depicted in Fig. 11. Algorithm 1 shows the
pseudo-code for first phase.

Dividing the network

}

Determining the section number of each node }

!

( Sending the hello packet to the base station

|

Selecting the roots of each section and informing them

!

Distributing shared keys between the roots and the base station

:

Constructing a star structure in each section

Fig. 10 Flowchart of the first phase
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Lroat=0

1

Sending the root packet to single-hop neighbors

!

Receiving the root packet by single-hop neighbors

\ /
=i:
' ~
Lchild = LRool+ 1
Lroot= Lenitd
\ /

v

Sending an advertisement packet to single-hop
neighbors

Whether the node
receiving the
advertisement

packet has a level

number or not

End
Whether the v
node receives %
Selecting the fittest . Selecting that node as the
. Just one
candidate parent node parent

advertisement
packet or not

Fig. 11 Flowchart of forming star structures in each section
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Algorithm 1 Pseudo code for first phase

: Initialization: (n*n: network size, m: number of sensor nodes, S: section number)
: Obtain the coordinates of the network center and save in (xc , yc)
for (i=1;i <m ;i++) do
Identifying sections number for node;
Node; send a hello packet to the base station
end for
: Selecting the root of sections by base station
: The base station generates four keys
: Distributes the keys among the roots of the sections
10: for (S=1; S <4;S++) do
11: LRoot =0

12:  The root of S’s section sends a root packet to its neighboring
13:  The nodes receiving the root packet join the root and create level 1
14:  while (All nodes of a section join the star structure) do

15: Lehita = LRoot +1

16: LRoot = Le¢hitd

17: The nodes of level L.p;;4 send an advertisement packet

18: Neighbor nodes received the advertisement packet

19: if Receive just one advertisement packet then

20: join the parent node

21: else if (Receive more than one advertisement packet) then
22: select the fittest candidate parent node

23: join to selected parent node

24: end if

25:  end while

26: end for

Fig. 12 Forming the tree struc-
ture among roots

b Sensor node

4% Root of section e ® o Po® e e c oo e . .

A‘X Base station

g;=(a,b+n) n q=(a +n,b+n)
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Node ID New parent ID New parent key

Fig. 13 Update parent packet

3.3 Second phase: forming the tree structure
among roots

On forming star structures in sections, a tree structure is
constructed to connect the roots to the base station. As
shown in Fig. 12, the base station is the root of the tree. The

Fig. 14 Flowchart of data gath-
ering phase in SHSDA

roots select their parents based on the information they have
received from the base station in the fourth step of the first
phase. In fact, R and R, select the base station as their par-
ent, and R; and R, choose R, and R, as their parent, respec-
tively. Clearly, when the root of a section fails, the nodes in
level 1 send their data to the root parent. Note that if R, or
R, are faulty, R, and R; select the base station as their new
parent. Then they send an advertisement packet (according
to Fig. 13) to their children in level 1 to cause them to update
their information on their grandparent.

Sensing data by the leaves

I

Encrypting the data using the key shared with
the parent and sending it to the parent

Whether the

Replacing the parent with the
send«.er node grandparent and informing the
receives an children

ACK 7
message v
2 . . N
Encrypting the data using the key
shared with the grandparent and
resending it
J
\
Whethgr the Encrypting and sending the data
parent is the to the base station through the
root of the tree structure
star structure

or not

Decrypting and aggregating the received

data with its own data

!

Encrypting the aggregated data with another

key and sending it to the parent

@ Springer



10782

M. Naghibi, H. Barati

3.4 Third phase: Gathering data

In this phase, the encrypted sensed data is delivered to the
roots through a secure structure to be sent to the base station.

The procedure for gathering data is as follows.

Step 1: Sensing data

Leaves sense environmental data.

Step 2: Encrypting and sending data to parent

The data is encrypted in a rail fence manner using the key
shared with the parent (See Sect. 3.2.1). Then the data is sent
to the parent, and the node waits for an ACK message. If the
parent does not send an ACK message, the node detects that
its parent is faulty and replaces it with its grandparent. Thus
the data is encrypted using the key shared with the grandpar-
ent and is resent. The node sends the information of its new
parent to its children so that they update their information

on their grandparent. The advertisement packet for updating
the new parent has been depicted in Fig. 13.

Step 3: Receiving data by parent

Receiving the data, the parent checks whether it is
selected as a root node or not.

— If the node is the root, the data is decrypted and then
encrypted using the key shared with its parent, and the
data is sent to the base station through the tree structure
among roots.

— If the node is not the root, it decrypts the data received
from its children using the shared key and then aggre-
gates it. Now, the node initiates step 2.

The flowchart of data gathering phase in SHSDA has been
illustrated in Fig. 14. Algorithm 2 shows the pseudo-code
for third phase.

Algorithm 2 Pseudo code for third phase

1: Leaves sense environmental data
2: Encrypting data using the key shared with the parent
3: Sending the data to the parent
4: L1: The sender node waits for an ACK message
5: if (Do not receive an ACK from parent) then
6: Replacing the grandparent instead of the parent
7:  The node sends the new parent information to its children
8:  Children update their information
9:  Encrypting the data using new shred key
10: Resending data to new parent
11: else
12:  if (The parent is the root of star structure) then
13: Encrypting the data
14: Sending the encrypted data to base station by tree structure
15:  else
16: Decrypting the received data
17: Aggregation with own’s data
18: Encrypting aggregated data and send to parent
19: Goto L1
20:  end if
21: end if

Fig. 15 An example of data
encryption in the proposed

Original message: “ The temperature is fifty degrees Celsius

method Random number = 2
NodeID= 146 —mm=m=a > Least significant byte = 6
6mod5=1
Length of key =2+1 =3
T @ i r f y T c i
h t m a u e s i t d g © s e s u
e t i f e © 1 s

Encrypted message: Terrfyrcihtmeauesitdgesesueptifeels
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Table 3 Simulation parameters

Parameters Value

Network area 1500 % 1500 m?

Number of sensor nodes 500

Initial energy of sensor nodes 2]

MAC protocol IEEE-802.11
Nodes distribution model Random
Data packet size 512 byte
Transmit power 0.660 W
Receiving power 0.395 W
Transmission range 250 m
Constant bit rate 500 kbps
Simulation time 600 s

3.5 Encryption

The main objective of encryption is to design a scheme or
protocol to allow completely secure transmission through
an insecure channel. In this step, the rail fence encryption,

Fig. 16 Average energy 1.2
consumption in proportion to
different node numbers

0.8

0.6

Average energy consumption (I}

Fig. 17 Average energy con- 2.5
sumption at different times

Average energy consumption {l)

0 100

200 300 400 500 600 700 800

which is a lightweight symmetric method, has been applied.
In fact, the number of horizontal lines equals the number of
encryption keys. This is calculated according to Sect. 3.2.1.
First, the characters are written diagonally in a downward
direction from left to right so that the defined rows are filled.
On filling the last row, writing continues in an upward direc-
tion. The process continues until the message is completed.
If there is an empty space, it is filled by an X, equaling Null.
To encrypt the message, it is required to organize the charac-
ters in each row from the first to the last (Singh et al. 2019).

An example of data encryption in the proposed method
is shown in Fig. 15.

4 Simulation

The section represents the results of the simulation and
evaluation of the proposed method. We applied NS 2 tool to
simulate the method. The results have been compared with
TMS (Ramesh and Yaashuwanth 2019), FSAMR (Kumar

1/X-_‘

—4—SHSDA

————] —@—EATSRA

FSAMR
——TMS

— B . A —— . *

150 300 450 500
Number of nodes

—4—SHSDA

—#—EATSRA
FSAMR

—=TMS

900 1000
Time (s)
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Fig. 18 Average end to end 10
delay
Fl
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o
% ——EATSRA
a FSAMR
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Number of nodes
Fig. 19 Packet delivery rate 120
100
80
g —4—SHSDA
o 60
o —m—EATSRA
o
FSAMR
40
—=TMS
20
0
50 150 300 450 500

and Sivagami 2020) and EATSRA (Selvi et al. 2019) proto-
cols. Table 3 lists the simulation parameters.

Figure 16 illustrates the average energy consumption
of the network nodes in relation to the number of nodes.
The strategies used for the proposed method decreased the
energy consumption of SHSDA compared with other meth-
ods. Here, the network is divided into some parts to transmit
data to the base station. Next, a star structure is established
in each section, and the node with the highest energy level
and shortest distance from the center is selected as the root.
Also, each node selects the closest node with the highest
energy level as its parent. Thus a regular stable structure is
formed for transmitting data in each section. In fact, the data
is sent to the root step by step, which leads to consuming less
energy. Then the data is delivered to the base station through
a tree structure, which is formed among the roots. The struc-
ture is able to restore itself, which results in proper energy

@ Springer

Number of nodes

distribution. In addition, employing star and tree structures
eliminates the process of path discovery and improves the
energy consumed for transmitting information. Therefore,
the proposed method requires less energy compared with
other methods.

In Fig. 17, the average energy consumption of the network
nodes per unit time has been illustrated. In each section, a
node is selected as the root, gathering the data of the sec-
tion to be sent to the base station. The nodes are connected
to the root in a star shape. When the root of the section dies,
the nodes of level 1 are selected as the root of the section
and send data to the base station. The process continues
hierarchically with the nodes of other levels. Thus when the
network starts its operation, the energy consumption is less
compared with other methods; however, over time, the nodes
die, and more nodes connect the base station in a single-hop
manner. This results in a slight rise in the average energy
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consumption of the network nodes, which is negligible since End-to-end delay is the time required to deliver a packet
the connection between alive nodes and the base station is ~ from the source to the destination node. The end-to-end
maintained. delay in the proposed method has been depicted in Fig. 18.
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Fig. 23 Network lifetime 1400
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Here, a star structure is used in each section, and a tree
structure is formed among the sections. Both star and tree
structures are regular and fault-tolerant. In fact, when a par-
ent node dies, the grandparent node replaces it so that it is
not needed to rediscover paths. Thus data is sent to the base
station through a regular fault-tolerant structure. Also, the
method applies a lightweight symmetric encryption method,
in which the encryption delay is so small. Generally, the
delay of the proposed method is less compared with other
methods.

Packet delivery rate is defined as the ratio of the received
data packets to the transmitted data packets and is expressed
in percentage. A comparison between packet delivery rates
has been illustrated in Fig. 19. In the proposed method, a
regular stable structure is used in each section as well as
among the sections to transmit data to the base station. In
fact, the network is divided into partitions, and the node
with the highest score in terms of energy level and central-
ity is selected as the root of each section. The star and tree
structures are fault-tolerant so that the grandparent node
replaces the dead parent node to avoid extra cost and path
rediscovery. The stable path created between the source and
the base station improves packet delivery rate. Therefore, as
shown in Fig. 19, the packet delivery rate in this method is
superior to other methods.

Throughput is the amount of data transmitted from the
source to the destination within a specific time. Various fac-
tors such as route stability, delay, and malicious nodes have
effects on throughput. As shown in Fig. 20, the throughput
of our proposed method is higher than that of other methods.
Also, Fig. 16 illustrates that SHSDA has a regular stable
structure and consumes less energy. Figures 18 and 19 show
that our proposed method provides less delay but a higher
packet delivery rate compared with other methods. In this
way, the throughput of SHSDA is higher and can deliver
more data compared with other methods.

Fig. 21 depicts the flexibility of the proposed method.
Here, due to using a shared key, locally distributed between
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each parent and its children, if the attacker discovers the
key, it just has access to the information of two nodes. In
fact, the data is encrypted and decrypted hop by hop so that
discovering the encryption key does not have a significant
effect on changing data. Therefore, the flexibility of SHSDA
is improved in the presence of malicious nodes.

The comparison between the proposed method and other
methods in terms of the number of alive nodes and the net-
work lifetime has been depicted in Figs. 22 and 23. In this
comparison, the number of nodes equals 100. Figure 22
shows the number of alive nodes while implementing the
proposed method, and Fig. 23 illustrates the network lifetime
in terms of the death of the first node, half of the nodes and
all nodes. In the proposed method, the structure of the net-
work has been organized as a star, and the packets are sent
to the nodes of higher levels over short distances. Since the
highest level of energy consumption is required for transmit-
ting data, the structure causes nodes to consume less energy.
Also, the collaborative structure of the network leads to bal-
ancing energy consumption. As shown in Figs. 22 and 23,
the nodes lifetime is increased, which results in improved
network lifetime. However, the roots of cells die and single-
hop communication is increased overtime so that there is a
steep rise in the number of dead nodes. The figures illustrate
that in the proposed method the lifetime of the last node is
shorter compared with EARSRA method.

LND

5 Conclusion

One challenge of WSNss is the method of transmitting infor-
mation to the base station and keeping it confidential. This
paper suggests a secure data aggregation structure based on a
combination of the star and tree structure. Here, the network
is geographically divided into four equal parts. A regular
and stable star structure is established in each part to send
data. In fact, the star structure transmits data hop by hop,
which results in a decrease in the energy consumption of



SHSDA: secure hybrid structure data aggregation method in wireless sensor networks

10787

section members. Then the data is transmitted from the roots
of each section to the base station through a tree structure,
which is regular and fault-tolerant. Thus when the parent
node dies, the grandparent node replaces it. Also, a shared
key, used for encryption and decryption of data, is locally
distributed between the parents and their children. This leads
to having a flexible method in the presence of malicious
nodes. The results of the simulation reveal that our proposed
method (SHSDA) is superior to other methods in terms of
the average energy consumption, data delivery delay, packet
delivery rate, throughput, and flexibility. Further studies
can enhance the proposed method through adjusting it with
mobile WSNs, using mobile sinks with proper mobility
models and employing a dynamic structure to manage the
added or removed nodes.
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