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Abstract
In the telemedicine framework, a standout among the most significant issues is the exchange of electronic patient information 
(EPI) between patient and a doctor that are remotely connected. A minute change to EPI may result in a wrong diagnosis 
for the patient. To ensure secure and safe communication for telemedicine applications, an enhanced reversible data hiding 
method in the encrypted domain has been presented in this paper. All compared reversible data hiding methods have been 
seen to show predominant outcomes, yet just on natural images not on medical images because underflow problem may 
arise in medical images due to a large number of pixels have low-intensity values. Thus, an enhanced reversible data hiding 
method in the encrypted domain has been introduced here that gives a higher embedding rate than all the looked at revers-
ible data hiding methods by embedding k, ( k ≥ 1 ) binary bits of a secret message at every pixel of a cover image without any 
occurrence of underflow and overflow problem. The proposed method has not been suffering from underflow and overflow 
problem so that empowering it to embed and recover information precisely from low-intensity pixels too. This property 
makes our proposed method truly reasonable for its utilization on medical images. For all test images, the proposed method 
altogether beat all the compared methods in its ability to embed secret information and precisely recover it with maintaining 
the visual quality of stego images too.

Keywords  Electronic patient information (EPI) · Privacy protection · Homomorphic encryption · Variable size secret 
message · Reversible data hiding (RDH)

1  Introduction

The telemedicine framework is renewing the conventional 
healthcare system by improving efficiency, bringing down 
expenses, and set the consideration back on better patient 
care. Telemedicine has offered to ascend to E-healthcare 
and its focus is on improving the healthcare framework. In 
the current scenario, a standout among the most significant 
issues is the exchange of electronic patient information (EPI) 
between patient and a doctor that are remotely connected. 
A minute change to EPI may result in a wrong diagnosis 
for the patient. In such type of scenario, researchers have 
been looking out for alternative approaches to secure the 
EPI in a progressively effective manner. Data hiding has 

been found as an alternative to such type of scenario where 
steganography and watermarking are the two most common 
methods for data to hide. Steganography is the art of hiding 
secret messages into an audio, video, image, or text file to 
avoid detection whereas secret message is then extracted at 
its receiver end respectively. Sometimes, during the data hid-
ing process, receiver is not able to reconstructed cover image 
successfully while in few applications, for example, medical, 
military, and law crime scene investigation, loss of cover 
image is not permitted. In these cases, an extraordinary sort 
of data hiding strategy called reversible or lossless data hid-
ing is utilized. Reversible data hiding meant to embed the 
secret message in cover image in such a manner that at the 
receiver end, secret message, as well as the cover image, is 
retrieved successfully.
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2 � Literature review

There is a lot of research done in reversible data hiding 
domain; some are illustrated as follows- Firstly, the idea 
of hiding information from attackers was presented by 
Shi (2004). Afterward difference expansion based revers-
ible data hiding technique was proposed by Tian (2003), 
where a single bit was embedded between two close-by 
pixels through difference computation. Ni et al. (2006) 
had given a scheme where the secret message is embedded 
at the histogram’s peak point of the cover image. After-
ward, Xiao et al. (2010) had given a method where the 
cover image is segmented into equal-sized blocks and each 
block’s histogram embedded secret message in it. Celik 
et al. (2005) depicted a steganographic methodology for 
compressed cover image pixels. Qian et al. (2016) exhib-
ited a separable reversible data hiding algorithm where 
the cover image is encrypted through a block cipher algo-
rithm. In this paper (Zhang 2011), firstly segmented cover 
image into equal-sized blocks, and after that each block is 
further subdivided into two sub-blocks where one bit of 
secret message is embedded in it. The secret message is 
extracted through the computation of fluctuation function 
corresponding to each block. But during the computation 
of fluctuation function, boundary pixels are to be excluded 
which results in high bit error rate value. Xiaotian and 
Sun (2014) exhibited a method where blocks are further 
segmented into two sub-blocks. Embeddable pixel’s neigh-
bors are not selected for data embedding which results 
in high peak-signal-to-noise-ratio (PSNR) value and low 
bit error rate respectively. Hong et al. (2012) included 
boundary pixels during computation of fluctuation func-
tion which results in the same PSNR value and low bit 
error rate value as compare to Zhang (2011). In this paper 
Kim et al. (2015) segmented cover image into equal-sized 
blocks and after that each block is further subdivided into 
two sub-blocks where one bit of secret message is embed-
ded in it using the concept of a lattice. Embeddable pix-
el’s four-connectivity neighbors are not selected for data 
embedding which results in high PSNR value and low bit 
error rate value. Ma et al. (2013) proposed a reversible 
data hiding method where embedding space is reserved 
before encryption of cover image. Liao and Shu (2015) 
improved computation of fluctuation function by calcu-
lating the mean difference of neighboring pixels. Paillier 
cryptosystem (Paillier 1999) is utilized for encryption of 
cover image in Chen et al. (2014) where one bit of secret 
message is embedded per pixel pair. Tai and Chang (2018) 
proposed a separable reversible data hiding algorithm 
where embedding space is reserved before encryption of 

cover image. Puech et al. (2008) proposed a method of 
the local standard deviation of the encrypted image for 
the extraction of hidden data during the decryption phase. 
Bhardwaj and Aggarwal (2018) introduced a reversible 
data hiding algorithm in an encrypted domain where n 
secret bits are embedded per block by segmenting them 
into n sub-blocks. The drawback of this method is that for 
small block size, the secret message is not extracted cor-
rectly which results in a high bit error rate.

Tzu-Chuen et al. (2015) had given a method where dual 
stego images are generated by folded secret message centrally. 
Yao et al. (2017) described a dual-image method based on 
pixel co-ordinate system which results in minimum distortion 
of pixel’s coordinate value. Lee and Huang (2013) presented a 
method where dual stego images are generated through an ori-
entation combination of pixel coordinates. Here, binary secret 
message by changed over it into base

5
 numeral framework is 

embedded which results in improved embedding rate. Chi et al. 
(2018) presented a dynamic encoding scheme where the fre-
quent occurrence of secret digits is encoded as the minimum 
absolute digit. The favored stance denotes that for the same 
embedding rate, the proposed method gave a higher PSNR 
than existing methods. Tzu-Chuen et al. (2017) proposed a 
frequency encoding method to eliminate the disadvantage of 
Tzu-Chuen et al. (2015) strategy.

Shiu et al. (2017) employed a reversible scheme for pres-
ervation of patient information in ECG signals through error 
correcting-coding method where (n − m) bits of secret mes-
sage are embedded into n number of signals with the help 
of (n, m) hamming code successfully. Bhalerao et al. (2019) 
embedded patient data in ECG signals using a prediction error 
expansion scheme where prediction of the sample values is 
performed through deep neural network respectively. The 
most significant commitment of proposed work is its multi-
purpose nature: ownership detection, tamper localization, and 
100% reversibility. Mansour and Abdelrahim (2019) proposed 
a highly robust reversible data hiding method in encrypted 
domain where patient data is hidden in medical images with 
the help of discrete ripplet transformation technique success-
fully. The most significant commitment of proposed work is 
to employ adaptive genetic algorithm for optimal pixel adjust-
ment process that enhances embedding capacity as well as 
imperceptibility features also.

The remaining paper is organized as follows—Sect. 3 car-
ried out a brief description of the proposed algorithm. Further, 
discussions are conducted in Sect. 4 for comparison of embed-
ding performance and visual quality of the proposed algorithm 
with the compared algorithms. At last, Sect. 5 concluded the 
paper.
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3 � Proposed algorithm

Nowadays, patient data privacy and security is one of the 
most significant challenges for telemedicine applications. 
Consider a scenario where the patient’s data is sent to the 
doctor/surgeon; the hacker may observe the healthcare 
information. Later, an attacker may float this information 
on social sites and this action may put tremendous threats to 
the patient’s confidentiality. The appropriate encryption and 
authentication schemes can be useful to prevent these types 
of attacks. Thus, an enhanced reversible data hiding method 
in the encrypted domain has been introduced here that gives 
higher embedding rate than all the looked at reversible data 
hiding methods by embedding k, ( k ≥ 1 ) binary bits of elec-
tronic patient information by changed over it into base

10
 

numeral framework at every pixel of the cover image with-
out any occurrence of underflow and overflow problem. The 
data embedding algorithm is discussed in detail in Sect. 3.1 
while as data extraction and image recovery algorithm is 
discussed in detail in Sect. 3.2.

3.1 � Data embedding phase

The cover image was set to CI = [ P
1,1
,P

1,2
,… ,PM,N],where 

M and N are the image height and width, respectively. To 
avoid image distortion caused by a large value of EPI (w), 
it was further reduced by using (Tzu-Chuen et al. 2015)’s 
method as follows:

N o w,  t h e  r a n g e  o f  s e c r e t  m e s s a g e  i s 
c h a n g e d  f r o m  R = [0, 1, 2,… , 2

k − 1]  t o 
R

�

= [−2k−1,−2k−1 + 1,… ,−1, 0, 1,… , 2
k−1 − 2, 2

k−1 − 1].
The following algorithm demonstrates the data embed-

ding phase of our proposed approach: 

(1)w
�

u,v
= wu,v − 2

k−1 3.2 � Data extraction and image recovery phase

The process of extraction of secret message in base
10

 
numeral framework and recovery of cover image is shown 
in the following algorithm: 
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Example  Detailed execution of proposed algorithm (k = 3) 
is shown in Table 1.

4 � Results and discussions

Here, we examine the performance of the proposed method 
which is evaluated using metrics like peak signal to noise 
ratio (PSNR), mean square error (MSE), structural similarity 
index matrix (SSIM), normalized cross-correlation (NCC), 
normalized absolute error (NAE), bit error rate (BER) and 
embedding rate (bpp) respectively. PSNR, SSIM, NCC are 
used to evaluate the quality of stego images while BER is 
used to evaluate the error between embedded and extracted 
watermark. The experimental study is performed on test 

images of size 512 × 512 and binary watermark of size 
( 256 × 256 ), as shown in Figs. 1 and 2. Let f(x, y), f̂ (x, y)
denote the value of pixel (x, y) in the cover and stego image 
of size M × N  and sm and sm′ is embedded and extracted 
watermark, where A × B is the size of the watermark.

These metrics are defined as follows:

where

where �x is average of x, �y is average of y, �2

x
 is vari-

ance of x, �2

y
 is variance of y, �xy is covariance of x and 

y ,  c
1
= (k

1
L)2, c

2
= (k2L)2, L = (28 − 1), k

1
= 0.01 and 

k
2
= 0.03 respectively.

4.1 � Imperceptibility analysis

Imperceptibility points out to the capability of a data hiding 
method that assures, no perceptible degradation occurs to 
cover image during the data embedding process respectively. 
Here, we examined the performance of the proposed method 
with the existing state-of-the-art algorithms of Tzu-Chuen 
et al. (2015), Yao et al. (2017), Lee and Huang (2013), Chi 
et al. (2018) and Tzu-Chuen et al. (2017) respectively. It is 
obvious from the obtained values of quality metrics, aver-
age PSNR value (48.65 dB), high SSIM value coupled with 
NCC value of approximate unity specify that proposed 
algorithm is capable of providing high-quality images for 
a payload of 262,144 bits respectively (Table 2). Table 3 
demonstrates the examination of the proposed algorithm 

(4)PSNR = 10 log
10

255
2

MSE

(5)

MSE =
1

M × N

M∑
x=1

N∑
y=1

(f (x, y) − f̂ (x, y))2

SSIM(x, y) =
(2𝜇x𝜇y + c

1
)(2𝜎xy + c

2
)

(𝜇2

x
+ 𝜇2

y
+ c

1
)(𝜎2

x
+ 𝜎2

y
+ c2)

(6)NCC =

∑M

x=1

∑N

y=1
f (x, y)f̂ (x, y)

�∑M

x=1

∑N

y=1
f (x, y)2

∑M

x=1

∑N

y=1
f̂ (x, y)2

(7)NAE =

∑M

x=1

∑N

y=1
∣ f (x, y) − f̂ (x, y) ∣

∑M

x=1

∑N

y=1
∣ f (x, y) ∣

(8)R =
Payload

M × N

(9)BER =

∑A

i=1

∑B

j=1
( sm(i, j)⊕ sm

�

(i, j) ) × 100

Count_of_embedded_bits
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with all other compared algorithms regarding the embed-
ding rate and PSNR value attained on test images exhib-
ited in Fig. 1 respectively. It is examined from the Table 3 
that the proposed algorithm gives a high embedding rate in 
encrypted domain with content authentication at receiver 
end while all other compared methods did not. Embedding 
capacity and PSNR value are reciprocal to each other, with 
the increase in embedding capacity there is an inherent loss 
of PSNR value respectively. Even then, the PSNR values 
obtained by the proposed approach are quite comparable to 

those obtained by compared methods. From the Table 3, it 
can be examined effectively that the proposed scheme gave 
maximum embedding rate for all test images with maintain-
ing a good visual quality of stego images respectively. For 
some test images, after data embedding phase, the proposed 
method successfully preserved original pixel values of the 
cover image which implied that cover image and stego image 
are identical to one another and yield a PSNR value ∞ dB 
(Fig. 3a).

Table 1   Execution of proposed method

Cover image (CI) = 

⎡⎢⎢⎢⎣

11 11 16 16

9 10 15 12

7 6 10 12

11 12 7 6

⎤⎥⎥⎥⎦
Each value Pu,v in CI where Pu,v ∈ (0… 255) is divided into two units xu,v, yu,v using Eq. (4) which are given as follows-

xu,v =

⎡⎢⎢⎢⎣

5 5 8 8

4 5 7 6

3 3 5 6

5 6 3 3

⎤⎥⎥⎥⎦ 
yu,v =

⎡⎢⎢⎢⎣

6 6 8 8

5 5 8 6

4 3 5 6

6 6 4 3

⎤⎥⎥⎥⎦

Secret message,wu,v (assumed) = 

⎡⎢⎢⎢⎣

0 1 2 3

4 5 6 7

1 2 3 4

5 6 7 3

⎤⎥⎥⎥⎦ , 
Reduced secret message,w

�

u,v
= wu,v − 2

k−1 =

⎡⎢⎢⎢⎣

−4 − 3 − 2 − 1

0 1 2 3

−3 − 2 − 1 0

1 2 3 − 1

⎤⎥⎥⎥⎦
Data embedding
Embed the reduced secret message w′

u,v
 into Pu,v (Algorithm [1]’s step:3) to produce x∗

u,v
, y∗

u,v
 as follows:

x∗
u,v

=

⎡⎢⎢⎢⎣

1 2 6 7

4 6 9 9

15 15 4 6

6 8 21 16

⎤⎥⎥⎥⎦ 
y∗
u,v

=

⎡⎢⎢⎢⎣

10 9 10 9

5 4 6 3

7 6 6 6

5 4 7 6

⎤⎥⎥⎥⎦
Data encryption
Encrypted x∗

u,v
 and y∗

u,v
 through Paillier cryptosystem (Paillier 1999) to produce Encr[x∗

u,v
] and Encr[y∗

u,v
] as follows:

Encrypted value presented by [ ] symbol

Encr[x∗
u,v
] =

⎡⎢⎢⎢⎣

[1] [2] [6] [7]

[4] [6] [9] [9]

[15] [15] [4] [6]

[6] [8] [21] [16]

⎤⎥⎥⎥⎦ 
Encr[y∗

u,v
] =

⎡⎢⎢⎢⎣

[10] [9] [10] [9]

[5] [4] [6] [3]

[7] [6] [6] [6]

[5] [4] [7] [6]

⎤⎥⎥⎥⎦
Data extraction
Firstly, Encr[x∗

u,v
] and Encr[y∗

u,v
] are decrypted through Paillier cryptosystem (Paillier 1999)

x∗
u,v

=

⎡⎢⎢⎢⎣

1 2 6 7

4 6 9 9

15 15 4 6

6 8 21 16

⎤⎥⎥⎥⎦ 
y∗
u,v

=

⎡⎢⎢⎢⎣

10 9 10 9

5 4 6 3

7 6 6 6

5 4 7 6

⎤⎥⎥⎥⎦
Reduced secret message is extracted through Algorithm [2]’s step:2.

Difference matrix(d
�

i
) = x∗

u,v
− y∗

u,v
=

⎡⎢⎢⎢⎣

−9 − 7 − 4 − 2

−1 2 3 6

8 9 − 2 0

1 4 14 10

⎤⎥⎥⎥⎦ 
Reduced secret message,w

�

u,v
=

⎡⎢⎢⎢⎣

−4 − 3 − 2 − 1

0 1 2 3

−3 − 2 − 1 0

1 2 3 − 1

⎤⎥⎥⎥⎦
Finally, secret message is extracted and cover image is reconstructed through Algorithm [2]

Secret message, wu,v =

⎡⎢⎢⎢⎣

0 1 2 3

4 5 6 7

1 2 3 4

5 6 7 3

⎤⎥⎥⎥⎦ Reconstructed cover image 

CI =

⎡⎢⎢⎢⎣

11 11 16 16

9 10 15 12

7 6 10 12

11 12 7 6

⎤⎥⎥⎥⎦
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It is noted from Fig. 3 that even at high payloads, the 
proposed method gave good quality stego image while 
compared methods did not because their decreased 

embedding rates can’t work at high payloads. The unpar-
alleled performance of the proposed method on all test 
images is ascribed to its capacity to deal with the low as 
well as high-intensity pixels which can arise the under-
flow and overflow issue during data embedding phase 
in compared methods. Some compared methods, simply 
avoid these pixels, or as it named them as non-embedda-
ble cases. Noted that, in natural images, the proportion 
of low-intensity pixels is extremely less as compared to 
medical images. So that, all the compared methods have 
good embedding rate in contrast with those achieved by 
them on medical images. The embedding rate of the pro-
posed strategy is most prominent than other compared 
methods and the visual quality of stego image produced 
by the proposed method is at standard with all the com-
pared methods (Fig. 4). The predominant performance of 
the proposed methodology on medical images is credited 
to its ability to deal with the low-intensity pixels, which 
can cause the underflow problem while embedding data 
into them. In the compared methods, they overlooked 
these low-intensity pixels, or at the end of the day name 
them as non-embeddable cases. Since, in medical images, 
the number of low-intensity pixels is exceptionally high, 
neglecting them causes loss of embedding rate. The pro-
posed method has not been suffering from underflow and 
overflow problem so that empowering it to embed and 
recover information precisely from low-intensity pixels 
too. This property makes our proposed method truly rea-
sonable for its utilization on medical images. In this man-
ner it very well may be inferred that, for medical images, 
the proposed method altogether beat all the compared 
methods in its ability to embed secret information and 
precisely recover it with maintaining the visual nature of 
stego images too.

4.2 � Security and robustness analysis

4.2.1 � Histogram analysis

Stego images attained through a specific data hiding 
method are generally exposed to histogram analysis by 
attackers to get a hint about what has been embedded in 
it. Generally, a steganalyst gets a hint about embedded 
information through a comparison of corresponding his-
tograms. A data hiding method is viewed as robust to this 
sort of attack if corresponding histograms are closely iden-
tical to each other. Figure 5 show histograms of different 
medical cover images and corresponding stego images. As 
is observed from the Fig. 5 that the proposed method is 
robust to this attack because corresponding histograms are 
closely identical to each other and their absolute difference 
is zero for almost all the intensity values.

Fig. 1   Test images

Fig. 2   Watermark

Table 2   Study of proposed method in terms of imperceptive param-
eters (payload=262,144 bits)

Test images Imperceptive parameters

PSNR (dB) SSIM NCC NAE

Med
1

45.67 0.9554 0.9998 0.0209
Med

2
50.87 0.9669 0.9999 0.0051

Med
3

49.25 0.9469 1.0000 0.0045
Med

4
49.36 0.9484 1.0000 0.0036

Med
5

48.19 0.9247 0.9999 0.0097
Med

6
44.90 0.9538 0.9998 0.0329

Med
7

48.31 0.9253 0.9998 0.0136
Med

8
52.67 0.9924 1.0000 0.0028
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4.2.2 � Authentication analysis

To evaluate the performance of the proposed method for its 
hidden message authentication, we subject stego image to 
well-known image processing attacks. As the secret message 
is embedded in the spatial domain so that the proposed algo-
rithm is fragile in nature. The authentication analysis is car-
ried out to calculate the degree of degradation in secret mes-
sage due to a predefined attack which has been calculated 
in terms of BER (bit error rate) respectively. For the hidden 
message authentication at the receiver end, we embedded 
a watermark inside the cover image. At the receiver end, 
the extracted watermark is compared with the original one, 
if both watermarks are not matched with each other, it is 
accepted that the stego image and the hidden message is 
not legitimate. To assess the performance of the proposed 
method for its embedded message authentication, we sub-
ject stego image to well-known image processing attacks on 
random test images with the embedding of the watermark 
(cameraman) of size (256 × 256) respectively. From the out-
comes for different attacks which are referenced in Table 4, 
it is obvious that our strategy is profoundly fragile to every 

one of the attacks completed on different stego images and 
is approved by the way that the recovered watermark in the 
majority of the cases is not recognizable, thus demonstrative 
that the stego image has been attacked during transmission. 
Bit error rate value is around (35–55)% which concluded 
that extracted secret message in all of the cases is not rec-
ognizable, hence this is indicated that stego image has been 
attacked during transmission. High bit error rates for test 
images, approve the way that the proposed method is pro-
foundly fragile, irrespective of the type of cover image.

4.3 � Reversibility analysis

At the receiver end, after extraction of the secret message, 
cover image is also reconstructed through stego image suc-
cessfully. Table 5 shows reversibility analysis of the pro-
posed method which consists of the original cover image, 
corresponding recovered image, difference image, and PSNR 
value between the original and reconstructed cover image in 
dB. From the outcomes which are referenced in Table 5, it 
is obvious that the difference image is perfectly black with 
each pixel intensity equivalent to zero and corresponding 

Fig. 3   a, b Graphs comparing PSNR value on different payload values obtained by the proposed and the compared methods



2922	 R. Bhardwaj 

1 3

PSNR value is ∞ dB thus demonstrative that the proposed 
scheme is purely reversible in nature. Similarly, all pixel val-
ues of the cover image are retrieved and finally, the extrac-
tion of secret message and reconstruction of the original 
cover image is not done successfully at the receiver end. 
So, it is to be concluded that stego image has been attacked 
during the transmission process. 

Theorem 1  The proposed method can not extract the secret 
message and reconstruct the original cover image at the 
receiver end successfully if stego image has been attacked 
during transmission.

Proof  Consider any pixel value (Pu,v = 2
k) in cover image 

(CI) which is divided into two units xu,v and yu,v as follows:

Fig. 3   (continued)
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To avoid image distortion caused by a large value of wu,v 
(EPI), it was further reduced by using (Tzu-Chuen et al. 
2015)’s method as follows:

After embedding w′

u,v
 into xu,v and yu,v , they will be changed 

into x∗
u,v

 and y∗
u,v

 as follows:

Assume noise ( � ) is introduced due to attack on stego image 
which has been taken place during transmission process. It 
is introduced into x∗

u,v
 and y∗

u,v
 as follows:

At receiver end, firstly compute d�

u,v
= x∗

u,v
− y∗

u,v
= 2w

�

u,v
+ �

⎧
⎪⎨⎪⎩

Pu,v = xu,v + yu,v

where xu,v = ⌊Pu,v

2
⌋ = 2

(k−1)

yu,v = Pu,v − xu,v = 2
(k−1)

{
w

�

u,v
= wu,v − 2

k−1

{
x∗
u,v

= 2
(k−1) + w

�

u,v

y∗
u,v

= 2
(k−1) − w

�

u,v

{
x∗
u,v

= 2
(k−1) + � + w

�

u,v

y∗
u,v

= 2
(k−1) − w

�

u,v

	�  ◻

Theorem 2  The proposed method is reversible in nature so 
that after extraction of the secret message, it reconstructs the 
original cover image at the receiver end successfully.

Proof  Consider any pixel value (Pu,v = 2
k) in cover image 

(CI) which is divided into two units xu,v and yu,v as follows:

So that, to avoid image distortion caused by a large value of 
wu,v (EPI), it was further reduced by using (Tzu-Chuen et al. 
2015)’s method as follows:

⎧
⎪⎪⎪⎪⎨⎪⎪⎪⎪⎩

Now d
�

i
∈ [(−2k − 1)… (2k − 1 − 2)]

d
�

u,v
% 2 ≠ 0

w
�

u,v
=

d
�

u,v
+1

2
=

2w
�

u,v
+�+1

2

wu,v = w
�

u,v
+ 2

k−1

=
2w

�

u,v
+�+1

2
+ 2

k−1 ≠ wu,v

zu,v = x∗
u,v

+ y∗
u,v

= 2
k−1 + � + 2

k−1 = 2
k + � ≠ Pu,v

⎧⎪⎨⎪⎩

Pu,v = xu,v + yu,v

where xu,v = ⌊Pu,v

2
⌋ = 2

(k−1)

yu,v = Pu,v − xu,v = 2
(k−1)

Fig. 4   Comparative study of proposed method
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Table 3   Comparative study of proposed method

Test images Parameters Method

Tzu-Chuen 
et al. (2015) 
(k = 3)

Yao et al. 
(2017) 
(k = 3)

Lee and 
Huang 
(2013)

Chi et al. 
(2018) 
(k = 3)

Tzu-Chuen 
et al. (2017) 
(k = 3)

Proposed 
algorithm 
(k = 1)

Proposed 
algorithm 
(k = 2)

Proposed 
algorithm 
(k = 3)

Lena Payload (bits) 786,432 819,155 562,388 786,432 786,432 262,144 524,288 786,432
Embedding 

rate (bpp)
1.50 1.56 1.07 1.50 1.50 1 2 3

PSNR of 
stego image 
(dB)

46.38 46.35 49.63 46.35 46.38 ∞ ∞ ∞

Baboon Payload (bits) 786,042 819,020 561,965 786,042 786,042 262,144 524,288 786,432
Embedding 

rate (bpp)
1.49 1.56 1.07 1.49 1.49 1 2 3

PSNR of 
stego image 
(dB)

46.36 46.37 49.63 46.38 46.38 77.76 63.96 54.56

Pepper Payload (bits) 777,474 818,266 562,113 777,474 777,474 262,144 524,288 786,432
Embedding 

rate (bpp)
1.48 1.56 1.07 1.48 1.48 1 2 3

PSNR of 
stego image 
(dB)

46.41 46.38 49.63 46.39 46.43 69.26 49.20 36.83

Goldhill Payload (bits) 786,432 819,260 562,349 786,432 786,432 262,144 524,288 786,432
Embedding 

rate (bpp)
1.50 1.56 1.07 1.50 1.50 1 2 3

PSNR of 
stego image 
(dB)

46.36 46.36 49.63 46.37 46.38 ∞ ∞ ∞

Sailboat Payload (bits) 786,348 819,042 562,019 786,348 786,348 262,144 524,288 786,432
Embedding 

rate (bpp)
1.49 1.56 1.07 1.49 1.49 1 2 3

PSNR of 
stego image 
(dB)

46.37 46.36 49.63 46.36 46.38 83.39 71.12 59.58

Barbara Payload (bits) 786,432 819,321 562,465 786,432 786,432 262,144 524,288 786,432
Embedding 

rate (bpp)
1.50 1.56 1.07 1.50 1.50 1 2 3

PSNR of 
stego image 
(dB)

46.37 46.35 49.63 46.37 46.38 ∞ ∞ 74.08

Med
1

Embedding 
capacity 
(bits)

394,863 412,320 283,172 394,863 394,863 262,144 524,288 786,432

Embedding 
rate (bpp)

0.75 0.79 0.54 0.75 0.75 1 2 3

PSNR of 
stego image 
(dB)

49.35 49.35 46.44 49.36 49.37 45.67 36.13 28.75

Med
2

Embedding 
capacity 
(bits)

637,011 679,816 466,982 637,011 637,011 262,144 524,288 786,432

Embedding 
rate (bpp)

1.22 1.30 0.89 1.22 1.22 1 2 3

PSNR of 
stego image 
(dB)

47.29 47.17 48.27 47.29 47.29 50.87 40.16 32.48
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Table 3   (continued)

Test images Parameters Method

Tzu-Chuen 
et al. (2015) 
(k = 3)

Yao et al. 
(2017) 
(k = 3)

Lee and 
Huang 
(2013)

Chi et al. 
(2018) 
(k = 3)

Tzu-Chuen 
et al. (2017) 
(k = 3)

Proposed 
algorithm 
(k = 1)

Proposed 
algorithm 
(k = 2)

Proposed 
algorithm 
(k = 3)

Med
3

Embedding 
capacity 
(bits)

615,084 640,863 439,633 615,084 615,084 262,144 524,288 786,432

Embedding 
rate (bpp)

1.17 1.22 0.83 1.17 1.17 1 2 3

PSNR of 
stego image 
(dB)

47.44 47.42 47.94 47.44 47.45 49.25 39.73 32.37

Med
4

Embedding 
capacity 
(bits)

619,116 644,666 442,530 619,116 619,116 262,144 524,288 786,432

Embedding 
rate (bpp)

1.18 1.23 0.84 1.18 1.18 1 2 3

PSNR of 
stego image 
(dB)

47.41 47.41 47.97 47.41 47.41 49.36 39.83 32.48

Med
5

Embedding 
capacity 
(bits)

527,349 608,914 422,548 527,349 527,349 262,144 524,288 786,432

Embedding 
rate (bpp)

1.00 1.16 0.80 1.00 1.00 1 2 3

PSNR of 
stego image 
(dB)

48.11 47.66 47.75 48.11 48.12 48.19 36.85 28.00

Med
6

Embedding 
capacity 
(bits)

276,678 292,414 198,637 276,678 276,678 262,144 524,288 786,432

Embedding 
rate (bpp)

0.53 0.56 0.37 0.53 0.53 1 2 3

PSNR of 
stego image 
(dB)

50.90 50.83 45.81 50.90 50.93 44.90 35.32 27.86

Med
7

Embedding 
capacity 
(bits)

545,532 611,734 422,931 545,532 545,532 262,144 524,288 786,432

Embedding 
rate (bpp)

1.04 1.17 0.80 1.04 1.04 1 2 3

PSNR of 
stego image 
(dB)

47.95 47.63 47.75 47.96 47.96 48.31 37.36 28.07

Med
8

Embedding 
capacity 
(bits)

675,663 767,346 542,176 675,663 675,663 262,144 524,288 786,432

Embedding 
rate (bpp)

1.29 1.46 1.03 1.29 1.29 1 2 3

PSNR of 
stego image 
(dB)

47.02 46.66 49.31 47.02 47.04 52.67 39.44 28.05
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Fig. 5   a Histogram of cover images, b Histogram of corresponding stego images
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After embedding w′

u,v
 into xu,v and yu,v , they will be changed 

into x∗
u,v

 and y∗
u,v

 as follows:

{
w

�

u,v
= wu,v − 2

k−1

{
x∗
u,v

= 2
(k−1) + w

�

u,v

y∗
u,v

= 2
(k−1) − w

�

u,v

At receiver end extract the secret message wu,v and recon-
struct cover image (CI) as follows:

Firstly, compute d�

u,v
= x∗

u,v
− y∗

u,v
= 2w

�

u,v
 as follows:

Table 4   Authentication analysis Attacks Med1 Med3 Med4 Med6 Average BER(%)

Reflection 42.09

Salt & Pepper noise 55.64

Median Filtering 35.16

Sharpening 40.47

Table 6   Computational complexity comparison of proposed method

Test images Parameters Method

 Tzu-Chuen 
et al. (2015)

 Yao et al. 
(2017)

 Lee and 
Huang (2013)

 Chi et al. 
(2018)

 Tzu-Chuen 
et al. (2017)

Proposed algorithm

Med
1

Embedding rate (bpp) 0.75 0.79 0.54 0.75 0.75 1.00
Execution time (s) 2.03 1.89 7.20 3.30 1.26 3.25 ×103

Med
2

Embedding rate (bpp) 1.22 1.30 0.89 1.22 1.22 1.00
Execution time (s) 2.72 2.25 9.90 5.80 1.75 1.64 ×103

Med
3

Embedding rate (bpp) 1.17 1.22 0.83 1.17 1.17 1.00
Execution time (s) 2.87 2.20 9.57 4.52 1.83 1.18 ×103

Med
4

Embedding rate (bpp) 1.18 1.23 0.84 1.18 1.18 1.00
Execution time (s) 2.62 2.14 9.76 4.55 1.50 1.34 ×103

Med
5

Embedding rate (bpp) 1.00 1.16 0.80 1.00 1.00 1.00
Execution time (s) 2.40 2.12 9.36 4.10 1.58 1.48 ×103

Med
6

Embedding rate (bpp) 0.53 0.56 0.37 0.53 0.53 1.00
Execution time (s) 1.63 1.51 5.75 2.73 1.04 3.74 ×103

Med
7

Embedding rate (bpp) 1.04 1.17 0.80 1.04 1.04 1.00
Execution time (s) 2.49 2.06 9.35 4.18 1.49 1.80 ×103

Med
8

Embedding rate (bpp) 1.29 1.46 1.03 1.29 1.29 1.00
Execution time (s) 2.77 2.35 11.41 4.74 1.68 3.77 ×102
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4.4 � Computational complexity

The time complexity is computed when proposed method 
and compared methods are run on a laptop with Intel 
i5@2.40 GHz CPU and 8 GB RAM. As shown in Table 6, 
execution time of proposed method is more as compared to 
the methods of Tzu-Chuen et al. (2015), Yao et al. (2017), 
Lee and Huang (2013), Chi et al. (2018), Tzu-Chuen et al. 
(2017) for test medical images but the embedding rate of 
the proposed strategy is most prominent than other com-
pared methods and the visual quality of stego image pro-
duced by the proposed method is at standard with all the 
compared methods (Fig. 3).

5 � Conclusion

In this work, an enhanced reversible data hiding method 
in the encrypted domain has been implemented and tests 
against well-known image processing attacks also. The 
proposed algorithm has not been suffering from underflow 

⎧⎪⎪⎪⎨⎪⎪⎪⎩

Now d
�

u,v
∈ [−2k …(2k − 2)]

d
�

u,v
% 2 = 0

w
�

u,v
=

d
�

u,v

2
= w

�

u,v

wu,v = w
�

u,v
+ 2

k−1 = wu,v

zu,v = x∗
u,v

+ y∗
u,v

= 2
k−1 + 2

k−1 = 2
k = Pu,v

and overflow problem and altogether beat all the compared 
methods with yielded an embedding rate of three bits per 
pixel ( k = 3 ) for medical images respectively. In future, 
the focus will be on improving the robustness of the pro-
posed method because it has been carried out in the spa-
tial domain so that not robust to various image processing 
attacks.
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