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Abstract
The habit of using mobile devices increasing constantly, Considerably MANETs as the nodes are mobile, Trust management 
can help to improve the security in routing that guaranteed QoS provisioning in MANETs to achieve better deterministic 
behavior and appropriately the networks delivered the information in a better way and it can be well gain to exploit the net-
work resources. Trust Calculation solves the problem of providing corresponding access control based on judging the quality 
of Sensor Nodes and their services and to analyze the route and alternate to route for efficient data transmission. This paper 
deals with the efficient approach based on multi-hop and relay dependent communication for enhancing the security. The 
improvement of QoS is based on Random Repeat Trust Computational Approach obtain a various trust evaluation Stages 
by estimating the direct and indirect trust degree to avoid the incorrect trust derivation problem and later than update the 
node trust of routing table as detection of malicious node subsequent to attain the trusted QoS routing of data transmission. 
Then it investigates the node location and distances among the nodes for data transmission to verify the false injection. To 
evaluate the trustworthy paths and nodes using to design and develop a trust based QoS routing integrated by Random Repeat 
Trust Computational Approach to improve QoS. Simulation results show that the progressing QOS and distrust worthy node 
detection of the proposed system more than 30% when compared to the existing system.
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1  Introduction

In a MANET, nodes within one another’s wireless trans-
mission range can communicate directly; however, nodes 
outside one another’s range have to rely on some other 
nodes to relay messages. Thus, a multi-hop scenario occurs, 
where several intermediate hosts relay the packets sent by 
the source host to make them reach the destination node. 
MANET is one that comes together as needed, not necessar-
ily with any support from the existing infrastructure or any 
other kind of fixed stations. This statement can be formal-
ized by defining an ad hoc network as an autonomous system 
of mobile hosts (MHs) (also serving as routers) connected by 
wireless links, the union of which forms a communication 

network modeled in the form of an arbitrary communica-
tion graph. This is in contrast to the well-known single hop 
cellular network model that supports the needs of wireless 
communication by installing base stations (BSs) as access 
points. In these cellular networks, communications between 
two mobile nodes completely rely on the wired backbone 
and the fixed (BSs). In a MANET, no such infrastructure 
exists and the network topology may dynamically change 
in an unpredictable manner since nodes are free to move.

As shown in Fig. 1 for the mode of operation, ad hoc 
networks are basically peer-to peer multi-hop mobile wire-
less networks where information packets are transmitted in 
a “store-and-forward” manner from a source to an arbitrary 
destination, via intermediate nodes. As the MHs move, the 
resulting change in network topology must be made known 
to the other nodes so that outdated topology information can 
be either updated or removed. For example, MH2 in Fig. 1 
changes its point of attachment from MH3 to MH4; other 
nodes in the network should now use this new route to for-
ward packets to MH2. In wireless multi-hop networks, the 
nodes can be capable of communicating each other with the 
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use of wireless channels and there is no need of any general 
framework or centralized control. Nodes may assist with one 
another through relaying or forwarding each others’ packets, 
probably relating several transitional relay nodes. This ena-
bles nodes which cannot hear each other openly to converse 
over transitional relays devoid of escalating communication 
power. Therefore, this type of multi-hop relaying is a very 
challenging solution for increasing the throughput and offer-
ing coverage for a huge physical part. With the utilization 
of some intermediate nodes, the sender can decrease the 
power of transmission consequently limiting the effects of 
interference and by enabling the spatial reuse of frequency 
bands. Also, software defined network is an efficient one for 
enhancing trust based security and maintaining QoS.

1.1 � Trust management

The concept of “Trust” originally derives from social sci-
ences and is defined as the degree of subjective belief about 
the behaviors of a particular entity. The term “Trust Manage-
ment” and identified it as a separate component of security 
services in networks and clarified that “Trust management 
provides a unified approach for specifying and interpreting 
security policies, credentials, and relationships.” Trust man-
agement in MANETs is needed when participating nodes, 
without any previous interactions, desire to establish.

Common level of trust relationships was acceptable with 
a network along with all nodes. Examples structured be an 
initial trust bootstrapping, eliminate predefined trust to com-
bination operation, and another party generated a certificates 
for authentication whenever the links are down or make cer-
tain safety earlier than entering a new zone.

A trust management system consists of trust computa-
tion, trust propagation, trust aggregation, trust prediction 
and trust applications.

Trust computation Trust is calculated by the node, its 
neighbor or third party. A node computes its own trust score 
based on services, neighboring nodes compute trust based on 
recommendation or feedback system and a trusted third party 
computes the trust based on experiences, recommendations 

and knowledge gained from other network nodes. A node’s 
own experiences and its feedback about target node is a one 
6 to one direct computation mechanism for trust computa-
tion whereas gaining knowledge from other nodes is an indi-
rect computation mechanism. A hybrid mechanism includes 
both direct and indirect computations.

Trust propagation In a connected network, every node 
requires trust value of other nodes. In trust computational 
techniques, re-computation of trust by every node about 
the target node consumes enough resources. MANETs are 
resource constrained network which do not have fixed infra-
structure. Thus, re-computational trust techniques causes 
overhead in such networks. Trust propagation methods 
reduce this overhead by propagating the trust value to other 
nodes instead of calculating trust value at each node. Com-
puted trust value is propagated to other nodes based on the 
recommendations of neighboring nodes.

Trust aggregation Trust of a target node can be propagated 
to requester node through multiple paths with different values 
due to the presence of dishonest intermediate nodes. Hence, 
a mechanism is required to estimate the correct value of 
trust at requested node. Trust aggregation mechanism helps 
in evaluating the correct trust value. The mechanisms for 
trust aggregation are based on dedicated paths, shortest dis-
tance between source and destination, highly trusted nodes 
in path of trust propagation, trust tables, probability etc. It is 
necessary that node should have the sufficient resources for 
handling the computational complexity of trust aggregation.

Trust prediction Trust prediction mechanism helps in 
computing the trust of those nodes whose trust score is 
unknown or there is discrepancy in claimed and actual trust 
scores. If trust of some node is unknown then its past experi-
ences are counted for trust computation.

Trust applications There are various applications of trust. 
Routing mechanism and network security are major domains 
of trust application in MANET. Trust in routing mechanism 
helps in identifying, selecting and handoff the most reliable 
path of honest and efficient nodes. In network security, trust 
score helps in managing the access control, right manage-
ment, authorization etc.

2 � Related work

Jhaveri et al. (2017) proposed a composite trust metric based 
on the concept of social trust and quality-of-service (QoS) 
trust. Adhoc on-demand distance vector (AODV) routing 
protocol is extended then it raised trust based model fused 
together to the attack-pattern discovery mechanism, Make 
effort to diminish the adversaries craving to carry out dis-
tinct types of packet-forwarding misbehaviors. Sun et al. 
(2006) analyzed to assess trust and model trust propaga-
tion in ad hoc networks. Basic trust has four axioms and 

Fig. 1   Mobile adhoc network (MANET)
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acquires some rules for trust propagation. These axioms 
being two trust models such as one is entropy-based model 
and another one is probability-based model, both can suit 
all the axioms. Shaikh et al. (2006) proposed a novel light-
weight group based trust management scheme (GTMS) for 
distributed wireless sensor networks in which the whole 
group will get a single trust value. Instead of using com-
pletely centralized or distributed trust management schemes, 
GTMS uses hybrid trust management approach that helps in 
keeping minimum resource utilization at the sensor nodes. 
Momani et al. (2007) analyzed the state of the art trust-based 
systems in Wireless Sensor Networks (WSN); it highlights 
the difference between Mobile ad hoc networks (MANET) 
and WSN and based on this observed difference (monitoring 
events and reporting data) a new trust model is introduced, 
which takes sensor reliability as a component of trust. A 
new definition of trust is created based on the newly intro-
duced component of trust (sensor data) and an extension 
of node misbehavior classification is also presented based 
on this new trust component. Liu et al. (2004) analyzed a 
trust model in MANET initially each node is assigned a 
trust level. Then we use several approaches to dynamically 
update trust levels by using reports from threat detection 
tools, such as Intrusion Detection Systems (IDSs), located 
on all nodes in the network. The nodes neighboring to a node 
exhibiting suspicious behavior initiate trust reports. These 
trust reports are propagated through the network using one 
of our proposed methods. Reddy and Selmic (2011) pro-
posed approach uses an agent-based collaborative concept 
to ensure the trust in the successive node in the path. The 
proposed agent-based framework uses reputation of neigh-
boring nodes as part of trust calculation in its successive 
node. The simulations were presented to calculate the trust 
of a node. Li et al. (2011) proposed an Automated Trust 
Management (ATM) system is described for MANETs that 
uses a support vector machine classifier to detect malicious 
MANET nodes. The ATM scheme is resilient to attempts 
by a malicious MANET node to hide its nature by varying 
its misbehavior patterns over time. Govindan and Mohapa-
tra (2012) analyzing the trust level of a node has a positive 
influence on the confidence with which an entity conducts 
transactions with that node. Various works on trust dynamics 
including trust propagation, prediction and aggregation algo-
rithms, the influence of network dynamics on trust dynam-
ics and the impact of trust on security services. England 
et al. (2012) analyzed to build trust relationship depends on 
some factor-context, behavior and experiences. It is more 
challenging to calculate accurately. So optimization can be 
accomplished by considering those context-aware metrics 
which measure MANET performance. Context-aware met-
rics could include mobility awareness, energy awareness, 
power awareness, availability, contention awareness, and 
congestion awareness. Including such metrics in the invented 

protocols should help to improve MANET performance. 
Aravindh et al. (2013) analyzed the trust management for 
the packet forwarding with a trust values it maintaining a 
trust counter values for all nodes when the trust counter 
value low it marked as intermediate node to as malicious 
then it increases the performance level as best. Sharma and 
Kumar (2013) analyzed the trust relationship along with the 
nodes work together to a wireless environment. Thus the 
trust framework is used to identifying malicious behavior 
of nodes in MANETs. Bijon et al. (2014) proposed a novel 
multi-hop recommendation based trust management scheme 
(TRUISM). We adapt famous Dempster–Shafer theory that 
can efficiently combine recommendations from multiple 
devices being there an unreliable and malicious recom-
mendations. TRUISM offers a flexible behavioral model 
for trust computation afterward the node be able to prior-
itize approval based on its requirements. Rajesh and Mohan 
Kumar (2014) proposed work is formulated based on the 
application context to determine the trust-level in geographic 
routing protocol. The proposed trust is fully distributed and 
application context dependent and dynamic in nature. The 
proposed multi-level trust model is integrated with Position 
based Opportunistic Routing (POR) Protocol that selects the 
trusted next hop in the routing path. Vijayan and Jeyanthi 
(2015) proposed this trust scheme includes energy spent by 
a node; number of packet forwarded parameters in neighbor 
observation and recommendation trust evaluation. A most 
trustworthy node will act as certificate issuer. Certificates 
are required by highly trusted nodes for packet transmis-
sion. Misbehaved nodes are discovered and quarantined from 
routing packets. This scheme can be probable solution in 
crucial times of natural disaster, manmade disaster, military 
applications etc. Jhaveri et al. (2017) proposed a heuristic 
approach, referred to as sequence number based bait detec-
tion scheme, which attempts to isolate malevolent nodes dur-
ing route discovery process. The mechanism is incorporated 
with Adhoc on-demand distance vector routing protocol. 
Alnumay et al. (2019) analyzed a novel quantitative trust 
model for an IoT-MANET. The trust models come together 
both direct and indirect trust opinion with the purpose of 
calculate the final trust value for a node. Xia et al. (2013) 
proposed a novel on-demand trust-based unicast routing pro-
tocol for MANETs, termed as Trust-based Source Routing 
protocol (TSR), provides a flexible and feasible approach to 
choose the shortest route for packet transmission got a better 
security requirement. Chen et al. (2013) proposed a dynamic 
trust management protocol for secure routing optimization in 
DTN environments in the presence of well-behaved, selfish 
and malicious nodes. We develop a novel model-based meth-
odology for the analysis of our trust protocol and validate 
it via extensive simulation. Moreover, we address dynamic 
trust management, i.e., determining and applying the best 
operational settings at runtime in response to dynamically 

RETRACTED A
RTIC

LE



4084	 V. Nivedita, N. Nandhagopal 

1 3

changing network conditions to minimize trust bias and to 
maximize the routing application performance. Wang and 
Wang (2014) proposes the improved protocol. The improved 
protocol can not only prolong nodes’ life expectancy, but 
also increase the credibility of information transmission and 
reduce the packet loss. AlFarraj et al. (2018) proposed a 
trust-aware secure routing framework (TSRF) with the char-
acteristics of lightweight and high ability to resist various 
attack.

3 � Proposed work

Problem statement Mobile ad hoc network is a form of 
dynamic with heavy attack on the networking system that 
is bigger challenging issue for better performance, so that 
point to encourage to work in the field of quality control 
under routing in this paper we design a system for mini-
mization congestion and increasing quality of service of 
the network.

In this proposed trust management methodology in 
RRTC approach, to increasing the trust evaluation scheme 
and improving the level of security in mobile adhoc net-
work using random repeat trust.

Figure 2 shows that the proposed methodology, the nodes 
are created by the network using node-ID, mobility speed. 
Afterwards it configured by the data transmission to inves-
tigating the energy evaluation between the nodes while at 
energy trust measures. To promote the proposed approach of 
Random Repeat Trust Approach is applied to developed with 
direct and indirect trust computation to evaluate trust value 
for each node by examining node behaviour and by getting 
trust value from the neighbour node assessment to detect 
the malicious attack towards update the routing table and 
also routing optimized based on trust based QoS Routing. 
In that case performance analysis carries out for Better QoS 
metrics like PDR, Delay, Routing Overhead and detection 
ratio (Table 1).

3.1 � Energy trust evaluation between the nodes

Headed for complete the evaluation of energy trust on the 
performance node itself. So far establishing the energy fac-
tor, it can used to efficiently evade the low aggressiveness of 
nodes take part in network operation. As soon as the energy 
consumption node is lessened than a definite energy thresh-
old EThres , to pursue the network life span duration based on 
the simple basic operation of node in addition to adjust the 
energy consumption between nodes. The energy trust evalua-
tion between the nodes is defined as

where ER corresponds to the node residual energy and EThres 
corresponds to the energy threshold.

3.2 � Process for random repeat trust computation 
approach

The process for random repeat trust computation approach 
(RRTC) will be shown in the Fig. 3. The Computation of Node 
Trust Degree equation clarified by

Ti,j (t) = average trust degree
W1, W2 = weight of the node
Td i,j (t) = Direct trust
T r i,j (t) = Indirect trust

3.2.1 � Computation of node trust degree (direct 
and indirect degree)

In MANET, vastly restraint the nodes into requisites 
the computational power, energy, memory and band-
width, accordingly the design of security components for 
MANET is a challenging one. So for the direct and indirect 
degree for trust value of nodes is computing as:

(1)Tej(t) =

{
0, if ER < EThres

1, else

Fig. 2   Flow of trust management in RRTC approach within MANET

Table 1   Simulation parameters

Parameter Meaning Value

Area Rectangular field 1500 × 1500 m2

N Number of nodes 100
S Max mobile speed 30 m/s
R Transmission radius 300 m
P Data payload size 500 bytes/pack
W1 Weighting factor Ti jd(t) 0.8
W2 Weighting factor Ti jr(t) 0.6
µ Weighting factor node trust 0.6
Δt Time interval of trust update 0.3 s
T Simulation time 700 s
M Number of malicious nodes 1–20
γ Threshold of trust degree value 0.8
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In Eq. (2) denotes the Td
i,j
(t) is “direct trust degree” based 

on direct observations and Tr
i,j
(t) is “indirect trust degree” 

based on recommendations (neighbor node) of node i 
toward node j in X at time (t) respectively and W1 and W2 
is the weight of the node [0, 1] is a parameter to weigh node 
i’s own direct trust assessment toward node j. Every trust 
property X has its own specific W1 and W2 value under 
which subjective Ti,j(t) obtained is accurate, i.e., close to 
actual status of node j in X at time t. Trust update is trig-
gered by encounter events. Upon each encounter event, 
node i obtains either direct observations toward j (if node 
i encounters node j) or indirect recommendations towards 
node j (if node I encounters node m,m ≠ j)

The computation of node trust degree is given by:

where PTd
i,j
(t)l−1 represents the direct trust value of node j for 

node i based on node j`s past well-behaved behavior, while 
NTr

i,j
(t)l−1 is the indirect value of node j for node i based on 

node j’s past malicious behavior. �1 and �2 correspond to the 
exponential decay time factor of the positive and negative 
assessment, respectively. The ids(i, j)l denotes the assessment 
for current behavior of device j by utilizing intrusion detec-
tion systems. The (i, j) is given by

where P and N represent the positive and negative assess-
ment for device j’s behavior, respectively. These parameters 
should follow the rule that good reputation is more difficult 
to gain than the bad one. The value of (*) should be set to 
zero if the judgment for nodes’ behavior is not absolutely 
sure.

(2)Ti,j(t) = W1T
d
i,j
(t) +W2T

r
i,j
(t)

(3)Ti,j(t)
l = �1PT

d
i,j
(t)l−1 + �2NT

r
i,j
(t)l−1 + ids(i, j)l

(4)ids(i, j) =

⎧⎪⎨⎪⎩

P, for 0 < P < 1

0, for uncertain

N, for − 1 < N < 0

In order to deal with on–off attacks, we introduce an 
adaptive exponential decay time factor α, which can be 
shown as below:

where tc stands for the current time and td represents the 
time when the last interaction happens. According to the 
above equations, the trust value will decrease with the elapse 
of the time. When � → 0 , it means that the results of recent 
interactions are much more important than those of older 
ones. The weight factors should depend on the context. An 
on–off attacker can behave well and badly alternatively to 
gain a relatively high reputation. In this case, we can set a 
low value of α for well-behaved records of nodes and set a 
high value for malicious records. This mechanism implies 
that the malicious behavior will be remembered for a longer 
time than the well-behaved behavior. As a result, the on–off 
attacker is difficult to build a good reputation which requires 
a long-time interaction and consistent well-behaved behavior 
of nodes. Then the following represents the indirect trust 
evaluation process:

In this model, we employ the trust chain to evaluate the indi-
rect trust of sensor nodes.Td

i,j
(t)l stands for the direct trust value 

of node k for node i. Tr
i,j
(t)l represents the indirect trust value of 

node j for node k that provides the recommendation data. To 
deal with the bad mouthing attack and collusion attack, we pro-
pose an inconsistency check scheme, which is given by

As previously mentioned, the collected recommendations 
may include false data provided by bad mouthing attackers 
and collusion attackers. For each recommendation, our trust 
computation model uses a threshold ε to determine whether 
the data is suspicious. If |||T(i, j)

l − ic(i, j)l
||| > 𝜀, the recom-

mendation data will be discarded. In this case, if a malicious 
node that is incorrectly included in the trusted set of devices 
provides false data, it can be quickly detected as its false 
recommendation may have a significant difference (higher 
or lower) from true ones.

3.2.2 � Update the node trust

In MANET the trust based model has decay over the 
time period for the reason as without further updates or 

(5)� =

{
�1 = e−�1∗(tc−td), for PTd

i,j
(t)l−1

�2 = e−�2∗(tc−td), for NTr
i,j
(t)l−1

(6)
n∑

(k∈i,j)

Ti,j(t)
l =

n∑
(k∈i,j)

Td
i,j
(t)l ∗ Tr

i,j
(t)l

(7)ic(i, j)l =

∑n

(k∈(i,j)
Td
i,j
(t)l ∗ Tr

i,j
(t)l + T(i, j)l

∑n

(k∈(i,j)
Td
i,j
(t)l + 1

Fig. 3   Process for random repeat trust computation approach (RRTC)
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continuous interactions between nodes. This includes cases 
such as breakage of links to a node, causing disconnection 
from the current group, voluntary disconnection (for saving 
power) or involuntary disconnection (due to physical terrain 
or low energy). During the routing process, the sender is 
estimated the trust value for its neighbor node`s by observ-
ing activities together to forwarding the packets to that 
neighbors behavior and QoS parameters. In our proposed 
trust based model, estimate the historical trust constantly 
later than particular time temporarily update the trust node 
Therefore it can easily identify the nodes act as a maliciously 
and then update secure routes towards destinations by updat-
ing the routing table.

Figure 4 shows that the update of node trusts process 
in routing table. Then the overall neighbor trust value is 
derived based on the following equation:

 
In Eq. (8), CFR is the relation of node forwarded the 

control packets correctly towards the entire number of 
control packets supposed to be forwarded, and DFR is the 
relation of entire number of data packets forwarded cor-
rectly by a node adjacent to entire number of data pack-
ets supposed to be forwarded. W1, W2, W3, W4 and W5 
are the weights where 0 ≤ W1W2W3W4W5W6 ≤ 1 and 
W1 +W2 +W3 +W4 +W5 +W6 = 1. the values for the 
weights are purely determined by the observed way. At the 
same time, they are firmed by MANET application and 
QoS parameters with the aim of a user would give higher 
priority. Meanwhile, according to the activities of neighbor 
nodes, trust value changed over the time. The trust_threshold 

(8)

NeighborT = W1CFR +W2DFR +W3ResidualEnergy

+W4LinkQuality +W5ChannelQuality

discriminated the malicious nodes from benign ones. In 
Fig. 4 illustrates the trust update belongs to the nodes hav-
ing poor quality and false behavior are marked as malicious 
then the routing table is updated with the most recent routing 
information endlessly with the intention of put together best 
possible and protected (Secure) paths.

3.2.3 � Trust based QoS routing

QoS trust is the potential node of the communication net-
work delivered the messages or data to the destination 
exactly. The trust level of QoS is measured by the nodes 
of energies. QoS trust energy of a node to act upon pre-
processing and the basic routing function. The QoS trust 
connectivity is the ability of a node to communicate with 
other nodes due to its movement patterns. So far it relates 
to the trust based QoS routing as belongs to “Threshold”, 
“Direct Trust Degree” and “Indirect Trust Degree”. Earlier 
than data transmission begins, the initial source node deter-
mines the doorway of the final destination node in its routing 
table. Condition of a way in exists, the data launched to the 
destination node in the course of a trusted hop. If not, the 
initial node starts the route discovery process by streaming 
(RREQ) route request packets to determine a route to the 
destination node into the network.

For the period of routing process, if an in-between (inter-
mediate) node spotted a distrusted node (spotted as mali-
cious node during the update the node trust process) in its 
routing table next hop determined like destination node. 
Subsequent to the entry of précised node is removed. The 
route discovery process prompted the intermediate node to 
identify trusted another next hop of a node.

In Fig.  5 shows that the trust based QoS routing in 
MANET for optimized routing to the proposed approach 
of Random Repeat Trust Computation Approach (RRTC) 
route setup process pursues the trust based QoS routing. 
Soon after the final node is found, the sender node regained 
its route reply (RREP) via trusted hops. If the initial node 
is regained more than one RREP than the route surrounded 
by the highest destination sequence number is elected and 
the final node formed a trusted node furthermore salvage in 
the routing table for routing. Eventually, the final node gets 
the data via trust based QoS routing using Random Repeat 
Trust Approach. Incase no routes are found, all the process-
ing steps will repeat until attain the trusted routing of data 
transmission.

3.2.3.1  Route discovery  The original RREQ messages added 
three new fields that are reverse path trust, required path trust, 
and malicious node address. Beginning value is 1for the 
reverse path trust. The node merges with the multicast group 
other than invalid route to broadcast the RREQ message. The 
RREQ message comes to the reply node its makes the reverse 

oNseY

oNseY

Verify each neighbor table entry 

Calculate 

If the 

Verify each entry in routing table Node is malicious 

Mark malicious node in neighbor 
table 

If next hop is marked 
as malicious node  

Discard node entry in routing table 

Perform route handoff 

Start 

Fig. 4   Update the node trust in routing table
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path. The upstream node indicates the closes node of the 
required one. In contrast, it is a downstream node indicates 
closes node of the reply. The node accepted message work out 
the trust value for sending or forwarding message node. This 
relevant node trust value will be used to compare with the path 
trust value, and the reverse path value will be updated to the 
smaller one. However, if the node trust value is smaller than 
the required path trust, the RREQ message will not be for-
warded further.

One new field (i.e., average trust value, AVGTV) is added to 
the original RREP messages. Assume that a selected routing 
path contains n nodes, and then the average trust value can be 
calculated using the following equation:

Tvalue is the trust value of any node on the path. The multicast 
group member who has received the RREQ message will 
reply with the RREP to the source node. The forwarding 
route is built when the source node receives the message. 
When there is more than one path from the source node to 
the destination node, the source node should activate one of 
them. The traditional MAODV protocol stipulates that the 
shortest one is selected as a priority. Then the trust factor is 
the most important. So the destination node will choose a 
path that has the greatest average trust value to send a data 
message. The path that has received the message is acti-
vated, and any node that has not received the message will 
delete the path of its cache.

(9)AVGTV =

∑n

k=1
Tvalue

n

ALGORITHM FOR ROUTE DISCOVERY

Send RREQ ( )

Mobilize RREQ packet with the required fields

Transmit RREQ packet to find the route destination.

Receive RREQ ( ) 

If (receive RREQ is malicious) then

Discard the RREQ

Else

If (new or updated trust route) then

Update the routing table based on initial node 

Built or update reverse route headed for initial node

End if

If (update the node trust basis on final or intermediate 
node by way of fresher route) then

Send RREP ( )

Else

File the trusted node from the received RREQ 

Update the node trust RREQ before transmit

Retransmit the RREQ packet

End if

End if

Send RREP ( )

If (sending node same as final node) then

Increase the trusted route

End if 

Mobilize RREP packet with the trust node

Retransmit the RREP packet on the reverse route 
headed the initial

Receive RREP ( ) 

File the trusted node from the received RREP

Inject the corresponding trusted value

If (Neighbor sending RREP is marked as distrusted) 
then 

Discard the RREP

Else

If (new or updated trust route) then

Updating the routing table entry for final node

End if

If (receiving node same as initial node) then

Discard the RREP

Date sent through the forward route is fresher and 
next hop is trusted.

Else

Forward RREP packet will be reverse headed for 
initial

End if

End if 

Fig. 5   Steps to be followed in trust based QoS routing in MANET
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3.2.3.2  Route maintenance  Each multicast group mem-
ber maintains a routing table. All the malicious node 
addresses in an array and place the array in a multicast 
routing table. After the group is set up and the data is 
being transmitted, the upstream node can monitor the for-
ward behaviors of the downstream node. If the downstream 
node is detected as a malicious node, the upstream node 
will unicast an RREQ message with this malicious node 
address to the group leader. The group leader receives the 
message and replies with an RREP message to that node. 
Then the group leader broadcasts a group hello message 
with the malicious node address to the entire network. A 
node that receives the message will record the malicious 
address in its routing table. All multicast group members 
will disconnect from this malicious node and rediscover 
another route to the multicast group. The malicious node 
cannot be a group member until it recovers from the mul-
ticast routing table. It will recover from the routing table 
after V_Threshold_time, and its trust value will be set to 
0.5.

ALGORITHM FOR ROUTE MAINTENANCE

If (link is broken) then

If (route is active and the final is within max hop 
limit) then

Initiate local route repairing

Else

Carry out required updates in routing table

Notify upstream nodes about the broken link by 
sending RERR containing unreachable destinations  

End if

End if

If (RERR is received) then

Carry out required updates in the routing table 

If (receiving node same as initial node) then

Re-initiate route discovery process

Else if (route is active and the final is within max hop 
limit) then

Initiated the trust route recovery belongs to 
V_Threshold_time

Else

Retransmit the RERR packet

End if

End if

4 � Experimental analysis and discussion

The performance analysis using the NS-2 simulator to eval-
uate the proposed performance of Random Repeat Trust 
Computation Approach (RRTC) under different scenarios. 
The analysis of existing approach is appraised in terms of 
packet delivery ratio, Delay, Routing overhead and detec-
tion ratio.

It has four metrics to evaluate the performance of 
this trust based QoS routing whish has to be analyses as 
explained as follows:

1.	 Packet delivery ratio The part of the data packets deliv-
ered to destination nodes to those sent by source nodes.

2.	 Average end to end latency The average time taken for 
the data packets from sources to destinations, together 
with buffer delays for the duration of a route discov-
ery, queuing delays at interface queues, retransmission 
delays at MAC layer and propagation time.

3.	 Routing packet overhead The ratio of the number of con-
trol packets (including route request/reply/update/error 
packets) to the number of data packets.

4.	 Detection ratio The ratio of the number of nodes whose 
behavior (malicious or benevolent) is identified correctly 
to the actual number of such nodes in the network.

4.1 � Show analysis 1: diverse node speeds

In this first analysis, comparing the proposed methodology 
Random Repeat Trust Computation (RRTC) Approach with 
existing methodology of TSR and ETRS-PD through the 
nodes varies from 0 to 30 m/s at maximum node.

Figure 6 shows that the delivery ratios of TSR and ETRS-
PD drop noticeable as nodes speed up decrease gently while 
comparing to the delivery ratio of proposed methodology 

Fig. 6   Maximum speed vs. packet delivery ratio

RETRACTED A
RTIC

LE



4089Improving QoS and efficient multi‑hop and relay based communication frame work against attacker…

1 3

RRTC. The differences become more apparent at higher 
speeds. RRTC has higher delivery ratios than existing meth-
odology because the former obtains the node’s prediction 
trust which elevates the probability of successful delivery

Figure 7 shows that the average end-to-end latency delay 
in these protocols raises with the increase of maximum 
speed. The route entries become invalid more quickly at 
higher speeds, and thus source nodes initiate more route 
rediscoveries before sending data. At the highest speed of 
30 m/s, the average latency reaches their peaks respectively. 
RRTC has a little lower average latency than TSR and 
ETRS-PD because avoids the malicious nodes that reduc-
ing the risk of adding delay for disliked the failed routing 
nodes of packet.

Figure 8 shows that the routing overhead raises by means 
of increase of maximum speed after that the links of route 
stop working easily. Along with the increasing speed, TSR 

and ETRS-PD overhead residue relatively higher than that 
in proposed methodology RRTC.

The reasons are that:

(a)	 More RREQ/Flow-REQ and RREP/Flow-SETUP pack-
ets need to be sent for qualified routes to meet trust 
requirement in RRTC.

(b)	 The additional route update packets increase the amount 
of control packets and the routing packet overhead in 
RRTC. The overhead in TSR is smaller than that in 
TDSR, because of that the trust prediction mechanism 
in RRTC is more simple than that in TSR and ETRS-
PD.

In Fig. 9 shows that the nodes move faster, the interac-
tions among nodes increase gradually. This leads to higher 
detection ratios of malicious nodes. The performance of 
RRTC is better than the performance of TSR and ETRS-PD. 
In general, the performance of RRTC is a little better than 
ETRS-PD in terms of detection ratio. Especially, at higher 
speed, RRTC has better detection ratios.

4.2 � Show analysis 2: diverse number of malicious 
nodes

In this second analysis, comparing the proposed methodol-
ogy Random Repeat Trust Computation (RRTC) Approach 
with existing methodology of TSR and ETRS-PD through 
the varying number of malicious node.

In Fig. 10 shows that the delivery ratios in TSR and 
ETRS-PD degrade sharply while the ratios in RRTC 
decreases greatly as the number of malicious nodes 

Fig. 7   Maximum speed vs. average latency delay

Fig. 8   Maximum speed vs. routing overhead Fig. 9   Maximum speed vs. detection ratio (%)
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increases, and the delivery ratios of RRTC are always higher 
than that of TSR and ETRS-PD.

In Fig.  11 shows that the average latency in RRTC 
ascends slowly with the increase number of malicious nodes. 
This average latency is mainly caused by queuing delays and 
retransmission delays. This reason is that, the RRTC add 
‘trust’ concept, along with the malicious nodes increase, the 
routing route established by these methods may add hops, 
which results in the greater delay.

In Fig. 12 shows that the routing packet overhead in 
RRTC is smaller than that in TSR and ETRS-PD. It is 
primarily due to their route discovery mechanism that 
broadcasts more RREQ/Flow-REQ and RREP/Flow-
SETUP packets to look for trustworthy routes to desti-
nations. The reason is that, the desertion of the packets 
with equal optimal goal values in RRTC can decrease the 

invalid messages in the network and reduce the routing 
packet overhead.

In Fig. 13 shows that the detection ratios of RRTC 
decline with the increase number of malicious nodes. It 
is obvious that the more malicious nodes are, the more 
serious their damage is, and the detection is harder. For 
the RRTC, the ratios of over 89% are maintained if the per-
centage of malicious nodes is not more than 25%. Overall, 
RRTC is better than TSR and ETRS-PD in the detection 
performance.

Figure 14 shows that the overall analysis of transaction 
success rate in both the energy evaluation of improving 
QOS and detection of distrust worthy nodes via trust value 
computation of the proposed system makes a better perfor-
mance to obtain 30% compared to the existing approach.

Fig. 10   Number of malicious node vs. packet delivery ratio

Fig. 11   Number of malicious node vs. average latency delay

Fig. 12   Number of malicious node vs. Routing Overhead

Fig. 13   Number of malicious node vs. detection ratio
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5 � Conclusion

In this work, the main objective was to develop a new method 
for grouping similar region based on the Brodatz Texture 
database, Brain MRI and CT scan images given as input. 
The methods works in three stages, in first stage, candidate 
regions are selected by applying the spatial candidate region 
detection. In the second stage, detection of cluster centre is 
made manually by applying average entropy feature space 
and in the third stage, spatial density-based clustering of 
images is carried out by identifying the dense regions. Main 
achievement of this method is the better clustering results and 
improved PSNR rate. The proposed method is compared with 
two existing methods by using different spatial criterions. 
The proposed method is tested on different type of images. 
By incorporating the spatial density-based clustering method, 
the input images are said to be clustered effectively. The com-
parison results of clustering accuracy, clustering time and 
PSNR shows the efficiency of the proposed method.
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