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Abstract
As related to environments which possess non-malicious nodes contained in a network, the well-known protocols that are 
provides by the existing researchers for routing are designed. There are several security threats which are prevented the 
mobile network development which essentially is an ad hoc network and this is because of the network’s susceptible nature. 
Hence in order to secure the nodes from anonymous behaviours, an efficient routing algorithm is needed to provide as 
secure network. Secure routing based multiplicative Diffie Hellman key exchange (MDKE) algorithm is suggested in order 
to enhance MANET’s security in this research paper and MDKESR is the framework being proposed. In order to enhance 
the packet delivery ratio, advanced encryption standard (AES) algorithm based encrypted data is utilized in this proposed 
scheme. By comparing the results security simulation by deployment of the already existing Routing otherwise known 
as SUPERMAN with IPSec, secure ad hoc on-demand distance vector (SAODV) and secure optimized link state routing 
(SOLSR) are taken into account in order to show that the proposed frameworks of MDKESR with respect to security which 
is a wireless communication.

Keywords MANET · Multiplicative Diffie Hellman key exchange · Advanced encryption standard · Access control · 
Authentication · Communication system security

1 Introduction

The MANET’s features create enormous challenges by 
concerning security design due to their network topologies 
which are considered to be dynamic, lack of centralized 
control as well as self-organizing environment. The most 
challenging issue for the purpose of forwarding the packets 
amongst the nodes is the collaboration between the nodes 
of the MANET as described in Hu et al. (2005). Every node 
can effectively forward data packets to facilitate the remain-
ing nodes. Designing secure routing becomes difficult due to 
this. In the process of forwarding the packets in applications 
is a critical task, whereas secure routing possesses a very 
important role.

Numerous opportunities are created by Node mobility for 
any network with a range of security attacks; as a result of 

node mobility, the cooperation amongst the MANETs nodes 
becomes more difficult. Hence it is vital to create a protocol 
for secure routing which is effective in order to guard the 
nodes from certain anonymous behaviors. Generally, the 
spiteful nodes are uninterested in forwarding to a network 
the neighbour’s packets which lead to network performance 
degradation. Due to routing overhead and vulnerabilities, the 
current schemes are considered to be unsuitable for improv-
ing the MANET security as described by Kim and Tsudik 
(2009). In order to reduce the actions of malicious nodes, 
continuous monitoring is necessary and they should be pro-
hibited from taking part in the routing. Effective resolutions 
for security problems prevalent in MANETs are offered 
by the key management schemes Chen et al. (2006); these 
schemes avoid the conflict between the mobile nodes.

Usually, majority of the routing protocols concerning 
MANETs are built on the idea that for the data packets to 
be forwarded to the nodes that are assigned, cooperation 
amongst the nodes in a network should exist, a malicious 
node can take an interest so as to join the information traffic 
course, with the goal that information parcels can be dropped 
at the season of the transmission of information. In order to 
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solve this issue, cryptography is employed for the purpose 
of authenticating all of the routing control packets, such that 
we can prevent outside attackers’ participation in the process 
of route discovery. Numerous effectual protocols Chen et al. 
(2006), Li et al. (2011) for secure routing exist in literature 
which is built on the above mentioned strategy. The support 
of a key management mechanism which is considered as 
fundamental is necessary for all of the secure routing pro-
tocols which are authentication based in order to dispense 
legitimate keys among the hubs which trade the parcels con-
cerning directing control among them. Mechanisms used for 
the purpose of authentication such as symmetric cryptogra-
phy Papadimitratos and Haas (2002), Akbani et al. (2008), 
Li et al. (2011) are preferred to computationally costly pub-
lic key cryptography mechanism Chen et al. (2006), Sanzgiri 
et al. (2005), Zhao et al. (2013) since the nodes of MANET 
are constrained on the basis of resource. Furthermore, while 
employing computationally expensive public key cryptog-
raphy for authenticating the packets pertaining to routing 
control, a huge scope to release the denial of service attack 
(DoS) is obtained by the adversary through the process of 
jamming a genuine node’s computational capacity by means 
of transporting huge numbers of control packets that are con-
sidered fake. An observation can be made that nodes which 
receives packets which are fake have to check the legiti-
macy and, the quantity of verifications equals the quantity 
of messages which are fake that the adversary sends. The 
various approaches which have been examined so far have 
employed certificates for the purpose of offering services 
concerning security as discussed in Robinson et al. (2019). 
Symmetric keys are obtained for the purpose of securing 
the communication from the certificate thereby permitting 
services of confidentiality, integrity as well as authentication 
to be offered to the packets which necessitate it as discussed 
in Kukreja et al. (2018).

A safe directing convention which depends on validation 
is dependent on a basic key administration convention. Be 
that as it may, for legitimate task, various current key admin-
istration conventions inside MANETs likewise depend on 
the safe steering convention. At times, this prompts the pro-
duction of a protected directing—key administration cyclic 
interdependency issue as presented in Sanzgiri et al. (2005), 
Akbani et al. (2008). Consequently, a key administration 
instrument ought to be utilized by a verification based secure 
steering convention which is considered to be independent 
of secure routing as discussed by Chen et al. (2006), Zhao 
et al. (2013), Li et al. (2011).

Consequently, in order to resolve the issues stated above, 
in this paper, another convention for MANETs is recom-
mended which the MHKESR convention is. The MHKESR 
convention is expected to manage MANETs’ hub verifica-
tion, organize get to control, as well as secure communica-
tion by employing current routing protocols which possess 

effective encryption. The MHKESR protocol at the network 
layer merges routing and communication security. An exam-
ple for means of symmetric keys generation without necessi-
tating clear communication concerning any key information 
that is sensitive is the Diffie-Hellman key generation algo-
rithm as formulated in Kaushik (2013). Swapping of data 
which is locally generated by employing primes which are 
globally acclaimed along with local secret data takes place.

Both the nodes later communicate the resulting variable 
also referred to as key-share thereby assisting the computa-
tion of symmetric key which is considered to be alike at both 
the ends, without necessitating sensitive data communica-
tion at all points. This method permits the establishment of 
a careful and safe node-to-node privacy amongst the pairs 
of nodes Harn et al. (2004). Its advantages are the security 
factors with respect to the fact that solving the discrete loga-
rithm is very challenging, and that the shared key (i.e. the 
secret) is never itself transmitted over the channel.

The remaining research paper is structured as given 
below. A summary of the previous work is expressed in 
Sect. 2. In Sect. 3, convention depiction is expounded. Cer-
tain extensive investigations and in addition Simulation 
results are referenced in Sect. 4. Finally, end is incorporated 
into segment 5.

2  Related works

This section pertains to surveys conducted with respect to 
certain existing secure routing protocols in addition to key 
management schemes along with merits and demerits of 
the protocols and schemes. An asymmetric cryptography, 
RSA with CRT also known as Chinese Remainder Theorem 
is employed by the robust secure routing protocol (RSRP) 
Sinha et al. (2014) that in modular exponentiation, swiftly 
executes the process of decryption. In order to discover 
routes which are probable, the secret sharing principle of 
Shamir of RSA is employed. On the basis of battery power, 
mobility as well as trust value, the scheme uncovers routes 
that are trustworthy and also stable. The routes that are prob-
able are considered to be free from maliciousness as well 
as disjoint. By employing RSA in conjunction with CRT in 
place of simple RSA, the complexity involved in key gen-
eration is minimized. Therefore, this leads to the routing 
becoming cheap and safe. Robust secure routing protocol 
(RSRP) demonstrates a performance which is good in com-
parison to the routing protocols like AODV and DSR which 
are non-secure in addition to secure routing protocols like 
ZRP as well as SEAD.

Tan et al. (2015) formulated Fuzzy Petri Net (FPNT-
OLSR) that is considered as the incorporation of a routing 
mechanism which is trust based for the purpose of secur-
ing the routing as well as the process of data forwarding. 
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It employs the mechanism of trust based routing and then 
chooses a path depending on the trust value which is the 
highest amongst all of the paths possible. Fuzzy petri net 
(FPNT) provides a performance better than OLSR with 
respect to delivery ratio, average latency and overhead. The 
stated algorithm calculates the nodes’ trustworthiness on the 
basis of fuzzy rules. The parameters for trust include proto-
col deviation flags, average forwarding delay, load, packet 
forwarding rate that is intended for calculating the nodes’ 
trust by employing fuzzy petri net. The IBE-RA-OLSR Ben-
Othman and Benitez (2012) is on the basis of RAOLSR 
also known as radio aware OLSR as well as identity based 
encryption (IBE) in order to offer security to the OLSR. The 
scheme of IBE-RA-OLSR rises above RAOLSR’s vulner-
abilities and shows that it does not lead to the introduction of 
increased overhead when compared to the original protocol 
of RA-OLSR. The hello and topology control (TC) message 
of OLSR are protected by the IBE signature and also elimi-
nates the public keys’ verification of authenticity. In OLSR, 
the multi-point relay (MPR) selection is enhanced by repu-
tation based clustering (RBC) Robert et al. (2012). Herein, 
MPR as well as the selection for cluster head is executed 
through deployment process of nodes’ residual energy and 
connectivity index, respectively. For the purpose of cluster 
head selection, an election algorithm is instituted that con-
secutively chooses in the cluster, the MPR node. Depend-
ing on the nodes’ trust on the reputation in the company of 
nodes that are selfish, the path’s trust value is calculated. 
The source, protocol for trust-based source routing (TSR) 
discussed by Xia et al. (2013) functions on the basis of the 
protocol for on-demand trust routing. TSR also known as 
the protocol for trust-based source routing looks after every 
function of the routing protocol which includes discovering 
the specified route and choosing the right path, and route 
maintenance, update, error and handoff while dealing with 
node mobility. The authors proved that the performance of 
TSR is considered to be better than DSR and TDSR. The 
model pertaining to prediction of trust draws out trust which 
is direct or indirect trust. The information obtained from 
neighbours is referred to as direct trust and it can be easily 
acquired. The information got from various other nodes like 
the third party’s recommended trust is the indirect trust. The 
initial assumption of the authors was that every node present 
in the network is an authenticated node and for the algo-
rithm it employed direct trust. At the time of the process, 
if the neighbor node’s trust decreases below the threshold 
level, then that particular node is a black node. The dynamic 
model of trust prediction was employed depending on the 
nodes’ behaviours which include historic as well as future 
behaviours in the course of an extended prediction of fuzzy 
logic rules.

In Adnane et al. (2013), a trust based security for OLSR 
routing protocol have been demonstrated by the authors. 

By employing the OLSR’s trust specification language, 
the authors displayed the analysis which was trust based. 
This type of reasoning based on trust permits each node to 
assess other nodes’ behavior. This kind of work by sepa-
rating the nodes that misbehaved in the network leads to 
OLSR vulnerabilities prevention. The fuzzy logic secure 
AODV (FL-SAODV) routing protocol employs fuzzy logic 
for the purpose of protecting the AODV routing protocol 
as discussed in Zhang (2011). FL-SAODV presumes that 
every neighbour node possesses a secret key. Firstly, with 
the neighbour nodes a security association is established. 
Subsequently, authentication of the packet is done by the 
message digest. The stated strategy depends on the secret 
key’s and node’s behaviour knowledge which include 
bandwidth consumption, number of neighbor nodes etc. 
The node’s security level is established with fuzzy reason-
ing system by employing analysis as well as knowledge. A 
secure routing path is recognized by Q-learning based trust 
ABR (QTABR) as described by Kumar and Jeyapal (2014). 
Associativity based routing (ABR) is entirely based on the 
associativity prevalent with the neighbor nodes that is con-
sidered as a measure of connectivity amongst the nodes. 
In order to perform the routing process, the participating 
node must fulfill the associability of the observed node. 
In the table of trust evaluation, the authors suggested the 
technique of Q-learning in order to score the neighbour 
nodes’ trust. When compared to the ABR protocol, the 
QTABR displays decreased time for route selection and 
leads to increase in the end to end packet delivery.

Considering Yang (2012), the authors employ identity 
based broadcast encryption (IBBE) for the purpose of dis-
tribution of group key. With respect to this scheme, there is 
no requirement for message communication for establish-
ing the group key and hence, irrespective of the size of the 
group, the communication overhead continues to remain 
the same. Considering computations and communication, 
the group key distribution is considered to be efficient. In 
Chan (2012), for the purpose of private key distribution, 
IBC which is based on Feldman’s verifiable secret sharing 
scheme is employed. This leads to the elimination of the 
usage of certificate server (CS) which is considered as com-
pulsory in IBC. For the purpose of protecting the clustered 
ad-hoc networks, a fully distributed ID based multiple secret 
keys management (IMKM) is employed Li and Liu (2010). 
The ID based multiple secret keys management (IMKM) 
utilizes ID based multiple secrets along with threshold cryp-
tography in order to remove the necessity of an authentica-
tion based on certificate for public key distribution. This 
particular scheme also assists key update and key revoca-
tion for efficient mechanism. A protocol known as ID-based 
authenticated group key agreement (IDAGKA) was devel-
oped by the authors. The process of authentication without 
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the verification of signatures is supported by this protocol 
and also necessitates only one round of operation.

On-demand self-organized certificate less public key 
management is offered with improved security in Maity 
and Hansdah (2014), Talawar et al. (2014). The verifica-
tion of the public key is executed by media access control 
(MAC) function as an alternative to RSA certificates in this 
particular scheme. This conserves storage space, bandwidth 
and computation power. SUPERMAN, a new, secure frame-
work is recommended in Hurley-Smith et al. (2017). This 
framework has been created in such a way as to permit the 
functioning of the existing network and routing protocols, at 
the same time as it offers control as well as access, authen-
ticates nodes, and offer several effective mechanisms that 
enhance security while exchanging communication. An 
effective and unconventional framework MANETs as well 
as SUPERMAN has been presented in this study. Simula-
tion results drawn from making a comparison between both 
SAODV and SOLSR and IPsec as well as SUPERMAN, 
are offered in order to display the suitability of the frame-
works that have been proposed for the purpose of wireless 
communication security. For the purpose of key manage-
ment, Diffie–Hellman algorithm was employed here, where 
it limited to certain problems like “it was computationally 
intensive thereby increasing the time complexity when gen-
erating public keys” furthermore for a centralized server, a 
trusted authority was considered which was in charge for 
certificate generation depending on the type of authentica-
tion that would be executed. This might result in security 
issues. This would lead to security issues in certain cases 
of compromised trusted authority. It does not talk in detail 
about the techniques involved in encryption wherein there 
is no accurate guarantee for the security. Hence, in order to 
resolve the issue, in this particular research work, we have 
concentrated on effective multiplicative key exchange and 
AES encryption schemes.

2.1  Problem identification

Security has become a primary concern in order to provide 
protected communication between mobile nodes in a hostile 
environment. A lot of research has been done in the past 
but the most significant contributions have been the PGP 
(pretty good privacy) and trust based security. The unique 
characteristics of mobile ad hoc networks pose a number of 
nontrivial challenges to security design, such as open peer-
to peer network architecture, shared wireless medium and 
highly dynamic network topology. These challenges clearly 
make a case for building multi-fence security solutions that 
achieve broad protection. The complete security solution 
should span both layers, and encompass all three security 
components of prevention, detection, and reaction. Follow-
ing are the major objectives of the proposed work:

• To reduce the complexity of algorithm to be used for 
encryption and decryption.

• To reduce the computation at mobile nodes so as to maxi-
mize battery life.

• To improve the overall performance of the network.
• To minimize the packet loss ratio in a mobile environ-

ment.
• To detect and avoid malicious nodes in the network.

3  Proposed methodology

The projected MHKESR protocol has been discussed in this 
following section. The below mentioned subsections com-
prise of the step by step process.

3.1  System overview

Four steps have been simulated in this system and the steps 
are mentioned below:

• Step 1: As a security dimension, an access control has 
been recognized which might deal with the problem of 
implied trust present within a MANET. The issue of pre-
sumed cooperation is evaded by the process of closing up 
the network from outsiders. The process of closing this 
network necessitates a means of permitting the nodes to 
enter or leave the network which is closed.

• Step 2: In order to identify if a node is trustworthy or 
not, authentication is done. A node can be determined as 
a trusted authority by employing a certificate to confirm 
and ensure that they share an authority that is trusted, 
two nodes can authenticate each other depending on their 
share trusted authority (TA).

• Step 3: Some attacks that are popularly known to affect 
are Wormhole and Sybil that are analyzed and pertinent 
issues also addressed by protocols such as SAODV and 
SOLSR. The protocols offer protection that is intended 
to protect the network routing services. The data is not 
protected by the protocols when sent over secured routes. 
The data that have been transported over networks are 
protected by IPsec and the proposed modifications con-
cerning MANET. They route remains unprotected, allow-
ing the network to be in a state of being open and prone 
to topological attacks (for e.g. MitM).

• Step 4: In this research paper, the recommended protocol, 
MHKESR, deals with the issue pertaining to MANET 
communication security that is unified. In order to secure 
the network as well as the application data we employ 
virtual closed network Hurley-Smith et al. (2015) archi-
tecture. This is quite opposite to the approaches sug-
gested in previous work, which concentrate on the protec-
tion of certain services which are communication based. 
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The framework of MHKESR functions primarily in the 
third layer which is essentially the network layer as part 
of the respective OSI model. It provides a framework 
that facilitates communication that may be completely 
secured for MANETs, that does not require any modifica-
tion of the routing protocol.

3.2  Terminology

The key terms utilized for the description of MHKESR com-
prise of:

3.2.1  (TA) Trusted authority

• Node that is both static as well responsible for initializa-
tion of a node and certificates provision; mandatory for 
the MHKESR.

3.2.2  Certificate (C)

• Necessary for each node and shareable with each of the 
other nodes in order to become a network’s integral part.

3.2.3  Public multiplicative diffie‑hellman key share 
(MDKSp)

• Communication among nodes that pertains to value that 
is public.

3.2.4  Private multiplicative diffie‑hellman key share 
(MDKSpr)

• The nodes maintain a specific value that are in the net-
work and one which is not been communicated. This pri-
vate value is like a shared secret which facilitates multi-
plicative Diffie–Hellman key exchange.

3.2.5  Identifier (Id)

• A per hub one of a kind identifier, for example an IP 
address present in an IP-based system.

3.2.6  Encoded payload (EP)

• Payload information encoded by utilizing an encryption 
conspire like AES Tag (T).

• A tag, annexed as a footer to all MHKESR parcels so as 
to offer administrations that are point-to-point trustwor-
thiness administrations.

3.2.7  Symmetric key (SK)

• SKe(s,d) is a security key which is utilized with the end 
goal of encryption of a correspondence which is end-to-
end between a source and goal hub that has been gotten 
locally by means of KDF from the result of the MDKSp 
and MDKSpr.

• SKp(s,d) shared by two hubs; utilized for traffic verifi-
cation since it moves along the system, got locally by 
means of KDF from the result of the MDKSp and MDK-
Spr.

3.2.8  Key derivation function [KDF (SK,func)]

• A work utilized so as to offer various distinctive keys 
acquired from a private source that is normal.

Symmetric communicate key (SKb), that have been 
imparted to hubs, that are new comers by the hub such that 
licenses them to wind up a piece of the system, created by 
the principal hub so as to initialize the system. In view of 
the application explicit keys, they are separated into two by 
a system wide.

3.2.9  KDF put away locally on every hub

• Symmetric end-to-end communicate key (SKbe).
• Symmetric point-to-point communicate key (Skbp).

3.3  Key management

MHKESR relies upon the dynamic keys age so as to give 
safe communication. The Diffie–Hellman key-trade calcu-
lation suggest technique for symmetric keys age and is uti-
lized to produce the SK keys. The SKb keys can certainly 
be delivered by the technique for age of an arbitrary number 
or a protected key age benefit which is equal.

3.3.1  Diffie–Hellman algorithm

So as to exchange information by methods for hilter kilter 
encryption, the cryptographic private key is fundamental. 
The trading of the encryption key from the sender to recipi-
ent by guaranteeing no capture by anybody in the middle of 
is the basic part in this kind of encryption. The exchange or 
trade of the equivalent cryptographic key conceivable on 
the two sides was cryptically done by the Diffie–Hellman 
calculation. The main open key calculation was the Dif-
fie–Hellman calculation which was first distributed in 1976. 
It was viewed as the joint endeavors of Whitfield Diffie and 
Martin Hellman to establish the main useful technique for 
sharing a mystery over a channel that is unprotected. In any 
case, it is likewise trusted that Malcolm Williamson of UK 
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first created this technique; however, he did not distribute 
his development Amir et al. (2009). Despite the fact that 
the Diffie Hellman calculation is viewed as bit tedious, it 
is the calculation’s sheer quality which makes its applica-
tion so respected in encryption key age. The calculation’s 
key reason for existing is to empower clients to trade a key 
safely which can be used for the following encryption. This 
cryptographic issue ensures that aside from hubs An and B 
no different members can take in any data about the esteem 
that was concurred and furthermore guarantees An and B 
that their individual accomplice has basically determined 
this esteem (Kaushik 2013). The means of the Diffie Hell-
man calculation is portrayed as expressed underneath:

1. Both source (s) and destination (d) concur upon two con-
stants p and g. Where p is a prime number and g is the 
generator not as much as p.

2. Both s and d pick their private keys a and b separately 
with the end goal that they are irregular numbers and not 
as much as p.

3. Let ga mod p and gb mod p be general society keys of s 
and d individually.

4. Then s and d trade their open keys over an unbound 
medium like the web.

5. Then party s processes (gb mod p) ga mod p that is 
equivalent to gba mod p.

6. Also party d registers (ga mod p) gb mod p that is equiv-
alent to jabber mod p.

7. The shared mystery key K is processed as.

The Diffie–Hellman calculation attests that it is infeasible 
computationally to decide K’s esteem just by checking the 
discussion and becoming acquainted with people in general 
keys. Kaushik (2013) By the by, the Diffie–Hellman Algo-
rithm keeps on residual computationally concentrated in that 
way expanding the time unpredictability while open key age 
which the calculation that has been proposed, plans to deter-
mine. Henceforth, this exploration paper completes a rela-
tive report over Diffie–Hellman and in addition the proposed 
calculation approach by considering time unpredictability.

In this paper, “Multiplicative key exchange algorithm”, a 
novel open key cryptographic calculation is proposed. It is 
unlike the Diffie Hellman calculation since it utilizes dupli-
cation instead of exponential forces Boni et al. (2015).

The calculation is as referenced underneath:

1. Let “g” be a prime number.
2. s and d are two gatherings and “g” is known to both the 

gatherings after they have consented to a number.
3. s thinks about a prime number “an” and d thinks about 

a prime number “b” at that point,
4. A = g × a mod(g + 1) and B = g × b mod (g + 1) where An 

and B are transitional keys.

5. Now, s and b trade their moderate keys A and B.
6. So, s has the middle of the road key with esteem B and 

d has halfway key with esteem A.
7. Finally, the regular shared key is built up as 

C = (B × g × a) mod (g + 1) and C = (A × g × b) mod 
(g + 1).

3.4  Encrypted information by utilizing AES

In this area, the AODV which is secure is conjured. Conse-
quently, every one of the messages in the directing control 
in the period of course disclosure of the convention will be 
encoded by utilizing a typical steering key (KR). Amid the 
past stage, the focal hub created this and it was appropri-
ated to the various fringe hubs. Here, the calculation for 
symmetric key cryptographic in particular, AES Khambre 
et al. (2012) is used for encryption of the steering messages. 
The data, for example, RREQ id, Hop tally no, beginning 
and goal address of the steering messages are scrambled by 
utilizing AES.

Encryption of the entire steering bundle is done and for 
this explicit scrambled parcel, we create a hash an incentive 
by utilizing SHA1 that guarantees the message’s trustworthi-
ness. Broadcasting of this message to the subnet is finished. 
Course Request (RREQ) is a communicated message; while 
Route Reply (RREP) is a unicast message Suseendran and 
Sasi Kumar (2016). The hubs initially figure its hash an 
incentive for the message got at the less than desirable end. 
Following this, the hash esteem figured is coordinated with 
the hash esteem that was gotten. Assuming both the hash 
esteems are observed to be equivalent, the real procedure 
of unscrambling will happen. From the occupant key docu-
ment, the decoding and encryption key or routing key of 
message is taken, which is considered as regular for every 
one of the hubs present in the system.

3.4.1  Secure node‑to‑node keys

SKekeys are used for anchoring end-to-end correspondence 
with different hubs, having single SKekey that has been cre-
ated per hub, for different hubs likewise confirmed with the 
system. Keys of SKpare utilized for point-to-point security 
and are produced in a way like SKekeys. It is fundamen-
tal that SKeand SKpkeys are unique, as both the substance 
of a parcel and the course taken in the system should be 
protected. We can utilize a KDF to deliver these two keys 
alongside the aftereffect of the Diffie–Hellman calculation, 
requiring aMDKSp/MDKSprpair, to decrease the security 
cost on the system and limit the key re-use and, continuously 
the lifetime of each key. Age of these keys are happen when 
the hubs get MDKSp’s from other MHKESR hubs.
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3.4.2  Secure point‑to‑point footers

Secure footers are added to all correspondence bundles that 
were sent between the MHKESR hubs. SKbp and SKp(x) 
keys are used in the arrangement of communicate and uni-
cast uprightness benefit individually. A calculation consid-
ered for instance label age calculation is the hashed-Message 
authentication code (HMAC) which offers administrations 
of trustworthiness and credibility administrations to a bun-
dle. Age of a process of the bundle is done, encoded with 
the proper key [SKbp or SKp(x)], and joined to the parcel. 
At each jump, this tag is evacuated, checked and recovered.

3.4.3  Secure broadcast keys

At the system instatement, the primary hub to be reached 
as for turning into a piece of the system will deliver a sym-
metric system key (SKb). This key is sent to all hubs which 
validate with the system. This key offers itself as the hotspot 
for all communicated correspondence security that is part of 
the MHKESR that is organized.

The SKbis handled by the capacity KDF (SKb, type) into 
two communicate keys (SKbeand SKbp).

These keys are utilized by a hub so as to encode and sign 
parcels which are sent to the communicate address of the 
system. This key is used with the end goal of communi-
cate and multicast correspondence, for example, updates of 
MANET course. It is not used for correspondence among 
individual end-focuses.

3.5  Node authentication

So as to provide safe directing prevention Black gap assaults 
and flooding in MANETs, hub confirmation by the system 
must be improved the situation by control parcels; which 
are, the hubs accepting a demand should be validate by the 
initiator tosend it. The component required for giving con-
firmation ought to force of calculations which are little a 
direct result of the way that MANETs are with restricted 
assets Aluvala et al. (2016). The component proposed uses 
one’s compliment and in addition the AES calculation so 
as to give security in steering. Confirmation is executed in 
the proposed instrument, and is done in two stages. It is 
important to add each hub with its compliment of its own IP 
address at first in each hub on the system a RREQ is sent and 
also, the originator signs the goal IP address with open key. 
Checking of bundle verification of its source is done at the 
getting hub by including the annexed ones compliment and 
source IP deliver to it to acquire every one of the ones yet the 
content that is encoded can not be decoded. Any hub which 
sneaks into the system ignorant of affixing one’s compliment 
of its IP address, arrangement of such hubs by the bundles 
will get dropped by its neighbors Aluvala et al. (2016).

3.5.1  Algorithm

 1. Initially 1’s complement of node’s IP address is found.
 2. S IP XOR D IP = x.
 3. S sends RREQ encrypting x with public key, MDKSp.
 4. Encrypted RREQ is sent to neighbouring nodes.
 5. On receiving RREQ, neighbouring nodes verify IP by 

appending 1 s complement and forwards to destination.
 6. In the process of transmission, every node receiving 

verifies RREQ, but will not be able to decrypt the 
cipher text and forwards to the next node.

 7. Similarly every node does the same.
 8. Finally RREQ is received at D and decrypts the cipher 

text with the private key, MDKSpr.
 9. x = Ce(mod n) gives plain text.
 10. (x XOR D IP) gives S IP, verification of IPs is done as 

in RREQ 11. If the IPs matched, D encrypts RREP and 
transmits to S, else a warning is sent to the neighbour-
ing nodes over the network.

3.6  Communication security

As soon as a node has become a part of the network, it 
might engage in secure communication along with other 
nodes. Two types of security under MHKESR is offered 
which are, end-to-end and point-to-point.

3.6.1  End‑to‑end communication

Security services between the source and the node destina-
tion by employing their shared SKe are done by end-to-end 
security. By employing an appropriate algorithm for cryp-
tography, confidentiality and integrity are provided, which 
is utilized to produce an encrypted payload (EP). The AES 
cryptography has been employed in order to provide the 
services of confidentiality, authenticity and integrity, here.

3.6.2  Point‑to‑point communication

Propagation of data over numerous hops occurs when 
protected; and this authentication occurs at each hop. 
By employing a hashing algorithm, this is achieved, like 
HMAC. In order to offer point-to-point integrity this is 
used on the entire packet. Generation of a tag is done by 
employing the shared SKpof the transmitting node as well 
as the next hop that is considered to be unique to the direct 
link present in question. Replacement of the tag at each 
intermediate hop is done until we reach the destination 
node. Therefore, we can maintain the authenticity of a 
route, since each node present on the route should prove 
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their authenticity to the next hop. For integrity checking 
also this tag can be used.

4  Results and discussion

The execution of the MDKESR convention which was pro-
posed has been surveyed and the acquired outcomes are 
contrasted and current directing conventions, for example, 
SUPERMAN, SAODV and SOLSR, in this segment. MAT-
LAB was utilized for playing out all the recreation included. 
The highlights for the recreation condition are appeared 
Table 1. A presumption is made that every single parcel 
arrives unblemished with no bit-mistake or misfortune, and 
the hubs are viewed as stationary at the season of instate-
ment and affiliation stages. The constant bit rate (CBR) traf-
fic producing convention is utilized in the application layer. 
Every CBR session’s length is 200 s while the span of the 
information parcel is 512 bytes. At the highest point of the 
standard AODV Sinha et al. (2014) directing convention the 
usage of the considerable number of conventions have been 
finished. All through, the transmission overhead (TO), nor-
mal outstanding vitality, and the parcel conveyance propor-
tion (PDR) is utilized as the measurements for execution. 
The examination made between the exhibitions of every sin-
gle convention actualized is portrayed in Figs. 1, 2, 3 and 4.

4.1  Transmission overhead

Figure 1 demonstrates the examination of the transmission 
overhead (TO). The meaning of transmission overhead (TO) 
is the proportion of the quantity of bytes transmitted for 
control parcels to the aggregate number of bytes transmit-
ted by a convention, which contains information and also 
control bundles. The TO esteem is assessed to be a dynamic 
parameter that shifts dependent on the reproduction time. 
The TO esteem is observed to be most extreme for SAODV 
convention as saw from the figure. This is viewed as evident 
since expensive IBC is utilized by the convention so as to 

Table 1  MATLAB simulation parameters

Number of Nodes 10–100
Routing algorithm Dijkstrka [30]

(shortest path)
Number of iterations 100
Simulation area 100 m × 100 m
Communication range 100 m
Max hop count 5
Random seed 11
Key share size 128 and 256 bytes
Certificate size 1013 and 1275 bytes
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build up symmetric keys and furthermore to defeat messages 
confirmation. Just with the end goal of symmetric key foun-
dation, the general population key cryptography is utilized 
by the SOLSR convention, while no open key cryptography 
is utilized by the SUPERMAN convention at any stage.

The MDKESR convention which was proposed depends 
on open key cryptography at first, however, therefore, as a 
general rule it utilizes its strategy for lightweight neighbor 
based handshaking for symmetric key foundation. Dislike 
the SAODV convention, that utilizes pairwise encryptions 
to distribute among the neighbors a gathering key, a solitary 
message is communicated by utilizing the MDKESR con-
vention through its AES strategy for a comparable applica-
tion. Because of the above expressed reasons, the SAODV 
convention’s estimation of TO is similarly higher than the 
conventions of SUPERMAN, SOLSR and additionally 
MDKESR. Despite the fact that for the MDKESR conven-
tion, the TO esteem is relatively equivalent to that of the 
SOLSR convention at first, anyway as time cruises by, the 
estimation of the overhead declines considerably more when 
contrasted with the SUPERMAN convention.

4.2  Normal residual vitality

A correlation between the normal residual vitality (estimated 
in Joules) on the system hubs for different conventions is 
appeared in Fig. 2. For different hubs’ portability rates, the 
parameter is estimated. Each analysis was done for 180 min.

Due its AES tasks, it is seen that the MDKESR conven-
tion takes up most extreme vitality. Since open key cryp-
tography is utilized for the foundation of symmetric keys all 
the time by the SAODV convention, the vitality devoured is 
nearly higher than the other secure steering conventions of 

SOLSR, SUPERMAN and MDKESR. Figure 2 affirms the 
aftereffects of the perceptions.

4.3  Packet delivery ratio

The packet delivery ratio (PDR) is estimated for different 
rates of the hubs that are imperiled in the system so as to 
evaluate the key steering convention’s execution against 
within aggressors. The meaning of the packet delivery ratio 
(PDR) is the proportion of the measure of information bun-
dles effectively conveyed to the measure of information par-
cels sent by a convention. Notwithstanding when we traded 
off around 20% of the system hubs, it is seen from Fig. 3 that 
the PDR would not essentially corrupt for the MDKESR 
convention. This is the advantage of utilizing the observing 
based disavowal module in the MDKESR convention. In 
any case, because of the nonattendance of a component to 
deflect inside assailants, the estimation of PDR for whatever 
remains of the three conventions diminishes rapidly as and 
when the traded off hubs’ rate increments and this can be 
found in Fig. 3. In contrast with the different other directing 
conventions, the plan that was proposed achieved high PDR 
as a result of its powerful AES activities.

4.4  Throughput

We measure for different information rates, the throughput 
for recommended directing conventions like MDKESR, 
SUPERMAN, SOLSR and SAODV and it is signified in 
Fig. 4. It is assumed that when information rate is expanded, 
there is additionally an expansion in throughput in the 
plan proposed. With an expansion in the information rate 
to around 12 Mbps and 18 Mbps, 99% throughput can be 
come to by the plan proposed inferable from the AES activi-
ties. In contrast with other steering conventions, this con-
vention which was proposed achieved better aftereffects of 
execution.

4.5  Security analysis

1. Security of broadcast key: SKb, a communicate key is 
connected with a lapse time, SKb- that shields it from 
likely animal power assaults. Despite the fact that the SK 
hub’s communicated key SKb is known by the majority 
of its neighbors, it is intelligent to assume that a hub 
X isn’t mimicked by a neighbor until the point that we 
bargain the neighbor. When we bargain a neighbor , 
it is distinguished by hub and disposes of it from the 
believed neighbors list utilizing the help of the conven-
tion’s checking based hub disavowal module. Endless 
supply of the communication becomes part of the con-
sequent moment of neighbor table observing, the novel 
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key neglects to cover the old neighbor Y that was endan-
gered.

  Security of shared secret keys (SSKs): The Shared 
Secret Keys (SSKs) which are put in the Neighbor Tables 
are associated with their lapse times or - that shields the 
keys from all the plausible beast drive assaults. In our 
convention, the Security of Shared Secret Keys (SSKs) 
are set up by utilizing either Public Key Certificates 
(PKC) by using the instrument of neighbor based hand-
shaking. The Public Key Certificate (PKC) based com-
ponent of shared key foundation is viewed as a run of the 
mill approach that is secure provably. Two organizers are 
utilized in the neighbor based handshaking instrument, 
for a SSK foundation among and .

  Along these lines, assuming we trade off even one 
facilitator, the key would not be uncovered to the enemy. 
Moreover, since we decide on two organizers for the 
convention among the arrangement of every conceiv-
able facilitator, it is difficult to figure the two hubs that 
would be chosen as the organizers by the foe. Hence, at 
the season of foundation of the key, a trade off of all the 
standard neighbors of the hubs and must be made by the 
enemy so as to get the SSK. The termination times of the 
and keys relating to hub shield it from all the likely sav-
age power assault since they are used just for validation 
purposes additionally there is no reason for the enemy 
to distinguish these keys after they have lapsed.

2. The deployment of secure means against replay attacks: 
Herein nonce values deployed during the establishment 
process of shared secret key protects it from every prob-
able replay attack. The protocol of the distribution pro-
cess for the broadcast key is protected from replay attack 
since an expiration time is appended to a dispersed form 
of the broadcast key that has been established crypto-
graphically by respective receivers. Routing control 
messages essentially are guarded from attacks that are 
replayed as these are more or less time-stamped as well 
as the MAC digest which is appended by means of a 
message is calculated on both the message as well as the 
corresponding time-stamp value.

3. Enabling security from several routing attacks: by 
means of assistance from protocol MDKESR which 
was proposed, a routing protocol which was employed 
in a MANET turns out to be safe from attackers from 
outside because this includes an authentication that is 
characteristic of a hop by hop for the messages in that 
are part of the routing that enables control. Furthermore, 
the mechanism of monitoring and analysis of the node 
whose revocation is on the basis of that which has been 
utilized as part of the protocol that is deployed as part 
of the MDKESR has the ability to identify routing mis-
behaviors of the nodes that were compromised. There-
fore, the routing protocol is also guarded from the inside 

attackers which attempt the launch of different forms of 
attacks that take place as part of the routing such as the 
gray as well as the black hole attacks and several others.

4.6  Storage scalability

Every node is required to accumulate 536 bytes of infor-
mation in the MDKESR protocol, for the variables, 
namely: 4 bytes d + 128 bytes  + 128 bytes  + 128 bytes  + 1
28 bytes PKC + 16 bytes  + 3 bytes - + 1 bit = 536 bytes. In 
addition, each entry’s size in the neighbor table of a node 
is calculated as 42 bytes (4 bytes ℎ- + 16 bytes  + 3 bytes 
- + 16 bytes  + 3 bytes -). Therefore, if ℎ is considered to 
be the average number of neighbors for a node present in 
the network, in that case the protocol’s per node storage 
requirement is only (536 + ℎ × 42) bytes that is independ-
ent of the total number of nodes present in the network. 
Therefore, the MDKESR protocol is found to be scalable 
with respect to storage.

5  Conclusion

This paper is aimed at securing a MANET by employing 
the Multiplicative Diffie Hellman key exchange (MDKE) 
based secure routing protocol. In order to secure the data 
which crosses the network by going along the route dis-
covery, AES is proposed which is a solution using light-
weight symmetric cryptographic algorithms and executed 
in a topology with seven nodes that is considered as a 
depiction of a network with minimal fault-tolerance. In 
addition, a demonstration of the exchange that takes place 
using the secure key whilst deploying Diffie Hellman key 
exchange protocol is executed using an apt ad hoc test bed.

Through the deployment of AES the service that ren-
ders confidentiality helps in guaranteeing safe exchange 
of routes as well as the data amongst network’s participat-
ing entities. Therefore, we guarantee a reliable means that 
facilitates data communication and by ensuring the avail-
ability of the data at all times in the network, implementa-
tion of critical files transference occurs at the location of 
the central node.

Different from the current protocols that used to authen-
ticate routing that is more secure, is the suggested protocol 
that helps monitoring that facilitates revocation mecha-
nism which not only aids in the aversion of external attack-
ers but additionally prevents attacks that care caused on 
the inside. The results analysis and the simulation per-
formed authenticate the scheme’s security against different 
types of attacks, as well as the protocol’s efficiency on 
the basis of requirement of storage, message overhead, 
remaining energy of nodes, throughput and packet delivery 
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ratio. Trust evaluation will be concentrated in the future 
while few other algorithms for key exchange are offered 
for enhancing MANET’s security.

References

Adnane A, Bidan C, de Sousa Júnior RT (2013) Trust-based security for 
the OLSR routing protocol. Comput Commun 36(10):159–1171

Akbani R, Korkmaz T, Raju GVS (2008) HEAP: a packet authen-
tication scheme for mobile ad hoc networks. Ad Hoc Netw 
6(7):1134–1150

Aluvala S, Sekhar KR, Vodnala D (2016) A novel technique for node 
authentication in mobile ad hoc networks. Perspect Sci 8:680–682

Amir Y, Kim Y, Nita-Rotaru C (2009) Secure communication using 
contributory key agreement. IEEE Transactions on Parallel and 
Distributed systems, pp 468–480

Ben-Othman J, Benitez YIS (2012) A new method to secure RA-
OLSR using IBE. In: IEEE Global Communications Conference. 
pp 354–358

Boni S, Bhatt J, Bhat S (2015) Improving the Diffie–Hellman key 
exchange algorithm by proposing the multiplicative key exchange 
algorithm. Int J Comput Appl 130(15):7–10

Chan AC (2012) Distributed private key generation for identity based 
cryptosystems in ad hoc networks. IEEE Wirel Commun Lett 
1(1):46–48

Chen L, Leneutre J, Puig JJ (2006) A secure and efficient link state 
routing protocol for ad hoc networks. In: IEEE international con-
ference on wireless and mobile communications, pp 36

Harn L, Mehta M, Hsin WJ (2004) Integrating Diffie–Hellman key 
exchange into the digital signature algorithm (DSA). IEEE Com-
mun Lett 8(3):198–200

Hu YC, Perrig A, Johnson DB (2005) Ariadne: a secure on-demand 
routing protocol for ad hoc networks. Wirel Netw 11(1–2):21–38

Hurley-Smith D, Wetherall J, Adekunle A (2015) Virtual closed net-
works: a secure approach to autonomous mobile ad hoc networks. 
In: IEEE international conference for internet technology and 
secured transactions (ICITST), pp 391–398

Hurley-Smith D, Wetherall J, Adekunle A (2017) SUPERMAN: secu-
rity using pre-existing routing for mobile ad hoc networks. IEEE 
Trans Mob Comput 16(10):2927–2940

Kaushik A (2013) Extended Diffie–Hellman algorithm for key 
exchange and management. Int J Adv Eng Sci 3(3):67–70

Khambre PD, Sambhare SS, Chavan PS (2012) Secure data in wireless 
sensor network via AES (advanced encryption standard). Int J 
Comput Sci Inform Technol 3(2):3588–3592

Kim J, Tsudik G (2009) SRDP: secure route discovery for dynamic 
source routing in MANETs. Ad Hoc Netw 7(6):1097–1109

Kukreja D, Dhurandher SK, Reddy BVR (2018) Power aware mali-
cious nodes detection for securing MANETs against packet 

forwarding misbehavior attack. J Ambient Intell Humaniz Com-
put 9(4):941–956

Kumar VA, Jeyapal A (2014) Self-adaptive trust based ABR protocol 
for MANETs using Q-learning. Sci World J 2014(452362):1–9

Li LC, Liu RS (2010) Securing cluster-based ad hoc networks with dis-
tributed authorities. IEEE Trans Wirel Commun 9(10):3072–3081

Li C, Wang Z, Yang C (2011) Secure routing for wireless mesh net-
works. IJ Netw Secur 13(2):109–120

Maity S, Hansdah RC (2014) Self-organized public key management 
in manets with enhanced security and without certificate-chains. 
Comput Netw 65:183–211

Papadimitratos P, Haas Z (2002) Secure routing for mobile ad hoc 
networks. In: Communication networks and distributed systems 
modeling and simulation conference. pp 1–13

Robert JM, Otrok H, Chriqi A (2012) RBC-OLSR: reputation-based 
clustering OLSR protocol for wireless ad hoc networks. Comput 
Commun 35(4):487–499

Robinson YH, Julie EG, Saravanan K, Kumar R, Son LH (2019) FD-
AOMDV: fault-tolerant disjoint ad-hoc on-demand multipath 
distance vector routing algorithm in mobile ad-hoc networks. J 
Ambient Intell Humaniz Comput 10(11):4455–4472

Sanzgiri K, LaFlamme D, Dahill B, Levine BN, Shields C, Belding-
Royer EM (2005) Authenticated routing for ad hoc networks. 
IEEE J Sel Areas Commun 23(3):598–610

Sinha D, Bhattacharya U, Chaki R (2014) RSRP: a robust secure rout-
ing protocol in MANET. Found Comput Decis Sci 39(2):129–154

Suseendran G, Sasi Kumar A (2016) Secure intrusion-detection system 
in mobile adhoc networks. Indian J Sci Technol 9(19):1–7

Talawar SH, Maity S, Hansdah RC (2014) Secure routing with an inte-
grated localized key management protocol in MANETs. In: IEEE 
international conference on advanced information networking and 
applications, pp 605–612

Tan S, Li X, Dong Q (2015) Trust based routing mechanism for secur-
ing OSLR-based MANET. Ad Hoc Netw 30:84–98

Xia H, Jia Z, Li X, Ju L, Sha EHM (2013) Trust prediction and trust-
based source routing in mobile ad hoc networks. Ad Hoc Netw 
11(7):2096–2114

Yang Y (2012) A communication efficient group key distribution 
scheme for MANETs. In: International conference on network 
and system security, pp 361–372

Zhang Z (2011) A novel secure routing protocol for MANETs. InTech, 
Rijeka, pp 455–466

Zhao S, Kent R, Aggarwal A (2013) A key management and secure 
routing integrated framework for mobile ad-hoc networks. Ad Hoc 
Netw 11(3):1046–1061

Publisher’s Note Springer Nature remains neutral with regard to 
jurisdictional claims in published maps and institutional affiliations.

RETRACTED A
RTIC

LE


	A secured multiplicative Diffie Hellman key exchange routing approach for mobile ad hoc network
	Abstract
	1 Introduction
	2 Related works
	2.1 Problem identification

	3 Proposed methodology
	3.1 System overview
	3.2 Terminology
	3.2.1 (TA) Trusted authority
	3.2.2 Certificate (C)
	3.2.3 Public multiplicative diffie-hellman key share (MDKSp)
	3.2.4 Private multiplicative diffie-hellman key share (MDKSpr)
	3.2.5 Identifier (Id)
	3.2.6 Encoded payload (EP)
	3.2.7 Symmetric key (SK)
	3.2.8 Key derivation function [KDF (SK,func)]
	3.2.9 KDF put away locally on every hub

	3.3 Key management
	3.3.1 Diffie–Hellman algorithm

	3.4 Encrypted information by utilizing AES
	3.4.1 Secure node-to-node keys
	3.4.2 Secure point-to-point footers
	3.4.3 Secure broadcast keys

	3.5 Node authentication
	3.5.1 Algorithm

	3.6 Communication security
	3.6.1 End-to-end communication
	3.6.2 Point-to-point communication


	4 Results and discussion
	4.1 Transmission overhead
	4.2 Normal residual vitality
	4.3 Packet delivery ratio
	4.4 Throughput
	4.5 Security analysis
	4.6 Storage scalability

	5 Conclusion
	References




