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Abstract

This research examines traceability and its model in industry 4.0. Hence, this paper introduces the main design features of
this model. The fourth industrial revolution is an environment that combines manufacturing with the Internet of Things and
cyber-physical Systems. In such an environment, various sources (i.e., smart products, intelligent agents, and sensors) gener-
ate an increasing amount of data, which is essential for effective traceability. However, due to these heterogeneous sources,
a traceability system should face the interoperability challenge and overcome the data integration issue. Moreover, the
incorporation of this information in a traceability tool is motivated by the requirement to have access to a maximum amount
of accurate product data. Thus, this article proposes to take advantage of industry 4.0 information. Also, the present study
advocates that traceability should not only allow trace and track but also ensure product safety and quality. Accordingly, the
proposal includes an intelligent traceability description, an ontology-based modeling, and a cloud-based application. This
system provides users with a common knowledge base to access and represent data. Also, this model enables users to share
and query remotely the traceable information using the cloud.

Keywords Intelligence - Intelligent traceability - Industry 4.0 - Context-modeling - Ontology - Cloud computing

1 Introduction

In manufacturing, the trend is towards the smart factory
and more automation of processes (Zhong et al. 2017). This
environment puts together a series of cooperative technolo-
gies (Xu et al. 2018) that involve cyber-physical systems
(CPS), the Internet of Things (IoT), and cloud computing.
CPS refer to an implementation where physical data drives
computation. This implementation combines real-world
objects with computers and enables to deploy the Internet
of Things technologies (Chadri et al. 2016; Trappey et al.
2017).

IoT refers to a set of devices and technologies that could
share resources and intelligence. Accordingly, Garcia et al.
(2019) provided a review of the use of Artificial Intelligence
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within the IoT, including examples in machine learning,
computer vision, fuzzy logic, and natural language pro-
cessing. Further, cloud computing provides technologies
to ensure the connection between these resources, which
generates heterogeneous, distributed, and ever-growing data
volume, namely big data.

The combination of the mentioned technologies leads
indeed to the Industrial Internet of Things (IIoT). In this
context, Molano et al. (2018) detailed the different aspects of
such a deployment, including an architecture proposal for the
Internet of things applied to the industry and a meta-model
of integration (Internet of Things, social networks, cloud,
and industry 4.0). Also, the authors presented a five-layer
prototype of IIoT platform for the manufacturing processes
monitoring.

The present paper addresses industry 4.0 from a sup-
ply chain perspective (Pfohl et al. 2015). This perspective
involves logistics operations (Strandhagen et al. 2017a, b)
and promotes the emergence of logistics 4.0 (Hofmann and
Riisch 2017). Thus, these advancements have contributed
to improving the supply chain efficiency, which requires,
among other things, an effective traceability system. Olsen
and Borit (2013) provided a detailed overview of traceabil-
ity definitions and concepts. Consequently, traceability is
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the ability to access any or all information relating to that
which is under consideration throughout its entire life cycle
by means of recorded identifications. Moreover, traceability
is driven by regulations (i.e., food and health sectors) and
has several requirements and properties (Mania et al. 2018;
Karlsen et al. 2011).

In industry 4.0, various sources (i.e., smart products,
intelligent agents, and sensors) generate an increasing
amount of data, which is essential for effective traceability.
Due to these heterogeneous sources, a traceability system
should face the interoperability challenge and overcome
the data integration issue. This paper outlines the need for
modeling the industrial 4.0 concepts and incorporating intel-
ligent traceability functions into the same model to meet the
mentioned challenges.

Therefore, this article proposes an intelligent, ontology-
based, and cloud-based traceability. The proposal aims to
ease reasoning on traceability data and provide users with
a common knowledge base to access and represent data. It
might enable users to share and query remotely the traceable
information. Thus, this article adopts the ontology-based
approach to integrating heterogeneous data. This method is
a part of the broad research field of data integration (Ziegler
and Dittrich 2007). Also, this work uses semantic and cloud
computing techniques to design a traceability cloud-based
platform.

The second section reviews some related works on trace-
ability and industry 4.0. The third section introduces the
principal concepts of ontology, semantic web, and cloud
computing. The fourth section details the proposed trace-
ability model. In the fifth section, the proposed model is
evaluated, focusing on the accuracy of the system and its
benefits. The sixth section discusses this proposal. Finally,
the last section summarizes conclusions.

2 Related works

During the last 10 years, many works have introduced intel-
ligent traceability systems. Wang (2014) meant by intelligent
traceability a real-time view into the production processes.
The solution provided instant visibility into manufacturing.
However, Xiao et al. (2015, 2016) applied statistical control,
fault-tree analysis, and wireless sensors network to imple-
ment an intelligent traceability system. In other propositions,
authors developed a traceability tool using IoT technologies
(Chen 2015; Wang et al. 2017a). The devices collect prod-
uct information, and fuzzy rules are used to support deci-
sions. Yongjun et al. (2019) presented an intelligent trace-
ability system in the domain of seafood. This solution tried
to ensure automatic monitoring of live fish and traceability
management using the HACCP (Hazard Analysis Critical
Control Point) and wireless monitoring design. Most of
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these solutions are intended to ensure quality management.
Note that the cited references are from the food industry.
Other examples are available in different sectors. Solanki
and Brewster (2014) examined traceability in the pharma-
ceutical supply chain. Also, Appelhanz et al. (2016) dealt
with wood products.

In the literature, some studies have suggested specific
traceability solutions for industry 4.0. Thus, Barata et al.
(2018) proposed a traceability system in industry 4.0, espe-
cially ceramic products. This traceability was integrated
with a cloud-based manufacturing execution systems (MES).
Additionally, the cited authors used several devices like
mobile devices, quick response codes, and RFID, one can
see that these technologies generate heterogeneous data. In
this context, an effective traceability system should properly
collect and use this data. Also, Corallo et al. (2018) proposed
a framework for voluntary traceability in industry 4.0, par-
ticularly in agriculture 4.0. The suggested system aimed to
support the management of product data in the agri-food
supply chain. The system design started with business model
analysis to conceive each process task. This solution used
IoT techniques for data collection and analytics methods
for information processing. Hence, the recovered traceable
information is accessible through IT solutions and mobile
applications. In contrast to traditional tag-based traceability,
Sanchez et al. (2015) proposed a cyber-physical traceability
system. The system comprises a cybernetic glove, a cyber-
netic table, an execution engine, and a visualization platform
for system and process execution. This architecture allows
managers to monitor both workers’ actions and products
movement.

According to Salampasis et al. (2012) and Alonso-Rorfs
et al. (2016), semantics can play a key role in developing
effective traceability. Both publications have proposed trace-
ability systems using semantic web technology. The first
solution (TraceALL) provided formal means to represent
knowledge and model information on pasteurized milk. The
second work used a holistic and reusable platform for trac-
ing products and controlling processes. Also, Pizzuti et al.
(2017) used an ontology-based system, which is customized
to represent the meat data. Therefore, the suggested ontology
depends on the processes and actors involved in the meat
supply chain. Context-modeling also can be used in industry
4.0. Therefore, a series of recent studies has introduced a
context handling for industry 4.0. For example, Giustozzi
et al. (2018) adopted a knowledge-driven approach, precisely
the ontology-based one. Hence, the cited authors tried to
represent the execution of industrial processes, their internal
state, the context of their execution, and users’ interactions.
This design depends on three elements, including process,
situation, and resource ontologies. Also, Miragliotta et al.
(2018) introduced an industry 4.0 modeling using a data-
driven approach. The suggested method tried to define and
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measure data productivity in industry 4.0. The approach sub-
divided data into availability, quality, and performance and
included technical and organizational factors to support the
decision-making process.

Moreover, the literature review shows other approaches,
including the process modeling method (Pérez et al. 2015;
Petrasch and Hentschke 2016; Suri et al. 2017). Such an
approach attempted to use an industry 4.0 process modeling
language to represent different applications and processes
in an industry 4.0 environment. This language is an exten-
sion of the business process model and notation (BPMN)
standard. Other studies introduced a conceptual framework
for industry 4.0 (Bortolini et al. 2017; Saucedo-Martinez
et al. 2018; Zheng et al. 2018). These general frameworks
attempted to lay the most noticeable basis of smart manu-
facturing, smart design, smart machining, smart control,
smart monitoring, and smart scheduling. Moreover, these
tools involve key technologies such as IoT, CPS, and big
data analytics.

3 Methods and material

Ontologies have been used to develop conceptual models
that represent context, data, and structures (Storgy 2017).
According to Gruber (1993), an ontology explicitly specifies
a shared conceptualization, including concepts, relations,
instances, and axioms. These primitives shape information
into knowledge bases. Thus, reasoning with ontologies is
an automatic procedure, and new axioms could be inferred
from the elaborated ones.

The semantic web (SW) promotes a common format for
data, which is represented in the Worldwide Web. The W3C
organization coordinates semantic web activities and speci-
fies SW technologies and practices. The SW’s stack includes
several levels (Bratt 2007). The uniform resource identifier
(URI) ensures the interaction between web resources, and
the Resource Description Framework (RDF) represents
information as a graphs model (Ivanova et al. 2018).

In RDF, “subject-predicate-object” describes pieces of
information. Each triple expresses only one assertion (e.g.,
proposition or fact). “Subject” refers to the source, and the
“object” denotes the target. The “predicate” designates a
relationship between the source and the target. Graphs (tri-
ples) are the fundamental communication unit for exchang-
ing information. Note that any two graphs might be com-
bined to yield a third one (Ristoski and Paulheim 2016).
When URIs and RDF are combined, a piece of data is easily
identified and structured. However, this combination alone
does not suffice to give semantics to data. Further technolo-
gies are required to reinforce and complete the SW stack.

First, RDF Schema (RDFS) provides metadata terms to
formulate the entity’s hierarchy (classes). RDFS restricts
predicates domain and range. Nevertheless, it cannot
describe some models because it does not incorporate set
theory elements. Second, Web Ontology Language (OWL),
which is an extension of RDFS, is required. This language
uses description logics principles (Horrocks et al. 2003). It
can describe a more complex entity and an additional rela-
tionship. Indeed, OWL is used to construct concise and pow-
erful ontologies. At the same time, the semantic web enables
the web inclusion of the semantic content (Garcia-Castro
and Gémez-Pérez 2010).

The present work takes advantage of two remarkable
ontology properties. First, ontologies own a solid base in
description logics (DLs). Second, ontologies support stand-
ard languages, promote knowledge exchange, and ease the
reusability of models. Moreover, this article proposes to
represent traceability functionalities as a service, which
are designed according to cloud computing service models.
According to the National Institute of Standards and Tech-
nology (NIST), cloud computing is a model for enabling
ubiquitous, convenient, and on-demand access (Zissis and
Lekkas 2012). Manageability, scalability, and availability
are the main cloud characteristics. Also, it has properties
like ubiquitous, multi-tenant, elasticity, and stability. Cloud
computing proposes three models, including Infrastructure
as a service (IaaS), platform as a service (PaaS), and soft-
ware as a service (SaaS) (Hashizume et al. 2013). Other
publications also introduced anything as a service (AaaS)
(Singh et al. 2016).

4 Traceability proposal

In a nutshell, the proposal describes intelligent traceability,
which might ensure product monitoring alongside its tracing
and tracking. This system seeks to improve the supply chain
decision-making process. Also, this paper depicts a context
modeling ontology, which describes and relates different
entities existing in the Industry 4.0 environment. Finally,
this model is the core part of a developed prototype. This is
an intelligent traceability as a service (ITaaS). The following
subsections describe this proposed model in detail.

4.1 Intelligent traceability

Traceability systems should support product monitoring
within industry 4.0. This article advocates that a solution
should not only ensure “tracing’’ and “tracking” but also
“controlling” products. Hence, it should provide tools to
monitor situations and assist with decisions (Bougdira et al.
2016c). Basically, traceability systems can retrieve informa-
tion and localize position. Therefore, including additional
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activities (i.e., supervising product’s environment) could
enhance products quality and safety. A part of this claim
has been discussed as active traceability (Jansen-Vullers
et al. 2003).

The trace function indeed enables recording and retriev-
ing product properties. This function should keep following
all product data. It should include information that comes
from using an analytical method or instrument. The track
function should give access to product location at a given
time. This paper estimates that these functions are only one
traceability aspect. If one introduces more aspects, a trace-
ability system would have a significant impact on the supply
chain. Consequently, this study proposes to add a control
aspect to promote intelligent traceability.

As mentioned in Sect. 2, there is no consensus on what
the term “intelligent traceability” means. Several conflicting
models and descriptions exist, and there is confusion when
using it. Also, publications do not mention the difference
between smart traceability and ordinary ones. As one can
see, there is no explicit explanation or characterization of
what is intelligent traceability.

Therefore, our suggested description includes three prin-
ciples. Intelligent traceability is represented as a set of activ-
ities. Next, each activity uses a specified procedure. Finally,
users should incorporate these activities into the functioning
processes. If one conducts a process (e.g., manufacturing
process and logistics process), one can report it using the
corresponding activity. The proposed activities involve col-
lecting activities, retrieving activities, and monitoring ones.

Collecting activities ensure that all product information
is correctly captured and arranged. These activities should
gather not only immediate product properties but also infor-
mation about the origin, owners, and history. Information
can include the owner’s identity, processing conditions, and
task description in various stages of the chain. Other data
are relevant to traceability, although this information did not
directly influence the product properties (i.e., information
from entities that exist in the product’s surroundings).

In practice, if collecting activities were appropriately
executed, the retrieving activities would provide reliable
and fruitful information. These activities guarantee that a
product is properly identified, traced, and located. The infor-
mation about identification should be accessible to the user
anytime and anywhere. Therefore, the system can retrieve
information about the product ID, name, origin, and the
owner contact information. In the food industry, this type
of information cannot be analytically verified. Therefore,
introducing an identification activity is needed and useful.
The tracing information could include ingredients, part of a
product, and properties. The tracking activity enables users
to follow the product geographically. Hence, one could see
exactly where a product and all its ingredients came from
and went.
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It is relevant to have access to all the mentioned informa-
tion. Further, it would be perfect that this information is
incorporated into a monitoring tool. In this context, monitor-
ing activities try to exploit this data to ensure product safety
and quality. With the help of recorded data and the sensors
ones, a user can supervise the product environment, makes
the proper diagnosis, and take the right decisions (Matkovic
et al. 2014; Bougdira et al. 2016a). These activities could
certify product security. During processing, they could also
adjust pro-actively parameters.

The description above sets some properties and charac-
teristics of intelligent traceability. Accordingly, this research
proposes a definition that might enhance the understanding
of intelligent traceability. This characterization paraphrases
some aspects presented by other works, including Olsen
and Borit (2013), ISO 8402 and ISO 9000. Thus, intelligent
traceability is a set of activities that can record identifica-
tions, collect data, in different stages from heterogeneous
sources, and retrieve any or all object’s information that
is processed not only to trace and track but also to ensure
object safety within its environment.

This definition takes into consideration the importance
of recording information. Furthermore, it stresses the need
for keep-recording other information like information about
processing, logistics operations, and any other events that
affect the product life cycle. This property is needed each
time a product is transformed from input to output. Further,
it includes data captured in product surroundings. Addition-
ally, it underlines the importance of linking this information
to the product through identifiers. Collecting and retriev-
ing acts aim at tracing information, tracking position, and
supervising the product’s surroundings. Furthermore, the
safety means that one can supervise and control different
parameters to ensure the physical security and the qual-
ity of objects (i.e., temperature in storage and processing
conditions). In this case, intelligent traceability is a part of
the decision-making process, and it helps to ensure product
security and quality. Intelligent traceability is the first part of
the proposed model. The next subsection details the second
one, which is ontology-based modeling.

4.2 Ontology-based modeling

The proposal takes an activity-centric perspective and
revolves around Object, Surroundings, PhysicalContext,
and DataElement. It highlights the relationships between
industry 4.0 components and traceability activities.

In this paper, an object is a traceable unit resource (TRU).
This concept has been detailed in several articles (Moe 1998;
Pizzuti et al. 2014; Olsen and Borit 2018). An object could
be a product, pallet, container, or ingredient. Surroundings
refer to entities that surround, affect, or interact with an
object, including persons, sensors, plants, machines, and
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processes, and operations. The physical context denotes the
time and location (Bettini et al. 2010; Topcu 2011). This
aspect provides a spatiotemporal meaning to statements.
Hence, it is primordial to include the location and the time
of each entity. The data element involves all useful informa-
tion that helps with traceability.

So far, activities and industry 4.0 components are the
proposal’s pillars and are the starting point category of our
ontology-based modeling. These comprise a small set of
classes and properties that can promote simple and initial
descriptions. Our design-approach urges that all the men-
tioned components are under traceability. Hence, the object
property “isUnder” denotes the relation between industry
4.0 and traceability. Activities cooperate as well this paper
introduces a reflexive property “cooperatesWith” at the same
time each element could be “composedOf” another element.
Figure 1 depicts this primitive description.

The next step details the main concepts of industry 4.0
and the relationships between its classes. Each class has
reflexive and other object properties. The following fig-
ure (Fig. 2) summarizes the core classes and properties

composedOf

Industry 4.0

cooperates With

Collecting

Surrounc S

Retrieving

Monitoring

Fig. 1 The modeling of primitives

Fig.2 Main concepts of indus-
try 4.0

1sWithin

1sPartOf

1sDescribedIn

of industry 4.0 modeling. Thus, an object could contains
another one. For instance, a container contains products
and a product contains some ingredients. Each data ele-
ment isConnectedTo another one. In traceability case,
information about the product’s owner and its ingredients
are directly bound and combined to provide accurate infor-
mation. A surroundings element can constitute another one
(isPartOf). Similarly, Machine isPartOf WorkStation,
WorkStation isPartOf Line, and Line isPartOf Manu-
facturingPlant. Time and Location, each one referTo the
other. A location is determined in a specific time and vice
versa. “interactsWith” designates the relation between an
object and its Surroundings. Hence, each object has a kind
of interaction at least with one element of industry 4.0. This
property could encompass several relationships and have
sub-properties. Likewise, an Operator handles Object at
the same time a Process transforms Object from input to
new output.

The relation “has” links Object and DataElement.
Thus, an object possesses data useful for traceability.
“isDescribedIn” is a connection between Surroundings
and DataElement. Each surroundings element assigns or
provides data necessary for traceability.

Object evolvesWithin PhysicalContext: such a relation
aims to follow object’s transformations in terms of time and
location. This aspect is indispensable for traceability effi-
ciency. This link might include sub-properties and generates
statements, like Object islnLocation Location and Object
isAtTime Time.

Simultaneously, surroundings elements need a context
description. “isWithin” property and its sub-properties ful-
fill this role. For example, Process occursin Location and
Process occursAt Time. Data element relates to the time
and location thanks to “isCreatedWithin” property. It helps

evolvesWithin

referTo

contains

1sCreated Within

isConnectedTo
interactsWith
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to know the source of each data piece in terms of time and
location.

In this context, Lorezo et al. (2010) discussed the issues
of geographic context and geographic information. Thus,
the authors proposed a computer application for topological
relationships by applying the Douglas—Peucker algorithm
and Bézier curves. Also, regarding the location, Nighot et al.
(2017) proposed a novel technique to find a randomly mov-
ing target where the target’s location and searching space are
unknown. The authors used a hybrid method of wireless sen-
sor network (WSN) that combines static sensor node (SSN)
with mobile sensor node (MSN).

Figure 3 details other aspects of the above modeling and
provides additional semantics. Surroundings comprise
Operator, Resource, and Occurrence. An operator is
an agent (i.e., software, manager, or technician). It oper-
ates a facility, a platform, a manufacturing plant, or another
resource. Resource generates occurrence.

An occurrence could be a production process, a human’s
operation, or an assessment situation. If the property “oper-
ates” relates an operator (0) to a manufacturing plant (mp)
and this one generates an occurrence (OC), one can deduce
that o involvedIn oc.

In addition, if a product (p) interacts with its surround-
ings, i.e., p interactsWith oc, a user can draw an inference
from this evidence. Consequently, one can know; the man-
ufacturing (mp) that has transformed the product (p); the
operator (0) that has been involved in this transformation;
and the identity of this transformation (0c). Information

Legend

] External Ontologies

about 0, oc, mp isDescribedln DataElement. This latter
includes subclasses such as Ownerlnformation, Occuren-
celnforamtion, and Operatorinformation.

Hence, p has Ownerinformation(mp), p
has Occurencelnformation(oc), and p has
Operatorinformation(o). Typically, each data element
possesses data properties, which refer to a piece of informa-
tion (i.e., Ownerlnfroamtion(mp) hasName, hasAdress,
hasOrigin), (i.e., Occurencelnformation(oc) hasDetails,
hasStepDescription, hasProcessingHistory) and (i.e.,
Operatorinformation hasFirstName, hasLastName,
hasRole).

Statements provide inferential evidence about the product
(p) information. This paper provides further examples that
are based on the semantic web rule language (SWRL).

The following expression stands for a Container ?c that
contains some Products 7p. The interaction between the
container and its surroundings is interpreted as; Container
carries a Tag 7t; and Reader ?r reads a Tag. The tag is part of
a Platform ?pt and Operator ?0 operates the platform. This
manipulation generates an Identification ?id (occurrence).
The container’s identification is described in data element
(Identitylnformation).

Container(?c)AProduct(?p)Acontains(?c,?p)ATag(?t)
Acarries(?c,?t)AReader(?r))Areads(?r,?t)

APlatform(?pt)AisPartOf (?r,?pt)AOperator(?0) Aoperate
s(?0,?pt)Aldentification(?id)

Agenerates(7pt,?id)A IdentityInformation(?i)AisDescrib
edIn(?id,?)

EEaat WorkStation i<PartOf |Ident1ﬁcat|onPlatfomlk ........ Reader
[ AssemblingMachine | ..... / ; . Tag reads
Pr Machine | - / _me
ocessingMachine ; Platfoml
m ManufacmnnzPlant
X Softwar eAz ent
Assessement generates operates sub ClassOf
----- usedBy
[ HumanOperation }------- o Operation l sub ClassOf
- |Lfoztifti_cs;ocess {-/;;*.1 Process _|------fiOceurrence —affectedBy—[ Object |—notifiedBy.[Operators-.. el .......... m
anufacturingProcess | . ;
occursin isInLocatior .
occursAt \—F
Pallet sub ClassOf
‘| sosa: Actuator
Time | isAtTime | Product
: i Part
“ Ingredient
1 Additive

Fig.3 Detailed concepts of industry 4.0
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As an example of how to represent time and location,
the following expression stands for a Specialist ?s oper-
ates a ProcessingMachine ?pm in order to cut raw meat
into pieces. The cutting is the occurrence ?c the raw meat
is the object ?7rm. This process occurs in a location ?1 and
at a time 7t.

ProcessingMachine(?pm)ASpecialist(?s)A
operates(?s,?pm)

Cutting(?c)Agenerates(?pm,?c)ALocation(?1)AoccursIn(
2¢,M)ATime(?t)AoccursAt(?c,?t)

In this example, one draws inferential from this informa-
tion. One could know the location and the time of the raw
meat. If RawMeat usedBy Cutting and Cutting occursin
| and occursAt t, then RawMeat isInLocation | and isAt-
Time t. This assertion can be expressed, in OWL case, with
Super-Property of Chain.

Information about location could be more detailed using
spatial relations (Kontchakov et al. 2014) like existsWith
and existsNearBy. Similarly, information about time
could include startedAt, endedAt, hasLast. These rela-
tions enrich traceable information. Since this paper aims
to give a general overview, it does not detail spatial-tem-
poral relations. Sensors generate a stream of time-stamped
and heterogeneous data. This stream is a great asset in our
proposed modeling. It enriches knowledge about an object
and enhances the monitoring aspect of traceability. Sensor
ontology annotates heterogeneous data with formalized
semantics.

In this article, measurements are related to sensing and
observations from the semantic sensor network ontology
(SSN) (Compton et al. 2012). Hence, the following state-
ment stands for a surroundings element ?s that possesses a
sensor ?se which makes an observation ?ob. SSN introduces
two kinds of results; hasResult; and hasSimpleResult (rdfs).
“DataElement” describes this information using sub-classes
and their data properties. Therefore, MeasurementsInforma-
tion represents the observation and their values.

Surrounding(?s)ASensor(?se)AhasSensor(?s,?se)
Asnn:Observation(?ob)AmadeObservation(?se,?0b)A

MeasurementsInformation(?m)AhasResult(?ob,?m)

Supposing a product exists in a storage facility. Sur-
roundings information (storage facility) isDescribedIn
Measurementsinformation. Product interactsWith Sur-
roundings and Product has DataElement. Inferring from
these statements, one can know the object storage conditions
(e.g., temperature and humidity). This information helps to
supervise the product quality and enhance system efficiency.
Figure 4 illustrates the relation with sensor ontology.

The last step addresses the modeling of traceability activi-
ties. This current paper conceives intelligent traceability as
activities that result in information being generated or a
change in the surrounding environment (adjusting param-
eters). Thus, alignment of activities modeling to prov-ontol-
ogy is an obvious choice. Timothy et al. (2013) detailed
the provenance ontology. Figure 5 illustrates the general
description of activities.

CollectingActivity includes Recording, Capturing,
Acquiring, and Stamping. The recording activity ensures
that all data elements are properly stored and arranged. It
guarantees to link all properties with an object identifier.
The capturing activity enables data capture. Data could refer
to the process’s execution, operations step, and an event’s
history through which an object has been passed. Both
activities intend to ensure data recording and keep-record-
ing information. Traceability systems should keep tracking
all data. Acquiring activity is data acquisition and tries to
involve information from the object surroundings like sen-
sors’ observation. Time-stamped and location-stamped are
essential for the accuracy of traceable information. Hence,
the last activity aims to identify where and when an object
exists, or an event occurs. Collecting activities concerns all
industry 4.0 elements.

RetrievingActivity involves ldentifying, Tracing, and
Tracking. These activities describe the sequence of informa-
tion retrieval. This organization attempts to provide traceable
information in a meaningful way. It might enhance informa-
tion accuracy. For instance, if a user needs only to locate a
product, one can directly use the tracking activity without
retrieving all the other information. Note that all these activi-
ties pertain to the object (TRU).

Fig.4 Relationships with sensor

— Measurementlnformation |

eferTo_ [ Time ]

ontology

has.

hasResult

madeObservation
—isDescribcdln——

LocatedIn

hasSensor

ssn: Sensor

hasTime

hasSensor

imteractsWith

I Ob!'cct |
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CollectingProcedure

usedProcedure

\executedBy

executedAtTime

xsd: dateTime

(DataElement

onitoringProcedure

manipulatedTo .
usedProcedure pertainedTo
manipulatesData
executedBy:.
executedAtTime —
Supervising
Diagnosing
xsd: dateTime Adjusting

Fig.5 Traceability activities modeling

MonitoringActivity comprises Supervising, Diagnos-
ing, and Adjusting. These activities follow a sequence to
assist users in the decision-making process. If a system user
supervises an object’s environment, based on the acquired
information and the retrieved one, one could make an instant
diagnosis of the situation status. If the situation needs adjust-
ments, one makes the appropriate decision. Otherwise, one
assigns this task to the right operator (i.e., person or actua-
tor). In the case of processing, these cooperative actions per-
mit pro-actively to adjust production processes and optimize
production characteristics and results.

Activities cooperate, and each activity uses a specified
procedure. For instance, a sensor’s observation is conducted
according to its procedure. The acquiring activity uses this
procedure and its result. A user can collect, correlate, and
retrieve data as an object moves throughout the entire sup-
ply chain. This collaboration might guarantee object safety
qualitatively and physically. The key purpose of activities
modeling is to facilitate activity integration into different
processes. This aspect is essential to capture the different
step’s information.
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This ontology-based modeling helps to construct mean-
ingful ontologies. It could be used as a core part of a seman-
tic web application. Accordingly, the next subsection details
a prototype that results from the ontology-based proposal
and cloud concepts. This traceability application, namely,
intelligent traceability as a service (ITaaS) uses a lightweight
ontology to provide the application’s user with tools for
traceability purpose.

4.3 Intelligent traceability as a service

The proposal should meet the challenges of system
implementation. In this setting, a system should merge
information from different suppliers. Moreover, it should
allow to track an object in real-time and monitor situa-
tions remotely. This study considers that the cloud-based
approach fits with this context. Therefore, the proposed
platform uses principles of cloud services models (SaaS
and AaaS). Hence, this paper outlines the modeling prin-
cipals and addresses only the system implementation
in terms of the application layer. Details about storage
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organization (multi-tenancy), deployment model (e.g., pri-
vate or public), and security issues are beyond the scope
of this article.

This implementation uses a development-ecosystem that
comprises tools like OWL and the software protégé. Also,
this work uses the Jena API to manipulate the ontology. The
prototype is developed in a J2EE environment. For the sake
of readability, the following paragraphs introduce I1TaaS
using examples-driven description.

Figure 6 depicts an ontology example using the suggested
context modeling. It represents the most noticeable informa-
tion needed for efficient traceability. However, that does not
mean the ontology includes all the information. Although
this case belongs to the food sector, the proposal is likely to
be applicable to other sectors. The ontology formalizes the
object and its surroundings. It contains information about
interactions, location, and time. In addition, this ontology
integrates measurements that result from sensors existing
in the object’s surroundings.

As depicted above, one could infer data from statements,
which represent interactions between a product and its sur-
roundings. For instance, affectedBy refers to a situation
in which an object is part of an occurrence. The link noti-
fiedBy denotes an operator that takes part in an occurrence.
If a product is affectedBy occurrence, it is important to
capture the data describing this occurrence. Accordingly, the
information could describe the processing, labeling informa-
tion, quality, and safety instructions. If the same product is
notifiedBy an operator, the data, describing this operator,
are required for efficient traceability. Note that the product
location, at a specific time, could be inferred from these
mentioned statements. The occurrence has two links occur-
sIn and occursAt, which refer to a location at a specific
time. Also, the product location could be obtained through
sensors observations.

The activities are split into interacting services. Each ser-
vice provides access to a well-defined functionality. This
design is inspired by service-oriented architecture (SOA)

hasProductionDate
hasExpirationDate

hasMatriels
hasParts

!

hasCompositions

hasQualityInstructions
hasSafeTemperatureValue
hasSafeHumidityValue
hasTransportInstruction
hasHandlingInstruction
hasManufacturingQuantity
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p hasDeviceld
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Fig.6 Lightweight ontology example
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(Erl 2005). In this setting, users can separate traceability
services physically. Afterward, one can executes and reuses
these services for other purposes. Thanks to SOA, a designer
could easily reconfigure a service into a new one. If a busi-
ness process evolves or changes, the designer has not to
remake the design. A service provides users with an inter-
face that manipulates the value object. A user can invoke ser-
vices via cloud infrastructure. Figure 7 describes an example
at a design level. It implements functionalities for capturing
traceable information during product transformation.

This figure shows two interfaces published by the pro-
posed component. A user can create tasks and detail infor-
mation about them. These interfaces manipulate some value
objects like the step duration and number. Moreover, one
can assign operation and describe the operator’s role. There-
fore, the user can capture data about the role’s name and
description. “ProcessingCapturing” service permits record-
ing and collecting information about production steps and
entities involved in each step. These data are integrated into
the ontology-based model. This integration enriches the
knowledge base and reinforces retrieving and monitoring
efficiency. The mentioned example is useful to give a brief
overview of the expected design manner.

The following traceability example concerns the canned
fish industry. The cannery supply chain comprises fishing
units, intermediaries, processing units, and distributors. In
morocco, the canneries are the main fish processing units,
and the distributors are responsible for tasks like import,
export, distribution, and retailing. The Canning units involve
several products type (i.e., Sardine, Tuna, Salmon). Fishes
are canned in many ways. For instance, in the tuna can-
nery, the fish are washed, sized, and cooked (deep-frying
or steam-cooking). Then, they are packed in other ingre-
dients like olive and tomato sauce. In the case of canned
sardines, after the reception step, a sequence of activities
starts, including fish handling, pre-treatment phase, which
prepares the fish for canning (i.e., bringing the raw material
closer to the size required for retorting), and juicing in which
the cans are filled with the fish and juice (i.e., adding oil

Fig.7 A service-oriented
design example
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+StepNumber: Integer

<<ValueObject>>
Participant

+RoleOrder: String
+RoleName: String
+RoleDescription: String
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or order ingredients). After that, the cans are sealed during
crimping. The post-process phase involves sterilization and
cooling. These processing units produce several products
like the whole sardines in vegetable oil, the skinless and
boneless sardines in tomato sauce. Other preparations can
include other commodities such as olive oil, pimento, salt,
and Moroccan spices. The finished products could have dif-
ferent characteristics regarding label information, weight
(i.e., fish weight: 277 g, 120 g, 84 g, 78 g), types, and size
of cans.

This paper uses the suggested lightweight ontology to
represent this case. In addition, this article introduces a sce-
nario when a food crisis occurs due to several fish cans. A
medical unit reports that several intoxicated persons have
eaten a canned fish. Authorized person elaborates data que-
rying via ITaaS. The following paragraphs describe the func-
tioning scenario of the proposed system.

The first reasoning operation performed is oriented to the
identification of owners. Thus, authorities launch an iden-
tifying activity using ITaaS interfaces. Users can enter a
product ID, a name, or a SPARQL query. Figure 8 shows
the query result, which contains information about the
owner. Accordingly, the data includes the identity of owners,
addresses, and contact information. Supplier information is
essential for recognizing the steps followed by the contami-
nated products. This operation facilitates product recall. In
addition, the prototype interfaces enable a user to track prod-
uct location, which would be useful in such a situation. In
this work, note that results are coded into the JSON format,
which is a minimal and readable format for structuring data.
However, one can present these data in tables using other
transformation (i.e., JavaScript or jQuery).

During the investigation, responsible for food safety
finds two results. Some cans are not produced by the same
company. Moreover, those produced by the same company
do not belong to the same lots. As a consequence, authori-
ties use the tracing activity. They try to know ingredients,
quality conditions, and production dates. Figure 9 depicts
the obtained data. This procedure reveals the presence of a

<<Interface>>
Tasks

+CreateTask()
+DeleteTask() Tl

<<Service>>
ProcessingCapturing

<<Interface>>
Participants LT

+AssignOperation() k"

+DeleteRole()
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"http://www.semanticweb.org/abdslam/ontologies/2017/11/ITaaS#OverseasFishCompany" } , "Address": {
"type": "literal" , "value": "BP 2227- Avenue Abou Obeida Ibn Al Jarrah@(E -Fez" } ., "Phone": { "type":
"literal" , "value": "002120678896765" | , "Email": { "type": "literal" , "value": "fishcompany@ofc.com" } } ]

¥y
b1y

Fig. 8 Identifying query results

common ingredient (tomato sauce) involved in all cans pro-
duction. Hence, this ingredient could be responsible for this
contamination. Thus, the user can easily identify the supplier
that provided the sauce. Based on these results, authorities
can intervene to manage this food crisis.

5 System evaluation

This paper assesses the model effectiveness in terms of per-
formance and benefits. Thus, this evaluation focuses on the
system functioning, and it depends on two factors: the accu-
racy of the system and its benefits.

Our suggested model focuses on integrating different data
types and using valuable information to ensure traceability
efficiency. Also, our modeling uses a unique concept (occur-
rence) to represent the process and situation in an industry
4.0 environment. This utilization facilitates the context-mod-
eling, increases the modeling consistency, and decreases the
ontology weight (complexity). Moreover, the current paper
has a traceability-centric vision. Thus, our context mod-
eling separately represents the resource, the operator, and
the object. This separation between these elements helps to
enable an accurate description of manufacturing knowledge
in a machine-interpretable way. Also, our modeling seeks
to enable better integration of traceable data from different
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& C ©® localhost:8080/ITaaS-Platform/SearchTrace?ldProduct=CFP456F4&message aQ % o
{ "head": { "vars": [ "ProductionDate" , "ExpirationDate" , "IngredientsNumber" , "QualityPreservationConditions" , "value" ,
"Ingredients" ] | ., "results": { "bindings": [ { "Ingredients": { "type": "uri" , "value":
"http://www.semanticweb.org/abdslam/ontologies/2017/11/ITaaS#salt" | } , { "Ingredients": { "type": "uri" , "value":
"http://www.semanticweb.org/abdslam/ontologies/2017/11/ITaaS#cumin" | | , { "Ingredients": { "type": "uri", "value":
"http://www.semanticweb.org/abdslam/ontologies/2017/11/ITaaS#sauce" | } , { "Ingredients": { "type": "uri" , "value":
"http://www.semanticweb.org/abdslam/ontologies/2017/11/ITaaS#oil" |} | . { "Ingredients": { "type": "uri" , "value":
"http://www.semanticweb.org/abdslam/ontologies/2017/11/ITaaS#tuna" } | . { "ProductionDate": { "type": "literal" , "datatype":

"http://www.w3.0rg/2001/XMLSchema#dateTime" , "value": "2018-10-26T21:32:52" |
"datatype": "http://www.w3.0rg/200 1/ XML Schema#dateTime" , "value": "2019-10-26T21:32:52" }

"
1

, "ExpirationDate": { "type": "literal" ,
, "IngredientsNumber": |

"type": "literal" , "value": "1" } } . { "ProductionDate": { "type": "literal" , "datatype":
"http://www.w3.0rg/2001/XMLSchema#dateTime" , "value": "2017-10-26T21:32:52" } , "ExpirationDate": { "type": "literal" ,

"datatype": "http://www.w3.0rg/2001/XMLSchema#dateTime" , "value": "2022-10-26T21:32:52" }

, "IngredientsNumber": |

"type": "literal" , "datatype": "http://www.w3.0rg/2001/XMLSchema#integer" . "value": "5" } } . {
"QualityPreservationConditions": { "type": "uri", "value":
"http://www.semanticweb.org/abdslam/ontologies/2017/11/ITaaS#qualityTemperatureO1CE" |} , "value": { "type": "literal" ,
"datatype": "http://www.w3.0rg/2001/XML Schema#float" , "value": "15.0" } } , { "QualityPreservationConditions": { "type":
"uri" , "value": "http://www.semanticweb.org/abdslam/ontologies/2017/11/ITaaS#qualityHumidityO1CF" } , "value": { "type":

"literal" , "datatype": "http:/www.w3.0rg/2001/XMLSchema#float" , "value": "60.0" } } ]} }

Fig.9 Tracing query results

sources, an easy transformation from a context-modeling
to a context-aware, and better reasoning on context-related
semantics and information.

The current proposal recognizes the potential of the cloud
to facilitate traceability. Therefore, the cloud is a main part
of the proposed model. Hence, our system is expected to
provide not only internal traceability but also to share the
traceable information among all the supply chain stakehold-
ers (external traceability). Thus, the proposal is expected to
enable users with interfaces to manage and retrieve trace-
ability information. Accordingly, cloud computing has the
potential and flexibility to provide such services. These
specifications depend on shared resources by local servers
or individual devices. Note that in industry 4.0, applications,
entities, and machines evolve into distributive environments.
These resources should communicate and share informa-
tion to achieve consistency. Further, the suggested platform
ensures the main traceability functions (i.e., identifying,
tracing, and tracking) and can be also extended to other func-
tions like supervising and diagnosing product status.

Thus, the current study urges that the model is generic
enough and can extend to other attributes, including dif-
ferent traceability cases and customizable requirements.
Consequently, although different technologies and devices
are used in industry 4.0 and traceability, one can see that
the proposed model would promote the development of an
effective traceability system that properly collects and use
these heterogeneous data. Accordingly, our modeling tried
to underline and overcome this issue. Hence, one can benefit
from all the collected information using the proposed ontol-
ogy modeling, which allows users to collect the most notice-
able product data and provides added-value information to
improve the monitoring of operations and their performance.
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Practically, our proposal attempts to provide a general
traceability solution. It is independent of the product’s sec-
tor. Therefore, ontology-based traceability can be easily
specialized or extended to various environments. Thus, the
present study, in a way, strives to enrich traceable infor-
mation using industry 4.0. Further, traceability data can be
exchanged easily in a scheme of data web (Trillo et al. 2011).
Therefore, our proposed solution takes a general-purpose
perspective. It aims to integrate traceability activities into
enterprise processes regardless of the manufacturing process
and the industrial sector specifications. Thus, the suggested
model emphasizes the importance of organizing traceabil-
ity into a set of activities. These activities are in line with
the standards described by prov-ontology. For example, a
business operator would implement collecting activities as
a part of the industrial process. In this way, users can keep
following the data as an object moves through the supply
chain. Also, these activities might use the procedures already
implemented by industrial instances. These procedures spec-
ify how to carry out activities using instructions and rules.

Based on the literature on intelligent traceability sys-
tems, it seems that these solutions attempted primarily to
ensure product quality. If one accepted this claim, intelligent
traceability would be simply another tool of quality control.
However, experiences and common practices indicate that
intelligent traceability should have a much broader picture.
The suggested design urges that it should have the means
to strengthen the safety, security, and quality of products
throughout the entire supply chain. Therefore, besides iden-
tifying, tracing, and tracking functions, our system allows
stakeholders to supervise the product, diagnose the prod-
uct status, and make decisions. This continuous monitor-
ing of products enables the control of a significant part of
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the product life cycle. Also, our suggested model does not
depend on specific tools, but it builds a sequence of activities
to assist the users in the decision-making process. Therefore,
one can choose tools without being conditioned by a specific
tool. Consequently, one can adapt to different traceability
cases.

6 Discussion

The functioning scenario shows that ITaaS helps to con-
duct a backward analysis. It results in identifying a prod-
uct, its owner, and food commodities in a finished product.
Activities arrangement is helpful, especially with a disease
outbreak. This arrangement operates as a reasoning stream
to perform a detailed analysis. It starts with identifying an
object and supplier identities. Next, it permits exploring
components, elements, instructions, and information about
each entity. The tracking activity determines entities’ posi-
tion and can support product recalls. This activity completes
and improves crisis analysis accuracy. Hence, the users
could see exactly where a product and all its ingredients
came from and went. Therefore, this system might help to
combat counterfeiting, ease products recall, supervise prod-
uct life cycle, and assist in product withdrawal.

The flow of activities is a rapid instrument for accurate
analysis. ITaaS could conduct the main analysis steps even
if a non-specialist third-party leads the investigation since
the main activities are pre-programmed (i.e., identifying,
tracing, and tracking). This model facilitates reasoning on
product information and eases the incorporation of traceabil-
ity activities along with the processing activities. Hence, the
suggested model permits collecting data from heterogeneous
sources designates means to store data, relates data to the
product identifier (ID), and implements mechanisms to share
the collected information among different stakeholders.

ITaaS could also be used as a valuable tool to monitor
the product’s life cycle. For example, tracing activity shows
values of quality conditions in terms of temperature and
humidity. One can compare these values with the sensors’
observations. ITaaS could use these measurements thanks
to the acquiring activity. Thus, during a storage situation,
a user can supervise and diagnose storage status. Conse-
quently, one can recommend adjustments to ensure product
safety and quality. This functionality allows for continuous
monitoring. It helps users to make proactive corrections in
processing. If one managed indeed to combine with ITaaS
other tools [i.e., quality control (Bougdira et al. 2019)],
ITaaS would have a positive impact on the decision-making
process. In addition, these additional tools could enhance
system effectiveness.

This decision-making process is an important feature of
an intelligent traceability system. This mechanism might

help stakeholders to enhance supply chain visibility, pro-
vide supply chain sustainability benchmarks, and test supply
chain indicators (Carter and Liane Easton 2011; Bougdira
et al. 2016b). The suggested model helps not only to achieve
product tracing and tracking but also to monitor the prod-
uct’s situations. Therefore, it should promote both backwards
and forwards analysis.

Activities handle another aspect, which is information
continuity. Olsen and Borit (2013) stressed the need for sys-
tematic recordings and record-keeping to ensure effective
traceability. Accordingly, collecting activities are arranged to
ensure this functionality. In manufacturing, products result
from several conversions. Hence, our system tries to identify
entities and operations involved in these transformations.
Consequently, the capturing activity seeks to collect all
traceable information at various stages. This activity could
be directly combined with the acquiring activity, particularly
in the case of production monitoring. This combination is
useful during processing operations, which need permanent
control (i.e., food and pharmaceutical production). The
recording activity allows users to store traceability data. In
addition, it enables the linkage between all traceability data
coming from different actors. The stamping activity grants
actor permission and means to assign for each piece of data
time and location, which adds meaningful information to
deal with systematic data storing and retrieving.

This article tries to represent product information and its
surroundings in the same context-modeling. Several publi-
cations proposed to model traceability data using ontology
(Salampasis et al. 2012; Pizzuti et al. 2014). Also, some
ontologies represent surroundings in many contexts; IoT
(Wang et al. 2017b); sensors and actuators (Janowicz et al.
2018); and industry 4.0 (Giustozzi et al. 2018). Instead of
being separately expressed, the suggested model seeks to
link both parts. This association could yield a valuable trace-
ability model. It attempts to represent and bring together
information about an object and its surroundings.

This association ensures interoperability and data integra-
tion. Thus, it offers the most traceable information without
pretending to establish an exhaustive list of all possible data.
In addition, the suggested work attempts to be independent
regarding identification, localization, and recording means.
The identification mechanism depends on the type (e.g.,
RFID and bar code) and structure (e.g., numeric, alphanu-
meric, and GS1 number). Localization technology could be
indoor, outdoor, or GPS transponders. The recording of prop-
erties and transformations could be manual or computerized.

The suggested model does not pretend to give a new
traceability definition or replace the existing ones. It should
be improved and enriched in collaboration with supply chain
experts. This paper seeks to put under the spotlight other
traceability aspects, but it is not the only possible represen-
tation in industry 4.0. It could be an opportunity to explore
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traceability deeply, especially within industry 4.0. Although
the proposal could be useful for some cases, it should learn
lessons from existing models. In this context, Olsen and
Borit (2018) provided a structure for describing a traceabil-
ity system in which the authors emphasized the need for
three system components.

The noticed results would be a powerful asset to the sug-
gested model enhancing. These enhancements should take
into consideration other aspects. For example, how can one
construct, send, and receive traceability messages.

7 Conclusions

In this paper, a traceability model for industry 4.0 has been
proposed. In such a context, traceability systems should par-
ticipate in the decision-making process. Therefore, the sug-
gested model involves a description of intelligent traceabil-
ity. Moreover, this design aims to represent the object and its
surroundings in the same context-modeling instead of being
separately represented. This association provides more inter-
operability and yields a valuable traceability model. Also,
this paper has developed an application prototype for trace-
ability purposes. This platform uses semantic technologies
and cloud computing techniques. It also aims to ease reason-
ing on traceability data. This application provides users with
a common knowledge base to access and represent traceable
information. According to a simulated scenario, users can
share and query remotely this knowledge base.
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