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Abstract
In a world with an increasing population, an alternative for aiding healthcare systems is the use of sensors and wearable 
devices for monitoring patient physiological data. The analysis of collected data can help guide health services or the self-care 
of patients. This paper explores literature related to the collection and analysis of physiological data in smart environments 
by means of a systematic mapping study, organized in three steps: (1) identification of research questions; (2) elaboration of 
the search process; (3) definition of the criteria for filtering results. Papers were added using the snowball sampling method. 
This work encompassed 5870 papers published in the past 11 years, up to April 2019. The final selection resulted in 32 
papers. Among these, 25 works collected cardiac data, 23 used Wi-Fi, Bluetooth, GSM, or ZigBee technologies, and 14 
used techniques for the analysis of physiological data. Mapping verified the more prevalent trends and technologies in the 
collected and analyzed physiological data from smart environments. The filtering process allowed for a focus on communi-
cation technologies and vital sign data types. Three general questions (GQ), two specific questions (SQ), and two statistical 
questions (STQ) were answered. Similar reviews have already been conducted focusing on sensors, rather than collecting 
techniques and physiological data analysis. This denotes an opportunity for further studies in the vital sign analysis area.

Keywords Smart environments · Ubiquitous computing · E-health · Physiological data · Data analysis

1 Introduction

According to a recent study (United Nations Department of 
Economic and Social Affairs 2017), the global population 
is increasing and aging. This growing portion of the popula-
tion will demand even more from health systems. The use 
of technological solutions can improve the quality of life 
of more people who require care; for example, by using a 
device that can detect a patient’s vital signs and sending an 
alert to a healthcare professional when these reach a criti-
cal threshold. An alternative is the use of automated sys-
tems that collect vital signs for analysis, advising anyone 

interested in the patient’s health condition accordingly. In 
this context, the actual challenges and trends related to col-
lecting and analyzing physiological data need to be inves-
tigated. A literature revision can help to indicate the issues 
experienced in this domain for future work on the topic.

This paper used a systematic mapping method to study 
the use of technologies related to the collection and analysis 
of physiological data. Studies focusing on different research 
areas (Goncales et al. 2014; Vianna et al. 2017; Dias et al. 
2018; Dalmina et al. 2019) have also applied this approach 
(Petersen et al. 2008, 2015; Cooper 2016). In addition, 
related studies have already been conducted in the specific 
research area highlighted in this paper (Zheng et al. 2014; 
Touati and Tabish 2013; Punj and Kumar 2018; Chen et al. 
2010; Jovanov and Milenkovic 2011). However, these stud-
ies aimed at researching sensors, without enlisting commu-
nication techniques or the analysis of collected data.

Data analysis can provide a better understanding of 
patient conditions, despite the fact that some papers reviewed 
in this work (Kemp et al. 2008; Apiletti et al. 2009; Copetti 
et al. 2009; Chen 2012; Chen et al. 2013; Salim et al. 2014; 
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Furberg et al. 2017; Fernandes and Lucena 2017; Hu et al. 
2012; Achouri et al. 2017; Barreto et al. 2018; Choi and 
Shin 2018; Hassan et al. 2019) present techniques related 
to data analysis. Since each patient has different needs, a 
review is needed to establish whether analyzed data take 
into consideration individual user profiles. This may indi-
cate an opportunity for future studies on physiological data 
analysis. This paper’s objective is to highlight the most-used 
technologies in the field of communication and the analysis 
of physiological data, thus serving as a basis for future work 
in this context.

The paper is organized as follows: the next section pre-
sents how the study was elaborated, starting with a selection 
of five computing and health databases. An initial selection 
of 5870 papers was found, and 32 papers were selected after 
the filtering process. Afterwards, a section addresses the 
papers filtered according to the research questions, as well 
as the results obtained. The penultimate section considers 
the possible threats to the validity of this work. Finally, the 
last section presents conclusions and future work.

2  Methods

This paper uses a systematic mapping study as a methodol-
ogy for conducting a literature review (Budgen et al. 2008; 
Petersen et al. 2015; Cooper 2016) of research works that 
investigated how computing can aid in the collection and 
analysis of physiological data. This methodology is widely 
recognized and applied in areas such as medicine(Cooper 
2016) and social sciences(Petticrew and Roberts 2006). The 
main objective of such a review is to identify evidence and 
trends in collections of literary works related to a topic of 
interest, thus reducing bias when single references are used. 
Based on the guidelines proposed by Petersen et al. (2015), 
the systematic mapping herein applied the following steps:

– Elaboration of the research questions.
– Elaboration of the search process.
– Definition of the criteria for filtering results

2.1  Research questions

The research questions applied in this study delineated the 
discovery of papers that may be related to the collection 
and analysis of physiological data. Three general questions 
(GQ), two specific questions (SQ), and two statistical ques-
tions (STQ) were defined. The general questions sought 
basic information regarding the technologies used in smart 
environments and physiological data. The objective of the 
specific questions was to understand the quantitative details 
of selected papers, such as the most common vital signs 
collected, or whether analysis of the collected data had been 
effected. Finally, the objective of the statistical questions was 
to verify where papers had been published, and to define 
the chronological data of publications. Table 1 presents the 
research questions.

2.2  Research process

Three steps were defined for the research process: specify the 
search string, select the databases, and find the results. The 
first step identified the main terms and their most relevant 
synonyms. The terms chosen were ‘physiological data’ and 
‘smart environments’ as primary terms, and ‘health data’, 
‘biometric data’, and ‘ubiquitous environment’ as synonyms.

Once the terms and synonyms were defined, the search 
string was elaborated. As soon the search string was defined, 
the search parameters for use in the databases were deter-
mined. The second step was to select relevant databases 
to the study area in order to apply the search string. Seven 
search databases were used: ACM Digital Library, IEEE 
Xplore, JMIR, Springer Link, PubMed, Science Direct, and 
Wiley Online Library. The selection prioritized health and 

Table 1  Research Questions

Type Details

General Questions
 GQ1 How are smart environments using physiological data for healthcare?
 GQ2 What are the most common techniques and/or technologies for communication of collected physiological data in smart 

environments?
 GQ3 What are the most common techniques and/or technologies for the analysis of physiological data in smart environments?

Specific Questions
 SQ1 What are the most common types of vital signs collected?
 SQ2 Was the user profile considered in the analysis of physiological data?

Statistical Questions
 STQ1 Where were the studies published?
 STQ2 How many publications occurred per year?
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computer science research databases. These databases had 
previously been used in recent systematic review studies 
(Goncales et al. 2014; Vianna et al. 2017; Dias et al. 2018; 
Dalmina et al. 2019).

Research in ACM Digital Library and IEEE Xplore, Sci-
ence Direct, and Wiley Online Library required the use of an 
advanced search feature. In the PubMed and JMIR databases, 
the advanced search was used in combination with the sum-
mary and title fields. Finally, in Springer Link, in addition to 
using the search string as the search query, it was necessary 
to remove documents categorized as ‘preview only’, and to 
select the search filter titled ‘computer science’ to obtain rel-
evant results. The final step defined the study filters.

2.3  Study filtering

The studies were filtered in order to select the papers that 
best focused on the research area. The following inclusion 
criteria (IC) were defined:

– IC 1: the study must have been published in a conference, 
workshop, or journal.

– IC 2: the study should be related to the proposed theme – 
smart environments, as well as analysis and the collection 
of physiological data.

– IC 3: the study should be a complete paper.

The Exclusion Criteria (EC) were defined, as follows:

– EC 1: studies published prior to 2008.
– EC 2: studies not written in English.
– EC 3: studies published as dissertations or theses.
– EC 4: studies that did not include data collection or anal-

ysis for smart environments.
– EC 5: studies that did not have a relationship with the 

research questions.

The inclusion and exclusion criteria allowed for obtaining 
the most relevant studies and to eliminate any noise gener-
ated in the research. Figure 1 shows the filtering process. 
The initial filtering of papers was effected by removing 
impurities that did not comply with exclusion criteria EC 1, 
EC 2, and EC 3. Subsequently, a filter was created from the 
title and keywords of the reviewed papers; finally, selected 
studies were filtered according to the content of the abstract 
of the mapped papers.

Three papers (Apiletti et al. 2009; Salim et al. 2014; 
Nikolidakis et al. 2010) were added using heuristics, as 
they were considered relevant to the study. These papers 
were related to the research questions and agreed with the 

Fig. 1  Filtering process
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criteria of the paper, even though they were not found in the 
search process. These papers were found using the snowball 
sampling method (Cooper 2016), which involved reading 
the references in the filtered papers and searching for papers 
that were not found in the initial search. The next filter rep-
resents an approach called the three-pass method (Keshav 
and S 2016).

The first step of three-pass method, comprised four 
stages: (1) read the title, abstract, and the introduction of 
each mapped paper; (2) read only the titles of each sec-
tion and subsection, ignoring the rest; (3) look briefly at 
the mathematical content (if any) to review whether they 
are consistent with the theoretical grounds presented in the 
mapped paper; (4) read the conclusions. The second step 
involved carefully reviewing figures, diagrams, and other 
illustrations of papers, with specific attention given to 
figures.

Finally, the third step was to read the full text, observing 
exclusion criteria EC 4 and EC 5. The final filters enlisted 
the 32 remaining papers (see Appendix A). The papers were 
stored in software called Mendeley Desktop, and organized 
in different collections according to each search database.

3  Results

The final filter resulted in 32 papers (see Appendix A). The 
selected papers were analyzed at this stage according to 
their aims. In the final selection, five papers (Zheng et al. 
2014; Touati and Tabish 2013; Punj and Kumar 2018; Chen 
et al. 2010; Jovanov and Milenkovic 2011) were system-
atic reviews and did not present the required elements to be 
answered according to the research questions. The remain-
ing 27 papers were related to the collection or analysis of 
physiological data. The results of each research question are 
presented in this section.

3.1  GQ 1: How are smart environments using 
physiological data for healthcare?

Smart environments work through perceptions (sensors) and 
actions (controllers). The environment perceives a deter-
mined situation and acts through controllers in response to 
this situation (Cook and Das 2007). The papers below are 
described to gain a better understanding of how perception 
and action were effected using physiological data.

Kwon et al. (2008) propose a network architecture model 
for sending ubiquitous health data, making the packages 
smaller and adapting the transmission to reduce the energy 
spent by Internet if Things devices. This solution enhances 
security in the transmission of physiological data through 
the network. Kang et al. (2008) developed an architecture 
for collecting physiological data and displaying it via an 

internet page. The patient and doctor can track the data in 
real-time with proper access. The architecture also enables 
the selection of parameters and the definition of alerts, based 
on the patient’s current health status.

Kemp et al. (2008) effected the use of a sensor network 
to increase safety in bomb disposal missions. They created 
a wearable device to track heartbeat, respiratory flow, and 
skin temperature. With this information, in addition to envi-
ronmental temperature, a mission commander can detect 
the stress of his subordinates, and decide whether they are 
sufficiently able to proceed in conducting the mission. Hu 
et al. (2009) propose a system to collect and analyze elec-
trocardiogram (ECG) data of elders in a rest home. The pro-
posed system uses an RFID tag and registers when an elderly 
individual takes their medication. All of this information is 
available to caregivers via a server in the rest home.

The study by Copetti et al. (2009) used a framework for 
the collection and context analysis of vital signs, specifi-
cally, heartbeat and blood pressure. The paper considers the 
current context of patients, their vital signs values, and their 
global positioning system (GPS) location to issue alerts in 
critical situations. Apiletti et al. (2009) proposes a model 
that analyses the patient’s context history to determine 
a critical situation. Once a critical situation is identified, 
alerts are made to emergency services or persons interested 
in monitoring the health status of the patient.

Nikolidakis et al. (2010) present a model that enables a 
secure means for collecting and sending healthcare data. The 
model uses health standards such as IMS (information medi-
cal statics) and HL7 (health level 7). Sugimoto and Kohno 
(2011) developed a system that collects ECG and skin tem-
perature data for activity recognition. The system can predict 
the health status of the user using these data. (Young et al. 
2012) monitored ECG during sleep. The system can define 
user status based on their behavior while sleeping. All of 
this data can be tracked in real-time through mobile devices.

Hu et al. (2012) used four types of pre-established pat-
terns of activities that the patient may be performing by 
measuring ECG data. The proposed solution analyses 
whether the ECG data of the patient is above or below pre-
determined thresholds. When this occurs either way, the 
system sends alerts to contacts previously defined. Hung 
et al. (2012) tracked ECG using a jacket with a sensor, and 
a photoplethysmogram (detection of the amount of blood in 
a vessel) using a ring. The analysis of data in this instance 
was able to detect risk related to heart health. All data can 
be transmitted by Bluetooth to a nearby computer, where it 
can be displayed.

Chen (2012) employed a process that collects the ECG 
and GPS data of the user, and sends it to a center where 
health specialists analyze it in real-time to provide aid, if 
needed. Chen et al. (2013) monitored and analyzed the vital 
signs (ECG, respiratory flow, blood pressure) of the elderly. 
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An image detection technique obtained through the surveil-
lance system was used, alongside physiological data, to send 
alerts based on pre-established conditions. These conditions 
were modeled through an ontology.

Salim et al. (2014) monitored the vital signs of firemen 
during service in real-time. Using this data, as well as con-
text data (GPS, environment temperature), it was possible 
to predict the physical condition of firemen. In the case of 
risk, an alert is sent to the mission commander. Touati et al. 
(2015) ) proposed a platform for collecting physiological 
data through a low energy IPV6 network. The sensors can be 
accessed directly using the proposed technology, without the 
need for a gateway or middleware. Adib et al. (2015) used a 
sensor for respiratory flow that does not need to be attached 
to the user. The technique works by calculating the distance 
between the sensor (which is fixed on a wall) and the user 
when he inhales and exhales.

Madias (2016) developed an application for tracking ECG 
through sensors linked to a smartphone. Following the col-
lection of ECG data, said data is sent to cloud storage (also 
developed in his work). Hossain and Muhammad (2016) pro-
pose a framework for collecting and analyzing ECG data. 
The framework classifies the user’s current health status and 
aims to guarantee that collected data are not lost due to con-
nection issues. Pham et al. (2016) introduced a smart home 
that monitors and provides advice about the user’s health 
status. The proposal used a ZigBee communication protocol 
and indoor localization through RFID to collect and analyze 
heartbeat and respiratory flow.

Siddharth and Deshpande (2016) proposed a smart wheel-
chair with heartbeat monitoring, fall detection, and GPS. 
The wheelchair works in outdoor environments, sending 
data through a global system for mobile (GSM) protocol to 
cloud storage. Achouri et al. (2017) described a framework 
for detecting user behavior. The data collected from the user 
(ECG, RFID indoor location) is analyzed, and with the use 
of ontologies, it is possible to detect if the current behavior 
of the user presents a risk to the user’s health. The frame-
work proposed by Fernandes and Lucena (2017) allows for 
the monitoring of temperature and heartbeat through Blue-
tooth. The analysis of the data through a multi-agent archi-
tecture sends alerts in case of a detected risk. The alerts are 
based on a threshold previously parametrized.

Curmi et al. (2017) investigated the effect of the use of 
biometric data among online sports spectators. During a 
marathon, each spectator used a proposed application to 
receive athletes’ biometric and GPS data. Using the appli-
cation, spectators were able to cheer for one of the athletes 
and the athlete wearable device vibrates indicating someone 
cheering for him during the marathon. After the marathon 
had been completed, the researchers conducted interviews 
with the participants and analyzed the interaction of specta-
tors through the ‘cheers’ given using the application. The 

study sheds light on how biometric data can affect a specta-
tor’s support of athletes. A study by Furberg et al. (2017) 
introduces a model for monitoring police officers in service. 
The application determines possible stressful situations, 
allowing the mission commander to monitor the stress lev-
els of his subordinates.

Barreto et al. (2018) employed a platform based on fea-
ture selection and classification methods to detect cardiac 
arrhythmia. The proposed method can achieve accuracy of 
up to 90% in arrhythmia diagnosis. Choi and Shin (2018) 
developed a personalized service for healthcare using IoT 
devices. The service uses the concept of PHR (personal 
health records) to store user health data, and can determine 
risks in real-time. Finally, Hassan et al. (2019) proposed 
a hybrid real-time monitoring framework for users with 
chronic diseases. They employed a hybrid algorithm to ana-
lyze heartbeat, blood pressure, and respiratory flow, and to 
detect risks in real time.

3.2  GQ 2: What are the most common techniques 
and/or technologies for communication 
of collected physiological data in smart 
environments?

Figure 2 shows the types of communication technologies 
most used in the selected papers. Wi-Fi (Copetti et al. 2009; 
Chen et al. 2013; Furberg et al. 2017; Achouri et al. 2017; 
Nikolidakis et al. 2010; Young et al. 2012; Madias 2016; 
Touati et al. 2015; Hassan et al. 2019) and ZigBee (Salim 
et al. 2014; Nikolidakis et al. 2010; Young et al. 2012; 
Sugimoto and Kohno 2011; Kang et al. 2008; Pham et al. 
2016; Kwon et al. 2008) were the most used, with Bluetooth 
(Kemp et al. 2008; Fernandes and Lucena 2017; Hu et al. 
2012; Hung et al. 2012; Curmi et al. 2017; Choi and Shin 
2018; Hassan et al. 2019) in third position. GSM was used in 
three studies (Chen 2012; Achouri et al. 2017; Siddharth and 
Deshpande 2016). In one case (Adib et al. 2015), a commu-
nication protocol was created specifically for the research, 
and described by the authors as ‘modulated frequency’.

3.3  GQ 3: What are the most common techniques 
and/or technologies for the analysis 
of physiological data in smart environments?

Among the selected papers, a number of common types of 
analysis were identified, such as analysis of the patient’s 
current context (geolocation, ambient temperature) (Kemp 
et al. 2008; Copetti et al. 2009), as well as historic context 
(Apiletti et al. 2009), where the patient’s physiological data 
values over a period of time are stored and analyzed as a 
basis for determining whether a current situation is normal. 
A classification system was also found (Copetti et al. 2009; 
Hossain and Muhammad 2016; Barreto et al. 2018; Choi 
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and Shin 2018; Hassan et al. 2019)in which data extraction 
was made, and data classified according to the aim of the 
proposal.

Two works byChen et al. (2013) and Achouri et al. (2017) 
used ontology inference to recommend a treatment, based on 
the patient’s current condition. In one paper (Chen 2012), 
the collected data was analyzed manually in real-time by a 
team of health professionals. Another paper (Salim et al. 
2014) used a prediction context-based technique. In this 
paper, physiological and non-physiological data were ana-
lyzed to predict possible issues related to the patient’s health.

Finally, three studies (Furberg et al. 2017; Fernandes and 
Lucena 2017; Hu et al. 2012) identified pre-established max-
imum and minimum thresholds for vital signs data. Once 
data falls outside these limits, alerts will be sent to interested 
individuals or emergency services. Figure 3 shows the data 
extracted from the research.

3.4  SQ 1: What are the most common types of vital 
signs?

Eleven different types of vital signs were identified. The 
most common were ECG (Chen 2012; Chen et al. 2013; 
Hu et al. 2012; Nikolidakis et al. 2010; Young et al. 2012; 
Sugimoto and Kohno 2011; Madias 2016; Hung et al. 2012; 
Hu et al. 2009; Touati et al. 2015; Hossain and Muham-
mad 2016; Barreto et al. 2018; Choi and Shin 2018) and 
heart beat frequency (Copetti et al. 2009; Salim et al. 2014; 

Furberg et al. 2017; Fernandes and Lucena 2017; Kang et al. 
2008; Pham et al. 2016; Siddharth and Deshpande 2016; 
Adib et al. 2015; Kemp et al. 2008; Apiletti et al. 2009; 
Curmi et al. 2017; Choi and Shin 2018; Hassan et al. 2019). 
This may indicate a trend in the area of monitoring infor-
mation related to heart health. Figure 4 displays the most 
commonly used vital signs in the selected papers.

3.5  SQ 2: Was the user profile considered 
in the analysis of physiological data?

In one paper (Apiletti et al. 2009), the model considered user 
profiles and their historical contexts. The authors propose a 
framework in which the data for each vital sign collected was 
correlated with the user’s historical profile, thereby verify-
ing whether the vital sign in question reflects a critical or 
normal situation.

3.6  STQ 1: Where were the studies published?

Figure 5 shows that the selected papers were distributed in 
journals, conferences, and workshops. Journals represent 
50%, conferences 43.75%, and workshops represent 6.25% 
of total publications. The exact contexts in which studies 
were published is displayed in Appendix A, along with a 
relevant name and venue.

Fig. 2  Types of communication technologies
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Fig. 3  Types of analysis techniques

Fig. 4  Types of vital signs collected
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3.7  STQ 2: How many publications occurred 
per year?

Figure 6 shows the distribution of papers according to year 
of publication. Data was collected up to April 2019, since 
the study was developed during this year. Research in the 
area has been ongoing since 2008, with a small variation of 
papers published over the years.

4  Threats to validity

Like any other systematic mapping study, this work includes 
risks that can affect its results. Risks are a consequence of 
decisions made during systematic mapping. Strategies were 
applied to mitigate their possible impacts.

Seven databases were researched to ensure more complete 
results. These databases are recognized for their relevance in 
the areas of computer science and healthcare. This diversity 
attenuated the risk that research sources limited the results 
obtained.

The search process and search criteria may have restricted 
access to papers, so that relevant work in the research area 

Fig. 5  Where the included studies were published

Fig. 6  Publications per year
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may not have been considered. In this sense, a relevant limi-
tation is that, throughout the filtering process, the papers 
were analyzed and selected without a reviewer. This risk 
was mitigated by the application of the techniques proposed 
(Petersen et  al. 2008, 2015; Cooper 2016), which were 
applied in papers (Goncales et al. 2014; Dias et al. 2018; 
Vianna et al. 2017; Dalmina et al. 2019). In addition, the 
composition of the search string considered two primary 
terms in the research area and three synonymous terms. This 
strategy broadened the research scope and allowed for better 
assertiveness in the results.

5  Discussion

Technological solutions applied to healthcare can be char-
acterized as eHealth (Chen et al. 2010; Jovanov and Milen-
kovic 2011).The eHealth studies presented in the mapping 
conducted in the current study signify different aims and 
applications. The studies reviewed in this paper include 
different types of extensions in the eHealth domain; these 
may start with data collection, go on to data transmission, 
and then analyze the collected data. The reviewed papers 
may use two extension types at the same time. Collection 
and transmission of physiological data proposals generally 
display and/or store data. Collection and analysis of the 
data may have a limited scope of action. Transmission and 
analysis of the data without collection represent conceptual 
works. If the proposal used the three extensions within the 
eHealth domain at the same time, it achieved the full eHealth 
extension.

The study showed a small number of differences related 
to the collection of data. The physiological data generally 
consisted of heart beats per minute, temperature, blood pres-
sure, and/or any other data that can be measured. Since the 
patient likely used a device to collect the data over a specific 
period, these must be comfortable and as non-invasive as 
possible. It can also be useful to collect non-physiological 
data such as GPS, body position, fall detection, and other 
contextual information that can be useful in addition to 
physiological data. The different types of data need to be 
analyzed or stored; to achieve this, it is important to have a 
trustworthy means of transmission.

Communication of the data varies according to the pro-
tocol adopted, because each context may need a different 
data transmission type. Generally, the means of transmis-
sion employed is wireless, providing mobility to users, and 
allowing them to transmit data within a limited area range. 
This range can differ; Bluetooth transmission has smaller 
coverage, while Wi-Fi solutions have a bigger range, but 
are always limited by the closest router. GSM communica-
tion can attend to a wider area and is generally the chosen 
protocol in outdoor environments. If communication cannot 

work in outdoor environments, this may reduce the amount 
of collected data.

The data may be stored for querying the user’s history 
and displaying it directly to health professionals. Real-time 
display of health data can be a powerful tool for anticipat-
ing risks. Additionally, the data can be analyzed, rather than 
simply displayed. The analysis can trigger an action in order 
to mitigate a possible risk and improve the user’s health. 
For example, analysis can alert the user or other people, 
previously defined by them, of any potential risks. Analy-
sis of health data may be able to automatize the tasks of 
health professionals, increasing the effectiveness of a health 
service.

If data are only collected and analyzed, it may have a 
limited range of action. This type of proposal is not found 
in the reviewed papers and is not a common approach in 
eHealth systems. In medical practice works, e.g. regular 
medical appointments, the health professional receives the 
data and inputs it in a system for analysis. This approach has 
a limited area of actuation, since it does not use any means 
of transmission. Generally, it needs a person to manually 
input the data, which can make it impractical.

The conceptual works reviewed that comprise the use of 
transmission and analysis are generally based on models, 
architectures, or frameworks that do not collect data directly 
from a user. These studies (Apiletti et al. 2009; Achouri et al. 
2017) ) propose a means of transmission that considers pri-
vacy and security measures in addition to data analysis, and 
generating alerts in case of risk detection. However, these 
works did not collect physiological data, and their evalua-
tions are based on databases of real health data; nonetheless, 
they can still provide resourceful information to analysis. 
These studies have the potential to achieve the full eHealth 
extension in future works, since it will only be necessary to 
further develop their data collection aspects.

Solutions that only collect physiological data but do 
not analyze it are store/display type solutions. These 
papers(Kwon et al. 2008; Hu et al. 2009; Nikolidakis et al. 
2010; Sugimoto and Kohno 2011; Hung et al. 2012; Young 
et al. 2012; Touati et al. 2015; Adib et al. 2015; Madias 
2016; Pham et al. 2016; Siddharth and Deshpande 2016; 
Curmi et al. 2017)aim to collect and display health data for 
those who may require information, such as health services, 
health professionals, or the user themselves. Generally, the 
data is stored and can be recovered when needed to better 
understand the patient’s health history.

Finally, the full extension is achieved in studies that col-
lect, transmit and analyze health data. Some works included 
in this review (Kemp et al. 2008; Copetti et al. 2009; Hu 
et al. 2012; Chen 2012; Chen et al. 2013; Salim et al. 2014; 
Hossain and Muhammad 2016; Fernandes and Lucena 
2017; Furberg et al. 2017; Barreto et al. 2018; Choi and 
Shin 2018; Hassan et al. 2019) provide a solution in each 
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of the three points of the eHealth domain. Wearable devices 
and health platforms are typically designed for a specific 
problem, and may not work properly with different plat-
forms or devices. When the full extension is explored, since 
are all from the same source, this compatibility problem 
may not occur. The intersection of these three points can 
fulfill all of the collect, communication, and analysis exten-
sions. Figure 7 shows where each paper in this research is 
delineated. The numbers refer to the paper ID, shown in 
Appendix A.

This paper presented a systematic mapping study related 
to technologies for the collection and analysis of physiologi-
cal data in smart environments. During the research, chal-
lenges and trends were identified. One of the most significant 
challenges is the effective use of techniques for the analysis 
of vital signs. In addition, there were significant research 
efforts on cardiac monitoring, denoting this focus as a stra-
tegic trend. This makes sense, since according to the World 
Health Organization (2016), 17.9 million people die every 
year due to heart-related diseases, a number that corresponds 
to 31% of all global deaths. Unhealthy patients are not the 
only ones who are requesting analysis to prevent or diagnose 
health problems; athletes also use eHealth solutions (Curmi 
et al. 2017) in order to improve their sporting results. Analy-
sis of physiological signs are also used in high-stress situ-
ations, for example, in the work of police officers Furberg 

et al. (2017), firefighters (Salim et al. 2014), and even in 
bomb disposal missions (Kemp et al. 2008)

Although the collection of vital signs are being widely 
used in the included works, data analysis lacks the same 
level of adoption. Only 14 of the 32 selected studies included 
vital signs analysis techniques, and only 10 of the 14 col-
lected, transmitted, and analyzed data. Among the technolo-
gies used to communicate data, a small number of studies 
(Chen 2012; Achouri et al. 2017; Siddharth and Deshpande 
2016) used outdoor technologies such as GSM.

Technologies such as Wi-Fi, ZigBee, and Bluetooth were 
most commonly used for indoor environments, due to their 
limited connectivity. Outdoor environments typically do not 
support these technologies. This limitation can reduce the 
amount of data generated by the detection of vital signs. 
In this sense, communication technologies used for collect-
ing vital signs in external areas can improve the scope of 
action, allowing for the monitoring of patients in real time, 
and consequently, increasing the quantity and quality of the 
collected data.

Communication of data has its own challenges, such as 
privacy, security, and the data persistence (Nikolidakis et al. 
2010). Even with the coverage of wireless data transmis-
sions, health systems must guarantee that the data will not be 
lost, since it can put users who are being monitored at risk. 
Nikolidakis et al. (2010) and Touati et al. (2015)considered 

Fig. 7  Intersections of the 
eHealth extension
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alternatives for when a connection is lost, such as storing 
data locally until the connection is available.

Systematic mapping research is exposed to risks that may 
invalidate studies. Risks can originate from decisions made 
while conducting the research. In order to guarantee the best 
results, the current study used seven databases recognized 
for their relevance in computer science and health areas. 
This strategy allowed for mitigating the risk of databases 
affecting results.

The filtering process may have restricted the work, so that 
relevant studies may have been excluded. The filtering pro-
cess was based on a technique widely adopted in academic 
research on systematic mapping (Cooper 2016), in order 
to mitigate this risk. Additionally, the snowball sampling 
method was used to find studies that did not appear in the 
filtering process.

6  Conclusion

This paper showed that research studies focused on col-
lecting and monitoring vital signs data instead of the data 
analysis. Heart conditions represented the most observed 
information and as such, studies generated significant car-
diac data to aid medical decisions. Through the analysis of a 
large amount of data, it is possible to predict or recommend 
a diagnostic or treatment in this area (Pittoli et al. 2018).

The use of the full extension of eHealth can potentially 
improve areas with significant problems related to interop-
erability. Since the platforms and solutions may not work 
alongside one another, is important to provide a full path 
to eHealth usability. Interoperability can be beneficial for 
everyone involved in healthcare services. For profession-
als, it can improve the amount of health data available, and 
with proper analysis, may be able to automatize tasks that 
generally requires human interaction. Patients can receive 
healthcare at the point of need and faster response in case of 

an emergency. Hospitals and clinics can share physiological 
data information about patients, thus negating the need for 
repeat tests, and thereby lowering costs through implementa-
tion and integration.

The improvement of data collection and transmission may 
be needed to avoid data loss, as data loss can pose a risk to 
users. One concern is the energy use of collection sensors 
and their battery life. Low battery autonomy may lead to a 
loss of health data. Unavailable communication also poses 
a risk of data loss. The next generation health systems must 
be prepared to avoid these risks situations.

Future research may wish to explore the analysis of vital 
signs to support decision-making related to health. In this 
sense, vital signs collected by current applications can be 
formatted as contexts (Dey and Abowd 2001) and stored in 
chronological databases, (Rosa et al. 2015) and used for con-
text predictions (Rosa et al. 2015). Based on these databases, 
researchers can design trials for analytical techniques to ver-
ify their real effectiveness in aiding health systems. Based on 
these databases, researchers can design trials for analytical 
techniques in order to verify their effectiveness in aiding 
health systems with better compatibility and interoperability.

Acknowledgements This work was financed in part by FAPERGS/
Brazil (Foundation for the Supporting of Research in the State of Rio 
Grande do Sul - http://www.faper gs.rs.gov.br), CNPq/Brazil (National 
Council for Scientific and Technological Development - http://www.
cnpq.br) and Coordenação de Aperfeiçoamento de Pessoal de Nível 
Superior - Brasil (CAPES) - Finance Code 001. We would also like to 
thank the University of Vale do Rio dos Sinos - Unisinos (http://www.
unisi nos.br) and the FEEVALE University (http://www.feeva le.br) for 
embracing this research.

Appendix A

See Table 2 in Appendix.

Table 2  Relation of mapped papers

Authors Paper title Communication 
technology

Analysis 
technique

Published in Venue Paper Id

Kwon 
et al. 
(2008)

An energy-efficient communication 
method based on the relationships 
between biological signals for 
ubiquitous health monitoring.

ZigBee N/A Annual International IEEE Engi-
neering in Medicine and Biology 
Society Conference

Confer-
ence

1

Kang et al. 
(2008)

Ubiquitous Health-assistant System 
based on Accessory-type Physi-
ological Signal Sensing Device.

ZigBee N/A Digest of Technical Papers - Inter-
national Conference on Consumer 
Electronics

Confer-
ence

2

Kemp 
et al. 
(2008)

Using Body Sensor Networks for 
Increased Safety in Bomb Dis-
posal Missions.

Bluetooth Context 
analysis

IEEE International Conference on 
Sensor Networks, Ubiquitous, and 
Trustworthy Computing (SUTC 
2008)

Confer-
ence

3

Hu et al. 
(2009)

Error-resistant RFID-assisted wire-
less sensor networks

RFID and Wifi N/A Wireless Communications and 
Mobile Computing

Journal 4

http://www.fapergs.rs.gov.br
http://www.cnpq.br
http://www.cnpq.br
http://www.unisinos.br
http://www.unisinos.br
http://www.feevale.br
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Authors Paper title Communication 
technology

Analysis 
technique

Published in Venue Paper Id

Copetti 
et al. 
(2009)

Intelligent context-aware monitoring 
of hypertensive patients.

Wi-fi Context 
snalysis

3rd International Conference on 
Pervasive Computing Technolo-
gies for Healthcare

Confer-
ence

5

Apiletti 
et al. 
(2009)

Real-time analysis of Physiological 
Data to Support Medical Applica-
tions.

N/A Historical 
context

IEEE Transactions on Information 
Technology in Biomedicine

Journal 6

Nikolida-
kis et al. 
(2010)

A Secure Ubiquitous Healthcare 
System Based on IMS and the 
HL7 Standards.

Zigbee and 
Wi-fi

N/A 3rd International Conference on 
Pervasive Technologies Related to 
Assistive Environments

Confer-
ence

7

Chen et al. 
(2010)

Body Area Networks: A Survey. N/A N/A Mobile Networks and Applications Journal 8

Jovanov 
et al. 
(2011)

Body Area Networks for Ubiquitous 
Healthcare Applications: Opportu-
nities and Challenges.

N/A N/A Journal of Medical Systems Journal 9

Sugimoto 
and 
Kohno 
(2011)

Wireless Sensing System for 
Healthcare Monitoring Thermal 
Physiological State and Recogniz-
ing Behavior.

ZigBee N/A JInternational Conference on 
Broadband and Wireless Comput-
ing, Communication and Applica-
tions

Confer-
ence

10

Young 
et al. 
(2012)

A portable multi-channel behavio-
ral state and physiological signal 
monitoring system.

ZigBee and 
Wi-fi

N/A IEEE International Instrumentation 
and Measurement Technology 
Conference Proceedings

Confer-
ence

11

Hu et al. 
(2012)

A real-time cardiac arrhythmia clas-
sification system with wearable 
sensor networks.

Bluetooth Threshold 
Alert

Sensors 2012 Journal 12

Hung et al. 
(2012)

Development of a wearable system 
integrated with novel biomedical 
sensors for ubiquitous healthcare.

Bluetooth N/A Annual International IEEE Engi-
neering in Medicine and Biology 
Society Conference

Confer-
ence

13

Chen 
(2012)

Integrated circuits and systems 
toward smart ubiquitous patient-
centered medical environment.

GSM Manual 
Analysis

CACS International Automatic 
Control Conference (CACS)

Confer-
ence

14

Chen et al. 
(2013)

Design and realization of a 
knowledge-based framework for 
personalized home healthcare 
systems.

Wi-fi Ontology 
Inference

CACS International Automatic 
Control Conference (CACS

Confer-
ence

15

Touati and 
Tabish 
(2013)

U-Healthcare System: State-of-the-
Art Review and Challenges.

N/A N/A Journal of Medical Systems Journal 16

Salim 
et al. 
(2014)

Design and Evaluation of Smart 
Wearable Undergarment for Moni-
toring Physiological Extremes in 
Firefighting.

Zigbee Context-
Based 
Prediction

18th International Symposium on 
Wearable Computers

Confer-
ence

17

Zheng 
et al. 
(2014)

Unobtrusive sensing and wearable 
devices for health informatics.

N/A N/A IEEE Transactions on Biomedical 
Engineering

Journal 18

Touati 
et al. 
(2015)

Feasibility and performance evalu-
ation of a 6LoWPAN-enabled 
platform for ubiquitous healthcare 
monitoring.

Wifi N/A Wireless Communications and 
Mobile Computing

Journal 19

Adib et al. 
(2015)

Smart Homes That Monitor Breath-
ing and Heart Rate

Modulated 
Frequency

N/A 33rd Annual ACM Conference on 
Human Factors in Computing 
Systems

Confer-
ence

20

Madias 
(2016)

A proposal for monitoring patients 
with heart failure via “smart phone 
technology”-based electrocardio-
grams.

Wi-fi N/A Journal of Electrocardiology Journal 21
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Authors Paper title Communication 
technology

Analysis 
technique

Published in Venue Paper Id

Hossain 
and 
Muham-
mad 
(2016)

Cloud-assisted Industrial Internet of 
Things (IIoT)- enabled framework 
for health monitoring.

N/A Classification 
System

Computer Networks Journal 22

Pham et al. 
(2016)

Cloud-Based Smart Home Envi-
ronment (CoSHE) for home 
healthcare.

ZigBee N/A IEEE International Conference on 
Automation Science and Engi-
neering (CASE)

Confer-
ence

23

Siddharth 
et al. 
(2016)

Embedded system design for 
real-time interaction with Smart 
Wheelchair.

GSM N/A Symposium on Colossal Data Anal-
ysis and Networking (CDAN)

Work-
shop

24

Achouri 
et al. 
(2017)

A New Two-Layered Architecture 
for Efficient Situations Manage-
ment in Smart Environments.

Wi-fi and GSM Ontology 
Inference

9th International Conference on 
Management of Digital Eco 
Systems

Confer-
ence

25

Fernandes 
and 
Lucena 
(2017)

A Software Framework for Remote 
Patient Monitoring by Using 
Multi-Agent Systems Support.

Bluetooth Threshold 
Alert

JMIR Medical Informatics Journal 26

Curmi 
et al. 
(2017)

Biometric data sharing in the wild: 
Investigating the effects on online 
sports spectators

Bluetooth N/A International Journal of Human - 
Computer Studies

Journal 27

Furberg 
et al. 
(2017)

Biometrics and Policing: A Protocol 
for Multichannel Sensor Data Col-
lection and Exploratory Analysis 
of Contextualized Psychophysi-
ological Response During Law 
Enforcement Operations.

Wi-fi Threshold 
Alert

JMIR Research Protocols Journal 28

Barreto 
et al. 
(2018)

A cardiac arrhythmia monitoring 
platform based on feature selection 
and classification methods.

Bluetooth Classification 
System

10
◦ SBCUP - Brazilian symposium 
of ubiquitous and pervasive 
computing

Work-
shop

29

Choi and 
Shin 
(2018)

Longitudinal Healthcare Data Man-
agement Platform of Healthcare 
IoT Devices for Personalized 
Services.

Bluetooth Classification 
System

Journal of Universal Computer 
Science

Journal 30

Punj and 
Kumar 
(2018)

Technological aspects of WBANs 
for health monitoring: a compre-
hensive review.

N/A N/A Wireless Networks Journal 31

Hassan 
et al. 
(2019)

A Hybrid Real-time Remote Moni-
toring Framework with NB-WOA 
algorithm for patients with chronic 
diseases.

Bluetooth and 
Wi-fi

Classification 
System

Future Generation Computer 
Systems

Journal 32
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