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Abstract

Context-aware applications stemming from diverse fields like mobile health, recommender systems, and mobile commerce
potentially benefit from knowing aspects of the user’s personality. As filling out personality questionnaires is tedious, we
propose the prediction of the user’s personality from smartphone sensor and usage data. In order to collect data for researching
the relationship between smartphone data and personality, we developed the Android app track your daily routine (TYDR),
which tracks and records smartphone data and utilizes psychometric personality questionnaires. With TYDR, we track a
larger variety of smartphone data than many other existing apps, including metadata on notifications, photos taken, and
music played back by the user. Based on the development of TYDR, we introduce a general context data model consist-
ing of four categories that focus on the user’s different types of interactions with the smartphone: physical conditions and
activity, device status and usage, core functions usage, and app usage. On top of this, we developed the Privacy Model for
Mobile Data Collection Applications (PM-MoDaC) specifically tailored for apps that are related to the collection of mobile
data, consisting of nine proposed privacy measures. We present the implementation of all of those measures in TYDR. Our
experimental evaluation is based on data collected with TYDR during a two-month period. We find evidence that our users
accept our proposed privacy model. Based on data about granting TYDR all or no Android system permissions, we find
evidence that younger users tend to be less willing to share their data (average age of 30 years compared to 35 years). We
also observe that female users tend to be less willing to share data compared to male users. We did not find any evidence that
education or personality traits are a factor related to data sharing. TYDR users score higher on the personality trait openness
to experience than the average of the population, which we assume to be evidence that the type of app influences the user
base it attracts in terms of average personality traits.
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1 Introduction

The modern smartphone is a small personal computer that
is used for a large variety of tasks in different contexts. A
multitude of sensors and an omnipresent internet connec-
tivity make apps aware of the user’s context. This context
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can be used to personalize or contextualize applications, for
example, by recommending something based on the current
time or location. Oftentimes, the context that is taken into
consideration is limited to directly measurable factors like
location, battery status, or installed apps.

Having additional data about the user’s personality could
improve context-aware systems from different domains, e.g.,
mobile health, personalization and recommendations, or
mobile commerce. Mobile health applications could ben-
efit from personality data for the diagnosis or treatment of
patients (e.g., Pryss et al. 2015, 2018; Roche et al. 2014;
Zimmermann et al. 2019). Context-aware recommender
systems may benefit from personality data, as was shown
in a recent study with the MovieLens recommender system
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Table 1 Overview of data sources and user information that were correlated in previous studies

Data sources User information Property References

Bluetooth, calls, sms, calling profiles,application usage Personality traits Static Chittaranjan et al. (2011, 2013)
(pre-smartphone)

Calls, sms, changing ringtones and wallpapers (pre- Personality traits Static Butt and Phillips (2008)
smartphone)

Location Personality traits Static Chorley et al. (2015), Kim et al. (2018)

Technology usage times Personality traits Static Grover and Mark (2017)

Calls, sms, location Personality traits Static de Montjoye et al. (2013)

Installed apps Personality traits Static Xu et al. (2016)

App usage Personality traits Static Stachl et al. (2017)

Calls, sms, proximity data, weather Daily stress Dynamic Bogomolov et al. (2014)

Accelerometer, Bluetooth, location Emotions Dynamic Rachuri et al. (2010)

Location Depressive states Dynamic Canzian and Musolesi (2015)

Email, sms, calls, websites, location, app usage Mood Dynamic LiKamWa et al. (2013)

(Karumur et al. 2017). The importance of personality for
the attitude towards advertising and mobile commerce is
highlighted for example in Myers et al. (2010), Zhou and Lu
(2011), and Matz et al. (2017).

Psychological research suggests that there are links
between personality traits and everyday preferences (Bei-
erle et al. 2017). With a smartphone, we will be able to track
different types of data that might reflect the user’s personal-
ity: the smartphone’s sensors can track the user’s physical
context and the operating system can track the user’s interac-
tion with the smartphone and its apps. We argue that, after
collecting data labeled with the personality of the user, we
might be able to predict (aspects of) the user’s personality
from sensor and usage data without applying questionnaires
(Hinds and Joinson 2019).

In order to collect data to perform a study analyzing the
relationship between smartphone data and personality, we
developed the Android app TYDR (Track Your Daily Rou-
tine). TYDR collects smartphone sensor and usage data as
well as applies standardized psychological questionnaires
to the user. In Beierle et al. (2018b), we highlighted some
aspects about the development process of the app, relating
to the implementation of sensor data collection and some
privacy aspects.

In this paper, based on our research with TYDR, we first
focus on what type of smartphone data is available. As this
data is highly sensitive, we then introduce a privacy model.
We evaluate our approach, finding evidence that our pro-
posed privacy model is accepted by our users. The main
contributions of this paper are:

— We propose a general context data model for smartphone

applications that focuses on the user’s interaction with
the phone.
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— We introduce the privacy model PM-MoDaC for apps
relating to mobile data collection.

— We give an overview of the implementation of the intro-
duced privacy model in the Android app TYDR.

— We perform an extensive evaluation of the proposed
privacy model based on data collected with TYDR and
evaluate what type of users are willing to share which
data.

This paper is a revised and largely extended version of Bei-
erle et al. (2018a). We fully implemented our app TYDR,
released it on Google Play, and collected data from users
during a two-month period. We report on our extensive sta-
tistical evaluation of the collected data. The conducted user
study was approved by the ethics commission of the Techni-
cal University of Berlin (BEI_01_20180115). The remainder
of this paper is structured as follows. In Sect. 2, we review
related work, showing that none of the existing projects take
into account all the available data sources present on current
smartphones. We present a general model of context data for
smartphone applications in Sect. 3 and introduce our privacy
model PM-MoDaC in Sect. 4. We show the implementation
of PM-MoDaC in TYDR in Sect. 5. In Sect. 6, we evaluate
our experiences collecting data with TYDR while employ-
ing PM-MoDaC, and in Sect. 7, we conclude and point out
future work.

2 Related work and study planning

In Table 1, we give an overview of related studies that cor-
related sensor and/or smartphone usage data with user infor-
mation related to personality. Some of those studies have
been conducted with feature phones, before the advent of
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smartphones (Chittaranjan et al. 2011, 2013; Butt and Phil-
lips 2008). The data sources given in the table differ in their
level. For example, accelerometer data is low level sensor
data, while the current activity (e.g., walking, in car, etc.)
or a daily step count is higher level sensor data that utilizes
accelerometer data. The available data sources depend on
the used mobile OS and on the available libraries and Soft-
ware Development Kits (SDKs). In the table, we also list
the sources mentioned in the cited papers. There might be
some steps in between low level sensor data and the user’s
personality, like estimating the user’s sleep pattern utiliz-
ing low level sensor data like phone lock/unlock events. For
overviews related to determining higher level features from
lower level sensor data see Harari et al. (2016, 2017), or
Mohr et al. (2017).

The ground truth for user information is typically
assessed via self-report methods, i.e., questionnaires. Often,
the authors of the studies describe use cases to illustrate
what the predicted user information could be meaningful
for. Most of the studies aim at use cases related to mobile
health or context-aware recommender systems, e.g., recom-
mending new apps based on the personality correlated with
already installed apps (Xu et al. 2016). Some studies go fur-
ther than correlating data with the personality of the user.
The StudentLife project, for example, collected sensor data
and queried student participants with a variety of question-
naires to predict mental health and academic performance
(Wang et al. 2014, 2015, 2017). In Sariyska et al. (2018),
the authors studied the molecular genetic underpinnings of
individual differences in human social behavior. Based on
automatically collected call and movement logs, they deter-
mined the social network of the users, without having to rely
on self-assessment by the user.

In the property column of Table 1, we distinguish related
studies as being static or dynamic. A static system will look
for information such as personality traits that are relatively
stable. A dynamic study will try to find correlations between
sensor/usage data and changing aspects about the user, for
example, mood or stress level (LiKamWa et al. 2013; Bogo-
molov et al. 2014).

There are some additional projects that are related to our
research. Sensus (Xiong et al. 2016), LiveLabs (Jayarajah
et al. 2016), and AWARE (Ferreira et al. 2015) aim at pro-
viding researchers with frameworks for conducting research
related to collected sensor/smartphone usage data. As far as
the papers and website indicate, none of these frameworks
provide support for collecting music and photo metadata,
which we enable with TYDR.

Most of the cited studies are interested in personality
traits of the user. The most prominent structural model
of individual differences in personality traits is the Big
Five model (McCrae and John 1992), consisting of the
trait domains openness to experience, conscientiousness,

extraversion, agreeableness, and neuroticism. In order to
assess the personality traits, we use the Big Five Inventory
2 (BFI-2) questionnaire (Danner et al. 2016; Soto and John
2017). Moreover, the expression of personality traits fluctu-
ates within persons across time (Fleeson 2001). For exam-
ple, a person who scores high on neuroticism will experi-
ence negative mood more often than other people, but may
still vary considerably in the experience of negative mood
across time, e.g., depending on situational circumstances.
This within-person variability of emotions and behaviors
is captured by the term personality states. In order to regis-
ter those aspects, we utilize the personality dynamics diary
(PDD) questionnaire, which captures the user’s experience
of daily situations and behaviors (Zimmermann et al. 2019).
With the results of a study with TYDR, we will investigate
to what extend we can make daily predictions about person-
ality states based on context data.

3 Categorization of context data

In broad terms, Dey defines context as something which is
relevant to an application (2001). Often, context is catego-
rized into device, user, physical surrounding and activity,
and temporal aspects (Yurur et al. 2014). However, this does
not reflect the users’ interaction with the smartphone. For
example, the number of pictures taken or which apps a user
is using may yield important information about his/her con-
text. A user taking many pictures and using map applications
might be at an unfamiliar place that he/she enjoys.

In Table 2, we introduce a general context data model for
the categorization of context data for smartphone applica-
tions. The four categories are physical conditions and activ-
ity, device status and usage, core functions usage, and app
usage. Furthermore, an additional technical category consti-
tutes the explicit permission by the user in order to allow an
app to access data from the given source. This has important
implications, e.g., for answering the question if it is possible
to develop a library for personality prediction that does not
require explicit permissions.

Physical conditions and activity deal with the physical
context of the user that is not related to the interaction with
the smartphone. Here, sensors deliver data without the user
interacting with the phone, e.g., location or taken steps.
The ambient light sensor typically offers data only when
the screen is active, so when the user is interacting with the
phone. However, as its data is related to the physical context,
i.e., the light level of the environment of the user, we regard
it as part of the physical category.

The category device status and usage designates data
that is related to the status and the connectivity of the
smartphone. This comprises screen/lock state, headphone
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Table 2 Context data model

o Category Permission

for the categorization of

context data for smartphone Physical Device Core functions Apps

applications
Location . °
Weather . (®)
Ambient light sensor .
Ambient noise level . °
Accelerometer .
Gyroscope °
Activity °
Steps °
Screen and lock state [
Headphone un-/plug .
Battery and charging °
Wifi .
Bluetooth °
Calls metadata . °
Music metadata . ()
Photos metadata ° °
Notifications metadata . . °
App usage . °
App traffic . .

The last column indicates if an explicit user permission is required (Android)

connection status, battery level and charging status as well
as Wifi and Bluetooth connectivity.

Core functions usage deals with the users’ interaction
with core functionalities of the phone, regardless of which
specific apps they are using for it. The core functions com-
prise calling, music listening, taking photos, and dealing
with notifications.

The fourth category is app usage, dealing with data about
the usage and traffic of specific apps. Notifications fit both
in the core functions and the apps categories because they
can be related to either.

The permission column is based on the permission sys-
tem introduced with Android 6.0 (API 23). Weather is given
in parenthesis because it can only be collected if the location
is available, so it is bound to the location permission. Music
is given in parenthesis as well. Most major music player
apps or music streaming apps automatically broadcast meta-
data about music that the user is currently listening to. The
broadcast events can be received by any app that subscribes
as a listener (Beierle et al. 2016). However, for Spotify, such
broadcasting has to be activated manually.

There is additional data that could be gathered from
mobile phones, e.g., touch patterns or touch intensity (cf.,
e.g., Carneiro et al. 2017). However, data points are only
available when the developed app itself is in the foreground,
not whenever any other app is being used. Thus, it might be
difficult or impossible to get meaningful data for purposes
like personality prediction.

@ Springer

In general, our context data model can be helpful for the
development of any context-aware service, €.g., in the areas
of ubiquitous computing and mobile social networking (Bei-
erle et al. 2015; Beierle 2018). After collecting data, we have
to analyze to what extend the quality of the context data
varies between the variety of different available Android
devices. Our context data categorization allows to address
different specific questions based on our research question
regarding the prediction of the user’s personality. Specific
questions are, for example, whether the physical context
alone can predict personality, how meaningful metadata is,
or how accurate the prediction can be if the user did not give
any explicit permissions.

4 PM-MoDaC: privacy model for mobile data
collection applications

As we are dealing with highly sensitive data, privacy con-
cerns should have a high priority. In this section, we present
a comprehensive overview of measures that can be taken to
protect user privacy. To the best of our knowledge, we are
the first to provide such a comprehensive privacy model for
applications related to mobile data collection.

Of the reviewed related work, only one paper provides
some details about the processes and measures taken to
ensure user privacy (Kiukkonen et al. 2010). Some works
do not give any technical details about privacy protection
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Table 3 The nine privacy measures of PM-MoDaC

(A) User consent

(B) Let users view their own data

©) Opt-out option

D) Approval by ethics commission/Review board
(E) Random identifiers

(F) Data anonymization

(G) Utilize permission system

(H) Secured transfer

@ Identifying individual users without linking to

their collected data

(Canzian and Musolesi 2015; Bogomolov et al. 2014) or
openly state that they disregarded the issue, e.g., Rachuri
et al. (2010): “privacy is not a major concern for this sys-
tem, since all users voluntarily agree to carry the devices
for constant monitoring.” In their study about technologies
about self-reporting of emotions, Fuentes et al. (2017) report
similar findings: most of the reviewed work did not mention
privacy at all. If there is information given about privacy
protection, it is typically not very detailed and usually only
covers some of the aspects given in the following privacy
model.

Our Privacy Model for Mobile Data Collection Applica-
tions (PM-MoDaC) comprises the nine privacy measures
(PM) given in Table 3 which are described in the following.

(A) User consent Before installing the app, the user
should be explained what data exactly is being collected
and for what purpose. These are typical aspects covered in a
privacy policy that the user has to agree to before using an
app. The aspect of user consent is mentioned in Kiukkonen
et al. (2010) and Stachl et al. (2017).

(B) Let users view their own data Only Kiukkonen et al.
(2010) discuss this aspect of privacy protection. By letting
the users see the data that is being collected, they can make
a more informed decision about sharing it.

(C) Opt-out option The possibility of opting-out is only
mentioned in Wang et al. (2014). Especially after viewing
their own data (see previous point), users might decide that
they no longer want to use the app or participate in the study.

(D) Approval by ethics commission/review board Psy-
chological or medical studies typically require prior approval
by an ethics commission or review board. Three of the
related works state that such approval was given for their
studies (Canzian and Musolesi 2015; Ferreira et al. 2015;
Jayarajah et al. 2016). This aspect of privacy protection
is more on a meta-level, as an ethics commission/review
board might check the other points mentioned in this privacy
model.

(E) Random identifiers When starting an app, often a
login is required. This poses the privacy risk of linking
highly sensitive data with personal details, e.g., the user’s

Facebook account details if a Facebook account was used to
log in. Two related studies describe using random identifiers
(Wang et al. 2014; Xu et al. 2016). This point relies on the
type of study being conducted. Investigating the relationship
between collected sensor data and, for example, the num-
ber of Facebook friends, would probably require the user
to login via Facebook. On a technical level for the Android
system, an ID provided by the Google Play Services proved
itself suitable as a random ID (cf. Beierle et al. 2018b).

(F) Data anonymization This aspect is mentioned most
commonly in the related work (Kiukkonen et al. 2010; Chit-
taranjan et al. 2011, 2013; LiKamWa et al. 2013; Ferreira
et al. 2015; Jayarajah et al. 2016). If details are given, they
usually describe how one-way hash functions are used to
obfuscate personally identifiable data like telephone num-
bers, Wifi SSIDs, or Bluetooth addresses.

TYDR only stores clear text data where it is necessary
for the research purpose. Our context categorization from
Sect. 3 helps to analyze why metadata will suffice in most
cases. Consider notifications for example. Depending on the
application, they might contain highly sensitive data, e.g.,
the message content of a messenger application. The content
of the notification is not relevant for our research purpose.
The app name that caused the notification however is, as
one could easily imagine a relationship between, e.g., the
personality trait extraversion and the frequency of chat/mes-
saging app notifications.

An additional point to consider regarding data anonymi-
zation is where the anonymization happens. In Jayarajah
et al. (2016), the authors describe how the anonymization
is taking place on the backend that the data is being sent to,
before being stored. In TYDR, the anonymization process is
taking place on the device itself, before storing to the local
device and before sending data to the backend. The backend
consists of server, application, and database. So, even if our
backend was compromised, the attacker would only be able
to access data that is already anonymized.

(G) Utilize permission system This point is specifically
related to the Android permission system that was intro-
duced with Android 6.0 (cf. Sect. 3). By itself, it can already
make the users more aware of what data/sensor is being
accessed by an application. The designers of an application
still have influence over how they make use of the system
though. Requesting all permissions at the first start of an
app, e.g., gives the user little insight about what each per-
mission is used for. Instead, the app should request a permis-
sion at the point where it is needed and explain to the user
what the accessed data source is being used for.

(H) Secured transfer The point of having secured data
transfer between mobile device and backend is explicitly
mentioned in Wang et al. (2014) and Ferreira et al. (2015).
An alternative way is to only locally collect data and ask
users in a lab session to bring their phone and copy the data
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then. Such an approach would severely limit the possible
scope of a study.

(1) Identifying individual users without linking to their
collected data In psychological studies, it is common that
users are compensated with university course credit points,
get paid to participate, or have the chance to win money/
vouchers in a raffle after study completion. In order to con-
tact the study participants, contact information is needed,
which might contradict PM E. In order to alleviate this con-
cern, we developed a process for identifying individual users
without linking to their collected data on the backend (Bei-
erle et al. 2018b). In short, the process consists of storing
contact data separately from the collected smartphone data
and letting the app check the requirements for successful
study completion, in our case the daily completion of the
PDD questionnaire. This way, we can create incentives for
users to install and use the app while simultaneously pre-
serving user privacy.

In Li et al. (2018), the authors also deal with the often
contradicting requirements of privacy and user incentivi-
zation. Here, the authors propose a system with automatic
pay-outs. In this case, technological advancement is faster
than bureaucratic processes, which sometimes still require
manual approval or handwritten signatures.

5 Implementation of the privacy model
PM-MoDaC in TYDR

With TYDR, to the best of our knowledge, we are the first
to implement a privacy model comprising all nine privacy
measures listed in Sect. 4. The visualization of the data that
is collected about the user is TYDR’s core feature (PM B).
The ethics commission of Technische Universitit Berlin
approved of using TYDR in a psychological study (PM D).

Figure 1 shows TYDR’s main screen and how it visual-
izes the collected data in a tile-based layout. Each tile shows
a daily summary of one data type. By touching a tile, a larger
tile appears below with a weekly summary, see for example
the phone usage tile in the figure. Users can opt-out via the
contact form from the sidebar menu (PM C).

In Fig. 2, we show a diagram of the main processes in
the TYDR app. The person icon in a process signifies that
the user is actively doing something. All other processes
are part of the app and do not require user interaction. Start-
ing TYDR for the first time, the user has to confirm the
terms and the privacy policy (cf. PM A). Only then the five
processes of the app are started. Note that there is no login
process, the systems uses a random unique identifier (PM E).

At the bottom of Fig. 2, we show that the app starts the
data collection (Process 4). The data collection engine
already anonymizes the data before storing it (PM F). The
uploading via a secure connection (PM H) is started after the

@ Springer

= TYDR

Write your personality diary.
Participate in our study to win prizes!

ot Traits
O
Stayat () Q taclay Openness?
| _GRANT PERMISSION |
| calls |

€ Q& Q

) 2 steps so f
Th 18m steps so

0 2

/% Phone use today

RS 3h 14m

3h 14m
2ht4m 2h21m
1h 33m
1h 16m
29m 17m
|
06/01 07/01 08/01 09/01 10/01 11/01 12/01

Phone usage sums

Jata traffic today

Fig.1 Main screen of TYDR

app registered itself with the backend. The upload process is
repeated every 24 h (Process 5).

The process at the top of the figure shows the main menu
of TYDR (Process 1), also cf. Fig. 1. From here, the user
can grant permissions (cf. Table 2 and Fig. 1; PM G), which
influences the data collection. The user can also fill out
the general (demographic information) and the personality
traits questionnaire (Personality Traits tile in Fig. 1). TYDR
offers a permanent notification, displaying information on
the lockscreen and the notification bar (Process 2). The data
to be displayed can be configured by the user via the second
icon from the right in the top (Fig. 1). The tracking of per-
sonality states via the PDD questionnaire is designed to be
optional (Process 3). Configuring the PDD questionnaire via
the Personality States tile (Fig. 1), the user can (de-)activate
this feature. In order to collect data labeled with personality
states, we conducted a study where users commit to turning
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Fig.2 Process diagram for our smartphone sensor and usage data tracking app TYDR

this feature on for a certain period of time. The registration
for this study takes into account PM L.

6 Evaluation

In order to gain insights about mobile data collection apps
and the proposed privacy model, we released TYDR on
Google Play in mid-November 2018 and collected the data
this evaluation is based on. In order to advertise TYDR, we
printed flyers that were distributed at the universities of the
authors of this paper. Most TYDR installations happened
after a German website that deals with Android-related con-
tent reported about new apps including TYDR. Looking at
PM-MoDaC, there are some aspects that the user cannot
interact with, i.e., PM B, D, E, F, H, and I. With the remain-
ing three aspects, PM A (user consent), C (opt-out option),
and G (permission system), the user can interact with. To
be more precise, the user can accept or decline the terms
and conditions and the privacy policy (PM A). The user
can choose to opt-out and request his/her data to be deleted.
Furthermore, the user can determine which permissions he/
she grants to TYDR.

In this section, we address the following research ques-
tions (RQ):

RQ1 What kind of data can researchers expect when they
publish an app related to mobile data collection?

RQ2  Isthere evidence regarding user acceptance of PM-
MoDaC?

RQ3  In what way are user characteristics related to
granted permissions?

Data sets TYDR was released on Google Play mid-Novem-
ber 2018. For the two months period between 12 November
2018 and 17 January 2019, Google reports 3010 installa-
tions. In our database, we have 2876 users, and, after data
cleaning, we have 1560 users with valid information about
their permissions settings. Data set DS1 contains these users.
Out of these users, 634 filled out a demographic question-
naire (data set DS2). Out of those, 461 also filled out the Big
Five personality traits questionnaire (data set DS3). Note
that this makes DS3 a subset of DS2 and DS2 a subset of
DS1: DS3 ¢ DS2 ¢ DS1. In Table 4, we give an overview
about the data sets and how the users interacted with the
permission system (PM G).

Table 4 Data sets used in the evaluation

Granted Perm. DS1 DS2 DS3

All perm. 660 (42%) 387 (61%) 287 (62%)
Only some perm. 344 (22%) 162 (26%) 123 27%)
No perm. 556 (36%) 85 (13%) 51 (11%)
Sum 1560 634 461

About the users in DS1, we have valid permission information

The users in DS2 filled out the demographic questionnaire, while
users in DS3 also filled out the personality questionnaire, hence we
have DS3 c DS2 c DS1

@ Springer



2284

F. Beierle et al.

Table 5 Average Big Five

: k TYDR Population average Difference  Cohen’s d

personality trait scores (scale:

1-5) of TYDR users (DS3) in Personality traits Mean SD Cron- Mean SD Cron-

comparison with the population bach’s bach’s

averages given in Danner alpha alpha

et al. (2016); including the

differences between the means Openness to experience  3.70 0.63 0.78 3.38 0.64 0.84 +0.32 +0.50

and Cohen’s d effect size Conscientiousness 337 064 0.81 3.67 0.62 087 —0.30 —0.48
Extraversion 3.16 0.67 0.82 3.22 0.63 0.86 —0.06 —0.10
Agreeableness 3.64 0.54 0.72 3.76 0.51 0.81 —0.12 —0.24
Neuroticism 2.85 0.82 0.89 2.72 0.67 0.88 +0.13 +0.19

For DS2, demographic information is available. 83%
(527) of TYDR users are male, while 17% (107) are female.
The mean age of the TYDR users is 33.93 years (SD =
12.43). For the users in DS3, we provide the average for the
Big Five personality traits scores in Table 5. We compare the
values with the population averages given in Danner et al.
(2016) and give a standardized effect size (Cohen’s d).

The biggest difference in comparison with the population
average is that TYDR users score higher on the trait open-
ness to experience. We assume that TYDR by its nature as
an app that displays smartphone statistics might attract users
with such a personality pattern. Considering the ubiquity of
smartphones, we assume that the average smartphone user
resembles the average of the population. The results shown
in Table 5 could then be evidence that the user base acquired
by an app depends on the type of the app (RQ1).

(A) User consent There is a difference of 134 users
between the number of installations reported by Google
(3010) and the number of users in our database (2876). Only
after consenting to the terms and conditions as well as the
privacy policy, a connection to our backend is established
(cf. Fig. 2). After the connection is established, an entry in
our database is created. This yields a rate of 95.5% of users
that accepted our terms and conditions as well as our privacy
policy. The remaining 134 users could have never opened the
app after installation, there could have been an error during
the connection with our backend, or they had concerns about
the given terms and policy.

We have data about 778 users that confirmed terms and
policy and gave the permission to access their app usage
statistics. For those users, we can see how long they spend
on the Welcome activity of TYDR. This activity is shown
to the user when he/she starts the app for the first time. It
consists of two screens. The first shows the TYDR logo and
contains a brief description of what TYDR does. On the sec-
ond screen, the terms and conditions and the privacy policy
are displayed, they have a combined length of overall around
1300 words. The average time spend in this activity is only
10 s (SD = 23.6), clearly not enough to read the texts of
the privacy policy and the terms and conditions. Assuming
an average reading speed of 200 words per minute, reading
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the full texts would take about 6.5 min. While it is pos-
sible to (re-)read both texts at any later point from within a
menu in the app, our data confirms the stereotype of the user
not reading the privacy policy and blindly confirming. We
assume that those with high concerns about sharing data will
not have installed TYDR in the first place. Overall, privacy
does not seem to be a concern for those users that want to
install and use the app (RQ2).

(C) Opt-out option Only one user withdrew his or her
data from the study. According to our understanding of the
GDPR, each service has to offer the option to delete all of
a user’s data. In that respect, this is not a feature unique
to TYDR, but should be a feature available in any service
(offered in the EU). In TYDR, we explicitly described the
opt-out option in the privacy policy. However, we did not
implement a dedicated button for this. This could have cre-
ated a bias towards users not requesting the deletion of their
data.

(G) Permission system Looking into what users granted
TYDR which permissions can give us insight into what
concerns our users have regarding which data source (RQ1,
RQ3). The permissions used in TYDR are:

— storage,

— location,

— call log,

— app usage,

— notifications.

For the last two, Android opens an extra confirmation page
for the user because apps that are granted these permission
can access especially sensitive data.

To reduce complexity, in the following, we looked into
users that granted either all or no permissions. To test for
demographic and psychological differences between TYDR
user groups giving all or no permissions, we compared per-
mission groups with regard to age, gender, education, and
personality traits and facets. For the comparison of the mean
age and personality traits and facets scores between groups
we applied Student’s t tests, whereas Wilcoxon ranksum
tests were used to test for differences in education. Finally, a
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Table 6 Gender and permission settings (DS2)

Granted perm. Female Male Sum

All perm. 51 (48%) 336 (64%) 387 (61%)
Only some perm. 32 (30%) 130 (25%) 162 (26%)
No perm. 24 (22%) 61 (12%) 85 (13%)
Sum 107 527 634

Chi-Square test was used to test for differential distributions
between the genders. The statistical tests performed were
two-tailed and the significance level was set to p < 0.05. All
analyses were conducted using R.

There are some aspects to consider when interpreting the
results: Users that did not fill out the demographic or per-
sonality questionnaire because of privacy concerns are not
reflected in the following statistics, simply because their data
is not available. Filling out the questionnaires itself could be
related to concerns about sharing data as well, i.e., a user
could decide not to answer the questionnaires because of pri-
vacy concerns. The difference to the automatically collected
context data is that the demographic and personality data is
static and not updated. Furthermore, not giving permissions
does not necessarily mean the user had privacy concerns,
there could be other reasons which we will mention in the
following.

Note on DS130% (471) of our users did not fill out any ques-
tionnaire and did not give any permission (i.e., the cardinality
of {user in DS1\DS2 | user did not give any permissions},
cf. Table 4, is 471). We assume this group of users might not
have had any interest in using the app after starting it.

Gender The Chi-Square test indicates that there is a rela-
tionship between gender and having given no or all permis-
sions (p = 0.001). 12% of our male users did not give any
permissions, while 22% of the female users did not give
any permissions, see Table 6. 64% of male users granted
all permissions, while only 48% of female users granted all
permissions. This could be evidence that female users are
less willing to share their data. An alternative explanation
could be that the gender difference might also be based on
a difference in interest: Maybe some female users installed
the app, had a look at it, and decided they do not want to use
it because they are not interested.

Age The mean age of the users giving no permissions is
lower that that of those giving all permissions (29.75 years
vs. 34.87 years; p = 0.0002). The violin plot in Fig. 3 shows
the age distribution for each users group giving all or no
permission, divided by gender. The size indicates the sam-
ple size and the dot gives the mean for the user group. We
observe that TYDR’s female users are younger on average.
For both male and female users, the average age is lower in
the group of those users giving no permissions. There are a
few ways to interpret these results. The younger people are,
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no permissions,  all permissions,  no permissions,  all permissions,
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User Groups

Fig.3 Age distribution showing the age of TYDR users giving all or
no permission. The size of the plot indicates the sample size and the
dot indicates the mean (DS2)

the more likely it is that they grew up with smartphones from
an earlier age. This group of users might be more prone to
installing and quickly uninstalling apps without using every
feature. Another interpretation could be that younger users
tend to have more technical background knowledge and tend
to have a heightened sensitivity towards data privacy. If our
observation is related to privacy concerns, it is consistent
with Lépez et al. (2017), in which the authors found that
young people (16-25 in this case) are most concerned about
privacy issues.

Education In our demographic questionnaire, we asked
for the highest completed level of education. We did not
find any statistically significant association between level
of education and giving all or no permissions.

Personality We do not observe any difference with
respect to personality traits of the user and giving all or no
permissions (all p values > 0.1). With the personality ques-
tionnaire used, the five personality dimensions can each be
separated into three facets. Looking into those, we observe
that the facet intellectual curiosity, part of the trait open-
ness to experience, is higher in those who did not give any
permissions (p = 0.005). However, this does not necessarily
mean that intellectually curious people are less willing to
share their data or have more privacy concerns. It could be
that the group of users that filled out the personality ques-
tionnaire but did not grant any system permissions, con-
sisted of users that were more curious about their personality
profile and less about their smartphone usage statistics. In
Table 7 we present the means and standard deviations of the
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Table 7 Big Five personality traits and facets scores for TYDR users
giving all or no permissions (DS3)

Pers. traits and facets All perm. No perm.
Mean SD Mean SD
Openness to experience 3.67 0.64 3.83 0.64
Aesthetic sensitivity 3.83 0.91 3.55 1.06
Creative imagination 3.71 0.81 3.72 0.83
Intellectual curiosity 3.96 0.75 4.23 0.60
Conscientiousness 3.39 0.63 3.36 0.60
Organization 342 0.90 3.36 0.90
Productiveness 3.22 0.83 3.15 0.72
Responsibility 3.53 0.69 3.57 0.73
Extraversion 3.14 0.65 3.33 0.80
Assertiveness 3.23 0.80 3.50 0.89
Energy level 3.34 0.80 3.48 0.98
Sociability 2.83 0.88 3.00 0.97
Agreeableness 3.62 0.53 3.67 0.63
Compassion 3.73 0.70 3.82 0.79
Respectfulness 3.90 0.64 3.86 0.78
Trust 3.23 0.74 332 0.72
Neuroticism 2.88 0.81 2.92 0.86
Depression 2.74 0.99 2.74 0.98
Anxiety 3.18 0.89 3.24 0.92
Emotional Volatility 2.73 0.96 2.80 1.07

personality traits and facets scores for the two TYDR users
groups giving all and no permissions.

Discussion/results Di Matteo et al. (2018), the authors sur-
veyed patients if they would be willing to use an app related
to assessing their mental health disorder. While most where
willing to install, willingness to give certain permissions was
lower. The authors report that 68% of the surveyed patients
may be willing to agree to have the state of their screen
monitored by such an app. At least on Android, most likely,
users might not even notice which apps are already doing
this, as in order to do so, no explicit permission is required
from the user (cf. Table 2). On average, the surveyed peo-
ple were least willing to grant access to share audio record-
ings and SMS content—content TYDR does not collect in
anticipation of such unwillingness. In contrast to using a
survey, we performed analyses on data collected with an
actually deployed app. Furthermore, the target audience in
our case was very broad, user might have different concerns
about apps relating to mental health. In DS2,! only 26% of
users granted only some permissions while 61% granted all
of them (cf. Table 6). This could indicate that users might

1 We consider DS2 instead of DS1 here, as DS1 contains several
users that probably never used or intended to use the app; see Note on
DS1 above.
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actually be willing to grant more permissions than they
might indicate in a survey.

In general, not granting certain permissions to an app
could relate to privacy concerns/concerns about data shar-
ing, but could also just be evidence for a lack of interest in
the app. Overall, we feel we found quite a lot of users to
try and use TYDR. Almost all of the feedback we received
from our users was about certain features and not related to
privacy or data usage.

From this and from the data analysis we conducted, we
found evidence for the following points that address RQ1-3:

— PM-MoDaC seems to be a valid approach to dealing with
privacy in mobile data collection apps.

— Younger users tend to be more concerned about privacy/
data sharing.

— Female users seem to tend to be less willing to share data.

— Education does not seem to be a factor related to data
sharing.

— Personality traits do not seem to be a factor related to
data sharing.

— Depending on the type of app, the user base might be
biased towards certain personality traits.

We consider these aspects as being helpful for other
researchers that conduct studies with mobile applications.
More specifically, our revealed aspects can be seen as indica-
tors what kind of data can be expected in this context.

7 Conclusion and future work

Context-aware applications can potentially benefit from data
relating to the user’s personality. This includes rather static
personality traits and more dynamic personality states. To be
able to conduct a study on the relationship between smart-
phone sensor and usage data and the user’s personality, we
developed the Android app TYDR. It tracks smartphone data
and utilizes standardized personality questionnaires. TYDR
tracks more types of data than existing related apps, including
metadata on notifications, photos taken, and music listened to.

We developed a general context data model for smart-
phone applications, highlighting the different kinds of
interactions with the smartphone: physical conditions and
activity, device status and usage, core functions usage, and
app usage. We further developed the privacy model PM-
MoDaC comprising nine proposed measures that can be
taken to ensure user privacy in apps related to mobile data
collection. On top of this, we presented the implementation
of those nine measures for our Android app TYDR.

We conducted a study with TYDR and collected data from
users in a two-month period. Performing extensive statistical
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analyses, we especially observed the users’ behavior when
granting TYDR Android systems permissions to access
specific data sources. Comparing granting no or all permis-
sions, we observe that age of those that tend to be less willing
to share their data is lower, 30 years compared to 35 years.
Furthermore, we observe that female users tend to be less
willing to share data compared to male users. Analyzing the
educational background and the personality trait scores of the
users, we do not observe any statistically relevant pattern with
respect to sharing data. Comparing the average personality
trait scores from TYDR users to the population average, we
find some evidence that the type of app influences the user
base with respect to the average user personality. At least
when starting the app for the first time, users do not spend a
lot of time on reading the terms and conditions and the pri-
vacy policy—on average 10 s for about 1300 words. Based on
our users’ behavior with the permission system and based on
user feedback from within the app and via email, we consider
PM-MoDaC as widely accepted by our users.

Future work includes data analyses relating to the predic-
tion of the user’s personality from smartphone data. This
could comprise one prediction for personality traits and daily
predictions for personality states. Based on our findings,
we plan to develop a library for the unobtrusive prediction
of aspects of the user’s personality that can be utilized in
context-aware applications. The study results will have to
show which permissions will be necessary for such a library
and what categories of context will be the best predictors.
Regarding the privacy model, there are further questions to
research, e.g., how to convey the privacy measures imple-
mented to the user, especially if he or she is not tech-savvy.
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