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Abstract

Research has proven that accomplishing security properties while improving performance of an authentication protocol is a
challenging task. Numerous authentication protocols proposed in the recent times are still behind in achieving the concrete
objectives. Qi et al. and Lu et al. recently proposed two-factor authenticated key-agreement protocols for client—server archi-
tecture. This paper revisits their protocols and analyzes the shortcomings of such approaches. We also propose an improved
authenticated key agreement protocol for client—server environment to defeat mentioned weaknesses of existing protocols
that are discussed in related works. The rigorous security analysis using Burrows—Abadi—Needham logic, formal security
verification using Real-OR-Random model, simulations using the Automated Validation of Internet Security Protocols and
Applications tool, and the informal security analysis shows that the proposed protocol is secure. Additionally, we summarize
the results to ensure that the proposed protocol is efficient compared to the existing related protocols.

Keywords Mutual authentication - Key agreement - Client—server - ROR model - BAN logic - AVISPA

1 Introduction

Despite the long rigorous research efforts, designing a per-
fect authentication protocol for two-party communication
remains an interesting topic. The rapid evolution of handheld
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devices and communication technologies has entailed the
installation of different authentication methods. Smartcard
with password based authentication is one of the modest
and inexpensive methods, which is believed to be safe and
sound than passwords alone. On the contrary, studies have
shown that two-factor authentication techniques are still
vulnerable under several scenarios such as faulty protocol
design, and when the passwords are guessed, and the smart-
card stored data is leaked out (Kocher et al. 1999; Messerges
et al. 2002; Wang and Wang 2015). The ascribed limitations
of two-factor authentication methods necessitated additional
security called biometrics. The properties of biometric keys
(iris, face, finger print, palm print etc.) such as uniqueness,
non-transferability and unforgeability makes it robust (Li
and Hwang 2010; Mishra et al. 2014).

1.1 Related work

A mobile client-server communication prototype enables
multiple clients to avail the services offered by a single
server irrespective of geographical location. Authentica-
tion of such parties happening over public channels must
be secured through a feasible means. Several researchers
have followed various approaches during the past three dec-
ades, namely, knowledge-based (Lamport 1981; Wu 1995;
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Tzong-Chen and Hung-Sung 1996; Jan and Chey 1998; Tan
and Zhu 1999; Chan and Cheng 2000; Chien et al. 2001;
Liao et al. 2006), token-based (Wang et al. 2009, 2011,
2015; Xu et al. 2009; Yang and Chang 2009; Yoon and Yoo
2009; Song 2010; Pippa et al. 2010; Sood et al. 2010; Wu
and Tseng 2010; Islam and Biswas 2011, 2014; Debiao et al.
2012; He 2012; Hsieh and Leu 2012; Madhusudhan and Mit-
tal 2012; Wen and Li 2012; Chou et al. 2013; Li et al. 2013;
Chang et al. 2014; Chen et al. 2014; Farash and Attari 2014;
Kumari and Khan 2014; Kumari et al. 2014, 2017; Zhang
et al. 2014; Goutham et al. 2015; Jiang et al. 2015; Tu et al.
2015; Farash 2016; Lu et al. 2016; Xie et al. 2016; Luo et al.
2017; Qi and Chen 2017), biometrics-based (Khan et al.
2008, 2014; Fan and Lin 2009; Das 2011; Li et al. 2011,
2014; Chen et al. 2012; An 2012; Yeh et al. 2013; Cao and
Ge 2015; Das and Goswami 2015; Wu et al. 2015; Han et al.
2016; Chaturvedi et al. 2017; Xie et al. 2017). This paper’s
main aim is to study and analyze the two-factor authentica-
tion methods, and then to fix the shortcomings by proposing
and examining a new three-factor authentication method.
Xu et al. (2009) proposed a smartcard based authenti-
cation protocol and stated that their protocol remain safe
though the smartcard stored data is extracted. Conversely,
Song (2010) proved that Xu et al.’s protocol is vulnerable to
user impersonation attacks when the data on the smartcard
is gathered. Then they proposed an efficient smartcard with
password based protocol, which was later indicated by Pippa
et al. (2010) that Song et al.’s protocol cannot afford forward
secrecy. In the same year, Sood et al. (2010) found that Xu
et al.’s protocol is even prone to forgery attacks when the
valid login request is intercepted, and they put forward an
improved protocol over Xu et al.’s protocol. Yet Chen et al.
(2014) reviewed Xu et al. (2009), Sood et al. (2010) and
Song’s (2010) protocols, and presented various flaws such
as user impersonation attacks, improper mutual authentica-
tion and stolen smartcard attacks. Chen et al. proposed an
enhanced robust two-factor authentication protocol while
considering the merits and demerits of all three aforemen-
tioned protocols. However, Li et al. (2013), Jiang et al.
(2015), and Xie et al. (2016) have analyzed Chen et al.’s
(2014) protocol, independently. They demonstrated that
Chen et al.’s protocol is susceptible to password guessing
attacks, smartcard stolen attacks and user impersonation
attacks. Besides, Chen et al.’s protocol cannot hold perfect
forward secrecy, login verification and efficient password
changing phase. Nonetheless, Xie et al. (2016) also proposed
an authentication protocol based on smartcard with pass-
word. However, Lu et al. (2016) asserted that Xie et al.’s
protocol consists of several drawbacks such as prone to
insider attacks, trace attacks, user impersonation attacks and
no login verification. Several other authentication protocols
(Irshad et al. 2017a, b, c, d; Gope and Das 2017; Gope 2017;
Gope and Hwang 2016a, b; Reddy et al. 2016) have been
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proposed recently in the literature in order to improve the
efficiency and security over the existing protocols.

Lu etal. (2016), and Qi et al. (2017) proposed two-factor
authenticated key-agreement protocols for client—server
architecture using various approaches. They claimed that
their protocol is secure against attacks and provides distin-
guished properties. Conversely, the cryptanalysis section of
this paper shows the drawbacks of Lu et al.’s protocol such
as prone to server impersonation attacks, privileged insider
attacks, and lack of user anonymity; Qi et al.’s protocol such
as prone to user impersonation attacks, session-specific
ephemeral secret leakage attacks, insider attacks, and lack
of user anonymity.

1.2 Research contributions

e We revisit and provide the cryptanalysis of recently pro-
posed Qi et al. and Lu et al.’s protocols.

e We put forward an anonymous three-factor mutually
authenticated key agreement protocol for client—server
architecture on elliptic curve cryptography (ECC).

e The formal security of the proposed protocol is verified
using ROR model, AVISPA simulation tool, and the
mutual authentication using BAN logic.

e The analysis of the paper evident that the proposed pro-
tocol performs better compared to its counterparts.

1.3 Threat model

A threat modeling is an imperative module of the design-
ing an authenticated key agreement protocol. The threat
modeling is a process for enhancing security by classifying
vulnerabilities and objectives, and then defining preventive
measures of threats to the system. In this framework, a threat
is a potential malicious attack that would be perpetrated by
an adversary, say 4 that can cause damage to the assets. The
threat model of this paper is built on following assumptions.

e & has partial/complete control over the messages that
were transmitted over the public channels. This includes
to intercept, modify, and delete any communicated mes-
sage. Under this case, the Dolev-Yao (DY) threat model
is followed (Dolev and Yao 1983).

e  is capable to extract the parameters that are stored on
a smartcard issued to a user.

e 4 can try to obtain sensitive information of users such as
password by performing offline/online password guess-
ing attacks.

e £ may also try to gain access to the authorized system
with the stolen smartcard while constantly guessing the
credentials. The low-entropy passwords could make 4
job even easier.
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e & can trace the users’ activities using the obtained
information from the transmitted messages via open
channels.

e  at the server end, called the privileged-insider user,
can perform malicious activities using the data that was
received during the registration phase.

1.4 Paper organization

Section 2 revisits Qi et al.’s protocol. Section 3 crypta-
nalyses Qi et al.’s protocol. Section 4 revisits Lu et al.’s
protocol. Section 5 cryptanalyses Lu et al.’s protocol. Sec-
tion 6 portrays the proposed protocol. Section 7 analyzes
the security of the proposed protocol. Section 8 affords
comparisons with the related protocols. Finally, Sect. 9
concludes the paper.

2 Revisiting Qi et al.'s protocol

This section revisits Qi et al.’s (2017) two-party authenti-
cated key-agreement protocol for mobile architecture. Their
scheme comprises of four phases, namely, system initializa-
tion phase, user registration phase (over a secure channel),
login and mutually authenticated key-agreement phase (over
a public channel), and password changing phase (over a
secure channel). Here, we present only the first three phases
as the drawbacks lies in these phases.

2.1 System initialization phase

In this phase, server S chooses an elliptic curve E/F), defined
over finite field F,, of prime order p, a base point P in E/F),
of order g, a long-term private key k, corresponding public
key Q, = kP, and cryptographic hash functions #,(), h,().

2.2 User registration phase

Step 1: User U sends chosen credentials {ID,, PW,} to the
server S.

Step 2: S checks the validity of ID,, and verifies h,(ID,)
if it exists in the database. S computes secret key [=h,(d,)
@ hy,(ID, Il PW,) and delivers it to U, where d, is server’s
long-term private key.

S follows two approaches: online and offline to deliver
the secret key. Online uses transport layer security channel
in the https mode, and offline uses a smartcard stored [/ in it.

2.3 Login and mutually authenticated
key-agreement phase

In this phase, U and S can authenticate each other and make
a session key as shown in Fig. 1.

Step 1: U enters his/her ID,, PW,, then chooses a random
number 7,€Z,", and computes R, = r,P, R=r,0,, CID, =
ID,®!® h, ID, | PW,), and Auth, = h, ID, IR & h,
(D, Il PW))). U sends {Auth,, CID,, R} to S.

Step 2: S computes ID, = CID, @ hy(d,), R" = dR,, and

sTu

Auth,” = hy(ID, | R | hy(d,)). S verifies if Auth,” = Auth,,. If

Fig. 1 Login and authenticated
key-agreement phase of Qi
et al.’s protocol

Enter ID,,, Pw,

Generate r, € Z,"
R,=r,P,R=r,0s

SK,=r,R;

Auth* = hy(ID, || R || SK,)
Auth,* 7= Auth,

SK = kdf(ID, || SK,)
Auth,;=hy(R| SK,)

CIDu :IDu @ / @ hZ(IDu H PWu)s
Auth, = hy(ID, || R|| I © hy(D,, || PW.))

ID,=CID, @ h\(d,)

R =dR,

Auth,” = hy(ID, || R" || h(dy))
Auth,” 7= Auth,

Generate r, € Z,"

R,=rP, SK,=rR,

Auth,= hy(ID, || R* || SK,)

< Auth,, CID,, R,>
_—

< Authg, R;>

<Auth,>
Authus* = hZ(R* ” SKu)

Auth," 7= Auth,,
SK=kdfUD, || SK.)
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not, the process aborts. S generates a random number r€Z,
and computes R, =r.P, SK, = and Auth, = hy(ID,, || R |I
SK,). S sends {Auth, R} to U.

Step 3: U computes SK, = r R, and Auth," = h,(ID, I R I
SK,). U verifies if Auth,” = Auth,. If not, the process aborts.
U further computes the session key SK=kdf(ID, || SK,) and
Auth, = h,(R Il SK ), and sends Auth, to S, where kdf is key
derivation function.

Step 4: S computes Auth,,” = hy(R" Il SK,) and verifies
if Auth,, = Auth,,. If yes, S computes the session key
SK=kdf(ID, |l SK,) and allows the further communication.

S u’

3 Cryptanalysis of Qi et al.'s protocol

This section demonstrates the security drawbacks of Qi
et al.’s protocol (2017) such as prone to user impersonation
attacks, insider attacks, session-specific ephemeral secret
leakage attacks, and lack of user anonymity.

3.1 Lack of anonymity

Step 1: Assume an adversary 4 is a registered user with
valid credentials = h,(d,) @ h,(ID z | PW ;). A can retrieve
hi(d) =1 hy(ID ;| PW ;).

Step 2: Let £ intercept the message {Auth,, CID,, R, } of
U to S. Now £ can compute the identity of U using h,(d,)=!
® h,(ID, Il PW,) and CID,=ID, ® | ® h,(ID, Il PW,) as
ID,=CID,@® h,(d,).

Thus, it violates user anonymity and does not prevent
traceability.

3.2 Prone to user impersonation attacks

Assume 4 knows the identity /D, of a legitimate U, then &
can impersonate U as follows:

Step 1: £ chooses a random number r,€Z,", and com-
putes R, =r,P, R=r,0,, CID,=ID, ® h,(d,), and Auth, =
hy(ID, | R I hy(dy)). 4& sends M| = {Auth,, CID,, R} to S.

Step 2: S computes ID,” = CID, & h,(d,), R" = d R, and
Auth,” = hy(ID," | R hy(d,)). S verifies if Auth * = Auth,. If
not, the process aborts. S generates a random number 7 €7, "
and computes R, = r.P, SK, = r,R,, and Auth, = h,(ID, I R"Il
SK,). S sends M, = {Auth,, R} to £.

Step 3: /& computes SK, = r,R,, and Auth," = hy(ID, | R |
SK,). U verifies if Auth," = Auth,. If not, the process aborts.
A further computes the session key SK=kdf(ID,, || SK,) and
Auth,, = h,(R 1| SK,), and sends M; = {Auth s toS.

Step 4: S computes Auth,, = h,(R" Il SK,) and veri-
fies if Authas* = Auth,. If yes, S computes the session key

SK=kdf(ID, || SK,) and allows the further communication.
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Since no password required to compute the session key
and confirmation message, 4 can successfully compute the
subsequent valid response messages and establish a session
on behalf of U as elucidated above.

3.3 Prone to session-specific ephemeral secret
leakage attacks

Assume that £ intercepts the massages M, = {Auth,, CID,,
R,}, M, = {Auth,, R}, and M5 = {Auth, } transmitted
between U and S. Let session ephemeral secret r, of U is
revealed to £. 4 now can launch offline identity attacks
using these parameters as follows:

Step 1: & computes R, =r,P, R=r,Q..

Step 2: & guesses ID," and then compare Auth, 7=
hy(ID," I R Il SK,). Repeat the step until correct match is
found.

Remark 1 Once identity of U is known to /& using the above
steps, 4 can also compute the secret parameter /,(d,)=CID,,
@ ID,”, which is static and commonly shared to all regis-
tered users. Consequently, £ can impersonate all the users.
A then establish a session with S without U’s password as
follows:

Step 1: £ computes R,' = r,/P and then compare R, with
R, in intercepted message M. If both matches, 4 confirms
that r," is corresponding to M, and R, = R,,.

Step 2: & computes R, = r,P, and replays M, = {Auth,
CID, R,} to S. Note that £does not know the credentials
of U.

Step 3: S computes ID,” = CID, & h,(d,), R" = dR,
and Auth,” = hy(ID,” | R" Il hy(d,)). S verifies if Auth,* =
Auth,,. If not, the process aborts. S generates a random num-
ber r, EZ “ and computes R, = r,P, SK, = r,R,, and Auth, =
hy(ID," | R* 11 SK,). S sends M, = {Auth,, R, } to £.

Step 4: &£ computes SK, = r R, and Auth,” = hy(ID," | R
Il SK,). U verifies if Auth,” = Auth,. If not, the process aborts.
A further computes the session key SK=kdf(ID,” Il SK,) and
Auth,, = h,(R Il SK,), and sends M; = {Auth JJtoS.

Step 5: S computes Auth,, = h,(R" Il SK,) and veri-
fies if Auth, = Auth,. If yes, S computes the session key
SK=kdf(ID," || SK,) and allows the further communication.

3.4 Prone toinsider attacks

Qi et al.’s protocol is susceptible to the insider attacks as the
plain credentials of the users {I/D,, PW,} are shared with
the server during the registration phase. In addition, their
scheme does not offer user revocation and re-registration
phases.
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4 Revisiting Lu et al.s protocol

This section revisits Lu et al.’s (2016) two-factor authenti-
cated key-agreement protocol for mobile client—server archi-
tecture. Their scheme comprises of three phases, namely,
user registration phase (over a secure channel), login and
mutually authenticated key-agreement phase (over a pub-
lic channel), and password changing phase (over a secure
channel). Here, we discuss only the first two phases as the
drawbacks lies in these phases.

4.1 User registration phase

Step 1: User U, chooses an identity ID,, password PW,
and computes PWD =h(PW, |l r,), where h(.) is a one-way
hash function. Then U, sends a registration request <D,
PWD > to the server S.

Step 2: S computes W=h((ID,)” mod q) & PWD, U=x
@ r, X=ID, ® r,, where r,is arandom nonce. Then S stores
the parameters {W, U, X, p, g, h(.)} on a smartcard SC that
will be delivered to U,.

Step 3: U, computes L= h(h(ID, Il h(PW, |l r,)) mod n),
and adds L and r, to the SC. Thus, the SC contains {W, L,
. U X, p, q h(\)}.

4.2 Login and mutually authenticated
key-agreement phase

In this phase, U; and S can authenticate each other and make
a session key as shown in Fig. 2.

Step 1: U, inserts the SC and enters his/her ID,,, PW, and
checks the login condition L= h(h(ID, || PWD) mod n). If
it generates positive result, SC computes M = (g% mod q) &
W h(PW, I r,), C=h((g* mod ¢) I ID, 1| T,) and transmits

login request<M, C, U, X, T,> to S, where a is a random
nonce and 7, is current timestamp generated by U..

Step 2: S checks the received T ,if it is valid. S then com-
putes r=x® U, ID,= X & r, and g*=M & h((ID,)"” mod
@) and verifies the condition C=h((g* mod q) I ID, I T,). If
it holds, S computes sk = (g%, N= h((ID,)"” mod q) & g,
D=h(sk I ID, | T, Il h((ID,)" mod g)), where pis a random
number. S sends the response <N, D, T,> toU,.

Step 3: U, checks the validity of T; and derives g=w
@ N @ h(PW, |l r,). U; computes the session key sk = (gﬁ)“
and verifies the condition D=h(sk Il ID, | T, I h((ID,)" mod
@)). If it holds, U; starts communication using the computed
session key sk = (g%Y’= (¢”)~.

5 Cryptanalysis of Lu et al.'s protocol

This section demonstrates the security drawbacks of Lu
et al.’s protocol (2016) such as prone to insider attacks,
server impersonation attacks and lack of user anonymity.

5.1 Prone to server impersonation attack

In Lu et al.’s protocol, another legitimate user U;" with x
value turned as an adversary 4 can mimic a legitimate S
as exposed here. During the login and session key estab-
lishment phase, U; transmits the login message <M, C, U,
X, T,>. Assume £ captures this message, then he/she can
impersonate the S as follows.

Step 1: During the registration phase, all users (U;")
receives the values {W, U, X, p, g, h(.)} on a SC. U; can
extract server’s secret key x using his/her ID,,, U=x @ r, and
X=ID, & r, values as shown below:

UeX®eID,=xdr,®&ID,&r,®ID,=x.

Fig.2 Login and authenticated
key-agreement phase of Lu
et al.’s protocol

Input SC, ID,, Pw,
Generate a € Z,%, T,

C=h((g*mod q) || D, || T,)]

Check the validity of T}
g=W@ N h(PW,| r,)
sk= (&)

L = h(h(ID, | h(PW, | )) mod )

M= (g*mod q) ® W @ h(PW,| r,)

D £ h(sk | ID, || T | h((IDy)" mod q))

Check the validity of T,
<M,CU,X,T,> n=x@U
—_— D,=X®r,

g"=M @ h((ID,)*mod q)

C = h((g*mod q) || ID, || T,)
Generate f € Z,°, T,

k= (g7

N=h((D,)"modq) ® g’

D= h(sk|| ID, || T; || A((D,)"mod ¢))

<N,D,T;>
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Step 2: If U’ turns as an adversary £, 4 can derive r,,
ID ,, and g% values from <M, C, U, X, T,> by computing r,=
x® U ID,=X® r,and g*=h((ID,)” mod g).

Step 3: £ chooses a random number f and computes sk
= (g%, N=h((ID,)" mod q) & g’, D=h(sk Il ID, I T, Il
h((ID,)"” mod q)). £ sends <N, D, T,> toU..

Step 4: A checks the validity of T, and derives g’=W @ N
@ h(PW, I r,). Then, U, computes the session key sk = (g%
and verifies the condition D = h(sk II ID N T, h((ID )" mod
q)). U, treats A as legitimate S since the condition D holds.

5.2 Lack of user anonymity

During the login phase, U; transmits<M, C, U, X, T,> to S
via a public channel. The parameters U=x @ r,and X=1ID,
@ r, in the message <M, C, U, X, T > are unique and static
during all logins for each user. This results in failure of pro-
viding perfect user anonymity that could eventually lead to
trace attacks.

5.3 Prone to privileged insider attack

Consider a consequence where an insider of the server § acts
as an adversary and knows the registration information ID,
and PWD of a valid U,. Further, assume that the same adver-
sary possesses the extracted information{W, r,, U, X, L, p,
g, h(.)} from the stolen smartcard of U,. Now, the adversary
A applies the offline-password guessing attack to guess cor-
rectly the user’s low-entropy PW, as follows.

Step 1: £ guesses a password PW," and computes PWD'
=h(PW, Il r,).

Step 2: £ checks if PWD' = PWD. If it is valid, £ is suc-
cessful to guess the correct password PW, (= PW,). Other-
wise, 4 repeats from Step 1 until he/she gets success.

Thus, a privileged-insider being an adversary at the server
S can guess the correct PW, of a legal U,.

6 The proposed protocol

This section puts forward a three-factor mutually authenti-
cated key agreement protocol for client—server architecture
based on elliptic curve cryptography (ECC). The proposed
protocol comprises two participants and four phases. The
notations used in the proposed protocol are listed in Table 1.
To provide strong biometric verification locally, we apply
the fuzzy extractor method (Dodis et al. 2004), which is
composed of the following two functions:

e Gen: It is a probabilistic generation function in nature,
which takes user biometrics BIOy, as inputs and then
results a pair (o, ;) as biometric secret key and public
reproduction parameter, that is, (o, 6;) = Gen(BIOy)).

@ Springer

Table 1 Notations of the protocols

U; An ith user

Ne Smartcard

N Server

ID, Identity of U;

PWy, Password of U,

BIOy, Biometrics of U,

nr,a Random numbers chosen by U;

IDg Identity of S

k Secret key of §

n,n', f Random numbers chosen by S

1.7, T, Timestamps generated by U; and S

T Maximum transmission delay

SK Session key

& An adversary

P Base point on elliptic curve
Gen(BIO) Generation function of biometric keys
Rep(BIO;) Reproduction function of biometric keys
h(.) A secure one-way hash function

I The concatenation operation

® An exclusive-OR operation

Table 2 Notations of the BAN logic

01=X Principal Q believes the statement X

01X Principal Q has jurisdiction over the statement X
#X) Formula X is fresh

ol~X Principal Q once said the statement X

0o<X Principal Q sees the statement X

(P)o Formula P combined with the formula Q

0 (L R Principal Q and R may use the shared key K

(X, Y) Formula X or Y is one part of the formula (X, Y)

e Rep: It is deterministic function in nature, which has
the ability to reproduce the original biometric key
oy from the user biometrics BIO;" and 6, that is,
oy =Rep(BIO' 0, provided that the Hamming distance
between BIO,,' and BIO, is less than or equal to a prede-
fined error tolerance threshold value (Dodis et al. 2004).

To protect the replay attack against an adversary, we
apply the current timestamp along with the random nonce.
For this issue, we assume that the entities are synchronized
with their clocks as it is a reasonable assumption used in
designing other authentication protocols (Wazid et al. 2017;
Das et al. 2017; Roy et al. 2017a, b, 2016; Chang and Le
2016).
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6.1 User registration phase

A new user U, registers at the server S and obtains a smart-
card as shown in Fig. 3.

Step 1: U, chooses ID, PW, r, r, and scans BIO;, and
then computes RPW=h(PW Il r,) @ r. U, sends a registra-
tion request message < ID;;,, RPW>to § via a secure channel.

Step 2: S computes MID; = E,(ID; Il n), M=h(ID |l IDg
k), and N=M & RPW.

Step 3: U, receives a SC with the parameters {MID,N, P,
h(.)} from § through a secure channel.

Step 4: U; computes (o, 6y)=Gen(BIOy), E=r, &
hoy), N'=N@ r, G=h(IDy Il ((PWy |l 7)) and then stores
{E, N', G} on the received SC after deleting N from the SC.
SC now holds the parameters {MIDy, E, N', G, P60, h(.)}.

6.2 Login and authenticated key agreement phase

This phase allows U; and S to mutually authenticate and
make a session key for subsequent communication through
public channel as illustrated in Fig. 4.

Step 1: SC = S: Msg,=<MID, aP, C, T,>. SC com-
putes o;=Rep(BIOy, 0y), r, = h(cy) @ E and verifies the
condition G, £ h(ID, | (PWy, Il r,)). If it produces positive
result, the SC generates a, T, and calculates M=N'@® h(PW,
lr,), aP, C=h(MIDy |l aP Il M Il T,). SC sends the login
request message <MID, aP, C, T,,> to S via public channel.

Step 2: Upon receiving the login request, S first verifies
the received T, by the condition 7," — T, < AT, where T, is
time when the message is received by S. If it is valid, S then
decrypts MID,; and obtains /D, of U;. S computes M =h(ID,
Il IDg Il k) and verifies the condition C=h(MIDy |l aP 1| M |l

Fig.3 Summary of user regis-
tration phase

Choose IDy, PWy, r,, r
Scan BIOy,
RPW =h(PWy || 1,) D r

(o1, O) = Gen(BIOy)
E=r, @ h(oy)

G = h(IDy || H(PWy || 7.))

N=N@r=M® hPWy|r,)

SC{MID, E, N',G, P, 0y, h(.)}

(Secure Channel)

Generate n

MIDy= E(IDy || n)
M= h(IDy||IDs || k)
N=M @D RPW

<ID,, RPW >

<SC{MIDy, N, P, h(.)} >

Fig.4 Summary of mutual
authentication and key-agree- U./SC
ment phase -
Input IDy, PWy, BIOy

oy = Rep(BIOy, O)
r.=h(oy) ® E

G £ h(IDy | h(PWy | 1))
Generate a € Z,", T,
M=N® h(PWy| r.)
C=h(MIDy||aP || M | T,)

T, -T,<AT

SK=h(IDy || afP || M)
MIDy' =F @ h(SK)

D £ h(MIDy' || SK || T5)
Update MID; with MID,/
Z=h(pP| SK)

(Public Channel)

T, -T,<AT

(IDy || n) = Di{MIDy}

M= h(IDy || IDs || k)

CE h(MIDy| aP || M| T,)
Generate f € Z,",n', T,
MIDy' = Ey(IDy || n')
SK=h(IDy | paP || M)
D=hMIDy || SK || T5)
F=MID, @ h(SK)

Msg, =<MIDy, aP,C, T,>

Msg,=<pP,D, F,T,>

MSg3: <Z> Tu > Tu'* _ Tu'< AT

ZZ h(BP || SK)
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T,). S authenticates U; only if the condition holds. Else, the
process can be terminated.

Step 3: S—SC: Msg,=<pP, D, F, T,>. S further gener-
ates 3, T, and computes MID,' = E,(IDy Il n"), SK=h(ID,
Il BaP I M), D=h(MID;' | SK | T,), F=MID; & h(SK). S
sends <P, D, F, T,> to SC via public channel.

Step 4: SC first verifies the received 7, by the condition
T," — T,< AT, where T, "is time when the message is received
by U,. If it holds, SC computes SK=h(IDy Il apP 1| M),
MID,/ = F @ h(SK)and verifies the condition D=h(MID’
Il SK Il T,). If the condition holds, U; authenticates S and
updates MID, with MID/'; else, the process can be dropped.

Step 5: SC — S: Msg;=<Z, T,'>. SC generates the cur-
rent timestamp 7,, computes Z=h(SP |l SK), and sends the
message <Z, T,'> to S. S first verifies the received T,'by the
condition T,”" — T,/ < AT, where T,”is time when the mes-
sage is received by S. If it is valid, S then verifies Z=h(fP
[l SK) and reconfirms the authenticity of U, if the condi-
tion holds.

6.3 Password and biometrics update phase

In this phase, U; can update his/her existing PW;; and BIO,
without involvement of S as follows.

Step 1: U, inserts SC and passes ID;, PW;; and BIO,. SC
computes o, =Rep(BIOy;, 0,)), r, = h(cy) ® E and verifies
G £ h(IDy | h(PWy, Il 7,)). If the condition holds, U; can
change existing PW,, and BIO; otherwise, the request can
be rejected.

Step 2: U, passes new BIO," and PW*, and computes
M=N"® h(PW, Il r,), N* = M & h(PW,* Il ), (6.,
0, =Gen(BIO,"), E*=r, ® h(c,"),and G*=h(ID || (PW
Ir,)).

Step 3: U, replaces N', E and G, with N¥, E* and G on
the SC, respectively. SC now holds the updated information
{MID,, E*, N*, G*, P, 0./, h(.)}.

6.4 User revocation/re-registration phase

Users can revoke or re-register when their smartcard is lost
by proving their authenticity in following way.

Step 1: U, chooses revoke/re-register option and sends
existing /D /" to S via a secure channel.

Step 2: S verifies ID /™" existence and replies U, asking
the new credentials.

Step 3: U, chooses IDy;, PWy, r, r, and scans BIO, and
then computes RPW=h(PW |l r,) @ r. U, sends a registra-
tion request message < ID;;,, RPW>to § via a secure channel.

Step 4: S computes MID; = E,(ID;; Il n), M=h(ID |l IDg
k), and N=M & RPW.

Step 5: U, receives a SC with the parameters {MID,N, P,
h(.)} from S through a secure channel.
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Step 6: U; computes (o, 6y)=Gen(BIOy), E=r, &
h(oy), N=N®r, G=h(IDy | (PW |l r,)) and then stores
{E, N', G} on the received SC after deleting N from the SC.
SC now holds the parameters {MID, E, N', G, P, 0, h(.)}.

7 Security analysis

This section demonstrates the mutual authentication
using BAN logic, formal and informal security analyses
of the proposed authentication protocol. The proposed
scheme is shown that a user U; and the server S mutually
authenticate among each with the help of the widely-used
Burrows—Abadi—-Needham logic (BAN logic) (Burrows
et al. 1990) (see Sect. 7.2). We then prove the session
key security (SK-security) of the proposed scheme under
the broadly-accepted Real-Or-Random (ROR) model
(Abdalla et al. 2005) (see Sect. 7.1). Moreover, the pro-
posed scheme is shown to be secure against various other
known attacks informally (see Sect. 7.3). In addition, the
formal security verification using the broadly-accepted
AVISPA tool (AVISPA Team 2006) assures that the
scheme is secure against replay and man-in-the-middle
attacks (see Sect. 7.4). Wang et al. (Wang et al. 2015a,
b) observed the following interesting point: the widely
used formal methods (for example, random oracle model,
BAN logic) cannot always capture some structural mis-
takes, and therefore, assuring soundness of authentica-
tion protocols still remains an open issue. Due to this, we
need the security analysis informally as well as formal
security verification using AVISPA tool to ensure that
the proposed scheme can be made more secure with high
probability.

7.1 Formal security analysis using Real-OR-Random
(ROR) model

In this section, through the widely-accepted Real-Or-Ran-
dom (ROR) model (Abdalla et al. 2005), we prove the ses-
sion key (SK) security of the proposed scheme. Recently, the
ROR model based formal security analysis has drawn much
attention in analyzing the formal security in many authen-
tication protocols (Wazid et al. 2017; Das et al. 2017; Roy
et al. 2017a, b, 2016; Chang and Le 2016).

7.1.1 ROR model

Two participants, namely user U, and the server S are asso-
ciated with the proposed scheme. We have the following
components associated with the ROR model (Abdalla et al.
2005).
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e Participants The instances ¢, and t, of U, and S are
denoted by 7:2‘] and z?, respectively, which are also
termed as oracles (Chang and Le 2016).

e Accepted state If an instance 7' makes transition to an
accept state after receiving the last expected protocol
message, it is said to be in accepted state. The session
identification (sid) of z’ for present session is constituted
by the ordered concatenation of all communicated (sent
and received) messages by z'.

e Partnering Let 't and "2 are two instances. They are
partners to each other when the following three criteria
are simultaneously fulfilled: (1) z"t and #z™2 in accepted
state; (2) both z"t and #"2 mutually authenticate each
other, and share the same sid; and (3) both z't and #" are
mutual partners.

e Freshness If the session key SK between U, and S is not
divulged to an adversary A with the help of the following
defined reveal oracle query Reveal (z*), n;‘]or ”;z is said
to be fresh.

e Adversary Under the ROR model, the adversary A cannot
only read the transmitted messages, but also can modify,
delete or change the message contents during the com-
munication. In other words, A is allowed to have full
control over the communication. Moreover, A will have
access to the following queries (Chang and Le 2016):

—  Execute ("1, #'2) With the help of this query, the trans-
mitted messages between the valid parties U; and S are
intercepted by A. It is modeled as an eavesdropping
attack.

— Reveal (z") This query allows A to compromise the pre-
sent session key SK; created by z' (and its partner).

— Send (z', m) This query helps a participant instance z’ to
transmit a message m and also receives a message, which
is further modeled as an active attack.

— CorruptSmartcard (n'g) It implements the smart card SC
lost/stolen attack. With the help of this query, the secret
credentials stored in SC are revealed to A.

— Test (n') The semantic security of session key SK
between U, and S following the indistinguishability in the
ROR model (Abdalla et al. 2005) is implemented under
this query. At first, an unbiased coin c is flipped prior
to beginning of the game, whose output result is only
secret to A. This value is later used to verify whether the
output of the Test query is consistent. If A executes this
query and it is found that the session key SK is fresh, 7’
delivers SK when c=1 or a random number when ¢ =0;
otherwise, it delivers L (null).

A restriction for A is imposed here in order to acquire
only limited number of CorruptSmartcard (n?]) queries.

However, A is permitted to acquire Test (z') query as many
times as he/she can have.

e Semantic security of session key The ROR model
(Abdalla et al. 2005) demands that the adversary A
requires to distinguish between an instance’s actual ses-
sion key and a random secret key. A can make the Test

queries to either 7[;} or ﬂ? and its output is checked for

consistency against the random bot c. After the game is
completed, A judges a guessed bit ¢’ for winning purpose.

A wins the game when ¢’ = c. The advantage Adv/ ' of

A in breaking the semantic security of the proposed
authenticated key agreement protocol, say AKAP for
deriving the session key SK between U, and S is defined

by Adv?AﬁAP = |2.Pr[Succ] — 1|, where Succ represents an

event that A can win the game.

e Random oracle The communicating entities U; and S
along with A will have access to a collision resistant one-
way cryptographic hash function 4(-), which is further
modeled by a random oracle, say H.

7.1.2 Security proof

To prove the semantic security of the proposed scheme, we
first define collision-resistant one-way hash function A(.)
and the Elliptic Curve Decisional Diffie-Hellman Problem
(ECDDHP). We then provide the proof in Theorem 1.

Definition 1 (Collision-resistant one-way hash function) A
collision-resistant one-way hash function h: {0, 1} {0,
1}" is a deterministic mathematical function that takes a
variable length input string and produces a fixed length out-

put string of n bits. If Advgf;SH (rf) denote the advantage of

an adversary A in finding a hash collision,

Advi Sty = Pri(iy,ip) €At iy # iph(iy) = h(iy)],
where the probability of a random event X is denoted by
Pr[X], and the pair (i}, i,) € A means the input strings i, and
i, are generated randomly by A. An (y, rf)-adversary A
attacking the collision resistance of 4(.) means the runtime
of A will be at most rt and that Advg*;SH (ry< w.

An elliptic curve y>=x>+ax+ b over the finite field
GF(p) is the set E (a, b), which contains the solutions (x, y)
€Z,XZ, to the congruence y?=x’+ax+b (mod p), where p
being a large prime and a, b € Z, are two constants, together
with a special point O, called the point at infinity or zero
point, and Zp ={0,1,...,p—1}. Ep(a, b) is called non-singu-
lar if the condition 4a>+27b% # 0 (mod p) is satisfied. The
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elliptic curve decisional Diffie-Hellman problem (ECDDHP)
is defined as follows.

Definition 2 (Elliptic curve decisional Diffie-Hellman prob-
lem (ECDDHP)) Let PEE (a, b) be a point on E (a, b). The
ECDDHP states that given a quadruple (P, k,.P, k,.P, k;.P),
to decide whether k; =k k, or a uniform value.

Theorem 1 Suppose A is an adversary running in polyno-
mial time t against the proposed scheme AKAP in the ROR
model. If PD is a uniformly distributed password dictionary,

1 is the number of bits in the biometrics key o, AdvﬁgDDHP

(¢) is the advantage of breaking the ECDDHP in time t by A,
and qy, q.ng |Hash| and|PD| are respectively the number of
H queries, send queries, range space of h(.) and the size of
PD, A’s advantage in breaking semantic security of the pro-
posed scheme AKAP for deriving the session key SK between
U, and S in time t is given by

2
KAP 9 Gsend
<
AdviFP (1) < Hashl 301 PD]

+ 2AdvECPPHP (1)

Proof We follow the similar proof as executed in other
authentication protocols (Wazid et al. 2017; Das et al. 2017;
Chang and Le 2016). A sequence of five games, say Gam,
(=0, 1, 2, 3, 4) are essential in this proof in which Succ;
is the winning probability of A in game Gam; where A can
guess the random bit ¢ correctly. The detailed description of
all these games is given below.

e Gam,ltis considered as an actual attack by A against the
proposed scheme AKAP in the ROR model. Since the bit
c needs to be chosen at the start of Gam,, it is clear that

Ay (1) = |2.Pr [Succ] 1. )

e Gam,; This game is modeled as an eavesdropping
attack in which A intercepts the transmitted messages
Msg,=<MID, aP, C, T,>, Msg,=<pP, D, F, T,> and
Msg;=<Z, T,> during the mutual authentication and
key agreement phase of AKAP. Under this game, A
makes Execute (z"1, £"2) query. After that A makes the
Test query and its result is checked to verify whether
it is the real session key SK or a random number. In
AKAP, SK is calculated as SK=h(IDy Il apP 11 M),
where M =N @ h(PWy || r,) = E(IDy; || n). Therefore,
computation of SK clearly demands for the leakage of
secret credentials IDy;, a,f and M, and these credentials
are unknown to A. In a nutshell, A’s winning the game
Gam, by eavesdropping of messages is not increased,
and thus, we have,

@ Springer

Pr [Succl] = Pr [Succo]. 2)

e Gam, The difference between this game and the previ-
ous game Gam, is that the simulations of the Send and H
queries are included in Gams,. It is therefore treated as an
active attack where A can try to fool a legitimate entity
to accept an illegal message. Since all the intercepted
messages Msg;, Msg, and Msg; are constructed using
random secrets a, 4 and timestamps T, T, and T, no
hash collision occurs when A makes Send query with the
help of H query. The birthday paradox results provide the
following result:

q,

3
2|Hash| )

‘Pr[Succz] —Pr[Succ1]| <

e Gam; The simulation CorruptSmartcard is added into the
Gam;, which differs from Gam,.A then knows the infor-
mation {MID, E, N', G, P8, h(.)}. stored in the smart
card SC of U,. In AKAP, a user U, uses both password
PW,; and personal biometrics BIOy,. Due to use of fuzzy
extractor, guessing the biometric key o,€{0, 1}! from
public reproduction parameter 6;; with the help of Rep(*)
function has the probability approximately % (Odelu
et al. 2015). Moreover, A can try to guess low-entropy
passwords using the password dictionary attacks. If we
impose a restriction on the limited number of wrong
password inputs in the system by A to guess correct U;’s
password PW,, it then follows that

Dsend
21|PD] “)

’Pr[Succ@] - Pr[Succz” <

e Gam, This is the final game, where A attempts to derive
the correct session key SK shared between U, and S. It is
worth noticing that SK is calculated by both the parties
U;and S as SK=h(ID 1l afP || M). Now, computation of
apP from the eavesdropped aP in Msg; and BP in Msg,
is equivalent to solving the intractable ECDDHP in poly-
nomial time 7. In addition, A requires secret credentials
ID;, and M. Hence, we have,

’Pr [Succ4] — Pr [Succ3] | < AdfoDDHP(t). 5)
Since all the queries are made by A, it is left only with

guessing the bit ¢ to win the game after the Test query is
made by A. It follows that.

‘Pr [Suce,) | = % (6)
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Equations (1) and (2) give the following:

%Advgm(r) =

Pr[SuccO] - %‘ =

Pr[Succl] - %‘ 7

Equations (6) and (7) give the following:

%Advg“”(r) -

Pr[Succl] - %’ = ‘Pr[Succ]] —Pr[Succ4H
®)

The triangular inequality gives the following

R |=#(X)

® Rule 4 Freshness-conjuncatenation rule:
RI=#(X.Y)

The following three goals are expected to be achieved
to show the mutual authentication between a node R in the
cluster C; and TM:
SK

e GoallU;|=U;«S
SK

o Goal2S|=U;eS
MIDy

e Goa3U,|=U; & §

|Pr[Succl] - Pr[Succ4” < |Pr[Succ1] - Pr[Succz]| + |Pr[Succz] - Pr[Succ4]|

<‘Pr[Succl] - Pr[Succz” + ‘Pr[Succz] - Pr[Succ3”

+ |Pr[Succ3] - Pr[Succ4] |

®

From Egs. (3), (4), (5) and (9), we get,

2
qh 9send ECDDHP
- <
‘Pr[Succl] Pr[Succ4” S SHash) T 2PD] + Adv, ®
(10)
Equations (8) and (10) give the following result:
1 a, q
—AdARAP (1) < — send | AdyECPPHP () (11
AW O S Sraen T anyppy TAYATT O (D

Finally, multiplying both sides of Eq. (11) by a factor of
2, we obtain the required result:

2

q
AdVKAP () < —
AU |Hash|

9 send
21 |PD]

+ 2AdVECPPHP (),

7.2 Mutual authentication verification using BAN
logic

Mutual authentication between U; and S of the pro-
posed protocol is proved using widely-accepted Bur-
rows—Abadi—-Needham (BAN) logic (Burrows et al. 1990).

Various notations along with their descriptions are pro-
vided in Table 2. Following four rules are used to substanti-
ate the mutual authentication between U; and S in the pro-
posed protocol:

Y
. R|=R© S, R<a<X>
® Rule 1 Message-meaning rule: RIERS. R <X>y

RI=S |~ X
. . RI=#(X), R |=S |~ X
e Rule 2 Nonce-verification rule: %
TR RI|=S|=X, RI=S|=X
e Rule 3 Jurisdiction rule: &1 |$R|’= xl '

Genericform The generic forms of the communicated mes-
sages between U, and S in the proposed protocol are speci-
fied below:

MI1.U, - S : C = (MID,,aP,T,),,

M2.S - U; : D= (MID,,, SK, T,), where SK=h(ID,
apP, M)

We rewrite D as D = (MID,,, 1Dy, apP, T,),,

M3.U; - S : Z = (P, SK), where SK=h(ID, appP, M)

1

We rewrite Z as Z = (P, afP),,.

Idealized form The idealized forms of the communicated
messages between U; and S in the proposed protocol are as
follows:

1

P
MI.U, > S : <MIDU, U'ss, Tu>
U;<S

i

L 1

MID), apP
M2. 5 — <U,. U, &' S, ID,, U, < S,TX>
U;S

i

afP
M3.U; > S : </3P,IDU, v, s>

t M
U, oS

Hypotheses The initial assumptions of the proposed proto-
col are as follows:

HI : U,| = #T,), #(T,)

H2 : S| = #(BP), #(T,)

M
H3:U|=U;<S
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M
H4 :S|=U; oS

apfP
H5:U)|=S|=>U;,<S

1

afiP
H6 : S|=U|=>U < S

L

MIDL
H7 : U|=5|=> U, <"S.

Note that the identity of user is assumed to be shared
between U, and S.

The following steps proves that the proposed protocol
achieves mutual authentication between U; and S using
above hypotheses and rules

M

P
e From M1, we have, S :S<1<MIDU, U e S,Tu>
U, oS

e From S1, H4,
aP
S2:8|=U,| ~ <MIDU, U, < S, Tu>

and Rule 1, we get,

e From S2, H2, RPule 2, and Rule 4, we get,
S3:8|=U|=U"-S

e From M2, w e have, S 4:
MID}, apP
U, xU; « S,ID,,U; & S,TSUMS
e From S4, H3, and Rule 1, we have, S5:

MID),

afP
U= S| ~ <U. &S, ID, U, < S, TS>

1 1

e From S5, HI1, Rule 2, and Rule 4, we get, S6:

MID;, afP
Ul= SI=(U; © S, IDy, U, & 8
) MID),
e From S6, H7 and Rule 3, we obtain, S7:U;| = U; < S

L

(Goal 3) wfP
e From S6, H5 and Rule 3, we obtain, S8: U;| = U, & S

1

SK

e From S8 and H3, we obtain, S9: U;| = U; < S (Goal 1)
P

From M3, we have, S10: § < <ﬂP, D, U,"S s> )

UoS

e From S10, H4, and Rule 1, we have, S11:

afP
S|=U;| ~ <ﬁP,IDU, U, < S>

e From S11, H2/5 Rule 2, and Rule 4, we get S12:
afP
Sl=U|=U; S

1

afP
e From S12, H6, and Rule 3, we get S13: S| = U; & S

"ok
e Finally, from S13 and H4, we obtain, S14: S| = U, < S
(Goal 2)

The above goals 1-3 clearly indicate the proposed scheme
achieves the mutual authentication between U, and S.
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7.3 Informal security analysis

In this section, the security properties satisfied by the pro-
posed protocol in the following propositions.

Proposition 1 The proposed protocol provides user anonym-
ity and untraceability properties.

Proof In the proposed protocol, user’s real identity /Dy, is
enciphered with server’s secret key k. In order to retrieve
IDy, from MID; = E\(IDy; |l n), k is essential which is known
only to the server. Thus, the real /D, value is available only
with U; and S. Though the users’ identity is anonymous,
the chances of tracing the user still exist when other trans-
mitting parameters are static. During the login phase, U,
sends authentication request message <MIDy;, L, C, T,> to
S, where L=aP & M, C=h(MID; |l aP I M 1| T,). All the
parameters in the message are dynamic due to the incor-
poration of random numbers aand n. Hence, the proposed
protocol offers user anonymity and untraceability.

Proposition 2 The proposed protocol withstands replay
attack.

Proof Consider a scenario where A4 tries to gain access to
the system by mitigating a registered user with the previ-
ous transmitted message <MIDy;, L, C, T,>. The proposed
scheme can identify it as a malicious attempt if £ performs
this due to the following reasons.

e Case 1: If & replays the message<MID, L, C, T,>, S
can classify it as a malicious attempt when it finds the
condition T," — T, < AT is not valid. Similarly, U, can
also recognize replay attacks on <P, D, F, T,> using
the condition 7,” — T, < AT.

e Case 2: In the mutual authentication with key-agreement
phase, the server S obtains (D¢, aP) by computing (IDy,
I n)y=D{MID,}, aP=M & L, and stores it in its data-
base. Note that a is a randomly generated number and
varies for each session. When 4 sends the captured mes-
sage <MIDy;, L, C, T,>, S extracts (ID,, aP¥) values
and compares with the stored values in the database and
subsequently drops the request when it notices (IDU#,
aP?) == (ID,, aP).

Proposition 3 The proposed protocol withstands privileged
insider and stolen token attacks.

Proof Assume that an insider who knows the registration
information ID;; and RPW of a valid U, turns as 4, and
reads the stolen smartcard information {MIDy, E, N', G,
P, 0y, h(.)} by using power analysis methods (Kocher et al.
1999; Messerges et al. 2002; Wang and Wang 2015). £ may
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now try to obtain some useful information such as creden-
tials of U,. However, £ cannot succeed due to the reason
described here. All the obtained parameters such as MID,
E, N', G, where MID ;= E,(ID |l n), (6, ) = Gen(BIO,)),
E=r,® h(oy), N =N®r, G=h(IDy Il L(PW Il r,)) are
safeguarded using either one-way has function or symmetric
encryption. In order to extract PW,, from RPW=h(PW,, ||
r)® r, £ requires r, and r values. The r, and r values are
stored on the SC in association with biometrics and N val-
ues, respectively. It is impossible to obtain r, and r without
passing valid biometrics, moreover, biometrics can neither
be stolen nor forged. On the other hand, guessing both r,
and r values simultaneously is impractical. In this way, the
proposed protocol can resist privileged insider attacks and
stolen smartcard attacks.

Proposition 4 The proposed protocol withstands password
guessing attacks.

Proof Online password guessing attacks: £ may try to login
using the stolen smartcard, while guessing the user’s PWy,.
In order to perform this, £ requires to satisfy the login con-
dition G=h(IDy; Il A(PWy Il r,)) which entails r, and BIOy,.
Unless & passes valid BIO; r,, value cannot be extracted
from E and consequently leads to failure of satisfying the
login condition G =h(IDy Il L(PW |l r,)).

Offline password guessing attacks .# can attempt to guess
the password using the extracted parameters {MIDy, E, N',
G, P, 0y, h(.)} from the stolen smartcard. Note that the pass-
word PW; is not stored on the SC in the plaintext form, but
inN'=M @ h(PW Il r,) shielded with one-way hash func-
tion. Moreover, £ needs r, value to verify the guessed pass-
word N' £ M & h(PW,/% Il r,). However, there are no means
to obtain r, value without valid BIO,. Thus, the proposed
protocol is resistant to offline password guessing attacks.

Proposition 5 The proposed protocol is resilient against
user impersonation attack.

Proof If £ wants to masquerade U;, he/she needs to form a
login message < MIDy;, L, C >, where MID; = E,(IDy; || n),
L=aP &M, C=h(MIDy |l aP I M 1| T,). Conversely, & can
barely compute g% mod g, but not L and C due to the unavail-
ability of valid PW, and BIOy,. In case if 4 sends captured
message <MIDy;, L, C, T,>, then S can easily identify it as
a replay attack and would drop the session as elaborated in
replay attacks section.

Proposition 6 The proposed protocol is secure against
server impersonation attack.

Proof 1f £ wants to masquerade S, he/she needs to con-
struct a valid response message < P, D, F’>, where MID,/
= E(IDy I n"), SK=h(IDy |l paP | M), F=MID,' & h(SK),
D=h(MID;' || SK |l T). Assume that & replies the mes-
sage < BP%, D*, FE, T#>, where MID,/* = E£(ID, I n'),
SKE= h(ID /£ | apE P | M), FE= MID ;* @ h(SKF), D*
= h(MID,® I| SK || T%). Despite the fact that U, cannot
be able to check the correctness of received MID,'* due to
unavailability of real server’s secret key &, U, can definitely
detect it as a fake response as described here. Upon receiving
the message, U; computes SK=h(IDy |l aﬁ/EP Il M), MID;/
=F* @ h(SK), D= h(MIDy/' | SK | T;) and verifies whether
DD Tt is obvious that the condition cannot hold because
A has computed SK with wrong ID;; and aP, which result
in h(ID, | afpP 1| M) # h(ID /% 1| apEP | M%),

Proposition 7 The proposed protocol is secure against
ephemeral secret leakage (ESL) attack.

Proof The shared session key between U, and S during the
mutual authentication and key-agreement phase is computed
as SK=h(ID Il paP | M), where M =h(ID || IDg 1| k) and
k is the secret key of the server S. In the proposed protocol,
the session key security (SK-security) depends on the fol-
lowing two cases:

e C(Case 1. Let the ephemeral (short term) secrets alpha and
beta are leaked to an adversary A. Even then without
having the long-term secrets /D, IDg and k, it is compu-
tationally infeasible for £ to calculate SK.

e Case 2. Let the long-term secrets IDy;, IDg and k are
revealed to 4£. However, without the ephemeral secrets
a and f, it is difficult for £ to calculate SK.

In summary, £ can only calculate SK when the ephemeral
secrets as well as long-term secrets are known to him/her. It
is worth noticing that even if the current SK is revealed to
A in a particular session, all other session keys in previous
and future sessions are distinct since both long-term secrets
and fresh ephemeral random nonces are applied in the con-
struction of the session keys. Hence, the leakage of a session
key will have no effect on the security of other previous and
future sessions for secure communications. As a result, the
proposed scheme provides forward and backward secrecy,
and it also provides the SK-security. Thus, the proposed
scheme protects ESL attack.

7.4 Formal security verification using AVISPA tool:
simulation study

This section provides a brief overview of the AVISPA tool,

the various roles implemented, and the final simulation
results of the proposed protocol.
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7.4.1 AVISPA overview

AVISPA is a widely-accepted push-button tool for the
automated validation of Internet security-sensitive proto-
cols and applications (Armando et al. 2005; AVISPA Team
2006). AVISPA is used to formally verify whether a cryp-
tographic protocol is secure or vulnerable against active
and passive attacks including the man-in-the-middle and
replay attacks. In AVIPSA, a security protocol is imple-
mented using HLPSL (High Level Protocols Specification

Language). HLPSL is translated using HLPSL2IF trans-
lator to convert to the intermediate format (IF). IF is fed
into one of the four back-ends: Tree Automata based on
Automatic Approximations for the Analysis of Security
Protocols (TA4SP), On-the- fly Model-Checker (OFMC),
Constraint Logic based Attack Searcher (CL-AtSe), and
SAT-based Model-Checker (SATMC). The proposed pro-
tocol is simulated under the CL-AtSe and OFMC back-
ends using the SPAN (Security Protocol ANimator) for
AVISPA (SPAN-Security Protocol Animator for AVISPA

role user (Ui, S: agent,
SKuis: symmetric_key,
H : hash_func,
Send, Recv: channel(dy))
played by Ui
def=
local State: nat,
IDu, PWu, Ru, R, RPW, BIO, P, K, IDs: text,
Alpha, Beta, L, C, Tu, Ts, N, Nn, Z: text,
F: hash_func
const skl, sk2, sk3, ui_s_alpha, ui s _tu,
s_ui_beta, s_ui_ts: protocol id
% Initialize state State to 0
init State = 0
transition
% User registration phase
1. State = 0 /A Recv(start) =|>
% Send registration request to server S securely
State’ = 1 /A secret({IDu}, skl, {UiS})
A secret({PWu}, sk2, {Ui})
A secret({IDs,K}, sk3, {S})
AR = new() AR’ = new()
ARPW’ = xor(H(PWu.Ru’), R”)
A Send({IDu.RPW’} SKuis)
% Receive smart card from S securely
2. State = 1 ARecv({{IDu.N’} K.xor(H(IDu.IDs.K),
H(PWu.Ru’)).P.H}_SKuis) =[>
% Login phase
State’ =3 A Alpha’ = new() A Tu’ = new()
AL’ = xor(F(Alpha’.P), H(IDu.IDs.K))
NC =
H({IDuN’} K.F(Alpha’.P).HIDu.IDs.K).Tuw’)
% Send login message to S via public channel
A Send({IDu.N’} _K.L’.C’.Tu’)
% Ui has freshly generated the values alpha and Tu for S
A witness (Ui, S, ui_s_alpha, Alpha’)
A witness (Ui, S, ui_s_tu, Tu’)
% Authentication and key—agreement phase
% Receive authentication message from S via public channel
3. State = 3 A Recv(F(Beta’.P).H({IDuNn’}_K.H(IDu.
F(Beta’.F(Alpha’.P)).H(IDu.IDs.K)).Ts”).
xor({IDu.Nn’}_K,H(H(IDu.
F(Beta’.F(Alpha’.P))))).Ts”) =[>
% Send authentication reply message to S via public channel
State’ =5 A Z’ = H(F(Beta’.P).H(IDu.F(Beta’ .F(Alpha’.P)).
H(IDu.IDs.K)))
A\ Send(Z)
% Uf’s acceptance of the values beta and Ts generated for Ui
by S
A request(S, Ui, s_ui_beta, Beta’)
Arequest(S, Ui, s_ui_ts, Ts”)
end role

role server (Ui, S: agent,
SKuis: symmetric_key,
H : hash_func,
Send, Recv: channel(dy))
played by S
def=
local State: nat,
IDu, PWu, BIO, Ru, R, MIDu, M, N, P, K, IDs: text,
Alpha, Beta, SK, Tu, Ts, Nn, D, F1, N1: text,
F: hash_func
const skl, sk2, sk3, ui s_alpha, ui s _tu,
s_ui_beta, s_ui_ts: protocol id
% Initialize state State to 0
it State = 0
transition
% User registration phase
% Receive registration request from user Ui securely
1. State = 0 A Recv({IDu.xor(H(PWu.Ru’), R”)}_SKuis) =>
State’ = 2 /A secret({IDu}, skl, {UiS})
A secret({PWu}, sk2, {Ui})
A secret({IDs,K}, sk3, {S})
AN’ = new()
AMIDuW = {IDuN’} K
AM’ = H(IDu.IDs.K)
AN1T = xor(M’ ,H(PWu.Ru"))
% Send smart card to Ui securely
A Send({MIDuw.N1’.P.H} SKuis)
% Login phase
% Receive login message from Ui via public channel
2. State =2 A Recv({IDu.N’}_K.xor(F(Alpha’.P),
H(IDu.IDs.K)).
H({IDuN’} K.F(Alpha’.P).H(IDu.IDs.K).Tu’).Tu’)
:‘>
% Authentication and key agreement phase
State’ =4 A Ts’ = new() /A Beta’ = new() A Nn’ = new()
ASK’ = H(IDu.F(Beta’.F(Alpha’.P)).HIDu.IDs.K))
AD’ = H({IDuNn’} K.SK’.Ts")
AFI = xor({IDuNn’} KH(SK’))
% Send authentication message to Ui via public channel
A Send(F(Beta’.P).D’.F1°.Ts’)
% S has freshly generated the values beta and Ts for Ui
Awitness (S, Ui, s_ui_beta, Beta’)
Awitness (S, Ui, s_ui_ts, Ts’)
% Receive authentication reply message from Ui via public
channel
3. State =4 A Recv(H(F(Beta’.P).H(IDu.F(Beta’.F(Alpha’.P)).
H(IDu.IDs.K)))) =>
% S’s acceptance of alpha and Tu generated for S by Ui
State’ = 6 /A request(Ui, S, ui_s_alpha, Alpha’)
Arequest(Ui, S,ui_s_tu, Tu’)
end role

Fig. 5 Role specification of User and Server
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role session(Ui, S: agent,

SKuis: symmetric_key,

H : hash_func)

def=

local TX1, RX1, TX2, RX2: channel (dy)
composition

user(Ui, S, SKuis, H, TX1, RX1)

A server(Ui, S, SKuis, H, TX2, RX2)
end role

role environment()

def=

const ui, s : agent,

skuis: symmetric_key,

h, f: hash_func,

p, tu, ts : text,

sk1, sk2, sk3, ui_s_alpha,ui_s tu,

s ui_beta, s ui_ts: protocol id
intruder knowledge = {h, f, tu, ts, p}
composition

session(ui, s, skuis, h)

/\ session(i, s, skuis, h)

N\ session(ui, 1, skuis, h)

end role

goal

secrecy_of skl, sk2, sk3
authentication onui_s alpha,ui_s tu
authentication _ons_ui beta, s ui ts
end goal

environment()

Fig.6 Role specification of session, goal, and environment

2016). Both back-ends are chosen for an execution test
and a bounded number of sessions model checking (Basin
et al. 2005).

7.4.2 Various roles implemented in HLPSL

The implementation details of the roles of user, server, ses-
sion, and goal and environment are performed as evident
in the Figs. 5 and 6, and provided the final results in Fig. 7.

The HLPSL specification of the basic role of user U, is
provided in Fig. 5. In this role, after receiving the start sig-
nal, it sends the registration request to the server for registra-
tion purpose, and updates its state (maintained by the vari-
able State) from O to 1. Once U, receives the smart card SC
from the server S, it also changes its state from 1 to 3. During
the mutual authentication and key agreement phase, U, sends
the login request to S. U, declares a witness of freshly gener-
ated random number and timestamp 7, by the declarations

% OFMC

% Version of 2006/02/13
SUMMARY

SAFE

DETAILS

BOUNDED NUMBER OF_ SESSIONS
PROTOCOL
C:\progra~1\SPAN\testsuite
\results\auth.if

GOAL

as_specified

BACKEND

OFMC

COMMENTS
STATISTICS

parseTime: 0.00s
searchTime: 0.04s
visitedNodes: 16 nodes
depth: 4 piles

Fig.7 The result of the analysis using OFMC backend

witness(Ui, S, ui_s_alpha, Alpha') and witness(Ui, S, ui_s_
tu, Tu'). After that U, receives the authentication request
from S and finally, Ui also sends authentication reply to S. At
the end, U; authenticates S based on the random number and
timestamp 7 by the declarations request(S, Ui, s_ui_beta,
Beta’) and request(S, Ui, s_ui_ts, Ts’). Similarly, the HLPSL
role specification of the sever S is also defined in Fig. 5. The
roles of session, goal and environment are mandatory roles
in AVISPA. In these roles, the secrecy and authentication
goals need to be specified in order to check whether the
protocol is safe or unsafe.

7.4.3 Analysis of simulation results

The proposed protocol is verified in following aspects as
described in (Lv et al. 2013; Reddy et al. 2016):

e [Executabiltiy check Here, unexpected modeling errors
may sometimes cause the incomplete execution of proto-
col. Accordingly, the OFMC may not find an attack when
the model is not able to reach the attack happening state.
Thus, the executability test is indispensable in AVISPA
as described in (AVISPA Team 2006).

e Replay attack check OFMC back-end offered informa-
tion regarding some normal sessions between legitimate
parties to the intruder. The simulation result furnished in
Fig. 7 ensures that the proposed protocol can withstand
replay attacks.

e Dolev-Yao model check During this check (Dolev and
Yao 1983), the possibilities of man-in-the-middle attacks
are also verified by the OFMC. As illustrated in simula-
tion results (Fig. 7), the depth of search is 4, and the total
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Table 3 Comparison of security properties with two-factor authentication protocols

Security property Lietal. (2013) Chen et al. Jiang et al. Lu et al. (2016) Qietal. (2017) Our
(2014) (2015)
User anonymity and untraceability No No No No No Yes
Provides perfect mutually authenticated key ~ Yes Yes Yes Yes Yes Yes
agreement
Provides login verification Yes No No Yes Yes Yes
Prevents replay attack Yes Yes Yes Yes Yes Yes
Prevents stolen token attack Yes Yes Yes Yes Yes Yes
Prevents impersonation attack Yes No No No No Yes
Prevents insider attack No Yes No No No Yes
Prevents password guessing attack Yes Yes Yes Yes Yes Yes
Prevents clock synchronization problem No No No No Yes No
Prevents ephemeral secret leakage attacks No Yes Yes Yes No Yes
Table 4 Comparison of performance with two-factor authentication protocols
Protocol Computational cost Communication Bandwidth (bits) Formally ana-  Deployed method
rounds lyzed
Liet al. (2013) Up:ST, +4T,+ 1T, 2 864 No Modular exponentiation
S:4T, + 37,
Chen et al. (2014) UiST, + 2T, + 2T, 2 704 No Modular exponentiation
S:A4T, + 1T, + 1T,
Jiang et al. (2015) U;:5T, +3T,+ 1T, 2 704 No Modular exponentiation
S:4T, + 27,
Lu et al. (2016) U;:5T, + 2T, 2 1024 No Modular exponentiation
S:4T), + 3T,
Qi et al. (2017) U;6T, + 3T, 3 1280 No ECC
S:6T), + 3T,
Our U:1T, + 7T, + 2T, 3 1536 Yes ECC
$:6T), + 2T, + 2T
Table 5, Comparison of security Security property Yeh Lietal. (2014) Wu Han Xie Our
properties with three-factor et al. ot al. et al. et al.
authentication protocols (2013) (2015)  (2016)  (2017)
User anonymity and untraceability Yes No Yes No Yes Yes
Provides perfect mutually authenticated ~ No Yes Yes Yes Yes Yes
key agreement
Provides login verification Yes Yes Yes Yes Yes Yes
Prevents replay attack Yes Yes Yes Yes Yes Yes
Prevents stolen token attack Yes Yes Yes Yes Yes Yes
Prevents impersonation attack No Yes No Yes Yes Yes
Prevents insider attack Yes Yes Yes Yes Yes Yes
Prevents password guessing attack Yes Yes Yes Yes Yes Yes
Prevents clock synchronization problem  Yes Yes Yes No Yes No
Prevents ephemeral secret leakage attacks — No No Yes No Yes
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Table 6 Comparison of performance with three-factor authentication protocols

Protocol Computational cost Communication ~ Bandwidth (bits) Formally Deployed method
rounds analyzed
Yeh et al. (2013) U:1T, + 2T, + 27,4+ 67, 3 2240 No ECC
S:6T, + 3T,
Lietal. (2014) UplT, + 7T, + 27T, 3 960 No Modularv exponentiation
S:6T), + 2T,
Wu et al. (2015) UplT, + 5T, + 2T+ 215 2 1856 Yes ECC
8:6T, + 2T, + 2T
Han et al. (2016) U:7T, + 2T, 3 1728 Yes ECC
$:5T, + 2T, + 2T
Xie et al. (2017) Up:1T, + 8T, + 2T,+ 2T, 2 1856 Yes ECC
$:6T), + 2T, + 2T,
Our U:T, + 7T, + 2T, 3 1536 Yes ECC

S:6T), + 2T,

m

+2T,

number of searched nodes is 16 which require 0.04 s.
Simulation results also substantiate that the proposed
protocol attains the design standards and is secure against
replay and man-in-the-middle attacks.

8 Performance analysis

This section summarizes the performance of the proposed
protocol in terms of security properties, computational cost,
and communication cost. The comparison follows between
the proposed protocol and some of the recently published
two-factor and three-factor protocols as depicted in the
Tables 3, 4, 5 and 6.

To analyze the computational cost, few symbolizations
are given for the comprised actions in the existing two-factor
and three-factor protocols and the proposed protocol in fol-
lowing way: T,,: time complexity of an elliptic curve point
division or multiplication operation; 7,: time complexity of
an elliptic curve point addition or subtraction operation; Ty
time complexity of a symmetric key encryption or decryp-
tion function; 7},: time complexity of a one-way hash func-
tion; 7),: time complexity of a biometrics extraction function;
T,: time complexity of a modular exponentiation operation.

To analyze the communication cost, we consider 32-bits
for a timestamp, 160-bits for a random number, 80-bits for a
human-memorable identity, 160-bits for each co-ordinate of
an elliptic curve point, 160-bit for a modular prime number
operation, 160-bits for a SHA-1 output, and 128-bits key for
an AES algorithm of cipher block chaining (CBC) mode.

8.1 Comparison with the two-factor authentication
protocols

The security properties between Li et al. (2013), Chen et al.
(2014), Jiang et al. (2015), Lu et al. (2016), Qi et al. (2017)

and the proposed protocol are summarized in Table 3. It is
evident from Table 3 that the proposed protocol is secure
against all the renowned threats and achieves diverse fea-
tures. As presented in Table 4, the proposed protocol
deploys 17,4+ 137,+4T,,+ 2Tf, whereas Li et al., Chen et al.,
Jiang et al., and Lu et al., Qi et al. uses 97, +77,+ 1T,
9T,+31,+3T,,9T,+5T,+1T,, 97,4+ 5T,, and 127, +4T,,,
respectively. The computational cost of the proposed proto-
col is reasonably equal or slightly higher compared to other
protocols. On other hand, the proposed protocol requires
more bandwidth compared to the other protocols. But, it is
well worth deploying additional computations and commu-
nication cost to afford enhanced security level.

8.2 Comparison with the three-factor
authentication protocols

The security properties between Yeh et al. (2013), Li et al.
(2014), Wu et al. (2015), Han et al. (2016), Xie et al. (2017)
and the proposed protocol are summarized in Table 5. It is
evident from Table 5 that the proposed protocol is secure
against all the renowned threats and achieves diverse fea-
tures. As presented in Table 6, the proposed protocol deploys
1T, + 13T, +4T,,+ 2T, whereas Yeh et al,, Li et al., Wu
et al., Han et al., Xie et al. uses 17, + 27T, + 57T, + 127,
1T, + 13T, +4T,, 1T, + 11T, + 4T, + 4T, 12T, +4T,,+ 2T},
and 17, + 14T}, + 4T, + 4T respectively. The computational
cost of the proposed protocol is lesser than the other pro-
tocols. On other hand, the proposed protocol requires less
bandwidth compared to Yeh et al., Wu et al., Han et al., Xie
et al., and more bandwidth compared to Li et al.
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9 Conclusion remarks

This paper aimed to study and analyze some of recently pro-
posed two-factor authentication protocols for client—server
architecture and proposed a new solution to overcome the
existing pitfalls. We believe that two-factor authentication
mechanisms are still vulnerable under various phenomena.
Thus, we proposed a three-factor authentication mechanism
which improves the security with an additional factor known
as biometrics. The proposed three-factor authenticated key
agreement protocol is not only secure from numerous attacks
but also achieve the eminent security properties such as user
anonymity, mutual authentication, biometrics deployment,
perfect forward secrecy. The comparisons between the pro-
posed protocol and the other related protocols prove that our
protocol is robust and efficient.
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