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1  Introduction

Internet of Things (IoT) is a novel worldview that is quickly 
making progress in the field of cutting-edge remote media 
communication. IoT is a global movement that unites peo-
ple, data, processes, and things to build network connec-
tions that are more pertinent and useful than ever before. It 
is a system of interrelated computing items, such as RFID 
tags, sensors, actuators, and cell phones; digital machines; 
and people that provides the ability to transfer data over a 
network without requiring human-to-computer or human-
to-human interactions.

According to the Gartner report (Stamford 2013) IoT, 
which exclude PCs, tablets, and smartphones, will generate 
more than $300 billion in revenue until 2020. Furthermore, 
the number of smartphones and tablets will reach up to 
7.3 billion units by 2020. These devices will create a huge 
and complex network where a massive amount of data is 
communicated throughout the network. As IoT is growing 
rapidly, it faces risks and challenges, such as how to handle 
huge amounts of data, processing power deal with energy 
consumption, address security threats, and how to encrypt/
decrypt of huge data.

To address these challenges when many smart devices 
are connected in an IoT environment, the increasing 
demand for the use of appropriate cryptographic solu-
tion into the embedded applications. However, these 
smart devices generally have constrained resources or 
they can be called low-resource devices in regards to 
their low computation power, limited battery life, small 
size, small memory, and limited power supply. Hence, 
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the conventional cryptographic primitives might not be 
suited for low-resource smart devices. For example, the 
1204-bit RSA algorithm (Padmavathi and Kumari 2013) 
cannot be implemented in RFID tags. Moreover, the 
tight constrains inherent the mass developments of smart 
devices that impeding the requirements of developing a 
new cryptographic algorithm, which performs strong 
security mechanism, encryption/decryption, with low 
power applications and other functionalities for the per-
vasive computing. This new research area is referred as 
lightweight cryptography.

The two main reasons for adopting new technology for 
IoT are listed below.

Efficiency of end-to-end communications To apply the 
lightweight symmetry key algorithm in order to achieve 
end-to-end security and with lower power consumption in 
the low resources devices.

Adoptability in low resources smart devices Lightweight 
cryptography’s footprints are much smaller than classical 
ones. It has the possibilities of more network connection 
with lower resource smart devices.

According to NIST, lightweight cryptography is a sub-
category of cryptography that aims to provide solutions for 
rapidly growing applications that broadly employ smart 
low power constrained devices (McKay et  al. 2016). It 
targets a wide variety of devices that might be realized on 
hardware/software. A conventional cryptographic algo-
rithm may perform well in computers, servers, and some 
mobile phones. But on the other hand, the lower ends of 
spectrum are devices like RFID tags, sensing devices and 
sensor networks, and embedded system. These devices and 
networks require lightweight cryptography platforms.

The applications for the lightweight cryptography algo-
rithm include the Wireless Sensor Network (WSN) (Yick 
et al. 2008) RFID, Wireless Body Area Network (WBAN) 
(Latré et al. 2011) IoT, smart cards, etc.

IoT supports creating connections and building networks 
between dissimilar objects or devices in the heterogeneous 
environment. In IoT, devices are communication without or 
very less human interventions. The unconnected entities, 
like barcodes, can also become part of data communicating 
devices. IoT has also exposed many security attacks as well 
as any device can unauthorized access to the network and 
damage the network connection. This leads to the security 
parameters and network privacy being compromised. In 
addition, IoT utilizes the cloud computing concept, which 
has many security issues and challenges (Sajid et al. 2016; 
Singh et al. 2016a, b, c; Kar and Mishra 2016; Zhou et al. 
2017). Apart from these issues, the resource-constrained 
devices, which have less computation power, limited bat-
tery life, a small amount of memory, and low bandwidth, so 
an efficient security solution is being required that will not 
crunch the resources of IoT.

The rest of this paper is comprised as follows: In Sect. 2, 
the lightweight cryptographic primitives are discussed. 
Section 3 discusses security challenges and counter-meas-
ures in IoT. In Sect.  4, we discuss and propose an idea. 
Finally, we conclude our research in Sect. 5.

2 � Lightweight cryptographic primitives

In this chapter, we discuss the different primitives of light-
weight cryptographic algorithms as shown in Fig.  1 and 
also, we summarize many lightweight algorithms in the 
Table  1 based on their key size, block length, number of 
rounds and structures.

2.1 � Lightweight block ciphers

Xinxin Fan et  al.’s research (Fan et  al. 2013) presented a 
lightweight cipher WG-8 as a cryptographic algorithm, 
which is tailored from the Welch-gong cipher family for 
low-resource devices. A number of block ciphers have 
been proposed in existing research to achieve better per-
formance for items such as AES-128 (Iokibe et al. 2014), 
RC-5 (Rivest 1994), TEA Wheeler and Needham (1994) 
and XTEA (Yu et al. 2011). Generally, some of these were 
improved and designed by simplifying conventional block 
ciphers to improve their performance.

For an instance, DESL (Leander et  al. 2007), which is 
also known as DES light weighted, which is a variant of 
classical DES (Saputra et  al. 2003). In DESL, the round 
function uses a single S-box rather than repeat eight rounds, 
which results in the creation of initial and final permutation 
to increase hardware implementation. SIMON and SPECK 
(Beaulieu et al. 2015), which are from block ciphers, come 
in a variety of width and key sizes. Both are flexible with 
given platforms and perform well across the full spectrum 
of lightweight applications. Some of the lightweight block 
ciphers are explained in (du Luxembourg 2017).

Smaller block sizes In order to realize the performance 
benefits of lightweight block ciphers and to save money, the 
block size should be small. It should be less than AES at 
64-bits instead of 128-bits. When the block size decreases, 
it limits the size of plain text.

Smaller key size In order to achieve power consumption 
with limited battery life, the key size must be small in a 
lightweight block cipher. For example, PRESENT (Bogda-
nov et al. 2007) is 80-bits in key size, and Twine (Hossein-
zadeh and Hosseinzadeh 2016) is 80/128-bits in key size.

Simpler rounds Lightweight block ciphers that target 
low-resource constrained devices naturally have simple 
computation operations as compared with conventional 
block cipher algorithms. The number of rounds should be 
limited in lightweight design algorithms. For example, for 
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a single S-box 4-bit S-boxes have been used in lightweight 
instead of 8-bit boxes in conventional cryptography. Some 
simpler lightweight cryptography algorithms are as fol-
lows: PRESENT uses 4-bit S-boxes, and Hummingbird2 
(Mohd et  al. 2015a) and Iceberg (Standaert et  al. 2004) 
have only four rounds.

Simpler key schedules For a given key, a key schedule is 
a kind of algorithm that calculates the sub keys for rounds. 

Complex keys consume more memory and energy for their 
implementations. As such, a lightweight block cipher uti-
lizes simpler key schedules, which can generate sub keys. 
For example, the block cipher of TEA simply splits a 128-
bit key into four 32-bit keys.

2.2 � Lightweight hash functions

In 2006, Feldhofer and Rechberger brought up the absence 
of using lightweight hash function in RFID protocols (Feld-
hofer and Rechberger 2006). A conventional hash function 
has a large internal state size and high power consump-
tion, which may not be preferred for resource-constrained 
devices. Therefore, a lightweight has function in 2008 by 
Andrey Bogdanov et al. is presented which based on light 
weight block ciphers (Bogdanov et al. 2008). Some light-
weight hash functions are PHOTON (Guo et  al. 2011), 
Quark (Aumasson et  al. 2013), SPONGENT (Bogdanov 
et al. 2011), and Lesamnta-LW (Hirose et al. 2010).

Smaller output size The vast amount of size is critical 
for applications that require hash-function collision resist-
ance. For applications where collision resistance is not 
required, interior and balance sizes may be utilized. At 
the point where collision safe hash capacity is needed, this 
hash task should have similar security against pre-image, 
second image and impact attack. This can reduce the range 
of internal state.

Smaller message size Traditional hash capacity is used 
to reinforce the contribution of the huge size of roughly 

Fig. 1   Lightweight cryptographic primitives

Table 1   Summary of some lightweight cryptographic algorithms

Algorithm Key size Block size Structure No. of rounds

AES 128/192/256 128 SPN 10/12/14
HEIGHT 128 64 GFS 32
PRESENT 80/128 64 SPN 31
RC5 0–2040 32/64/128 Feistel 1–255
TEA 128 64 Feistel 64
XTEA 128 64 Feistel 64
LEA 128,192,256 128 Feistel 24/28/32
DES 54 64 Feistel 16
Seed 128 128 Feistel 16
Twine 80/128 64 Feistel 32
DESL 54 64 Feistel 16
3DES 56/112/168 64 Feistel 48
Hummingbird 256 16 SPN 4
Hummingbird2 256 16 SPN 4
Iceberg 128 64 SPN 16
Pride 128 64 SPN 20
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264 bits. For the majority of objective rules on the capacity 
of lightweight hash, the regular information size is much 
lesser (like as at most 256 bits). In this way, hash functions 
that are enhanced for short messages may in this manner be 
more reasonable for lightweight applications.

2.3 � High performance system

The elite system utilizes particular crypto motors to meet 
three essential necessities: throughput, adaptability, and 
security. Other constraints, such as area and power, are con-
sidered to a lesser degree (Bossuet et  al. 2013). Next, we 
will discuss some of the requirements for achieving a high-
performance system.

Customized CPU Cryptographic processors, such as 
CPU and Crypto ALU, utilize a CPU that has been opti-
mized to execute the encryption algorithm. Normally, 
Instruction Set Architecture (ISA) integrates cryptograph-
ically-oriented instructions. The choice of these types of 
instructions is difficult due to the variety of encryption 
algorithms. In order to use a new instruction, the system 
program must be updated to something like compiler. Such 
kind of processor is the work of (Tillich and Großschädl 
2006).

Crypto co-processor The upgrading of the encryption 
speed is accomplished by the equipment module, which 
is devoted to the encryption co-processor, the encryption 
business, and is controlled by the host processor. The han-
dling of overhead information to and from the c-processor 
affects the general execution of data. Hodjat Alireza et al. 
have shown the co-processor case for DES and AES (Hod-
jat and Verbauwhede 2004).

Crypto array A cryptographic array of processing ele-
ments and a multicore cryptographic processor were devel-
oped by utilizing parallel computations for further improv-
ing the performance. Cryptographic arrays are close to 
algorithmic tasks and require a routing topology to move 
data between processing elements and memory.

Crypto multi-core On the other hand, the multi-core 
cryptographic processor does not depend on an algorithm. 
It delivers a highly-encrypted data rate or simultaneous use 
of different ciphers. Researchers (Grand et  al. 2011) have 
announced an 8-core cryptographic processor (MCCP) 
configurable for multi-channel and multi-standard systems. 
The core implemented AES encryption on the FPGA plat-
form. By reconfiguring the FPGA hardware, the AES core 
can be easily replaced with other block ciphers.

2.4 � Lightweight stream ciphers

Stream ciphers are also encouraging primitives for obliged 
situations. The eSTREAM rivalry (ECRYPT 2017) sorted 
out by the European Network of Excellence for Cryptology, 

was set up for recognizing new stream figures that may 
be appropriate for boundless adoption. Competition final-
ists were announced in 2008 and included the three stream 
ciphers of Grain (Hell et al. 2007), MICKEY (Babbage and 
Dodd 2008) and Trivium (Kitsos et al. 2013) for hardware 
applications with limited resources.

2.5 � Low resource devices and performance metrics

In the lightweight cryptographic algorithm, while consider-
ing the performance metrics in low-resource devices, there 
is an interpose between performance and resource to reach 
the same security levels. Performance can be conveyed in 
terms of power consumption, waiting time or latency, and 
throughput. In this section, there are two categories for 
cipher implementation in low-resource devices, which are 
as described below.

Software specific implementation and metrics The 
implementation of software was accomplished by running 
a cryptographic code on the processor. The code may be 
machine dependent (assembly) or independent (java). For 
example, if the code is written in C language, it may be 
implemented in a specific processor. Generally, a system 
works with 8- or 16-bits of low-cost microcontrollers. For a 
low constrain device, software implementations are focused 
on the amount of power, speed, and memory used. The 
software-specific metrics focus on the required number of 
register in RAM, and ROM.

Hardware specific implementation and metrics The 
resources required for hardware design and implementa-
tion are generally expressed in terms of gate area and use 
full custom ASIC, or FPGA. In FPGA, the design pro-
vides benefits like minimizing the development costs and 
increasing flexibility. It contains look-up tables, flip-flops, 
and multiplexers (Souissi and Ben-Ammar 2014). On the 
other hand, the customized design of ASIC is based on 
automated design flow to decrease the design time.

2.6 � Existing researches

James and Kumar proposed a technique to implement AES 
as a lightweight block cipher in immediate requirement of 
time. They aim to develop AES into a lightweight block 
cipher by taking parameters latency and power as taking 
into considerations. Their proposed technique is applicable 
in sensor nodes and RFID tags (James and Kumar 2016).

Li et  al. proposed an ultra-lightweight block cipher 
named QTL. The structure of QTL is basically a varia-
tion of the Feistel network structure for improving the slow 
diffusion of the traditional Feistel structure. In QTL, the 
encryption and decryption processes are the same. In addi-
tion, QTL occupies less area in a constrained application, 
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and it reduces the cost of power consumption during hard-
ware implementations (Li et al. 2016).

Karakoç et  al. developed AKF, a key-altering Feis-
tel scheme, which protects the cipher against related key 
attacks. Since a Feistel cipher without a key schedule is 
vulnerable to this type of attack, it focuses on the main 
attacks launched against it. They showed that by using the 
AKF scheme, it is easy to construct secure ciphers against 
related major attacks (Karakoç et al. 2015).

A new lightweight encryption algorithm design for 
embedded security was proposed by (Bansod et al. 2015). 
Their paper included an outline of another lightweight com-
pact cipher system that is based on bit substitution instruc-
tion group operation, which has been studied extensively. 
By using the S-boxes of PRESENT, we include confusion 
part because all existing algorithms use bits permutation 
commands do not have the nature of this confusion. The 
existing S-boxes of compact algorithm and in this paper, 
a new hybrid system has been proposed which provides 
more compact results in terms of both memory spaces gate 
equivalent.

Biswas et  al. surveyed numerous proposed security 
mechanisms, such as AES, LED, KATAN, and TWINE, 
for sensor networks to be able to achieve data confidential-
ity. However, these security mechanisms have drawbacks, 
security vulnerabilities, and high computational complexi-
ties. They addressed these challenges and proposed light-
weight block ciphers using chaotic maps and genetic opera-
tions. Their proposed scheme utilizes points on an elliptic 
curve to identify the communicating nodes (Biswas et  al. 
2015).

Guo et al. proposed a framework that provides security 
and privacy protection combined with multilevel trust man-
agement. This scheme can rapidly accumulate processing 
force and capabilities in order to register large amounts 
of PHIs (individual health data) while limiting protection 
divulgence in medical service emergencies (Guo et  al. 
2015).

A tool for lightweight cryptography in the android plat-
form was developed by Shushma Verma et al. They devel-
oped the user-friendly tool of NCRYPT for this platform. 
This tool helps to secure data when it is on rest. NCRYPT 
provides the options to encrypt all of the data or selected 
sensitive files. This property helps the efficiency of the tool 
(Verma et al. 2014).

Chunyan Peng et  al. introduced an ultra-lightweight 
encryption scheme to tackle the problem of Underwater 
Acoust Networks (UANs). The S box of existing block 
cipher the algorithm is energy intensive do you mean 
something about it using or requiring a lot of energy 
or power to operate? and not suitable for resource-
constrained UANs. In this paper, instead of S-box, 

lightweight eight round iterative block cipher algorithm 
for UAN communication based on chaos theory. This 
scheme can protect against brute force attacks and adver-
sary attacks (Peng et al. 2016).

For pervasive computing, an ultra-lightweight encryp-
tion design has been suggested by Bansod et  al. Their 
proposed ultra-lightweight cipher, ANU, consists of 25 
rounds and supports 80/128-bit key scheduling (Ban-
sod et al. 2016). ANU ciphers resist basic and advanced 
attacks, like MITM, Zeroday, and Biclique.

Buja et  al. explained the direction of lightweight 
ciphers in the distributed cloud system, which we refer 
to as mobile big data computing. Their paper covers how 
to keep stored and transmitted data secure cryptography 
should works well with restricted resources for protect-
ing information from attacks, such as information being 
changed by unauthorized users (Buja and Latip 2015).

3 � Security challenges and countermeasures 
for IoT

3.1 � Security architecture for IoT

Physical/perception layer IoT is a combination of a 
physical layer and a MAC layer Internet architecture. It 
is used to gather data by using RFID, sensors, or GPRS. 
In this layer, the IEEE 802.15.4. is used as a specification 
of IoT. IEEE 802.15.4 is a low cost, battery powered. It is 
an accessible security solution that still needs to address 
some of its existing loopholes against threats.

Network layer This is the second layer from the bot-
tom that collects the data from physical layer. This layer 
is utilized to partition the message into bundles and 
to rout the parcels from source to goal by utilizing the 
IPv6 addressing instrument. As the IoT network rapidly 
increases the IPv4 address space takes precedence over 
IPv6 with more address spaces. Inbuilt cryptography con-
ventions, like AES and DES, can be actualized by utiliz-
ing IPsec at this layer.

Transport layer For end-to-end communication, IoT 
utilizes the User Datagram Protocol (UDP). Since UDP is 
an unreliable protocol, a security mechanism using DTLS 
is built into this layer.

Application layer This is the upper most layer in which 
the actual development of IoT’s intelligence is compre-
hended. The application layer can be the part of number 
of uses, such as for retail, social action, wellbeing, or 
individual needs. The Constrained Application Protocol 
(CoAP) (Shelby et  al. 2014) has been utilized for low-
resource constrained IoT devices and networks.
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3.2 � Research challenges and issues

3.2.1 � Challenges

The key challenge of ubiquitous deployment is coordinat-
ing multi-innovation networks into a typical all-IP system 
to guarantee that correspondence systems have unwaver-
ing quality and versatility. For this reason, IoT depends on 
the availability and reliability of the correspondence on the 
future internet engineering and the IPv6 convention that 
meet the prerequisites of tending to and versatility.

The second challenge is to guaranteeing security, protec-
tion, data trustworthiness, and user confidentiality. Moreo-
ver, important and major IoT applications challenge for the 
mechanism that performs authentication, authorization, 
access control, and key management. Furthermore, as the 
abilities of compelled devices that can interface with the 
Internet are debased, it is important to fortify the protection 
of edge systems for global network.

Some more challenges are allied to IoT system which is 
as follows:

•	 Fewer human interventions may result in physical and 
logical attacks.

•	 Many researches already explored on the security vul-
nerabilities in IoT wireless sensor networks results many 
attacks like DoS/DDoS, reply attack, eves dropping, and 
many more.

•	 Another challenge is related to resources constrained 
devices in terms of power consumption, limited battery 
life, bandwidth, heterogeneous platforms, and intricate 
security methodologies that can delay the efficiency of 
device.

3.2.2 � Issues

At present, IoT is recognized in families, workplaces, social 
facilities, business companies, etc. who face security and 
privacy issues. Therefore, security and privacy issues are 
the main reasons for concerning in the operation of IoT. 
Conventional cryptography algorithms do not fit perfectly 
in IoT scenario because of numerous resource limitations 
and conditions such as power, limited battery, and real-time 
execution and so on. Therefore, lightweight cryptography 
is more compatible to work with IoT environment. There 
are number of lightweight cryptographic algorithms that 
already exist in the research categories of symmetry and 
asymmetry algorithm, but these lightweight algorithm still 
do not give guarantee of security in real-time, execution 
time, power consumption and memory requirements. Sym-
metric algorithms lacks of authentication whereas asym-
metric suffers its larger key size and the consumptions of 

more memory. This affects real-time information gathering 
and processing, and it wastes IoT resources.

3.3 � Solutions and countermeasures for IoT

3.3.1 � Symmetric lightweight algorithm for IoT

Advanced encryption standard (AES) According to NIST, 
AES has three versions of Rijndael cipher, which are AES-
128, AES-192 and AES-256. It is used in the application 
layer by providing a solution in CoAP. The encryption 
operation consists of 4 × 4 matrix that has 128 bit sized 
blocks. The internal state is organized by subbyte, shift-
rows, mixcoloumn, and addroundkey.

TWINE This utilizes Feistel structure which called 8 
times per round and XOR operation on sub key and apply 
4 × 4 S-box. Unlike CLEFIA and HIGHT, TWINE is more 
complicated permutation and combination to speed up dif-
fusion. In TWINE, permutation only requires only half as 
many as rounds as the circular shift for single sub block dif-
ference to diffuse all sub-blocks.

High security and lightweight (HIGHT) Height uti-
lizes very simple and basic operation to work for Feistel 
network. That key is generated during the encryption and 
decryption phases. Lee et  al. proposed a parallel imple-
mentation which necessitate less energy, limited number of 
line of code, and improve the RFID system (Lee and Lim 
2014). HIGHT has saturation attack vulnerability.

PRESENT This depends on SP-network and consists of 
31 rounds. PRESENT is utilized as lightweight algorithm 
for security. It has a block length of 64 bits and two keys of 
80 and 128 bits. For hardware implementation, it applied 
on substitution layer that utilizes 4-bits of input and the 
S-box output.

3.3.2 � Asymmetric lightweight algorithms for IoT

RSA Generally, RSA does not belong to the lightweight 
cryptography system because of its large key size. Due to 
using two large prime numbers and performing modulo 
operation, RSA provides more security and maintains the 
privacy of users.

Elliptic curve cryptography (ECC) Compared to the 
RSA algorithm, ECC requires a smaller key size. As such, 
it has a fast processing speed and requires less memory. 
Thus, it is applied to the small area of hardware imple-
mentation, which leads to faster computation in real time 
(Eisenbarth and Kumar 2007). The nodes in 6LoWPAN 
utilize the ECC algorithm, which can be applied to con-
strained devices.

Tables  2 and 3 provide summaries of the lightweight 
symmetric and asymmetric algorithms for the IoT envi-
ronment based on their code length, block size, number of 
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rounds uses in the algorithms, key size, internal structures, 
and possible attacks.

3.3.3 � Lightweight encryption schemes in cloud computing

In this subsection, we discuss research that has been carried 
out on lightweight encryption schemes in cloud computing, 
which is also shown in Table 4.

Huang et al. proposed secure and efficient data collabo-
ration with Attribute-Based Encryption (ABE) in cloud 
computing (Huang et  al. 2016). They described the fine-
grain access control of cipher text and they explained how 
data is secured in ABE (Naruse et al. 2015). In this collabo-
ration scheme, the authorized user can decrypt the cipher 
text and perform write operation among them.

A Proxy Re-Encryption (PRE) for cloud data sharing has 
been suggested by Liang et al. It gives viability to informa-
tion sharing as the information proprietor nevertheless uti-
lizing resource constrained devices, such as cell phones and 
sensor nodes, can offload the majority of the computational 
operations to the cloud. Since its introduction, numerous 
variations of PRE have been proposed. They used Cipher-
text-Policy Attribute-Based Proxy Re-Encryption (CP-
ABE) notation for PRE (Liang et al. 2015).

Fugkeaw et  al. proposed a Very Lightweight PRE 
(VL-PRE) (Fugkeaw and Sato 2016).Their scheme pro-
vides flexible and scalable mobile revocation management 
in the cloud system. VL-PRE includes a three phase key 
generation, re-encryption key update, and re-encryption 
key renewal, which support resource-constrained mobile 
devices. Liang et  al. developed a hybrid encryption algo-
rithm for lightweight data stored in a cloud. Their algorithm 
solved the security issues and challenges of cloud data stor-
age (Liang et  al. 2016). This hybrid algorithm improves 
the RSA algorithm by increasing the key to generate large 

prime numbers and then combines it with the AES algo-
rithm. They also described their experimental results where 
the hybrid algorithm has fast encryption and decryption, 
is more secure, and can easily resolve issues connected to 
lightweight data.

Baharon et  al.’s research (Baharon et  al. 2015) sug-
gested a new lightweight encryption scheme for mobile 
cloud computing. They introduced the Lightweight Homo-
morphic Encryption (LHE) scheme, which reduces com-
putation power during key generation and the encryption 
process.

Zegers et  al. described a lightweight encryption and 
security handshaking protocol for the smartphone cloud. 
They aimed to solve the issues related to the limited 
resources of smartphones and the lack of awareness by 
users about security. They developed an encryption algo-
rithm that secures the data before it is transferred to the 
cloud storage and that consumes less power (Zegers et al. 
2015).

3.3.4 � Lightweight encryption schemes for IoT

In this subsection, we discuss some of the existing research 
on lightweight encryption schemes for IoT, which is also 
shown in Table 5.

Yao et al.’s research (Yao et al. 2015) presented a light-
weight no-pairing attribute-based encryption for ECC 
that they proposed in order to counter the security issues 
and challenges in IoT. They considered the issues of 
resource-constrained devices in IoT networks. Therefore, 
they utilized the Elliptic Curve Decisional Diffie Hellman 
(ECDDH) problem instead of the bilinear Diffie Hellman 
assumption. Their proposed scheme helps to improve exe-
cution efficiency and reduce communication costs.

Yang et al. proposed a novel dispersed secure informa-
tion administration using keyword retrieval system for 
wellbeing IoT (Yang et  al. 2016). Since patients are typi-
cally overseen by a variety of medical institutions the pro-
posed system allows for the distributed access control 
of Protected Health Information (PHI) between different 
healthcare providers. Alternately, the aggregation of Elec-
tronic Health Records (EHRs) makes viable information 
recovery a test undertaking. The proposed scheme provides 

Table 2   Symmetric lightweight 
cryptography algorithms for IoT

Symmetric algorithm Code length Structure Number 
of rounds

Key size Block size Possible attacks

AES 2606 SPN 10 128 128 Man-in-middle attack
HEIGHT 5672 GFS 32 128 64 Saturation attack
TEA 1140 Feistel 32 128 64 Related key attack
PRESENT 936 SPN 32 80 64 Differential attack
RC5 Not fixed ARX 20 16 32 Differential attack

Table 3   Asymmetric lightweight cryptography algorithms for IoT

Asymmetric 
algorithm

Key size Code length Possible attack

RSA 1024 900 Modules attack
ECC 160 8838 Timing attack

1631Advanced lightweight encryption algorithms for IoT devices: survey, challenges and solutions
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an efficient keyword search function on cross-domain PHI. 
Designing a lightweight algorithm with a secure data man-
agement system is essential for devices with limited health 
resources.

Sahraoui et  al.’s research (Sahraoui and Bilami 2015) 
addressed the fact that WSN is a vital component of IoT. 
WSNs allow the representation of IoT, which makes it pos-
sible to express the real world dynamic characteristics in 
the virtual world of the Internet. WSNs require resource-
constrained devices as well as possibly linked to communi-
cation security and end user privacy protection. They sug-
gested a 6LoWPAN compression for the header of a Host 
Identity Protocol (HIP) packet.

Lightweight encryption for the smart home was 
addressed by Al Salami et al. Smart homes are one of the 
popular applications of IoT. It is a place in which a vari-
ety of resource-constrained devices communicate over the 
integrated network. They discussed the security and pri-
vacy issues of devices in a smart home, and they suggested 
a lightweight encryption algorithm for this setting. Their 
scheme provides the advantages of confidentiality with-
out overhead cost, adoptability, and favorable level of effi-
ciency (Al Salami et al. 2016).

Baskar et  al.’s research (Baskar et  al. 2016) described 
WSN as being the integration of a number of small, low 
power autonomous devices. By very natural, WSN tends to 
attack, even with the most familiar networks it is difficult to 
manage safely administrator.

Therefore, a lightweight cryptographic algorithm by 
minimum calculation that uses a chaos map-based key 
has been proposed and implemented in a Field Program-
mable Gate Array (FPGA). Its performance is analysis of 
the proposed algorithm that analyzed by encrypting sensor 
data and compared with other lightweight algorithms in 
the literature. Perform power FPGA, 1550 logic gates with 
128 bit of key size are used and maximum through put of 
200 kbps is achieved.

Lightweight cryptography for Internet of Everything 
(IoE) has been addressed by Ernest (Ernest 2017). He dis-
cussed the new technology and lightweight primitives for 
the next generation of lightweight cryptography. A light-
weight cipher for an IoE device considers its size, speed, 
and simplicity. In addition, it also takes into account that 
the three primary drivers of IoE are binary code size, mem-
ory metrics, and execution time.

4 � Proposed hybrid lightweight algorithm: HLA

4.1 � HLA

In this section, we suggest a Hybrid Lightweight Algorithm 
(HLA), which is the combination of lightweight symmetry 

and lightweight asymmetric encryption algorithms for IoT 
devices.

Based on existing research many researchers have 
already developed lightweight cryptographic algorithms. 
Lightweight symmetric and asymmetric algorithms provide 
confidentiality, integrity with small key size and less com-
putation power as well as require less memory space.

Lightweight asymmetric algorithms do have bigger key 
size, more computation complexity in the constrained IoT 
(Kar and Mishra 2016; Maity and Park 2016) environment, 
but provide stronger security than symmetric algorithms. 
Therefore, by considering all the aspects of lightweight 
symmetric and asymmetric algorithms it is necessary to 
develop an algorithms that bring all the features of sym-
metry and asymmetry lightweight algorithms in such a way 
that it minimize computation time, consume less power, is 
fast efficient and assures all the possible security.

In this section, we propose an idea that helps to imple-
ment it in a constrained IoT environment and provide secu-
rity. We also provide the application service scenario of a 
smart home.

Smart spaces exist in the IoT compatible computing 
environment and create an application infrastructure for 
building and providing value added services that are based 
on the cooperative activities of human or machine envi-
ronmental participants. The smart space paradigm seeks to 
build an advanced service infrastructure that allows com-
puting vision like smart object is being executed on digi-
tal devices. A smart space has many components, such as 
a smart city, smart home, smart factory, and smart hos-
pital, as shown in Fig.  2. These smart space components 
consist of a variety of resource-constrained devices that 
are interconnected and that communicate over a network. 
For example, as shown in Fig. 2, the devices used for smart 
toll collections, smart street light, street cameras, smart city 
data centers, and help to create a smart city. Similarly, other 
components like smart home have smart devices like smart 
light, smart heater, smart door and smart socket that are 
interconnected and communicated over the network. All of 
these are resource-constrained devices that require a light-
weight encryption scheme. Some of the devices store sen-
sitive information. For example, a door lock system stores 
the lock code number and some devices only store raw 
data. Also, in the medical system and smart factory many 
small low constrained machines like ECG machine, smart 
monitors, smart CT scan machine, smart alarm, smart PLC, 
smart vacuum pressure and many more are included in 
smart space. In addition, many devices have limited mem-
ory space, computational power, and battery power, but 
some of them have enough memory, processing power, and 
battery power.

Therefore, by considering all the parameters of these 
devices, we are proposing a scheme that combines the 

1634 S. Singh et al.
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lightweight symmetric and asymmetric encryption algo-
rithms for a specific IoT device, as shown in Fig. 3.

Figure  3 contains a flowchart in which the input is an 
IoT device and the output proposes the suitable encryption 
scheme for that device. This approach uses the following 
four parameters of a particular device as inputs: data size, 
memory space, computation power, and battery power. The 
threshold value of each parameter can be calculated by a 
specific algorithm.

The threshold value of memory space can be considered 
with memory technologies that combine a RAM drive’s 
read and write speeds with the non-volatility of flash, 
which can be used to design fast and reliable file systems. 
In a nonvolatile semiconductor memory device, the first 
dynamic reference cell and the second dynamic reference 
cell perform the same rewriting operation as the memory 
cell. Since the data in the flash memory is rewritten several 
times, there is a decrease in writing speed. Due to this, the 
threshold value of the memory cell of the core circuit tends 
to decrease. On the other hand, since the data in the ref-
erence cell is not usually rewritten, the threshold value of 
the reference cell remains fixed. Consequently, as the num-
ber of times of rewriting increases, a sufficient read margin 
cannot be ensured due to the fixed threshold value of the 
reference cell. In the case of the selection of computational 

power threshold, one can consider the Boolean functions 
which can be composed of and, or not, gates in the circuit, 
which are threshold functions. In addition, in the Near-
Threshold Computing (NTC) method, electronic devices 
operate at lower than normal voltages, which reduces 
energy consumption. Researchers predict that NTC could 
allow future computer systems to reduce energy require-
ments by 10–100 times or more by optimizing them for 
low-voltage operation. Reducing energy consumption is 
essential for enabling the continuation of Moore’s law, 
which states that the number of transistors in a chip doubles 
around every 2 years. The battery capacity is measured in 
milliamp-hours, which are a measure of how many hours 
a battery can sustain a constant draw of current. When a 
device requires a wireless connection, choosing which pro-
tocol to use is an important factor that affects battery life.

The proposed HLA is based on levels of hierarchy. 
Smart home automation devices can include processors 
that receive, execute, and create the data objects for a par-
ticular device that confirms the hierarchal structured model 
(Hood et al. 2010). The HLA scheme provides two encryp-
tion schemes based on the analysis of device parameters. 
These two encryption schemes are lightweight symmetric 
and lightweight asymmetric encryption algorithms. These 
two algorithms are the improved version of conventional 

Fig. 2   Smart space components and devices
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algorithms as they reduce the code length, number of 
rounds, key size, and block size. The lightweight symmet-
ric and asymmetric algorithms are focused on low-con-
strained devices. The applications of HLA scheme include 
the Wireless Sensor Network (WSN), Radio-frequency 
Identification (RFID), IoT, and many more. Therefore, 
our proposed HLA scheme is very suitable for these low-
constrained device environments. The HLA scheme is also 
comprised of four analysis phases, which are described 
below.

•	 Data size (DS) This is the first phase of the proposed 
scheme. First, HLA analyzes the size of data that is 
being transmitted over the network. Since all data is 
in electronic form and a lot of it is conveyed through 
computer applications, the size of the data is the first 
parameter to consider, and then, the information must 
be secured through different cryptographic algorithms.

•	 Battery power (BP) After the amount of data to trans-
mit throughout the network has been analyzed, a smart 
device’s battery power is another important factor. 
As we know, the power components of any source of 
power being provided to the device. There are much 
way to provide the power such as main power supply, 
battery, solar system, and many more. For the smart 

devices it may be smart battery. The battery power 
parameter requires input about a device’s energy con-
sumption.

•	 Memory space (MS) This is the third phase of the 
HLA scheme because how much memory is required 
for the computation of the data. The reason this is 
such an important component for smart devices is 
that the requirement of memory will increase with the 
complexity of the operations being performed by a 
smart device (Zegers et al. 2015). Therefore, based on 
memory size, the HLA scheme can determine which 
cryptographic encryption scheme should be applied.

•	 Computation power (CP) This is the final analy-
sis phase of the HLA scheme. The need for an ade-
quate processing component is evident. As intelli-
gence in devices increases, so do the requirement for 
their operations to be able to execute the data faster 
and more efficiently (Davy 2003). Based on mem-
ory space, a device’s battery power, and data size, 
a device’s computation power is taken into consid-
ered. In a cryptosystem, the lightweight asymmetric 
encryption scheme generally requires more operation 
results as it needs more computation power than the 
lightweight symmetric encryption scheme.

Fig. 3   Proposed HLA
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After these four parameters have been initialized, HLA 
scheme first takes into account the amount of data to 
be transmitted over the network. If the size of the data is 
greater than the threshold value, it is considered to be large 
data, and based on the existing research (Masram et  al. 
2014a; Mushtaque 2014; Ahamad and Abdullah 2016) rec-
ommended for lightweight symmetric encryption, other-
wise it goes for the subsequent analysis phase. During the 
next analysis phase, the battery parameter of the IoT device 
is considered. Some of the IoT devices are battery powered 
and some are not. The Eqs. (1), (2), and (3) can also affect 
the battery power, memory space, and computational power 
of the device respectively (Mohd et al. 2015b).

As for as battery is concerned, Stéphane Badel et  al. 
noted the weakness of the efficiency metric and the depend-
ency of power consumption on technology and the simula-
tion method (Badel et  al. 2010). To address these issues, 
they proposed a figure-of-merit (FoM), which includes the 
influence of power, and it is process-independent. FoM is 
expressed as:

Two designs with the same GE may have different 
dynamic power due to different switching activities. Fur-
thermore, standard- cell libraries include slow low-leakage 
cells and fast leaky cells that have the same footprints. The 
notations are explained in Table 6.

If the battery power of the device is less than the thresh-
old value, then based on the previous research (Kim et al. 
2016; Xiao et  al. 2016; Karuppiah et  al. 2015), the pro-
posed method recommended to lightweight symmetric 
encryption. In addition, if the device has sufficient bat-
tery power the device will go for memory space analysis. 
Regarding the memory size, some of the metrics are plat-
form dependent, such as the code size, which depends on 
the instruction set of the targeted processor. Memory size 
can also be affected by the addition XOR and the number 
of shifts. If the cipher text does not use substitution boxes, 

(1)FoM =
Th

GE2

it does not require much memory. The design throughput 
expressed as:

Throughput is a function of design frequency. The 
number of cycles depends on the processor instruction 
set, which is stored in the memory. Thus, the frequency 
and number of cycles vary from one processor to another. 
Comparing software throughput across platforms is not 
very accurate. Synthetic metrics are used to combine two 
or more non-correlating metrics to capture various aspects 
of the performance. An example of synthetic metrics is 
“Code_Size×Cycle_Count/Block_Size”. Some IoT devices 
have limited memory and some have enough memory 
space to store the data. The HLA scheme checks whether 
the device has limited memory is recommended for compu-
tation power analysis, otherwise the lightweight asymmet-
ric encryption is applied to the device data (Chandra et al. 
2014; Nguyen et al. 2015; Verma et al. 2015).

In the last analysis phase of HLA, the computational 
power of the device is considered as the performance 
efficiency, which is defined as the ratio of the throughput 
calculated at a fixed clock frequency over the area (Kerck-
hof et al. 2012; Rolfes et al. 2008). It measures the cost of 
area and required to process a single cipher text bit, and is 
expressed as:

HLA also checks the computational power of the 
device and compares it with the threshold value by taking 
a device’s efficiency levels into account and then based on 
the existing research (Masram et  al. 2014b; Puthal et  al. 
2017; Tripathi and Agrawal 2014), if the value computa-
tion power is less than threshold value, the device is rec-
ommended for lightweight symmetric encryption else light-
weight asymmetric encryption.

4.2 � Service scenario

We designed our proposed scheme for low-resource con-
strained devices with limited battery life and memory 
storage. This scheme can be applied in a smart home 
environment. Our proposed scheme has been designed 
for low-constrained devices that have limited resources, 
battery power, and memory space. Among the different 
types of smart space, the proposed HLA scheme is suita-
ble for the smart home application. In a smart home, vari-
ous IoT devices with different memory spaces, process-
ing power, and battery capacities are interconnected and 

(2)Th =

NB

TB

=

NB × F

CB

(3)Efficiency =
Th

A
=

NB

TB × A
=

NB × F

CB × A

Table 6   Metric notations

Notation Metric

GE Gate equivalent
NB Block size
TB Time to encrypt one block
CB Number of cycles to 

encrypt one block
A Design area
Th Throughput
F Frequency

1637Advanced lightweight encryption algorithms for IoT devices: survey, challenges and solutions



1 3

communicate with each other. The HLA scheme can be 
applied to a smart home application, as shown in Fig. 4.

Figure  4 shows the scenario of smart sensor node in 
smart home network, which communicate their light-
weight encrypted secret message by using the HLA 
scheme.

The suggested scenario is smart sensor node in smart 
home network as described below.

Smart sensor node in a smart home network This sce-
nario considers smart sensors for communications as 
shown in Fig. 4. In this scenario, the smart sensor sends 
very light message in the smart home network. Therefore, 
this is the case of small size data in the HLA scheme. 
These sensors have limited battery, memory, and compu-
tation power. Table  7 shows the sensor node parameter 
values. In this table, we calculated the threshold value 
which is the average of battery power, memory space, 
and computation power respectively.

For example, a smart sensor device can sense the data 
from the smart home environment. Suppose one smart 
sensor node wants to send the data to another sensing 
device, then for secure and efficient communication, we 
considered following parameters as shown in Table  7 
in HLA scheme. The threshold value of battery power 
is 11.66  mW, if the sensor node has the battery power 
10  mW (data 2) which is less than the threshold value 
which results to the lightweight symmetric encryption. If 

we consider the data 3 of battery power which is greater 
than threshold value, it goes to next phase analysis which 
is memory space.

In the memory, phase analysis considers the throughput 
to evaluate the threshold value. As shown in Table 7, the 
average threshold value of the memory spaces of differ-
ent IoT devices is 3310.66 bytes and if sensor node has the 
memory space 4740 bytes (data 1), which is greater than 
the threshold value. As a result, the device goes to the com-
putation analysis phase, otherwise it refers to lightweight 
symmetric encryption. Commutation power considers the 
frequency of the processor of smart sensor. As shown in 
Table 7, the threshold value of a computation parameter is 
399 MHz and if we consider data 2 (377 MHz) and data 3 

Fig. 4   Service scenario of smart sensor node in smart home

Table 7   Smart sensor node parameters value (Kerckhof et al. 2012)

Parameter Data (1) Data (2) Data (3) Threshold 
value (aver-
age)

Battery power (mW) 13 10 12 11.66
Memory space 

by considering 
throughput (byte)

4740 2195 2997 3310.66

Computation power 
by considering 
frequency (MHz)

444 377 363 399
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(363 MHz) the HLA scheme results the lightweight sym-
metric encryption and if we consider data 1 (444 MHz) it 
goes to lightweight asymmetric encryption.

4.3 � Open issues and discussions

Contributions in cryptographic design and implementa-
tion are important, but there are still areas to be considered 
in future research works. In the previous chapters of this 
paper, we surveyed many existing lightweight encryption 
schemes for constrained IoT devices. In addition, we sum-
marized various lightweight cryptographic encryptions 
techniques on big data, mobile cloud computing, and dis-
tributed computing. In this section, we aim to emphasize 
research topics related to conventional and lightweight 
cryptographies. The issues to be addressed are as described 
below.

•	 Cipher structure and implementations The crypto-
graphic implementation investigated in this paper helps 
to show the overall performance of various crypto-
graphic designs. However, a reliance on tools and tech-
nologies distinctly distorts the results, resulting in large 
deviations between the studies. Therefore, it is impor-
tant to think of another solution and to depart from 
the general paradigm propose another cryptosystem to 
compare with existing ones. This new paradigm could 
help to improve the quality of research in the field of 
lightweight cryptography. For optimizing cryptographic 
energy, Mohd et al. proposed a hardware impact design 
energy that achieved the optimum energy for Katan 
cipher implementing in 32 rounds (Mohd et al. 2015b). 
Moreover, they suggested building a more compact 
model that takes algorithmic, architectural and physical 
problems into account. It includes a cipher structure like 
slow diffusion of traditional Feistel structure. In addi-
tion, balancing between number of rounds increased 
and round complexity, pipelining, rolling and unrolling 
rounds. Moreover, Negash et al. suggested a lightweight 
data interchange for IoT in a PalCom middleware frame-
work (Negash et al. 2016).

•	 Issues related with block size and key size The size of 
key and block length plays an important role in the 
development of lightweight cryptography for resource-
constrained devices. If the key size is increased then the 
cipher text size is also increased, which requires higher 
computational power. This is also applicable to block 
length. A multi-key attack is one of the major issues in 
which the attackers break the encryption under one par-
ticular key. The confidentiality property can be compro-
mised if the attackers successfully get the key.

•	 New attacks There are several countermeasures that 
can be implemented to prevent security attacks. Nev-

ertheless, as with countermeasures to prevent known 
attacks, new attacks can overwhelm the implemented 
measures (Bhunia et  al. 2013). Therefore, the cipher’s 
ability to resist attacks should be updated. In a resource-
constrained environment, the Hardware Trojan (HT) is 
a big issue. HT is a malicious change in the embedded 
circuit either during the design or fabrication stage, and 
it is completely characterized by its physical appearance 
and behavior. Another unresolved issue is the need to 
develop a widespread model that incorporates hardware 
and HT design to analyze security trade-offs and com-
plexities.

•	 Security metrics A constrained device security level 
is as flexible as its system resources (Hayajneh et  al. 
2014). This enhances the importance of security met-
rics. Paradoxically, there is no security metric that can 
accurately measure or estimate cryptographic security. 
Currently, encryption is subject to decryption that is 
aimed at breaking the encryption algorithm by using 
a series of attacks. Based on these reported successful 
attacks, the level of encryption is designated as being 
safe less secure, moderate, or unsafe. Nevertheless, cur-
rent security systems are still in need of improvements 
but analyzing cryptographic security remains a chal-
lenging issue. As such, we still require more clearly-
defined security standards for analyzing cryptographic 
security for constrained devices in IoT environment.

5 � Conclusion and future directions

In this paper, we have gone over lightweight cryptographic 
algorithms in detail. Many low-resource devices perform 
computations in an IoT environment. These devices are 
limited in regards to memory, battery life, power consump-
tion, and computations. IoT devices also face the challenges 
of security and privacy as well as the issue of how to main-
tain trust between IoT users. Furthermore, we summarized 
different kinds of lightweight cryptographic algorithms that 
are easy to use for hardware and software implementations. 
Some cryptographic algorithms are vulnerable to some 
kinds of attacks, which we also described in the paper. It is 
important to develop more secure and lightweight encryp-
tion algorithms that have a smaller key size, fast process-
ing, and require less computation power. In this paper, we 
proposed a scheme that can be applied in the smart home 
environment. We also discussed open issues in terms of 
cipher structure, implementation, block size, key size, new 
attacks, and security metrics.

In the future, we will examine how expensive these solu-
tions are and if it is possible to implement them in a con-
strained environment. In addition, an algorithm for calcu-
lating the threshold value of each device parameter, which 
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has already been laid out in our proposed scheme, should 
be developed.
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