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Abstract The monitoring of leaks in pipelines is an im-

portant issue to be addressed by researchers and the public.

This is due the fact that they can have a great impact both

economically and environmentally. In recent years, the

effect of leakages of pipelines carrying oil, gas and nuclear

fluids have posed a threat on humans as well as marine life.

This paper provides a survey of recent methods of detect-

ing pipeline leaks with special focus on software based

methods. These methods include negative pressure wave,

mass/volume balance, pressure point analysis, real time

transient modeling, statistical methods as well as methods

that employing digital signal processing. This paper also

surveys some of the recent research attempts that focus on

the employment of wireless sensor networks for leak

detection and present research challenges that can be

encountered in such environments.

Keywords Pipelines � Leakage detection and

localization � Wireless sensor networks � Survey

1 Introduction

Pipelines have continued to be one of the most dominant

ways of transporting large amount of fluids (e.g., oil and

water) through long distances. Thus, monitoring pipelines

for leaks is vital considering the huge amount of economic

losses as well as environmental pollution caused by leak-

age of pipelines (Ostfeld 2008). Generally, leakages could

be as a result of wear and tear of pipeline infrastructure,

natural disasters or human sabotage. Traditional methods

employed for leak detection involves a maintenance per-

sonnel who periodically monitoring the pipelines. The

disadvantage of this method is the huge human involve-

ment and its slow response in the event of leakage. Because

of the advancements provided by micro-electro-mechanical

systems (MEMS) (Ho and Tai 1998), inexpensive smart

sensors have been developed. Smart sensors are low power

devices equipped with one or more sensors, a processor,

memory, a power source, communication interface, and an

actuator. Smart sensors with wired and wireless commu-

nication interfaces have been developed real-time detection

of leaks (Carrano et al. 2014; Jawhar et al. 2007; Stoianov

et al. 2007). The wired system makes use of the wires to

transmit the data to remote admin center. This method

suffers from damage in the infrastructure and the huge cost

incurred during installation, especially in underground

pipeline monitoring. Wireless sensor networks (WSN) on

the other hand employ the use of radio communication to

transmit sensed signals (Akyildiz et al. 2002; Elmazi et al.

2015; Matsuo et al. 2015; O’Reilly et al. 2014). However,

one of the major deployment issues of WSN is the energy

consumption (Karim et al. 2014). Since the sensors are

mostly battery powered, other methods employ both wired

and wireless transmissions in a hybrid mode (Sportiello

2013).
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The design of wireless sensor networks for pipeline

leakage detection usually depends upon the fluid that the

pipeline is transporting as well as the environment in which

the pipeline is placed or embedded (Maglaras and Katsaros

2012). Typical fluids that the pipeline carries include water,

oil and gas, sewage and thermal fluids. Pipelines are nor-

mally placed underground, underwater, or aboveground

(Chen et al. 2014). The fluid transported by the pipeline

and the surrounding environment plays an important role in

the sensor type and its placement (whether the sensor will

be placed within or outside the pipeline), as well as the

architecture of the overall WSN for the pipeline monitoring

for leakage detection (Abdallah 2011). Sensors for leakage

detection could be broadly classified based on whether the

sensors are in contact with the fluid within the pipeline or

otherwise (Mustafa and Chou 2012). The invasive sensors

are in contact with the fluid, while the non-invasive sensors

are not in contact with the fluid.

The rest of the paper is organized as follows. Section 2

presents the classification criteria for leak detection tech-

nologies and the criteria adopted. In Sect. 3, the software

based methods are discussed in detail. In Sect. 4, recent

novel methods for leak detection that employ hybrids of

sensors are discussed and analyses are made on their per-

formance. Finally, Sect. 5 concludes the paper.

2 Classifying leak detection technologies

There is numerous numbers of criteria for classifying leak

detection techniques. Some of these are the technical nat-

ure of the methods, physical quantity measured and the

degree of human involvement required (Murvay and Silea

2012). If the degree of human involvement is chosen as the

basis for classification, then the methods can fall into fully

automated, semi-automated or manual in increasing order

of human involvement. However, if the physical quantity

measured is taken as the basis for the classification, then

the methods fall into flow rate, acoustics pressure, optics,

gas sampling and some hybrids of them. Due to the large

number of methods under this category, they are often

categorized into optical and non-optical methods (Si-

vathanu 2003). In contrast, other researchers considered

these techniques falling into the categories of direct and

indirect or inferential methods (Folga 2007). In direct

detection methods, the pipeline is monitored by using

hand-held devices that measure gas emissions or by visual

inspection. In indirect or inferential methods, leaks are

detected by measuring the variations of specific pipeline

parameters such as a flow rate and pressure. In this paper,

we adopt the famous classification of leak methods based

on their technical nature (Scott and Barrufet 2003).

Therefore, two main categories can be identified which are

hardware based methods and software based methods, as

shown in Fig. 1. Hardware based methods generally

employ the use of specialized sensing instruments for

leakage detection. Considering the type of equipment

employed in the detection, these hardware methods are

further classified into: acoustic, cable sensor, vapor sam-

pling, optical, soil monitoring and ultrasonic flow meters.

On the other hand, non-technical methods do not employ

the use of any device and most often depend on natural

senses of humans or animals. This paper duels upon the

software based techniques. As the name posits, they have

some software at their core. In this method, algorithms are

implemented which constantly observe the state of flow

rate, temperature, pressure or other pipeline parameters.

Also, this method is able to determine if a leak has

occurred based on the evolution of these quantities. The

software based techniques shown by the shaded region in

Fig. 1 include the following methods: acoustic/negative

pressure wave, mass/volume balance, pressure point, real

time transient modeling, analysis, statistical and digital

signal processing.

3 Software based methods

This section provides additional explanation on each of the

software-based-methods outlined in Sect. 2. Recent research

works that employ each of these methods are outlined and

general discussion is provided based on their merits.

3.1 Negative pressure wave method

In the negative pressure wave method, once a leak occurs

the pressure of the fluid drops. This is due to the sudden

decrease of liquid density at the position of the leak.

Subsequently, pressure wave source propagates outwards

for the point of leakage towards the opposite sides of the

leak. Considering the pressure of the fluid before and after

the leak as a reference, the wave produced by such leakage

is termed the negative pressure wave. As this negative

pressure wave travels towards the terminal ends of the

pipeline section, pressure sensors stationed at the terminal

ends are able to measure the pressure reduction signal. This

can be achieved because when the wave reaches the ter-

minal ends, it causes a drop first at the station inlet pressure

and then the station outlet pressure. Since the leakage can

be at any random point on the pipeline section, different

time difference of the negative pressure wave is obtained at

the terminal ends. From the knowledge of the different

time difference that the pressure sensors on both sides of

the leak detect, the pipeline section length and negative

pressure wave velocity, the position of the leak can be

obtained (Ge et al. 2008; Ma et al. 2010).
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From Fig. 2, assume the distance between the sensors is

L, propagation velocity of negative pressure wave in

pipeline is v, the velocity of natural gas in the pipeline is u,

the distance between the leak point and the upstream sensor

is x, and the times when the wave is detected by the two

sensors is t1 and t2 respectively. However, it should be

noted that the velocity of gas in the pipeline gas is ignored

because it is negligible when compared to the velocity of

the negative pressure wave (Ma et al. 2010; Peng et al.

2011; Tian et al. 2012). In contrast, researchers in (Hou

et al. 2013) do not neglect the velocity of the gas in the

pipeline. Thus, by considering the velocity of the gas in the

pipeline u, the relationship between the length and time

variable can be developed. This is because it affects the

propagation of the negative pressure wave in the pipeline

(Hou et al. 2013).

The distance x between the leak point and the sensor can

be obtained using Eq. 1 (Hou et al. 2013).

t1 ¼
x

v� uð Þ

t2 ¼
L� xð Þ
vþ uð Þ

Dt ¼ t1 � t2

ð1Þ

Equation 2 is termed as the traditional leak location

formula (Hou et al. 2013) and (Shuqing et al. 2009) pre-

sented a modification of the traditional leak location.

x ¼ 1

2v
L v� uð Þ þ Dt v2 � u2

� �� �
ð2Þ

The limitation of Eq. 2 is that it assumes the propagation

velocity of the negative pressure wave v and the velocity of

natural gas in the pipeline u are constant (Hou et al. 2013;

Shuqing et al. 2009). However, in practice v and u are

dependent upon the temperature, pressure, density and

specific heat capacity of the surrounding medium. Equa-

tion 3 represents the modified version of Eq. 2, which is

given by (Hou et al. 2013):

u; v ¼

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
Z2RT
P2m

1þ ZDC
PEe

s

ð3Þ

where Z is the compression factor of gas, R is the constant

value (8.3143 J/(mol K)), T is the temperature of gas, P is

the pressure of gas, m is the quality of molar gas, D is the

diameter of pipeline, C is the pipe restraint coefficient, E is

the elastic modulus of pipe material, e is the thickness of

pipe wall.

Leakage Detec�on Method

Non-Technical Methods

Real Time Transient 
ModellingNega�ve Pressure Wave

So�ware based Methods

Sta�s�cal AnalysisMass/Volume Balance

Digital Signal ProcessingPressure Point Analysis

Op�calAcous�cs

Hardware based Methods

Soil MonitoringCable Sensor

Ultrasonic Flow MetersVapor Sampling

Fig. 1 Categorization of leak detection methods based on their technical nature (Murvay and Silea 2012)
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Fig. 2 A schematic of the

negative pressure wave method

(Tian et al. 2012)

Wireless sensor networks for leak detection in pipelines: a survey 349

123



Consequently, using the thermal and hydraulic analysis,

the formula of these two velocities can be obtained. Con-

sidering the velocity of natural gas and negative pressure

wave as variables, the leak location can be re-written as

follows (Hou et al. 2013):

t1 ¼
Zx

0

1

v xð Þ � u xð Þ dx

t2 ¼
ZL

0

1

v xð Þ þ u xð Þ dx

Dt ¼ t1 � t2

ð4Þ

Since, both equations for u xð Þ and v xð Þ are complex to

solve deterministically and the integrals in Eq. 4 are not

manageable definite integrals, numerical methods are

employed to solve for t1 and t2 (Hou et al. 2013; Shuqing

et al. 2009). (Hou et al. 2013) employ the use of compound

Simpson (a numerical technique for approximating definite

integrals) to solve the variable integrals in Eq. 4. In con-

trast, (Shuqing et al. 2009) employ the compound trapezoid

formula (another numerical method for approximating

definite integrals) to solve the integrals. Moreover, another

difference between the work proposed by (Shuqing et al.

2009) and (Hou et al. 2013) is that (Shuqing et al. 2009)

ignored the velocity of gas in the pipelines in their analy-

ses, while the velocity of gas is not assumed to be negli-

gible by (Hou et al. 2013).

Technical challenges faced in the NPWM of leak

detection localization are presented (Tian et al. 2012). They

have identified three areas where reliability and accuracy

can be enhanced. These areas include data quality, adaptive

thresholding and reduction of false alarm rates. Missing

data and data duplication are two factors that limit the

quality of data. The missing data can be solved by

employing interpolation algorithms (algorithms used in

estimating an intermediate value from two known values)

to repopulate data. On the other hand, data duplication can

be solved by data processing to remove redundant data.

Furthermore, noise can be removed using filtering

techniques.

Adaptive thresholding can be employed to accurately

detect anomalies in the slope curve of a given pressure

transducers (Tian et al. 2012). Since the slope varies over

different working conditions, adaptive thresholding is more

desirable than using a constant threshold. Statistical pro-

cess control (SPC) (Oakland 2008) is one of the dominant

methods in adaptive thresholding.

There is another challenge in the negative pressure wave

method, which is the high false alarm rate. This false rate

results due to the fact that normal transient of the pipeline

can also cause pressure drops at pressure transducers. In

some cases, these normal transients such as opening or

closing pump valves can cause larger pressure drops than

those caused by leakages (Tian et al. 2012). Thus, there is a

need to adopt schemes that eliminates or reduces the false

alarm rates. Some of the identified techniques include the

following:

• Hybridizing the NPWM with other leak detection

approaches for cross validation (Sun et al. 2011).

• Employment of flow meters. In order to address the

problem of high false alarm rates of the negative

pressure wave method (NPWM), it can be inte-

grated with the flow balance method (Ma et al.

2010; Peng et al. 2011; Tian et al. 2012). Deter-

mining accurately whether the negative pressure

wave is caused by normal transient behavior of the

pipeline or due to a leak cannot be accomplished by

pressure analysis alone. Hence, the flow balance

method is incorporated. In the flow balance method,

as can be seen in Fig. 3 (Peng et al. 2011),

ultrasonic sensors are stationed at both ends of the

pipe section. These flow meters continuously mea-

sure the gas flow signal at the inlet and outlet of the

pipeline. In normal operation, there is no significant

difference between flow readings obtained at both

terminal ends. However, in the presence of leakage,

the flow upstream will increase and the flow

downstream will decrease. Thus, the differential

flow rate gets significantly large. Hence, by study-

ing the normal transients of the pipeline operation

we can set a certain threshold for this differential

value and once the value exceeds this threshold a

leak alarm is raised.

• Another method of reducing false alarm rates is

using pattern-matching algorithms. This can be

helpful since in most cases there are multiple

oscillations in leak pressure drop curves while in the

case of pump pressure curve, the drop curve is

smooth. Thus, with this knowledge we can distin-

guish between pressure drops caused by leak and

that caused by normal transients of pipeline.

• Use of multiple-sensor pairing can also be used to

reduce false alarm rates (Tian et al. 2012).

Time synchronization of monitoring devices is another

factor that affects the accuracy of the leak localization. Ma

et al. employ the use of GPS to achieve accurate time

synchronization (Ma et al. 2010). This is essential, because

a small time deviation in monitoring can cause a very large

location error (Tian et al. 2012).

The wavelet transform is a powerful computational tool

for a variety of signals and image processing applications.

It is also an effective tool for signals noise reductions
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(Selesnick 2007). Wavelets transform solves the short

time Fourier transform in the analysis of non-stationary

signals, because it possesses the time localization prop-

erty making it the best choice for analyzing non-stationary

phenomena (Barford et al. 1992). The basic idea behind

the wavelet transform is the decomposition of a time-

domain signal into frequency range components called

wavelets so that analyses can be concentrated on certain

range of frequencies of the original signal. Since the

useful signals obtained from the pressure sensors are of

lower frequency than that of the noise which is of high

frequency, the wavelet transform is applied to decompose

the signal into low and high frequency ranges. This causes

the noise signal to be isolated from useful signal; thus,

analysis can be centered on the useful data (Hou et al.

2013; Peng et al. 2011; Shuqing et al. 2009; Tian et al.

2012).

Some NPWMs have the ability to approximate the size

of leakages, such as ATMOS wave (De Joode and Hoff-

man 2011). Another way of employing the NPWM is to

intentionally produce transient pressure waves by opening

and closing valves periodically (Elaoud et al. 2010;

Mpesha et al. 2001). In the presence of leak, these pres-

sure waves are partly reflected. Consequently, the leakage

can be detected as well as localized. An advantage of this

method is that it does not involve the building of a

mathematical model including many calculations. More-

over, the system does not depend on system hardware.

However, this method requires that the leak be quick and

sudden, and is more suitable for small leaks. In case

where the leak is not abrupt as the case of slow leaks,

negative pressure waves are not generated or they natu-

rally die out before reaching the pressure sensors at ter-

minal ends of the leak. Another drawback of this method

is its low accuracy in detecting leaks in long range

pipelines (El-Shiekh 2010).

3.2 Mass balance method

The mass balance method for leak detection is straight-

forward (Burgmayer and Durham 2000; Martins and

Seleghim 2010). It is based on the principle of mass con-

servation. The existence of leak causes an unbalance

between the output and input mass flow rate as well as the

line pack variable rate (Liou 1996; Parry et al. 1992). This

is variable that defines the actual amount of gas in a

pipeline or distribution system. A leak alarm is raised once

the difference between the volume of fluid entering a

section of the pipeline and the volume of the fluid leaving

the section exceeds some pre-set threshold. (Liu 2008)

presented a detailed theory and the implementation issues

that are encountered in this method. In their work, they

further pointed out that the volume or mass can be obtained

by using readings of commonly used process variables such

as temperature, pressure and flow rate. (Rougier 2005)

presented a hybrid mass balance method, which incorpo-

rates probabilistic method to the mass balance method. The

main drawback of this method is that the probabilistic

method requires a substantial amount of computational

power. One of the advantages of the mass balance method

however is the ease with which it can be implemented on

existing pipeline infrastructure. It is also able to rely on

existing instrumentation already available on the pipeline;

thus, resulting in low cost implementation (Murvay and

Silea 2012; Wan et al. 2011). However, its performance

relies on the size of the leak, frequency at which balance

measurements are obtained as well as on the overall

accuracy of measuring instruments. Another limitation of

the mass balance method is its inability to detect small leak

in real-time. Thus, resulting in loss of significant amount of

fluid before an alarm is raised. A further limitation is that

the mass balance method easily affected by random dis-

turbances around the pipeline as well as the pipe dynamics.

Sensor 
Upstream

Sensor 
Downstream

x

L

Nega�ve pressure 
waves

Leak point

Fluid flow 
direc�on

Ultrasonic 
flow meter

Ultrasonic 
flow meter

Fig. 3 Negative pressure wave

method with flow meters (Peng

et al. 2011)
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Thus, unless the threshold values are adapted, high false

alarm rates will be recorded during transient periods of the

pipeline. Moreover, unless a localization technique is

attached to the method, it cannot localize the actual loca-

tion of the leak on its own.

3.3 Pressure point analysis

pressure point analysis (PPA) is among the dominant

methods of leak detection systems (Wan et al. 2011). The

PPA method requires constant measurements of pressure in

various locations along the pipe. Subsequently, by obtain-

ing statistical evaluation of these measurements, a leak

alarm is raised when the mean value of pressure mea-

surements obtained falls below a preset threshold. (Bin Md

Akib et al. 2011) presented mathematical derivations for

calculating the pressure before and after leakage. This

mathematical derivation is able to save huge amount of

time in sample collection as well as analyses. The mathe-

matical derivation presented shows the relationship

between the temperature and pressure with leakage. Thus,

from this relationship the temperature drop and pressure

drop can be used to locate the actual point of leakage. Since

the PPA requires only pressure signals to be obtained from

one or many detection points, the advantage of the method

is its low cost and ease of maintenance. Moreover, it has

the ability to detect small leaks, which is not achievable by

other techniques (Wan et al. 2011). PPA is also able to

perform well in underwater and cold environments (Mur-

vay and Silea 2012). One of the disadvantages of the PPA

is its unreliability when it comes to detecting leaks in

transient flows. In addition, leak localization is difficult

using the PPA method and therefore limiting its

application.

The pressure transducer shown in Fig. 4 is able to covert

a hydraulic pressure to a proportional electrical signal

(Farmer 1989). The statistical analyzer block is meant to

make statistical analysis of pressure readings obtained from

each point on the pipeline. The additional qualifying logic

block is responsible for eliminating false alarms. Next, the

display device is able to display the analyzed results. The

optional actuator device is able to make corrective mea-

sures on the pipeline should there be a leakage (Farmer

1989).

3.4 Real time transient modeling

This method depends on pipe flow models developed to

employing equations such as: conservation of momentum,

mass and energy as well as the equation of state of the

fluid. The presence of leakage is determined by the esti-

mated value and measured value of the flow. Continuous

monitoring noise levels and transient events minimize false

alarm rate. Billmann and Isermann (1987) designed an

observer with friction adaptation that in the event of

leakage it generates a different output from one obtained

from measurements. Thus, from this difference leakage can

be detected.

Verde and Visairo (2001) proposed a method, which

uses a linearized, discretized pipe flow model on an N-node

grid and a bank of observers. The observers are modeled in

such a way that when leakage occurs, all observers are

reset except one. Localization of the leakage is obtained by

the location of the non-responsive observer. Meanwhile,

the quantity the leak can be obtained from the output of the

other observers. Moreover, a detection system that utilizes

an adaptive Luenberger-Type observer, based on a set of

two-coupled one dimensional first order non-linear hyper-

bolic partial differential equation, is proposed by (Aamo

et al. 2006; Hauge et al. 2007). Although this method is

able to detect tiny leaks [less than 1 % of flow (Scott and

Barrufet 2003)], it has the drawback of having high cost, as

it requires huge instrumentation for obtaining data in real

time. Moreover, another disadvantage of this method is the

complexity of models employed that can be handled only

by an expert.

3.5 Statistical methods

Statistical method is one of the simple methods for

detecting gas leakages (Murvay and Silea 2012), which

does not require the development of a mathematical model.

In this method, the analysis is carried out on measured

parameters such as flow rate and pressure at several points

along the pipe. A leakage alarm is raised if the system

comes across some patterns that show significant changes

in pressure and flow rates (Zhang 1993). The leak thresh-

olds are determined after a calibration period during which

the parameter variance is examined, when leakage is

Pipeline Pressure 
Transducer

Sta�s�cal 
Analyzer

Addi�onal 
Qualifying 

logic

Display 
Device

Actua�on 
Device

Fig. 4 Block diagram of PPA

method for leak detection
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absent, under several working conditions. However, the

tuning needs to be carried out over a lengthy period of

time—this is needed in order to avoid high false alarms

(Zhang and Di Mauro 1998). One of the challenges of this

method is that if there is a leak in the system during cali-

bration period, the leaks will influence the preliminary

measurements collected. Thus, the system behavior will be

wrongly regarded as normal. As a consequence, this initial

leakage is not detected until it increases in size enough to

go above the set threshold. The method is able to detect

small leaks with a detection of 0.5 % of flow as reported by

(Zhang and Di Mauro 1998). Moreover, leak localization

can also be achieved using this method. In addition, the

method is robust, easy to deploy and easily adapted to

diverse pipeline infrastructure. On the other hand, the main

disadvantage of this method is the difficulty associated

with estimating leak volume and its high cost of

implementation.

3.6 Digital signal processing

Digital signal processing is one of the alternative methods

for leak detection (USDT 2007). In the set-up stage, the

output obtained from the system due to a known alteration

in flow is obtained. Subsequently, digital signal processing

is carried on the obtained measurements in order to detect

variations in system response. The application of digital

signal processing helps in isolation of original leak

responses from noisy data. Encouraging results have been

obtained from the application of this method for both gas

and liquid pipelines (Golby and Woodward 1999; USDT

2007).

The main advantage of this method is that the mathe-

matical model of the pipeline is not needed. However, just

like the statistical method, if there is a leak in the set-up

phase, it will not be detected until its size grows substan-

tially. An additional disadvantage of this method is its high

cost and complexity when it comes to installation and

testing.

4 Recent novel methods

This section presents some recent methods of leak detec-

tion. Most of the methods employ hybrids of other tech-

niques. Brief discussions are also provided on each of these

methods.

Sun et al. (2011) proposed a robust means of applying

WSN in underground pipeline leakage detection and

localization. This method is magnetic induction-based and

targets underground pipelines. The method involves the use

of variety of sensors which are either stationed within or

outside the pipeline. Conse-quently, these sensors

collaboratively work together in order to accurately detect

and localize leakages in the pipeline. The system consists

of pressure and acoustic sensors placed in the pipelines at

check points or pump stations. Acoustic sensors comple-

ment the pressure sensors at the check points. The pipeline

is divided into segments by checkpoints with each segment

having two checkpoints with soil property sensors stationed

along each segment. Pressure sensors measure the flow

pressure during the transient event and send out the mea-

surements to the remote admin center. The admin center

compares the data with the steady state readings. Subse-

quently in the second phase, if there is a deviation that

exceeds some threshold value, the admin center notifies the

pressure sensors along the suspicious area. The pressure

sensors in the area then send out data requests to the soil

property sensors along the segment. Measurements are then

gathered in a multi-hop fashion at the processing hub. In

the third phase, adjacent processing hubs along each seg-

ment exchange measurements through aboveground wire-

less channel. Subsequently, they determine collaboratively

whether there is a leakage. The processing hubs also

determine the location of the leakage. The results are then

sent to the remote admin center to notify operating per-

sonnel. Communication between the processing hubs and

remote admin center is accomplished using existing wire-

less communication such as ad-hoc network, cellular or

satellite network. Due to the location of the soil property

sensors, communication amongst the sensors cannot be

realized reliably with exiting wireless communication

methods. This is due to the fact that electromagnetic waves

suffer high attenuation in underground applications (Aky-

ildiz and Stuntebeck 2006; Li and Liu 2007; Vuran and

Akyildiz 2010). As a consequence, magnetic induction

based communication is employed between the soil prop-

erty sensors. Magnetic wave-guide is used to guide the

magnetic waves to target sensors. The wave guide is

implemented by relay coils and with this architecture, the

number of sensors needed for the communication is

reduced. This method comes with research challenges. The

first challenge is that of placement of devices. Since the

pressure and acoustic sensors are to be placed at pump

station due to energy requirements, the challenge is whe-

ther the existing pipeline has pump stations at short inter-

vals for enhanced detection or not. Another challenge is

that of designing collaborative leakage detection and

localization algorithms. Moreover, a further challenge is

that of employing in-network processing and light weight

protocols to lower the power consumption of sensors. How

the magnetic coils could be used to recharge the battery of

the soil property sensors is another design problem.

Additionally, due to the real-time detection and localiza-

tion requirements putting all the soil property sensors in

sleep mode and waking them up arbitrarily might pose a
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challenge. A better option would have been randomly

keeping few sensors awake all the time for quick system

response. Also, an experimental work needs to be done in

order to test and evaluate the underground Magnetic

Induction communication for robustness. On the other

hand, (Mustafa and Chou 2012) proposed a distributed

real-time detection algorithm for rapture events in pipe-

lines. Their method is non-invasive as sensors are not in

contact with fluid but rather placed on the surface of the

pipeline. They make use of accelerometers to measure the

speed of the fluid, and once the readings deviate from the

certain set threshold, a rapture alarm is raised at the admin

center. Moreover, their method has significant savings in

energy consumption without losing on specificity (mea-

sures the proportion of negatives which are correctly

identified) and sensitivity (measures the proportion of

actual positives which are correctly identified).

The system employs a three tier approach for the

detection process. Firstly, the sensing tier is responsible for

sensing acceleration readings from the pipelines. Secondly,

the aggregation tier collects statistical data of time stamped

mean and media of accelerometer readings. Finally, the

back-end server, which is at the tail of the chain, is

responsible for making final decisions on the rapture event.

Preliminarily, damage is detected when acceleration

measured in one window exceeds the optimal threshold

value. The detection is further refined when the median

reading deviates from the expected median. Once the

threshold unit detects a divergence, it sends interrupts to

sensing nodes. Sensing nodes starts sampling and evaluating

median values. These values are compared against the

standard time-stamped median. Damage is confirmed if

deviation exceeds a predetermined threshold. Experimental

analyses are carried out at pipe installations at Pacific

Advanced Civil Engineering in Canada. Accelerometers are

installed on the exterior of pipelines. Opening control valves

along the pipeline simulates raptures. The system builds

upon a previous work (Shinozuka et al. 2010) and is able to

achieve huge performance in terms of energy conservation

compared. Also, the system employing time stamped values

to solve the problem of readings being affected by back-

ground noise within pipeline environment. The authors

however were not clear on the leakage localization

scheme they adopt. Another novel method is that of

(Stoianov et al. 2007), which presents an application of

wireless sensor networks for collecting real-time operational

data from pipeline structures for monitoring and control.

Their work focuses on large diameter water distribution

pipelines. Moreover, the authors are able to develop a sys-

tem that is able to collect hydraulic and acoustic/vibration

data at high sampling rates and at the same time present an

algorithm for detecting and localizing leakages. The devel-

oped architecture is able to address challenges such as high

sampling rates for data, maintaining aggressive duty cycles

and ensuring time synchronized data collection at very low

power consumption. The method employs the use of sen-

sors, which captures pressure transients, mass velocity flow

as well as acoustic/vibrations of the pipeline. With these

sensors, the system is able to monitor the pipeline more

effectively. Moreover, it is able to self-organize itself in the

event of failure of few nodes. The pressure transients and

flow velocity sensors are invasive, while the acoustic and

vibration sensors are non-invasive. The design issue of the

invasive sensors is that they limit sensor installation to areas

with outlets; thus, leading to poor localization of leakages.

On the other hand, the non-invasive methods employ the use

of vibration sensors placed around the surface of the

pipelines to detect leaks. Despite the fact that the proposed

system is able to determine small leaks in water pipelines,

the developed algorithm was computationally expensive,

which requires (O (N log(N)) operations to compute the

frequency spectrum for N-samples. Another limitation of

this method is that it requires off-line processing. Further-

more, (Meribout 2011) designed a secure WSN (Mahshid

and Eslamipoor 2014) based detection infrastructure for fast

and accurate detection of leakages that occur in multi-phase

pipelines (i.e., pipelines that carry more than one fluid). The

design consists of an inner pipeline that is surrounded by an

outer pipeline. The outer pipeline houses the electronic

monitoring devices while the inner pipeline carries the

multi-phase fluid. The design consists of an air-ultrasonic

sensor that continuously monitors the presence of leakage of

the inner pipe into the outer pipe. The localization is carried

out by a bi-directional microphone, which senses the sound

of the fluid in the outer pipeline. Both of these sensors are

interfaced to a WSN, which performs control, signal pro-

cessing and transmission task. The author also designed a

secure and reliable communication protocol. The advantage

of this method over other methods is that the sensors devices

are not placed in the fluid; hence, they do not suffer corro-

sion. Another advantage is the fact that the outer pipe can be

made of any particular material and can serve to protect the

inner pipeline. A drawback of the method is that it involves

the design of new pipeline system and can hardly be

implemented on an existing pipeline structure. Moreover,

(Sportiello 2013) presented a hybrid wired-wireless dis-

tributed network for monitoring infrastructures such as

pipelines. The wireless system serves as a back-up in case

the wired system fails. The system is able to automatically

re-configure itself and provides an energy aware routing

using duty cycling. Although the system employs duty

cycling to enhance energy efficiency, incorporating more

aggressive means of energy conservation such as data

aggregation and compression and also in-network process-

ing will further enhance the energy awareness of the

scheme.
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5 Conclusions and future work

In this paper, we presented the general categorization of

leak detection methods based on their technical nature.

According to this classification, the methods fall into

hardware and software techniques. The hardware tech-

niques include acoustic, cable sensor, vapor sampling,

optical, soil monitoring and ultrasonic flow meters. Unlike

other surveys, we focused our discussions around software

detection methods, which are negative pressure wave,

mass/volume balance, pressure point analysis, real time

transient modeling, statistical methods as well as digital

signal processing. Moreover, we presented recent methods

involving wireless sensor networks that employ hybrids of

these techniques to enhance the detection and localization

of leakages. In the future, we attempt to develop a new

robust approach to leak detection that overcomes the

challenges of the methods we have reviewed in this paper.
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