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within hospital areas and linked to an intelligent inventory
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Abstract
One of the most common problems in a hospital is the loss of medical equipment due to the change of areas to cover emergency
needs. As a consequence, some preventive maintenance is omitted for months, causing a reduction in the useful life of the
medical equipment, an additional investment of resources by the hospital and, mainly, a greater risk to the patient or medical staff.
In this work we propose the development of an RFID +Wi-Fi access control system for medical equipment in the different areas
of a hospital linked to an intelligent inventory. The system consists of 10 antennas mounted on each equipment with an RFID
reader RC522 using a frequency of 13.56 MHz, a Wi-Fi NodeMCU card allows the transmission of equipment data to the
inventory to keep it updated. The developed interface allows the interaction of the area of biomedical engineering with the records
in the inventory, but also performs the deployment of important information such as: equipment documentation, an intelligent
maintenance manager and an access meter based on the mobility of the equipment and the areas involved to detect needs in future
purchases for the institution.
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1 Introduction

Clinical Engineering deals with the hospital technology man-
agement whose main objective is to achieve excellent care at
reasonable costs, through the organization of medical equip-
ment, supplies and personnel management in: equipment in-
stallation, the implementation of corrective activities, training
of new personnel and the establishment of schedules for pre-
ventive maintenance. [1]. Additionally, a clinical engineer
must perform small technological developments and innova-
tions assuring an optimal cost-benefit ratio [1, 2].

An inventory is a fundamental part of a management sys-
tem for hospital medical equipment and supplies. It plays an

important role during audits and annual examinations, and it’s
considered effective, as long as the history is updated when
there are changes or new information [3]. However, the reality
is different because medical equipment is moved from one
area to another, and frequently, there are not updates with
the actual location, generating several repercussions as: the
omission or delay of preventive maintenance, the accumula-
tion of work and an increase in the corrective maintenance
rate. If during the dates of preventive maintenance, this loss
is greater than one week, is reduced the useful life of the
equipment and a greater damage is generated, becoming a
potential danger for the patient or the user. In addition, the
impact for the hospital is an increase in the expenses desig-
nated for equipment maintenance. In all hospitals, the medical
equipment has a unique serial number with which the biomed-
ical engineering department can define maintenance dates and
track them when they move from one area to another.
However, the search of equipment in all areas is tedious, de-
layed, promotes the contamination of sterile areas and reduces
the efficiency of the department.

The problem described above was detected by the authors
of this work in two hospitals from different cities (public and
private) during their professional practices. Also countless
similar cases have been reported by other students in the same
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university, without having knowledge of an available com-
mercial solution.

The development of a wireless low-cost system that allows
the expeditious location of medical equipment and avoids the
individual search of each of them, would be a technological
innovation and a great help for the biomedical engineering
department.

Currently there are companies dedicated to the control of
fixed assets and inventories, Astlix S.A. de C.V. [4] uses RFID
technology to track the shortages and surplus products or
those that are outside the usual area of use.

In this document we present the design of an RFID system
with Wi-Fi that tracks the location of medical equipment to
improve information activities, monitoring and maintenance
of the inventory with a computer application of a biomedical
engineering department.

2 Methodology

The system consists of three important stages: the access con-
trol block that was developed with RFID technology e aWi-Fi

card, a database for the equipment inventory and the applica-
tion where all the information available can be consulted.

To obtain the location of the medical equipment, a RFID &
Wi-Fi hybrid system was developed. In this system, each
equipment carries a card for identification, and through the
use of a reader at the entrance of each hospital area, the system
detects the access of the equipment and recorded it in the
inventory, where it can be consulted when required. The in-
formation of each equipment can be captured in the hospital
inventory using the computer application. The main steps of
the development of our prototype are detailed below.

2.1 RFID and Wi-fi reading system

RFID technology is a system for the identification and detec-
tion of typical radio frequencies (125 KHz, 13.56 MHz and
868MHz) [5]. The main feature of RFID technology is the use
of a card to store information and a card reader that reads or
verifies the information [6, 7]. The card (Fig. 1a) has s micro-
chip an antenna and a read and write capacity of 1Kb, with
memory is organized into 16 sectors of 4 blocks of 16 bytes
each and, in addition, have a number of different series ac-
cording to the ISO14443 standard. Additionally, these incor-
porate a high level of security in the transmissions and do not
require batteries to maintain the information (known as pas-
sive radio frequency). The frequency of transmission used in
our RFID system is 13.56 MHz, which has demonstrated total
compatibility and without interference with standard and com-
monly used medical equipment [8].The card reader module
used is RFID-RC522, with a 13–26 mA operating current at
3.3 Vand a maximum data rate of 10 Mb/s. For the reception
of the collected data from the RFID module, a Wi-Fi
NodeMCU was used which has a highly integrated
ESP8266 chip, a 128kBytes memory and TCP/IP protocol
(both modules are shown in Fig. 1b).

The RFID card reader detects the ID number of the card
when it is within the approximate 10 cm range, sending the
data through the NodeMCU, via Wi-Fi the data is sent to the

Fig. 1 a Elements that make up s RFID card: antenna in spiral form and microchip. bConnection implemented between the NodeMCU and RFI-RC522
modules

Fig. 2 System installed in the Department of Biomedical Engineering
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inventory for record the equipment access to the assigned area
and the updates of date and time.

2.2 Database

MySQL™ was used for the development of the inventory,
through a database that helps us to update and insert new
equipment records, create new tables, procedures and views,
and set the corresponding permissions for each user.

With a .php file, the database saves the area exchanges records
of each equipment inside the hospital, and keeps it related to the
basic information corresponding to the serial number, manufac-
turer, model, technical specifications, responsible and assigned
area. In such manner, is easier for the biomedical engineering
department to know the real location of the equipment when they
require scheduled preventive maintenance.

2.3 Computer application

The inventory interface was programmed in Java NetBeans for a
computer with Windows 7, 8 and 10 operating system. The
advantages of this language are: an integrated development en-
vironment (IDE), free software and open source compatible with
MySQL. The interface designed allows the visualization of the
information received and stored in the database. The equipment
data capture needs to be done just once, when it is a new

equipment, and the card reading is automated to simplify the task
for biomedical engineering department.

The complete system installed for the biomedical engineer-
ing department is shown in Fig. 2.

3 Results

The system was implemented in a public hospital in the state
of Chiapas. In order to assure the correct use of the proposed
system and also to improve the quality of care provided to the
patient by the hospital, it was very important to train people in
charge of the mobilization of the medical equipment by know-
ing the aim, impact, and all benefits of the implementation.

The registry was made with 10 equipment assigned to the
system: 3 incubators, 3 radiant heat thermal cots, 3 vital sign
monitors and a glucometer, which were distributed in 3 of the
most active areas due to many patients transfers: the operating
room, the local and external Neonatal Intensive Care Unit
(NICU).

In Fig. 3 can be seen the interface with the fields for the
registration of new equipment and the database with the re-
cords in the inventory that corresponds to the 10 equipment.

The detection systems were installed at the entrance of each
pre-assigned area of the hospital wich allows in any area ex-
change, the card passes near the detector, providing the

Fig. 3 Interface for registering new equipment and consulting the database
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corresponding inventory record.In Fig. 4, shows the assigned
location and the actual location of the equipment with the
corresponding date and time of entrance, that was recorded
automatically using the technology described in this paper.

By clicking on the “Mostrar Análisis” button (see Fig.
3), our system displays three kind of data that are relevant
to any basic data analysis developed by a biomedical en-
gineering department, but these are normally discarded in
any conventional inventory. The three kind of data are ex-
plained below.

Block 1:As can be seen in Fig. 4, due to the 8 changes of area
registered by the system, the database automatically generates
preventive maintenance dates, according to the conventional
use of the area. In this example, due to the changes of area
registered by the RFID system, the inventory adjusts the date
of the next maintenance (indicated as an extra maintenance).

Block 2: The inventory calculates basic statistical data like, the
number of times the equipment has been used in other areas (Fig.
5)

Block 3: By clicking on the “Documentacion” button, the
inventory displays a window (see Fig. 6) with information of
the equipment that should be stored: invoice copy, user man-
ual, drivers, service manual, guarantee policies, maintenance
reports during the useful life of the same and a final report for
its consideration as a source of spare parts at the time of its
withdrawal.

4 Discussion

The system implemented allows the automatic detection and
location of equipment without the need to verify each one of
the labels of the equipment. The first test carried out with the
system in a public hospital using 10medical equipment, shows it
is economically viable and functional to be implemented in a
greater number of areas. Since, the current reading distance has
little scope (10 cm approx.), we are working on the development
of an antenna with greater range to avoid the need of closeness
between the equipment and the card reader. An advantage of our
proposal is that biomedical engineering department keeps the
hospital inventory updated, in the shortest possible time.
Additionally, our developed application registers each equipment
exchange between the areas to detect needs by area and equip-
ment, to be considered by biomedical engineering department for
future purchases or acquisitions.

5 Conclusion

Thanks to the implementation of this system in this test, the
medical equipment was easily found in the hospital during his
preventive maintenance date, because the inventory keeps ev-
ery updated record. After the use of our system, the biomed-
ical department sustains a correct compliance of the

Fig. 5 Analysis interface by equipment

Fig. 4 Area changes updated in
the inventory
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preventive maintenance schedules in time and form
established by the hospital. The main advantage observed un-
til now is a better management of resources, both monetary
and human, with a significant saving in the reduction of cor-
rective maintenance or the subrogation of these. Engineers
work more efficiently, because there is more time to carry
out the activities planned for each day, and reduces the accu-
mulation of work caused by poor compliance, as well as, a
decreasing probability of damages that could became a risk for
the patient or medical staff. In this way, the proposed system
brings improvements to conventional work developed by a
biomedical engineer as well as a solution to everyday prob-
lems of Clinical Engineering.
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