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Abstract
The skin’s epidermis is an essential barrier as the first guard against invading pathogens, and physical protector from external 
injury. The skin microbiome, which consists of numerous bacteria, fungi, viruses, and archaea on the epidermis, play a key 
role in skin homeostasis. Antibiotics are a fast-acting and effective treatment method, however, antibiotic use is a nuisance 
that can disrupt skin homeostasis by eradicating beneficial bacteria along with the intended pathogens and cause antibiotic-
resistant bacteria spread. Increased numbers of antimicrobial peptides (AMPs) derived from humans and bacteria have been 
reported, and their roles have been well defined. Recently, modulation of the skin microbiome with AMPs rather than arti-
ficially synthesized antibiotics has attracted the attention of researchers as many antibiotic-resistant strains make treatment 
mediation difficult in the context of ecological problems. Herein, we discuss the overall insights into the skin microbiome, 
including its regulation by different AMPs, as well as their composition and role in health and disease.

Keywords Skin microbiome · Antimicrobial peptides · Host-bacterial interaction · Bacterial-bacterial interaction · 
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Introduction

Skin microorganisms exert various effects on the skin 
through interactions between themselves or the host. The 
skin microbiome serves as a physical barrier that protects 
the skin from invading pathogens and plays an important 
role in the development of the host immune system (Belkaid 
& Segre, 2014). The importance of the skin microbiome is 
evidenced when the skin’s microbial barrier collapses and 
the resulting imbalance between commensal microorganisms 
and pathogens is closely related to skin health and diseases 
(Sanford & Gallo, 2013). Most skin commensal microorgan-
isms are known to be harmless to humans, but certain strains 
like Staphylococcus aureus can cause infections triggered by 
host immunodeficiency. During the past 80 years, antibiot-
ics have been widely used as a treatment for these microbial 
infections on the skin and other various body parts. Particu-
larly, mupirocin, which can be hydrolyzed in vivo and is 
also used as a nasal ointment, is a representative antibiotic 

for the treatment of bacterial skin infections (van Rijen 
et al., 2008). It inhibits protein synthesis of various bacteria 
such as staphylococci, methicillin-resistant Staphylococcus 
aureus (MRSA), Streptococcus, Escherichia coli, and Hae-
mophilus influenzae (Hughes & Mellows, 1978). In addition, 
fusidic acid, neomycin, and bacitracin have been used as 
topical treatments for skin infections in the form of oint-
ments, creams, and gels (Werner & Russell, 1999). However, 
the widespread emergence of antibiotic resistance just over 
60 years after antibiotics were introduced into clinical medi-
cine continues to cause treatment failures and fatalities from 
various infectious diseases (Fair & Tor, 2014). Furthermore, 
overuse and misuse of antibiotics is a severe public health 
problem worldwide, especially in low and middle-income 
countries (Porter et al., 2020). Antibiotics reshape the skin 
microbiome ecology in profound ways during treatment 
(Langdon et al., 2016). Therefore, it is more important than 
ever to revisit how we use antibiotics, and treatment of the 
skin diseases must be complemented by efficient methods of 
restoring the microbiome into a balanced community after 
injury or infection (Sfriso et al., 2020). Antimicrobial pep-
tides (AMPs) have been evaluated as novel antimicrobial 
drugs due to their extensively characterized mechanisms of 
action. Although concerns about the occurrence of bacteria 
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that develop AMP resistance and their cross-resistance are 
still under debate, AMPs are worthy of study as it is used for 
therapeutic treatment to target microorganisms by preventing 
commensal microbiome collapse (Hancock & Sahl, 2006; 
Sang & Blecha, 2008) (Fig. 1).

In this review, we discuss naturally occurring peptides 
resulting from bacterial interactions and their potential 
effects on the host skin microbiome. Furthermore, we intro-
duce the types and mechanisms of natural molecules derived 
from the host and bacteria, and examples of their application 
in therapeutics and cosmetics.

Composition of the Skin Microbiome

Culture-based methods have been extensively used to 
explore skin microbial communities (Kong & Segre, 2012). 
However, some skin residential bacteria require demanding 
growth conditions and cannot be easily isolated in a labo-
ratory environment (Kong, 2011). While skin microbiome 
research has focused on investigating a limited number of 
individual bacterial species associated with skin diseases, 
current human skin microbiome research uses culture-inde-
pendent methods such as 16S ribosomal RNA (rRNA) genes 
and internal transcribed spacer (ITS) amplicon sequencing, 

metagenomics, and single cell-genomics to investigate the 
entire skin microbiome composition (De Filippis et al., 
2017; Gao et al., 2010; Mathieu et al., 2014). Further, taxo-
nomic and functional skin microbiome studies at the species 
or strain level are being conducted through metagenome-
assumed genomes (MAGs), which recover the genomes of 
microorganisms from metagenomic data, and protocols for 
the discovery of skin MAGs have been published (Saheb 
Kashaf et al., 2022).

With the development of sequencing technology, vari-
ous skin microbiome studies have been conducted, and it 
has been established that there are differences in microbial 
composition depending on the topological skin location. It 
was found that the lipophilic Cutibacterium was the most 
abundant bacteria on the sebaceous skin site, while Staphy-
lococcus and Corynebacterium were preferentially abundant 
on the moist skin site (Grice & Segre, 2011). Many Gram-
positive bacteria such as Staphylococcus spp., Cutibacterium 
spp., Corynebacterium spp., and Streptococcus spp. occupy 
most of the skin microbiome, and among them, Staphylococ-
cus epidermidis, Staphylococcus aureus, and Cutibacterium 
acnes are attracting attention in skin microbiome research. 
(Chiller et al., 2001). Staphylococcus aureus, which most 
people carry asymptomatically, behaves as the main patho-
gen on the skin and is particularly associated with atopic 

Fig. 1  Various bacteria cover the surface of the skin. Skin microbi-
ome is shaped by interactions between microorganisms and the host. 
Antimicrobial peptides (AMPs) secreted by host and bacteria play an 
important role in infection and immunity, and bacteriocins involved 

in inter- and intra-species competition among Staphylococcus, Cuti-
bacterium, Streptococcus have been widely reported. Taking it a step 
further than antibiotics and bacterial eluates, sustainable therapeutics 
should be developed in order to maintain a well-balanced microbiome
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dermatitis (Williams & Gallo, 2015). Cutibacterium acnes 
dominates significantly sebaceous skin like acne disease 
sites and produces many toxins and peptides related to 
immunomodulation (O’Neill & Gallo, 2018). Coagulase-
negative staphylococci (CoNS), one of the most abundant 
colonizers of all skin regions, actively contributes to the 
maintenance of skin homeostasis by priming skin immunity, 
controlling other resident flora, and preventing opportunistic 
pathogen colonization (Parlet et al., 2019). Staphylococcus 
epidermidis, which can potentially cause nosocomial infec-
tions, is a mutually resident species that is essentially harm-
less to healthy humans. Staphylococcus epidermidis not only 
participates in a microbe-microbe interaction that secretes 
AMPs capable of killing S. aureus, but also engages host 
immunity by promoting AMPs secretion in human keratino-
cytes to protect the skin from infections (Chen et al., 2018).

Bacteria‑Host Interaction via Host‑Derived 
AMPs

Host defenses on the skin are composed of two complemen-
tary interacting systems: innate immunity, which protects 
against microorganisms in general, and adaptive immunity, 
which protects against a specific microorganism (Levinson 
et al., 2022). Among the various in vivo and in vitro host 
defense mechanisms, the type directly related to the skin 
microbiome is the physical barrier, such as the intact outer 
skin layer, which is classified as an innate defense system 
(Aristizábal & González, 2013). In addition to the physical 
barrier provided by the skin, the fatty acids secreted by the 
skin’s sebaceous glands have antibacterial activity (Drake 
et al., 2008). In turn, chemical barrier molecule-inducing 
proteases and cytokines that inhibit bacterial invasion are 
synthesized by epithelial cells of the host skin surface. These 
include free sphingosine, dihydrosphingosine, lauric acid, 
and sapienoic acid (Fischer et al., 2012).

There are several well-known human skin-derived anti-
microbial peptides and proteins, ranging from 10–130 amino 
acids long, including human β-defensin 1,2,3 (hBD-1,2,3), 
cathelicidin LL-37, ribonuclease 7 (RNase 7), dermcidin 
and psoriasin S100A7 (Rademacher et al., 2021). Of these, 
only hBD-1,2,3 and LL-37 belong to the AMP classification 
with amino acids 10–50 in length (Cole and Nizet, 2016). 
They each exhibit their own antimicrobial killing efficacy, 
immunomodulatory functions, and chemotactic activity on 
the skin microbiome. For example, S. aureus growth can be 
regulated by blocking the antimicrobial activity of RNase 7, 
hBD-2, and hBD-3 (Kisich et al., 2007). However, bacteria 
have evolved strategies such as structural changes, protease 
secretion, and biofilm formation to overcome host immune 
response and defense mechanisms (Roy et al., 2018).

On the skin, Gram-positive pathogens such as staphy-
lococci and enterococci adhere to the host surface by their 
microbial surface components recognizing adhesive matrix 
molecules (MSCRAMMs). These adhesins recognize 
fibronectin, collagen, and fibrinogen to form ligand-bind-
ing structures as virulence mediates microbial colonization 
(Foster, 2019).

Many virulence molecules including Intracellular adhe-
sion (Ica), and Phenol-soluble modulins (PSMs), as well 
as MSCRAMMs, play critical roles. There are two steps 
in biofilm formation: the bacteria first adhere to the host 
surface and then accumulate into a complex biofilm archi-
tecture (Mack et al., 2006). In the accumulative phase of 
biofilm formation, most of the specific Ica from bacteria 
interact with extracellular matrix components on the sur-
face. For example, S. epidermidis and S. aureus have an 
exclusive AMP sensor system (aps) and produce polysac-
charide intercellular adhesin (PIA), which is a component of 
the extracellular matrix (Li et al., 2007a). Mutants deficient 
in both aps and PIA showed susceptibility toward cationic 
hBD-3 and LL-37. Homologs of the aps are also found in 
many Gram-positive bacteria, including S. haemolyticus, 
S. pneumonia, and Bacillus anthracis (Li et al., 2007b). In 
Gram-negative bacteria, the PhoPQ two-component system 
and its homologs are involved in AMPs resistance (Joo et al., 
2016b).

Phenol-soluble modulins (PSMs) are a series of amphi-
pathic peptides specifically found in Staphylococcus and, 
composed of 20–40 amino acids with a formyl-methionine 
group at the N-terminus (Wang et al., 2007). PSMs are 
named after a process in which a proinflammatory complex, 
which divides into three types: PSMα, PSMβ, PSMγ (= δ 
-toxin), was found in the supernatant of an S. epidermidis 
culture during high-temperature phenol extraction (Mehlin 
et al., 1999). PSMα is composed of 20–25 relatively short 
amino acids, contains an α-helix structure, and is cytotoxic. 
In contrast, PSMβ is composed of up to 44 amino acids and, 
unlike PSMα, only half of the C-terminal forms an α-helix 
structure and is not cytotoxic (Otto, 2014). It has been sug-
gested that Staphylococcus, which cannot migrate on its 
own, increases its mobility by secreting PSMs on the surface 
of host cells. PSM has been used to emulsify cells to increase 
the uptake of extracellular nutrients for survival (Peschel 
& Otto, 2013). PSM’s representative function is to act as 
an immune modulator and toxin. When PSM concentration 
in the body is low, it binds to Formyl Peptide Receptor 2 
(FPR2) of immune cells and induces various inflammation-
promoting reactions in the body, such as chemotaxis and 
cytokine production. Otherwise, when PSM concentration 
in the body is high, PSM acts as a cytotoxin that dissolves 
host cells (Kretschmer et al., 2010). In addition, the amphi-
philic nature of PSM, which has the properties of a unique 
surfactant, helps the structural maturation of the biofilm. 
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When PSM forms a biofilm, it creates a microscopic path-
way for the movement of nutrients and oxygen. In addition, 
PSMs sometimes detach the bacteria that are attached to 
the biofilm and transfer them to other host organs, caus-
ing infection (Periasamy et al., 2012). A recent study on 
the relationship between PSMs and biofilm stability found 
that S. aureus PSMs contribute to biofilm stabilization by 
forming amyloid, whereas S. epidermidis PSMs do not form 
amyloid and its infection phenotype is in accordance with 
the PSM biofilm structuring and detachment model in vivo 
(Le et al., 2019).

There are intimate associations between the host immune 
system and PSMs. T cells are the central lymphocytes of the 
adaptive immune system and are categorized by function, 
including helper T cells, cytotoxic T cells, regulatory T cells, 
and memory T cells. Among them, helper T cells, which 
include  TH1,  TH2, and  TH17, assist with the maturation of 
B cells and activation of cytotoxic T cells and macrophages 
(Gutcher and Becher, 2007). The  TH17 response has been 
shown to be clinically important in atopic dermatitis (AD) 
(Di Cesare et al., 2008). Proteases secreted from S. aureus 
play a critical role in their ability to penetrate deeper layers 
of the epidermis and dermis, thus triggering maximal  TH2 
and  TH17 inflammatory responses to stimulate keratinocytes 
(Williams et al., 2019). According to previous reports that 
show PSMα could induce many proinflammatory cytokines, 
keratinocyte secretion may be important for subsequent 
 TH17 responses in murine skin. This may explains an impor-
tant component of how S. aureus accessory gene regula-
tor (Agr)-modulating toxins, such as PSMα, stimulate skin 
inflammation (Damour et al., 2021). The positive contribu-
tion of bacteriocins to maintaining skin homeostasis in the 
host is not only their pathogen elimination activity but also 
their role as colonizing and signaling peptides.

Bacteria‑Bacteria Communication 
on the Human Skin

The interactions between the human skin and the microor-
ganisms that constitute the skin microbiome can be char-
acterized by a variety of properties, ranging from mutual 
and symbiotic relationships to parasitic relationships. Also, 
there are noticeable interactions between different microbial 
species or strains of the skin microbiome where the skin 
may be in a state of homeostatic disturbance (Schommer & 
Gallo, 2013). Similarly, many microbial communities live in 
highly competitive surroundings, fight for survival, protect 
their genes, and pass on their genes to the next generation 
(Bauer et al., 2018).

There are two modes of bacterial competition: (1) 
exploitative and (2) interference through using specialized 
metabolites, multifunctional metabolites, secreted enzymes, 

and extracellular vesicles (Stubbendieck & Straight, 2016). 
Because microorganisms need protection from antibiotics 
or to compete with other microbes for energy sources, they 
engage in species-specific collective action called quorum 
sensing (QS) (Miller & Bassler, 2001). The QS system is 
the environmentally dependent chemical communication 
system between each bacterium and groups of bacteria. 
The basic role of QS seems to be the overall control of the 
physiology of bacterial populations in response to dynami-
cally changing environments (Mukherjee & Bassler, 2019). 
This control is exerted both at different bacterial populations 
and the bacterial-host boundary as a synthesis of virulence 
factors, biofilm formation, and enzyme and siderophore 
production (Heilmann et al., 2015). It is known to control 
biofilm formation and the antibiotic resistance system by 
detecting the minimum threshold concentration. QS con-
sists of signaling molecules, known as autoinducers (AIs), 
which are released as chemical messengers in proportion to 
cell density (Papenfort & Bassler, 2016). The Agr system 
is a representative QS system of the Gram-positive bacte-
ria, Staphylococcus aureus (Yarwood et al., 2004). The Agr 
system produces and senses the auto-inducing peptide (AIP) 
produced by AgrD and AgrB (Ji et al., 1997). AgrD encodes 
the post-translationally modified AIP, and AgrB, the trans-
membrane protein, trims the AIP precursor to transport the 
AIP to the external cellular space (Vuong et al., 2000). When 
the AIP accumulates in the external cellular space, AgrC and 
AgrA, a two-component membrane regulator pair, become 
involved in the system (Geisinger et al., 2009). AIP binding 
to AgrC leads to the phosphorylation of AgrA which induces 
the expression of a regulatory RNA called RNAIII and the 
agrBDCA operon (Bronesky et al., 2016; Kavanaugh & 
Horswill, 2016). AIPs have been widely discovered in Gram-
positive bacteria, and are specific to species and strains such 
as Staphylococcus, Clostridium, and Enterococcus (Mon-
net et al., 2016). In contrast, Gram-negative bacteria such 
as Pseudomonas, Acinetobacter, and Burkholderia use the 
acyl-homoserine lactones, which are composed of a lactone 
ring and an aliphatic acyl chain, as autoinducers (Schuster 
et al., 2013).

When different bacterial populations compete for com-
mon resources, the ability to disrupt QS can be advantageous 
to one bacterial species over another species that requires 
QS. Thus, QS interferences, called quorum quenching 
(QQ) mechanisms, have evolved to interfere with bacte-
rial cell–cell communication (Fetzner, 2015). In the year 
2000, the QQ phenomenon was first discovered in Erwinia 
carotovora by the identification of a QQ enzyme capable 
of cleaving autoinducer signaling (Dong et al., 2000). The 
outstanding difference between QS and QQ in wounded skin 
tissue is the sign of an infection. When a lesion occurs on 
the skin, bacteria colonize the wounded site to create a more 
hospitable environment by producing their own peptides. If 
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the peptides are not degraded, they can initiate QS to secrete 
virulence factors and construct biofilms leading to infection. 
On the other hand, if the peptides are degraded, the bacteria 
remain in a harmless and defenseless state. Consequently, 
the wounded site remains colonized, but no infection occurs 
(Rémy et al., 2018).

PSM, the unique weapon of Staphylococcus, is useful 
not only for host cells but also for interacting with other 
bacteria. PSMs have been identified as major virulence fac-
tors in community-related MRSA and in the Staphylococcus 
species for which all genetic PSMs have been identified so 
far including S. epidermidis, S. aureus, and S. haemolyticus 
(Da et al., 2017; Peschel & Otto, 2013). PSM nomenclature 
varies by staphylococci species. In S. aureus, four types of 
PSMα (PSMα1-PSMα4) are encoded in the psmα operon, 
two types of PSMβ (PSMβ1 and PSMβ2) are encoded in the 
psmβ operon, and δ-toxin (also called PSMγ) is encoded 
in the hld (haemolysin delta) gene, which is located within 
the RNAIII coding sequence (Joo et al., 2016a). In S. epi-
dermidis, the psmα and psmδ genes are located in an area 
of the genome corresponding to that of the S. aureus psmα 
operon. In addition, four types of PSMβ (PSMβ1a, PSMβ1b, 
PSMβ2, and PSMβ3) are encoded in the psmβ operon (Li 
et al., 2014). Although the role of individual PSMs in the 
biofilm formation process is not yet well understood, we 
demonstrate that PSMα and PSMβ have evolved to chemi-
cally cooperate to form stable amyloid structures while 
ensuring rapid and efficient biofilm formation (Zaman & 
Andreasen, 2020).

Bacterial Interspecies Competition Using 
AMPs

Bacteriocins, which are bacterial-derived antimicrobial pep-
tides that kill other microorganisms, are a subset of antimi-
crobial peptides (Nishie et al., 2012).

Gram-positive bacteria-derived bacteriocins can be 
grouped into four classes: (I) lantibiotics, (II), non-lantibi-
otics, (III) large-sized bacteriocins, and (IV) uniquely struc-
tured bacteriocins (Simons et al., 2020). Lantibiotics, which 
are small peptides that contain lanthionine or 3-methyl-
lanthionine and unusual post-translational modification 
residues, are further grouped into two categories: class Ia 
bacteriocins and class Ib bacteriocins (Lee & Kim, 2011). 
Lantibiotics Nisin A, subtilin, Pep5, epidermin, and galli-
dermin are representatives of class Ia lantibiotics (Bierbaum 
& Sahl, 2009). In contrast to class Ia lantibiotics, which are 
positively charged and are involved in bacterial membrane 
pore formation, class Ib lantibiotics are negatively charged 
and act in an enzyme-inhibiting manner of the target strain. 
Non-lantibiotics are heat-stable, naturally occurring small 
peptides, which include pediocin, sakacin, lactoccin, and 

their variants. This group can be subcategorized into four 
subclasses: class IIa, class IIb, class IIc, and class IId (Cotter 
et al., 2005). Staphylococcus is an affluent antibiotic source, 
most of which include Pep5, epidermin, and epicidin vari-
ants that are produced by S. epidermidis. Most bacteriocins 
from S. epidermidis strains belong to class II. In S. aureus, 
especially community-acquired methicillin-resistant S. 
aureus (MRSA), the bsa (bacteriocin of S. aureus) gene, 
which encodes lantibiotics with a broad antimicrobial spec-
trum, was found located on the vSaβ genomic island. It was 
found that this BSA conferred a competitive ecological 
advantage on the MRSA strain during infection (Daly et al., 
2010).

Gram-negative bacteria-derived bacteriocins can be cat-
egorized into four classes: (I) colicins, (II) colicin-like, (III) 
microcins, and (IV) phage tail-like bacteriocins (Simons 
et al., 2020). Although most of the colicins from gram-neg-
ative bacteria are reportedly from E. coli, structurally similar 
colicins can be produced by other species, including Kleb-
siella spp. and Pseudomonas spp. (Riley & Chavan, 2007). 
Microcins and phage tail-like bacteriocins are mainly pro-
duced by bacteria in the genus belonging to the Enterobac-
teriaceae family and P. aeruginosa, respectively (Baquero 
et al., 2019; Michel-Briand & Baysse, 2002).

The skin microbiome and synthetic peptides from 
microbes offer many opportunities for skin therapeutics to 
support the treatment of infectious skin diseases. Although 
many virulence factors secreted from S. aureus have been 
suggested to contribute to AD pathogenesis, reduction of the 
S. aureus population through antibiotic therapy and bleach 
baths does not provide lasting symptom relief (Chopra et al., 
2017). Recently, our understanding of environmental regu-
lators and the distribution of the skin microbiome has been 
rapidly expanding through metagenomic approaches at the 
molecular level (Di Domenico et al., 2019). Specific bac-
teria can regulate the growth of S. aureus in diseased skin 
of AD patients. The therapeutic efficacy of QS inhibition 
has emerged as a promising paradigm for pharmacological 
interventions aimed at alleviating S. aureus-induced diseases 
(Tan et al., 2018). While relatively less studied than other 
small molecules, evidence suggests that staphylococcal 
interspecies competition exists. For example, S. epidermidis 
and S. caprae make an AIP that inhibits the S. aureus QS 
system. Cutaneous CoNS strains (S. epidermidis, S. haemo-
lyticus, S. capitis, S. hominis, S. simulans, and S. warneri) 
can produce antimicrobial molecules that protect the skin 
from potential invaders including S. aureus (Nakatsuji et al., 
2017). Among them, S. epidermidis and S. hominis produce 
bacteriocins targeting S. aureus. Cytoplasmic bacteriocin 
from live planktonic S. epidermidis exhibits antimicrobial 
activity against S. aureus and MRSA growth without activity 
against S. epidermidis and E. coli (Jang et al., 2020). Some 
staphylococci isolates showing antimicrobial activity against 
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S. aureus have been collected from the nasal cavity. Among 
them, S. lugdunensis IVK28 produces lugdunin, a novel 
thiazolidine-containing cyclic peptide that has a particu-
larly strong affinity for S. aureus eradication (Heilbronner 
& Foster, 2021). Gallidermin is a representative lantibiotic 
belonging to the large class of cationic antimicrobial pep-
tides (CAMPs) derived from S. gallinarum, which not only 
inhibits the growth of staphylococci, especially MRSA, but 
also prevents biofilm formation (Saising et al., 2012).

In addition to the intraspecies interaction of Staphylo-
coccus spp., we introduce some cases in which AMPs play 
a role as communicators from the main species present on 
the skin, Cutibacterium, Corynebacterium, Micrococcus, 
and Streptococcus. Cutibacterium acnes is related to acne, 
but how C. acnes mechanistically contributes to acne devel-
opment is unclear. This bacterium produces coproporphy-
rin III, which induces the formation of S. aureus biofilms 
(Wollenberg et al., 2014). However, C. acnes may some-
times ferment glycerol into short-chain fatty acids, which 
suppress the growth of S. aureus (Nakamura et al., 2020). 
Corynebacterium accolens, a common skin resident, was 
recently shown to inhibit the growth of Streptococcus pneu-
moniae, a common respiratory tract pathogen (Horn et al., 
2022). Corynebacterial lipase from C. accolens hydrolyses 
triolein to oleic acid, which inhibits pneumococcal growth. 
In addition, Corynebacterium pseudodiphtheriticum, a com-
mon member of the normal nasal microbiota, also mediates 
bactericidal activity against S. aureus, including MRSA. In 
response to these attacks, S. aureus gains resistance through 
insertional inactivation of agrC, which encodes the sensor 
kinase of the Agr QS system (Hardy et al., 2019). Further-
more, Corynebacterium striatum, suppresses pathogenic 
genes by shifting the global transcriptional program of co-
cultured S. aureus and stimulating genes induced by the Agr 
QS system associated with commensalism (Ramsey et al., 
2016). Antibiotic activity of the PSM derivative in which 
two N-terminal amino acids were removed from PSMα1 and 
PSMα2 (secreted by S. aureus against Micrococcus luteus 
and Streptococcus pyogenes) was several times higher than 
that of the complete PSM structure (Joo et al., 2011). For the 
immune-compromised host, the production of membrane-
active PSMs by S. epidermidis can contribute to virulence 
leading to harmful cell lysis. However, it is important to note 
that, these PSMs have a unique ability to remove pathogens, 
such as S. aureus and Streptococcus pyogenes (Cheung et al., 
2014). These immediate and selective mechanisms present 
an important strategy against colonization during sustenta-
tive microbiome preservation and could be used as next-
generation anti-infective therapeutics.

Finally, to enable extracellular secretion, PSM self-reg-
ulates transcription factors of the ABC transporter operon 
(PSM transporter), which is a representative example of how 
toxins control their expression levels (Bojer et al., 2018). 

Almost all PSMs are regulated by the Agr quorum sens-
ing system encoded within the agrBDCA operon. Preceding 
studies show that S. aureus toxins can exert antibacterial 
activity when chemically modified, but not as native pep-
tides. In S. aureus, AgrA, not RNAIII, acts directly as a PSM 
operon regulator (Queck et al., 2008). Antimicrobial assays 
using peptides composed of four distinct PSMs, PSMβ1, 
3, 4, and 6, showed that S. capitis E12 selectively inhibits 
the growth of C. acnes with greater potential than common 
antibiotics for acne treatment (O'Neill et al., 2020).

A common prokaryotic cell death mechanism used by 
the numerous bacteriocins mentioned above is the destruc-
tion of target cells by the inhibition of pore formation or 
cell wall synthesis (Bin Hafeez et al., 2021). As a defense 
mechanism against this process, bacteria also produce their 
own enzymes that resist AMPs. Bacterial proteases that 
hydrolyze the amide bonds of peptide units also contribute 
to polymicrobial dynamics, including how they are used in 
antimicrobial and anti-biofilm dynamics (Jiang et al., 2020). 
Lysostaphin, known as an example of the peptidoglycan 
hydrolases from Staphylococcus simulans, can degrade the 
cell wall of almost all Staphylococcus spp. It has been shown 
to target the unique structure of staphylococcal peptidogly-
can to inhibit Staphylococcus spp., as well as kill MRSA 
by synergizing with bacteriophage lysins (Jayakumar et al., 
2021). In addition, LasA protease and pyocyanin secreted 
from P. aeruginosa has similar anti-S. aureus activity, which 
has been used for the treatment of staphylococcal kerati-
tis (Hotterbeekx et al., 2017). Finally, Bacillus tequilensis 
ZMS-2 was found to secrete an alkaline protease with anti-
microbial activity against several clinically important human 
pathogens, including S. aureus, E. coli, and Klebsiella pneu-
moniae (Khan et al., 2019) (Table 1).

Current Application of the Skin Microbiome 
Regulation in Cosmetics

Deeper knowledge of the skin microbiome has widened per-
spectives on a revolution in dermo-cosmetic development, 
and these recent discoveries have changed our perception 
of the role of bacteria in skin health. New products that 
readjust the skin microbiome are ushering in a new trend in 
the dermo-cosmetics industry, and the development of skin 
microbiome analysis and diagnosis will enable the launch of 
microbiome-derived customized dermo-cosmetics optimized 
for each individual’s skin (Gueniche et al., 2022a; Kim et al., 
2021a, b).

The International Scientific Association of Probiotics 
and Prebiotics (ISAPP) defined the scope of postbiotics 
as a preparation of inanimate microorganisms and/or their 
components that confers a health benefit on the host (Salm-
inen et al., 2021). Ferments, extracts, lysates, and filtrates 
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are used as postbiotic ingredients. Precedent research has 
suggested that the addition of bacterial lysates and eluates 
to cosmetics may provide benefits in skin infection treat-
ment (Puebla-Barragan & Reid, 2021). Microbial lysates 
of Lactobacillus spp. are widely characterized and used 
in cosmetic products. Lysates of L. rhamnosus reconstruct 
the epidermis (Jung et al., 2019) and both L. salivarius and 
L. plantarum accelerate re-epithelialization to improve the 
skin barrier (Brandi et al., 2020). Lactobacillus plantarum 
CJLP55 was found to reduce erythema and reinforce the skin 
barrier in acne patients (Kim et al., 2021a, b). Lactobacillus 
paracasei NCC2461 (ST11) confers benefits to the skin to 
reinforce skin barrier function and decrease skin sensitivity 
and dandruff conditions (Reygagne et al., 2017). La1 from 
L. johnsonii has been shown to maintain the number and 
function of Langerhans cells after UV exposure to the skin 
and to regulate skin inflammation (Gueniche et al., 2022b).

Other bacterial extracts also have properties that may sup-
port wound healing of the skin. Lysates of Vitreoscilla fili-
formis significantly improved AD and seborrheic dermatitis 
by reinforcing the skin barrier and innate immunity via Toll-
like receptor 2 activation (Guéniche et al., 2008). Extracts 
of S. thermophilus increase ceramide production to improve 
skin hydration and extracts of B. longum can decrease skin 
sensitivity by their tryptophan metabolite indole-3-carbalde-
hyde which activates the AHR-mediated immune signaling 
pathway based on the interactions of the gut-skin axis (Fang 
et al., 2022; Liu et al., 2022). A topical lotion containing an 
extract of Enterococcus faecalis SL-5 showed a significant 
C. acnes reduction in lesions (Kang et al., 2009). In a more 
recent study, LactoSporin, purified from Bacillus coagulans, 
was proven to be a postbiotic antibacterial agent for acne 
treatment that is more advanced in terms of safety and thera-
peutic effect (Majeed et al., 2020). Transplanting mixture of 

three C. acnes strains isolated from a healthy donor allows 
synergistic colonization in the diseased subject (Paetzold 
et al., 2019). Furthermore, there is abundant evidence that 
combining different strains tailored to the individual dis-
ease provides a greater therapeutic advantage as compared 
to applying only one specific strain (Kwoji et al., 2021).

Conclusion

While bacterial antibiotic resistance is the best adaptable 
mechanism to survive and evolve, it can be a potential haz-
ard to alter the human microbiome, which can lead to the 
host becoming susceptible to infection. Therefore, when 
considering bacterial infections on the skin, it is impor-
tant to differentiate whether the causative organism is an 
invading pathogen or a commensal opportunistic skin flora 
to choose the appropriate therapy. Although bacterial anti-
biotic resistance development has led to pharmacological 
advances, a crucial phase in which antibiotic resistance 
development is inevitable for all currently available anti-
biotics has been reached. Minimizing the development of 
antimicrobial resistance created by the existing methods of 
antibiotic therapy is a significant challenge.

It is now clear that diverse cell–cell communication 
peptides as well as human-derived AMPs mediate a promi-
nent influence on the skin, as highlighted in this review. 
Since almost all antibiotics used to treat infections have 
side effects, the intercellular interaction of bacteria has 
recently attracted the attention of microbial ecologists. As 
stated above, some specific probiotic solutions based on the 
healthy skin microbiome may help to fluctuate the imbal-
anced microbiota back to a well-balanced state. However, 
there are no absolute guidelines on how to differentiate 

Table 1  Examples of various skin microbial interactions and their mediators

Bacteria species Antimicrobial peptide Target bacteria References

S. epidermidis - AIP
- PSM

S. aureus, S. aureus, S. pyogenes Otto (2001); Cheung et al. (2014)

S. hominis Sh-lantibiotic-α, Sh-lantibiotic-β S. aureus Nakatsuji et al. (2017)
S. caprae AIP S. aureus Paharik et al. (2017)
S. lugdunensis Lugdunin S. aureus Heilbronner and Foster (2021)
S. capitis PSM C. acnes O'Neill et al. (2020)
S. gallinarum Gallidermin S. aureus Saising et al. (2012)
S. simulans Lysostaphin Staphylococcus spp. Jayakumar et al. (2021)
C. acnes Coproporphyrin III S. aureus Wollenberg et al. (2014)
C. accolens LipS1 S. pneunomiae Horn et al. (2022)
C. pseudodiphtheriticum Bactericidal factor (unknown) S. aureus, S. pneunomiae Hardy et al. (2019)
C. striatum Bactericidal factor (unknown) S. aureus Ramsey et al. (2016)
P. aeruginosa LasA pretease, Pyocyanin S. aureus Hotterbeekx et al. (2017)
B. tequilensis Alkaline protease S. aureus, E. coli, Klevsiella pneumoniae Riley and Chavan (2007)



8 Journal of Microbiology (2023) 61:1–11

1 3

between “unconditionally good bacteria” and “uncondi-
tionally bad bacteria” or which peptides are beneficial for 
skin homeostasis at given skin areas and concentrations. 
Because the skin microbiome is a complicated environ-
ment where diverse microbes reside, there are bacteria that 
confer either beneficial or adverse effects on the skin rela-
tively, and not unconditionally. Despite much research over 
the years, our knowledge about the role of bacterial-host/ 
bacterial-bacterial interaction to maintain skin homeostasis 
is still limited. Understanding the role of the skin microbi-
ome in maintaining a normal skin condition and applying 
the knowledge gained by addressing the deleterious con-
sequences of inflammation-causing microbial dysbiosis are 
promising directions for the development of novel therapies. 
The skin is a research-inexhaustible environment due to its 
complex composition; therefore, more functional and asso-
ciation studies are needed to gain more insight into AMPs-
microbiota interactions.
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