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Abstract Data aggregation (DA) is the process of combin-
ing smart metering data so that it can be sent to a control
center in package form rather than as individual data points.
Smart metering data represents sensitive information that
must be protected during the aggregation process. Tradi-
tional data aggregation schemes have addressed privacy
issues based primarily on computationally expensive homo-
morphic encryption. In contrast, this paper presents a novel
method based on hash chaining to verify the integrity of a
set of aggregated data. This scheme divides the user’s data
into two diverse groups. It also enables the control center
to collect more fine-grained data aggregation results at a
reduced cost. In addition, the proposed scheme ensures data
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integrity by maintaining a hash chain and assigning new val-
ues in the hash chain by XORing previous hash values with
the current hash value. The proposed scheme is evaluated in
terms of computational cost and communication overhead.
A comparative analysis of our proposed methodology with
existing aggregation schemes regarding computational cost
and communication overhead illustrates the optimality of
our proposed scheme.

Keywords Smart grid · Privacy-preserving · Set
aggregation · Data integrity · Hashing

1 Introduction

The introduction of the smart grid (SG) has revolution-
ized the way electricity is consumed and managed. More
than 50% of all anticipated users belong to seven nations:
Denmark, Germany, Italy, Austria, UK, France, and Spain
[11]. A SG is an electrical grid that controls power usage
by acting on information collected from the power grid by
monitoring. It supports a bi-directional flow of power infor-
mation between providers and consumers of electric power
[37]. Compared to a traditional electrical grid, a smart grid
has a more advanced structure, features two-way commu-
nication, is self-observing, and can be remotely monitored
[14]. There are four main components in an SG involved in
metering communications [20]:

1. A smart meter (SM)
2. An aggregator (also known as a gateway (GW))
3. A control center (CC)
4. Appliances

Smart meters are a key component in smart grids. Smart
meters are devices that support two-way communication.
They collect information about a household’s electricity
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consumption, which is sensitive, because it may reveal pri-
vate information about the inhabitants of a dwelling, such as
which appliances are being used at what time, when are the
inhabitants of the house are home, and so on. This metering
information is reported to a neighboring GW, e.g., a work-
station. The GW gathers and “pre-forms” the data (e.g., it
validates values and calculates totals) and then forwards the
metering information to the CC for further investigation.

In this study, data aggregation (DA) involves combining
smart metering data so it can be transferred to the control
center in the form of packages rather than as individual
values [21]. Immediate aggregation of smart meter data is
an important feature of smart grids. For example, power
usage data at multiple levels is aggregated periodically
because the aggregated information is useful not only for
monitoring and predicting power consumption but also for
allocating and balancing loads and resources. DA schemes
in smart grids can be distributed or centralized, depending
on the communication architecture being used. DA schemes
can adopt either a secure hop-by-hop DA strategy or an
end-to-end DA strategy, or a combination of the two [3].

Over the past few years, many privacy-preserving DA
schemes have been proposed to ensure data integrity in
smart grids [6, 23]. However, much of the existing work is
based on computationally expensive homomorphic encryp-
tion schemes (such as the Paillier cryptosystem [12, 31]).
However, such schemes [10, 29] are impractical in smart
grids due to bandwidth issues and their high computational
costs. Therefore, it is essential to find a better way to provide
efficient and secure data aggregation in smart grids. The
concept of secure data aggregation (SDA) was introduced to
protect user privacy. SDA can be used to collect information
about the electricity consumption of a set of users without
disclosing specific information about any individual user.
Therefore, it plays an important role in preserving user privacy.

Security and privacy issues for user data aggregation
are the most important challenges faced by smart grids.
Security issues emerge due to various types of misrepresen-
tation and attacks on user’s energy utilization estimations.
The aforementioned attacks include eavesdropping, data
alteration, and injecting false information. Moreover, data
protection issues involve ensuring that information does not
become available to unauthorized entities. Confidentiality,
authenticity, integrity, protection, and adaptation to inter-
nal failure are the principle security prerequisites that a
privacy-preserving data aggregation scheme must satisfy.
Research on SDA has traditionally focused on applying
homomorphic encryption schemes, such as Paillier-based
cryptosystems [29], BGN [10], and LWE [9]. However, the
operations supported by such schemes all suffer from com-
putational complexity issues. Recently, a set-based aggre-
gation scheme was proposed by Lu et al. [22] that divides
a user’s data into two diverse groups. This scheme enables

a control center to obtain more fine-grained data aggrega-
tion results at less expense. However, one problem with this
approach is its inability to ensure data integrity. Our goal is
to achieve set aggregation-based data integrity by applying
a hash-chaining scheme for smart grids.

Specifically, this paper has the following contributions:

1. First, we extend the set aggregation approach by adding
data integrity (a feature missing from the existing set
aggregation scheme). To accomplish this, we propose a
hash-chaining technique.

2. Second, we present a comparison with the Paillier
cryptosystem-based data aggregation scheme proposed
in [29]. In this comparison, the schemes’ encryption,
decryption, and chain verification times are measured
and the overhead introduced by the proposed scheme is
quantified.

The rest of the paper is organized as follows: In Section 2,
we present related works. The system model, attacker
model, and design goals are described in Section 3. Our
proposed scheme is introduced in Section 4. Sections 5 and
6 provide security and performance analyses, respectively,
and Section 7 concludes the paper.

2 Related work

In recent years, many researchers have investigated the SDA
problem in the context of smart grids and numerous pro-
tocols have been proposed to secure smart grid networks
and their devices. In this section, we briefly review some
of the proposed SDA schemes. Saputro et al. [32] pro-
posed an end-to-end (ETE) and hop-by-hop (HBH) Paillier-
based homomorphic encryption scheme. However, HBH
homomorphic encryption has a considerably higher compu-
tational overhead than does end-to-end encryption. Garcia
et al. [17] proposed a secure and privacy preserving com-
munication protocol for smart grid communications. The
protocol combines Paillier homomorphic encryption and
a “secret sharing” technique to detect data leakage. Chen
et al. [25] achieved fault tolerance and privacy preserving
data aggregation by using a hybrid approach. The proposed
scheme was extended to support dynamic users and tempo-
ral aggregation, but it is not secure against internal attacks.
However, the scheme provides protection against external
attacks and has significantly less communication overhead
than previous schemes. Doh et al. [13] also used a homo-
morphic encryption scheme that did not require significant
communication or computational overhead and provided
efficient data verification and attack detection. In addition,
denial of service (DoS) attacks have been prevented using
homomorphic encryption with an integrity check function.

Although, some efficient homomorphic encryption
schemes that are secure against differential attacks [4, 7, 10,
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25, 34] have been proposed, the aforementioned schemes
support only whole set aggregation; they lack the ability
of partial aggregation (subset). Lu et al. [26] proposed a
scheme called bolstered set aggregation and derived a group
check strategy with reduced verification costs. The scheme
used a super-expanding arrangement to organize multidi-
mensional information; then, they scrambled the organized
information using the Paillier cryptosystem. However, in
[26], it is possible for semi-honest attacker to read the
individual users’ metering data through the control center.

Contemporary studies include the works of [2, 5, 8, 15,
16, 18, 19, 24, 27, 30, 33, 35, 36] all of which address security
issues in data aggregation for smart grids, as described below.

Asmaa et al. [2] proposed a lattice-based homomorphic
encryption scheme for privacy-preserving data aggregation
in smart grids. In this scheme, smart appliances aggre-
gate their data themselves, without involving a smart meter.
Due to the lattice-based homomorphic encryption scheme,
the aggregated consumption data can then be verified by
the smart meter and by the gateway node without decrypt-
ing the aggregated data. Ambrosin et al. [5] proposed a
scheme that allowed fine-grained and anonymous collection
of smart metering data in a collaborative multipath proto-
col. The proposed collaborative protocol is both random and
verifiable, which allows a trusted verification authority to
verify that a smart meter is working correctly by accessing
its internal logs. He et al. [19] proposed a data aggrega-
tion scheme can withstand internal attacks. The proposed
scheme also overcomes key leakage problems. Furthermore,
because it uses a reduced number of bilinear pairing oper-
ations, this scheme has comparatively better performance
than do other schemes. Shen et al. [33] proposed an effi-
cient privacy-preserving scheme to aggregate smart grid
cube data. Furthermore, the authors provided a batch ver-
ification technique to reduce the cost of authentication.
However, as with previous schemes, this scheme is also
based on the computationally expensive Pailler cryptosys-
tem. Tonyali et al. [35] proposed a secure and reliable data
aggregation scheme for IoT-enabled smart metering systems
using fully homomorphic encryption (FHE) and secure mul-
tiparty computation (SMC). To prevent replay attacks, all
the messages in this protocol are time-stamped. Jianbin et al.
[30] proposed a scheme that used an extended version of
the Lifted ElGamal encryption scheme to simultaneously
support data aggregation, differential privacy, fault toler-
ance, and range-based filtering. Furthermore, the scheme
can withstand false data injection attacks without revealing
individual consumption data.

Bao et al. [8] proposed a scheme that achieved pri-
vacy preservation, fault tolerance, and data integrity. The
authors adopted an enhanced version of AES to achieve
the aforementioned properties. Experiment results sug-
gested that the proposed scheme is efficient in terms of

computation and communication costs. Amin et al. [15]
used a bilinear pairing identity-based encryption scheme to
update certificates in smart grid communications. The pro-
posed scheme can achieve both data and gateway privacy.
Additionally, the scheme is robust to data replay, modifi-
cation, man-in-the-middle and sybil attacks. Wang et al.
[36] proposed a scheme based on bilinear pairing and the
Castagnos–Laguillaumie cryptosystem that features anony-
mous and secure data aggregation for a fog-based public
cloud. The authors provided a concrete instantiation of their
scheme, and a performance evaluation suggested that the
scheme is both efficient and secure. Recently, Lu et al. [22],
overcome the inefficiency problem in a set aggregation-
based scheme for smart grids. Although the proposed set-
based aggregation scheme is efficient and can provide more
accurate smart meter readings, the data integrity issue has
not been addressed. In contrast, this paper addresses the data
integrity issue in the set aggregation-based scheme using a
hash-chaining-based approach.

3 Models and design goals

This section describes the system and attacker model used
in the rest of the paper as well as the desirable security
properties and design goals. We discuss why the security
properties and goals are important to smart grid security.

3.1 System model

In this subsection, we describe the entities and their roles. The
four entities constituting our systemmodel are shown in Fig. 1.

– Trusted authority (TA)
– Control center (CC)
– Residential gateway (GW) or data concentrator
– Residential users U = {U1, U2, ..., UN }.
– Trusted authority: The TA [28] is a fully trusted entity

capable of overseeing and conveying keys to different
entities throughout the entire framework. After the keys
have been distributed, the TA is no longer required for
the data aggregation process.

– Control center: The CC is the most trusted entity in the
smart grid. The CC is responsible for collecting, pro-
cessing, and de-aggregating the aggregated information
received from the private GW.

– Residential gateway: The GW is a powerful component
that plays an aggregator role in the system. The main
responsibilities of the GW are as follows:

– To connect the CC and residential users (U) by
enabling communication between these parties
in the system.

– To collect and aggregate the metering data from
U = {U1, U2, ..., UN } in a residential area.
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Fig. 1 System model

– To forward the aggregated electricity usage
information to the CC.

– Residential users: A residential area (RA) is a typical
area in which residential users U = {U1, U2, ..., UN }
live. Each userUi ∈ U is equipped with an SM. The SM
continually measures power usage and sends a record
every 15 min, mi , to the CC via the GW.

3.2 Attacker model

We assume that each residential user and the GW com-
municate using inexpensive WiFi technology. However, we
consider an “honest-but-curious” model for both the CC
and GW in which all the residential users are considered
as honest in our set aggregation protocol. In a real smart
grid system, attackers often launch attacks such as false data
injection and DDoS. Therefore, our attacker model con-
siders communication attacks, which is still a challenging
issue. In a communication attack, an attacker eavesdrops on
the communication package between a client and the aggre-
gator and tries to compromise the client’s privacy. We make
the following assumptions about the attacker’s capabilities:

1. Both the CC and GW are honest-but-curious.
2. All the residential users U = {U1, U2, ..., UN } are

honest.

3. An adversary can compromise the gateway.
4. An adversary can also compromise household measure-

ments by capturing keys and data during transmission.

3.3 Design goals

For smart grid communication, our goal is to develop a set
aggregation-based data integrity scheme under the previ-
ously described system and attacker model. In particular,
our scheme should meet the following desirable objectives.

1. Data integrity: In the context of smart grids, the term
“data integrity” means to protect user consumption
reports from modification by an unauthorized party.
However, if a report is modified, the system must be
able to identify that it has been altered. However, data
integrity is the highest priority of all the requirements;
when data integrity is not ensured, the entire power sys-
tem may be abused. Serious damage can occur when
power usage measurements are altered, when they are
disclosed, or when they are not delivered to the destina-
tion during end to end communication.

2. Efficiency: The data aggregation process must be effi-
cient. The proposed set aggregation-based data integrity
scheme should consider both computational and com-
munication overhead. However, it must also consider
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the overhead between the users and the GW as well as
between the GW and the CC. The computational cost of
our scheme is expected to be significantly less than that
of traditional homomorphic encryption schemes such as
those proposed in [10, 29]. However, it is expected to be
comparatively higher compared to [22] due to the com-
putational costs of hash chaining. In addition to efficient
communications, our proposed set aggregation-based
data integrity scheme should also use a single aggre-
gated data block for transmission, similar to the existing
set aggregation scheme [22].

4 Proposed set aggregation-based data integrity
scheme

This work presents a novel method to verify the integrity of
a set of aggregated data based on a hash-chaining scheme.
In hash chaining, each new value of the hash chain is cal-
culated by XORing the hash of the previous value with the
current value to verify the integrity of data. The abbrevi-
ations and cryptographic functions used in this paper are
shown in Table 1.

We first review the hard problems involved in groups
with composite order to provide a theoretical foundation for
our proposed scheme as in [22].

Table 1 Notations and cryptographic functions

Symbol Definition

U User

GW Gateway

CC Control center

k Security parameter

� Maximum data consumption in time t

p, q Large primes chosen by the CC

Nmax Maximum number of users in set U

G Multiplicative group

g Group generator

H Cryptographic hash function chosen by the CC

h0 Public parameter I

h1 Public parameter II

⊕ Exclusive-OR operations

pk The CC’s public key

Sk The CC’s private key

Ui ithuser

mi Ui ’s electricity consumption

th Threshold value chosen by the CC

Ci Encrypted version of mi

xi Ui ’s secret key

x0 The CC’s secret key

– Hard problems in groups with composite order: Given
a security parameter k and a cyclic multiplicative sub-
group G(g, ×), let g be the primitive element with
composite order n, where n = pq and p and q

are large prime numbers such that |p| = |q| = k.
We use the same definitions of the Decisional Diffie-
Hellman (DDH) Problem and the Subgroup Decision
(SD) Problem in G that were described in [22].

Our proposed approach consists of the following steps:

4.1 System initialization

Given the security parameter k, a number Nmax indicating
the maximum number of users in U , and a small number �,
a random IV is also generated and used as an initial hash
value.

4.2 Encryption and hash-chain construction at the user
end

Ui compares consumption data with ‘th’. When mi ≥
th, ui ∈ u1 uses his secret key xi to compute ci =
gm.h1.H(t)xi . Otherwise, when mi < th, ui ∈ u0 com-
putes ci = h

mi

0 .H(t)xi . Next Ui computes the hash values
and starts building the hash chain as H1 = H(ci) ⊕ H0,
where H0 = H(IV ), Hi = H(ci) ⊕ Hi−1. The computa-
tional complexity is never more than a constant O(1). Next,
ci and Hi are sent to the aggregator. Here, the initial value
of the hash, H0 is initialized using an initialization vector
(IV ). A pseudorandom value is generated for IV , which is
then hashed using an MD5 digest and assigned to H0, i.e.,
H0 = H(IV ). This H0 acts as the first hash value. Note
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that using MD5 is not a requirement in our scheme; SHA-1
could also be used here, which produces a 160-bit (20- byte)
digest value [28].

4.3 Aggregation and hash-chain verification
at the gateway

After receiving ci and Hi , where i = 1, 2, 3...N from
the residential users u, the gateway performs the following
aggregation.

C =
N∏

i=1

ci

= g�Ui∈U1mi .g�Uj ∈Uomj .H(t)�
N
i=1xi

= g�Ui∈U1mi .h
�Uj ∈Uomj

0 .h
|U1|
1 H(t)�

N
i=1xi

.

Figure 2 depicts two receiving ends at the gateway, where
the aggregation and verification processes are performed.
Moreover, Hi is stored for integrity verification purposes:

Ĥ = H ′ ⊕ Hi−1 and Ĥ is compared to Hi . If it matches,
then the integrity has been preserved; otherwise, some tam-
pering has occurred during the metering data transmission.
In contrast, ci is used during the aggregation process. In the
aggregation process, the hash value of the aggregated sumC

is calculated and stored in Ĥ . Moreover, the GW forwards
both the resulting Ĥ and C to the CC. The aggregation and
hash-chain verification details are illustrated in Fig. 3.

Ĥ = H(C)

4.4 Decryption and hash-chain verification
at the control center

At the CC, the decryption process is the same as that
described in [22] because we are extending that scheme to
provide data integrity. The CC receives the values C and Ĥ

and then performs verification by recalculating the hash and
comparing the calculated hash with the received hash using
its secret key x0 .

H ′ = H(C)

The CC tests whether Ĥ = H ′. When it matches, then the
aggregated sum has been preserved; otherwise, some tam-
pering has occurred at the GW. The CC also saves C for
future records. The CC can recover the aggregated data by
using its secret key to compute

D = C.H(t)x0

D′ = Dp

D = D′.D̂
.

Because this work adopts the encryption and decryption
processes from Lu et al. [22], we do not provide the details
of the decryption process here; instead, we refer interested
readers to Lu et al. [22].

5 Security analysis

This section contains a discussion of the security and pri-
vacy properties supported by the proposed scheme. Our
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Fig. 2 Set aggregation-based data integrity scheme with hash chaining

proposed scheme uses the RSA encryption algorithm
to provide data privacy. To maintain data integrity, our
scheme introduces the concept of hash chaining with a set

aggregation-based approach, resulting in an extension of the
work presented in [22]. The proposed scheme provides the
following security properties:

Fig. 3 Scheme block diagram
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– Privacy preservation.

– Authentication and data integrity.

– Source authentication
– Data integrity

5.1 Privacy preservation

Our scheme borrows the privacy preservation properties
from [29]. All the communication from the user side
is encrypted using the following two RSA encryption
schemes. To encrypt data, Ui compares the consumption
data with “th.” When mi ≥ th, ui ∈ u1 uses its secret
key xi to compute ci = gm.h1.H(t)xi . Otherwise, when
mi < th, ui ∈ u0 computes ci = h

mi

0 .H(t)xi . In our pro-
posed scheme, communication involves two transmissions:
from the client to the GW and from the GW to the CC.
Here, we consider the communication between user and the
GW, where each individual user Ui transmits one and only
one encrypted data (cipher-text) “Ci” item, which is then
appended to the hash chain “Hi” of such encoded data items
at every time interval “t” (e.g., every 15 min) at the GW.

The proposed scheme not only preserves the privacy of
each individual user’s data, but also allows the CC to read
the set aggregation results.

5.2 Authentication and data integrity

Next, we consider the communication between the GW
and CC, where a verification of the hash chain H(Ci) is
performed at the gateway. After verification, the GW first
aggregates the received Ci values. Then it calculates the
hash of the aggregated data, (C), and finally, forwards C

and H(C) to the CC. After receiving the transmission, the
CC computes the hash of the aggregated information, (C),
to perform verification. After verification, the CC decrypts
the aggregated sum.

We chose a security key length of k = 512. At a given
time point the size of the residential usersUi report is |Ci | =
1,024 bits, and the length of P = 2pq + 1 is 1,025 bits
when |p| = |q| = k, which is equal to 512. In subgroup G
of Z∗

P , any ciphertext (including either Ci or the aggregated
C) is less than or equal to 1,025 bits due to the additional
transmission of hash chain Hi along with the Ci from the
GW.

From this discussion, it is clear that our proposed scheme
simultaneously supports both data integrity and privacy
preservation. Because both security properties are provided
at the same time, the proposed scheme incurs some com-
munication and computational overhead. From a commu-
nication perspective, the hash chain must be transmitted
along with the encrypted data. From a computational per-
spective, the hash chain must be computed, which incurs

computational overhead. Our proposed scheme uses an
MD5 algorithm that generates a 16-byte hash value. In our
proposed scheme, the 16-byte hash is consistently deliv-
ered; this hash value acts as communication overhead and
marginally increases the transmission time during commu-
nication compared with the existing set aggregation scheme
[22]—particularly when the number of users is substantial.
Later, we show that our proposed scheme performs one hash
chaining Hi and two hash verification operations to ensure
the trustworthiness of user information during transmis-
sion, which causes an additional communication overhead
compared with the existing set aggregation scheme [22].

6 Performance evaluation

In this section, we study the performance of the pro-
posed data integrity scheme by evaluating the computational
and communication overhead from the users to the GW
and from the GW to the CC. We implemented our set
aggregation-based data integrity scheme using Java. For the
cryptographic primitives, we used the Java cryptographic
architecture (JCA) [1]. We executed our experiments 24
times on a Windows 10 Professional platform eqiupped
with an Intel(R) Core(TM) i3 with a 1.70 GHz processor
and 4 GB RAM. These results represent an average of 24
runs. Table 2 shows the parameters used in our experimental
setup.

The experimental results show that our proposed scheme
is computationally more efficient during encryption com-
pared to BGN [10] and the Paillier cryptosystem scheme
[29]. However, our encryption results are similar to the
results of the existing set aggregation scheme [22]. More-
over, our contribution does not involve proposing a new
encryption scheme but in providing data integrity using hash
chaining.

6.1 Computational overhead

The experiments were executed between 20–24 times by
increasing the number of users from 50 to 400 with a step
size of 10 with a settled limit estimation threshold of 5.

Table 2 Experimental setup

Parameter Setting value

k Security parameter k = 512

G Subgroup of Z∗
p of order n = p.q,

Nmax Nmax = 400

N N = 50,100,150,200,250,300,350,400

� � = 5

th Randomly chosen threshold value from[1, �]
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We expected that our proposed scheme would involve some
additional computational costs compared with the existing
scheme [22], because our scheme requires constructing the
hash chain at the user side as well as generating encrypted
measurements. However, our scheme is more efficient than
other homomorphic encryption schemes such as [29] and
[10]. We evaluated four aspects of the computational over-
head: encryption time, aggregation time, decryption time,
and verification time for both the hash chain and the aggre-
gated sum “C.” Hash chain construction is a continuous
process that consists of just one hash operation and one
XOR operation.

From Table 3, it is evident that the encryption time
(in milliseconds) of the set aggregation scheme is signifi-
cantly less than the encryption time required by the Paillier-
and BGN-based aggregation schemes, which both depend
on homomorphic encryption. The cost of such encryption
increases steadily as the number of users (N) increases.

The BGN homomorphic encryption scheme [10] which
supports an arbitrary numbers of addition and, notably,
one multiplication operation, requires more encryption time
when compared with the proposed set aggregation-based
scheme, the existing set aggregation-based scheme [22], and
the Paillier additive homomorphic encryption scheme [29]
as shown in Table 3. Our proposed scheme substantially
reduces the computational overhead and results in a lower
encryption time.

Figure 4 depicts the average computational cost of aggre-
gating the encrypted measurements (ci) and Fig. 5 shows
the decryption time required by our proposed scheme as
compared to the existing set aggregation-based scheme. The
aggregation time of our proposed scheme is slightly higher
than that of the existing set aggregation-based scheme [22].
It varies as the number of residential users N increases
from 50 to 400 with an increment of 50. This result occurs
because of the incorporation of the hash chaining mecha-
nism introduced in the existing scheme [22]. The number of
users N has little effect on the aggregation and decryption
phases after the hash-chaining algorithm is used in advance,
as is evident from Figs. 5, 6 and 7.

Table 3 Comparison of encryption time(ms)

No. of Lu et al. Proposed Mustafa et al. Chen et al.

users [22] scheme [29] [10]

50 16.394 17.57 922 92000

100 17.869 17.93 1816 193000

150 21.008 22.46 2733 287000

200 24.12 25.46 3895 406000

250 25.81 26.11 4324 513000

300 27.514 28.21 5471 597000
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Fig. 4 Aggregation time

To verify the integrity of users’ encrypted measurements
(ci), hash verification is performed at the GW and CC.
Moreover, a message digest (hash) value is stored at the GW
that can be used later for hash chain verification or aggre-
gated sum (C) verification at the CC. Figure 6 depicts the
time required by our proposed scheme to verify the aggre-
gated sum (C), and Fig. 7 shows the time required to verify
the integrity of the hash chain constructed from the users’
encrypted measurements (ci). Note that the average verifi-
cation time taken for 50 to 400 users at the GW is less than
the aggregated sum verification time at the CC.

6.2 Communication overhead

In our proposed scheme, communication overhead occurs
during two transmissions: (i) from the user side to the GW
and (ii) from the GW to the CC. We first consider the com-
munication between user and GW, where every individual
user Ui transmits an encrypted Ci with the hash chain Hi of
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m

s)

Number of users (N)
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Fig. 5 Decryption time
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Fig. 6 Time to verify aggregated sum (C)

the encrypted data items at every time interval t (e.g. every
15 minutes) to the GW. Then, we consider the communi-
cation between the GW and CC, when hash chain H(Ci)

verification is performed at the GW. After verification, the
aggregator at GW aggregates the received Ci and calculates
the hash of the aggregated data (C). Finally, it forwards C

and H(C) to the CC. The CC additionally computes the
hash of the aggregated information (C) to perform verifi-
cation. After the verification process, the CC decrypts the
aggregated sum.

We chose a key length of k = 512. At a given time point,
the size of the residential users Ui report is |Ci | = 1,024
bits, and the length of P = 2pq+1 is 1,025 bits when |p| =
|q| = k, which is equal to 512. In subgroup G of Z∗

P , any
ciphertext (including either Ci or the aggregated C) is less
than or equal to 1,025 bits due to the additional transmission
of hash chain Hi along with the Ci from the GW.
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Fig. 7 Time to verify hash chain

The experimental results illustrate that although our pro-
posed approach ensures data integrity, it lags behind in
communication cost because our use of the MD5 algorithm
incurs a consistent 16-bytes communication overhead. Our
proposed scheme performs one hash chaining Hi and two
hash verification operations to ensure the privacy of user
information during transmission, which results in an addi-
tional communication overhead compared to the existing
set aggregation-based scheme [22]. Using hash chaining
does require some computation and communication over-
head; however, we argue that such overhead is unavoidable
if we want to achieve data integrity for smart metering
data communication. The hash chaining is used to pro-
vide such integrity; however, our proposed scheme, which
ensures information integrity while also safeguarding secu-
rity is not as effective from a communication cost point
of view because the hash-chaining involves extra costs.
In our scheme, hash chaining uses a hashing calculation
(MD5) that delivers a 16-byte (constant) hash length. In
our proposed scheme, this consistent 16-byte hash func-
tions as extra communication overhead; thus, it marginally
increases the communication transmission time compared to
the existing scheme, particularly when the number of users
is large.

7 Conclusion and future work

The deployment of advanced SGs has introduced a number
of problems involving data privacy. These security concerns
revolve around gathering data to estimate data consump-
tion based on users’ energy utilization. In this context, a
set aggregation-based data integrity scheme for smart grids
was proposed. In this scheme, a hash-chaining based mech-
anism is adopted to achieve data integrity in smart grids.
Hash-chain construction is a computationally inexpensive
operation in which the hash of a current value is XORed
with the hash of previous values. We compared the proposed
scheme with an existing set aggregation-based scheme to
investigate the overhead introduced by the hash-chaining
scheme. We also compared the proposed scheme with Pail-
lier and BGN cryptosystem-based schemes. The encryption
and decryption costs of the set aggregation-based scheme
are considerably less than those of the Paillier and BGN
cryptosystem-based schemes. The overhead introduced by
hash chaining is outweighed by the security it provides. In
future work, we intend to formally evaluate our proposed
scheme.
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