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Abstract Electronic voting systems are those which
depend on some electronic technology for their correct func-
tionality. Many of them depend on such technology for
the communication of election data. Depending on one or
more communication channels in order to run elections
poses many technical challenges with respect to verifiabil-
ity, dependability, security, anonymity and trust. Changing
the way in which people vote has many social and polit-
ical implications. The role of election administrators and
(independent) observers is fundamentally different when
complex communications technology is involved in the pro-
cess. Electronic voting has been deployed in many different
types of election throughout the world for several decades.
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Despite lack of agreement on whether this has been a
‘success’, there has been—in the last few years—enormous
investment in remote electronic voting (primarily as a means
of exploiting the internet as the underlying communication
technology).

This paper reviews the past, present and future of on-line
voting. It reports on the role of technology transfer, from
research to practice, and the range of divergent views con-
cerning the adoption of on-line voting for critical elections.
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1 Introduction: from post via phone to space
and the cloud

Postal voting is the earliest example of remote voting—
traced back as far as the Roman Empire [51]—that depends
on an underlying communication network to function prop-
erly. More reliable records date back to the seventeenth
century where postal voting was allowed for merchants in
Switzerland [7]. Postal voting is still in use in many elec-
tions around the world, and is the standard against which
remote electronic voting (REV) is most often compared
[35]. The next major communications infrastructure that
facilitated remote voting was the telephone network, which
has provided an alternative voting procedure for a specific
subset of the electorate—usually those with disabilities—
in a small, but significant, number of democratic elections.
The telephone network is also used to support convenience
voting [22], including voting by FAX. In contrast to the
primitive technology used in postal voting, some American
astronauts have been able to vote from space since 1997:
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the first American to do so was David Wolf, who was liv-
ing on Russia’s Mir Space Station and was granted special
disposition to vote remotely by his home state of Texas1.

Since then, as we shall see in the remainder of this
paper, there has been much research into remote voting
using the internet. As the internet evolves, then so also do
the remote voting systems built upon it. As we progress
towards cloud services and virtual networks [16], then the
future of remote voting may be as just another trustworthy
e-government service [11] on the cloud [53]. Configur-
ing and running elections on a virtual machine is certainly
appealing, but we must address the problems associated
with internet voting, in general, before we can examine the
additional complexities introduce by virtualisation.

In the remainder of this article, we provide an overview
of the historical foundations of REV and a short analysis of
the main issues within this problem domain. We then review
the current state-of-the-art in remote e-voting from a geo-
graphic perspective. To conclude our analysis, we consider
the future of electronic voting and make some recommenda-
tions. The final section in this article reviews the papers that
were accepted for this special issue, and place their innova-
tive contribution, and potential impact, within the context of
the previous sections.

2 E-voting on-line: the past

2.1 Historical foundations

The foundations of internet voting are found in the democ-
ratization movement and the general availability of mass
electronic media, like the television, after the second world
war. At the same time, as the internet was in its infancy—as
a network of distributed computers, communicating using
packets of information [15]—the idea of enhancing democ-
racy through the use of electronic means was supported
by several great thinkers in order for democracy to finally
come true [17]. Initially, private networks were used for
computer-mediated communication and decision making
within private organisations [26]; but secrecy was not con-
sidered as a central issue—it was either not considered to be
a fundamental requirement or it was guaranteed by organ-
isational processes rather than properties of the network
communication mechanisms.

The next step was the transfer of responsibility for
secrecy away from the organizational processes and towards
the network through the use of asynchronous cryptogra-
phy. During this period, there were a significant number of
research results concerned with the development of secure

1http://www.nasa.gov/mission pages/station/expeditions/
expedition18/vote.html

multi-party communications, for which elections turned out
to be an interesting application field (for an overview of
early proposals and protocols see [28]).

After the initial theoretical work, some researchers
applied the results in order to implement REV proto-
types/systems; for example, the Sensus system by Cranor
and Cytron [13] or the EU Cybervote system2. In addi-
tion, several new technology start-up companies, such as
Election.com, Safevote.net or Votehere.net, focused on REV
products.

With this increasing interest, a ‘political race’ began in
the mid 1990s to see which country would be the first
to allow for Internet voting in their general elections. It
seemed—at that moment—only a matter of time rather than
a question of technical feasibility; particularly after Bill
Clinton ordered further investigation of the issues at the end
of 1999. The resulting report was published at the beginning
of 2001 [45], but the events in the November presidential
elections (Bush vs. Gore) focused American attention on the
integrity and auditability of election results. Most Internet
voting trials have been outside the USA.

But with the adoption of different types of REV around
the world came the realization that it is not purely a tech-
nical issue. Many political, social and legal matters arise
when deploying Internet voting. Furthermore, the research
community demonstrated that there were outstanding tech-
nical challenges which none of the deployed systems had
addressed in an adequate manner. We review these issues in
the following subsection.

2.2 Main outstanding technical issues with remote
e-voting

E-voting that is physically supervised by some authority—
such as the use of direct recording electronic (DRE)
machines at polling stations—initially, and quite rightly,
drew much criticism [41]. However, the vast majority of
experts would now acknowledge that—even though there
are many reported and ongoing problems with systems that
are currently in use, see for example [33]—such systems
can be built and operated in a satisfactory manner provided
they support some form of voter verified printed audit trail
(VVPAT) [52], with a risk-limiting audit or manual recount
[36]. There are no outstanding fundamental theoretical or
technical challenges that should prohibit the development
and use of such systems. This is not the case for REV, which
is the subject of this special issue of the journal.

REV permits the voter to record a vote without hav-
ing to be physically present in a supervised environment.
In order to facilitate this, the voter must trust unsupervised

2The EU Cybervote Project. Retrieved from http://cordis.europa.eu/
search/index.cfm?fuseaction=proj.document&PJ RCN=4850479.
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mechanisms for recording and transmitting their vote. In the
modern world, this will most likely be an electronic com-
puter/device that is connected to the internet. There is such a
complex interaction between the different requirements that
such systems may be required to meet [21], in general, that
it is not yet clear whether a universally acceptable solution
exists. Much of the current research in this area is concerned
with better understanding these interactions, designing and
implementing systems that meet certain combinations of
requirements and evaluating the use of such systems during
elections.

Why is remote electronic banking widely accepted as
being safe and secure whilst the same cannot be said
for remote electronic voting? First, observe that electronic
banking is not perfectly secure: most electronic banking
and e-commerce systems suffer a significant rate of fraud,
despite the opportunity to verify the process. Furthermore,
voting is harder. The key issue that is unique to elec-
tronic voting is the interaction between those requirements
concerned with authentication, anonymity/privacy and ver-
ifiability/auditability. A single voter may be required to
authenticate themselves in order to record a vote and at the
same time they may require that no-one can see if/how they
have voted; later, the same voter may require that they can
check if their vote has been correctly recorded and counted,
and if that is not the case then they can demonstrate this
(without revealing how they have voted). This is feasible in
a traditional polling station, where voters can observe the
paper ballots (that have been completed in private in a voting
booth) being deposited in the urns, the transfer of the bal-
lots after the urns are closed, the opening of the urns when
the count starts, the counting process and the announcement
of the results. With DRE voting machines, the observa-
tion of the electronic processes is quite different in nature,
but mechanisms—such as VVPATs—exist to provide each
voter with guarantees that are equivalent to what they can
observe in the traditional system. With REV, it remains
an open topic of research as to whether it is possible to
build a system that can provide such guarantees without com
promising the other requirements that are typically expressed.

It it possible that REV may bring benefits [42, 43],
though these are hard to support with empirical evidence.
Such systems could reduce the costs of running elections,
but there is no consensus regarding the economics of build-
ing, using and maintaining REVs. Permitting voters to vote
remotely may increase turnout/participation: asking voters
to physically attend a voting station in order to vote can
be considered a hurdle/barrier to their participation; but
there are many other—perhaps more significant—reasons
for low turnout. Remote voting using the postal service is,
in general, problematic [35], and it might be possible that
replacing postal vote services with internet-based services
could address some of these problems. In constituencies

where voters do not trust the election system (or administra-
tors) then requiring voters to vote in a physically controlled
environment may be seen as a threat to the democratic pro-
cess, and REV may be one way of avoiding such a threat.
E-voting may even make some forms of fraud easier to
detect [2]. However, it should be emphasised that there is
no clear evidence that REV would necessarily solve any of
these problems, nor that it would be the best solution even
if it could be designed to be secure.

Voter coercion is a major potential problem with REV—if
the voter records their vote in an uncontrolled environment
then it is reasonable to ask what is to stop a coercer from
being present and obliging the voter to follow their wishes?
Research has led to the development of Helios coercion-
resistant REV systems [4, 12, 30], but it is a challenge to
create such a scheme which can be understood by voters
and which does not require an unacceptable use of resources
(human and/or machine). We should not forget that other
forms of convenience voting (by post, FAX or procuration)
help, rather than hinder, potential coercers.

REV which is based on end-to-end-verifiable (E2E-V)
systems offers guarantees that many other REV systems do
not, by ensuring that:

– voters have an opportunity to verify that their vote is
cast as they intended and correctly recorded (individual
verifiability), and

– anyone can verify that all recorded votes were properly
included in the tally (universal verifiability).

This provides a high degree of evidence that the outcome
is correct, assuming that the voters correctly performed the
verifications. End-to-end verifiable systems also typically
use sophisticated cryptographic techniques for providing
privacy (though this is not part of the definition of end-
to-end verifiability). Such protocols should guarantee that
voters do not need to blindly trust any component of the
system; all components can be scrutinised so that their com
putation can be verified if their trustworthiness is in doubt.

However, even requiring the use of E2E-V REV sys-
tems does not guarantee that the system will meet all the
requirements of secure government elections. With all REV
systems, including those with E2E-V, voter authentication
is a major issue: a strong universally deployed electronic-ID
system would overcome many of the problems associated
with the weak authentification mechanisms that are cur-
rently in use, but this does does not yet exist in the context of
most elections. Privacy still depends on trusting the device
on which you will make your vote; without centralised con-
trol over such devices, malware and spyware are significant
issues. Individual verifiability gives voters the opportunity
in principle to verify that their vote is cast as they intended,
even on an untrustworthy device, but there are significant
challenges in practice. For example, verification generally
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requires another device that does not collude with the mal-
ware on the primary device. Most individual verifications
steps require significant care and attention from the voter,
who may be receiving their instructions from the very
device that is trying to cheat. REV also requires trusting
the network over which your vote is transmitted; using a
public network such as the internet makes it very difficult
to protect the system against denial of service attacks. Voters
should understand the process that is used to record, trans-
mit and count their votes; E2E-V introduces complexity to
the process and significantly compromises understandabil-
ity. The mechanisms/interfaces with which voters interact
with the system should be easy to use; yet the cryptographic
protocols used in assuring privacy/anonymity/secrecy in
REV systems often compromise their ‘usability’. End-
to-end verifiable systems have been used successfully in
polling-place electronic voting systems [6, 10, 14], and over
the Internet for professional society elections such as the
IACR’s [1], but significant challenges remain before they
can be seen as a complete solution to secure REV for
government elections.

Clearly, there is a significant challenge in the development
of REV systems that meet their requirements. In the next sec
tion, we report on how various countries around the world
have tried to (or are preparing to) address this challenge.

3 E-voting on-line: the present status around
the world

It is not possible to provide a comprehensive review of
REV in every country around the world3. Instead, we cat-
egorize different stages that countries have followed in the
adoption of REV and provide an illustrative example of
a single country in each category (where published sci-
entific papers exist to provide more detailed information),
and—were appropriate—list some of the other countries in
a similar stage. (It should be noted that we have not included
the USA in our analysis, as each state acts autonomously in
its procedures for administrating elections.)

Promoting adoption In many countries (typically in the
developing world), there has been a call for the adoption
of REV as a means of improving the democratic process.
In Ghana, there have been reports of wide-spread electoral
fraud, and a subsequent call for the introduction of REV [5].
It is unlikely that such calls will have a significant impact on
the government bodies who currently control the democratic
process. Other countries in a similar phase of promotion are
New Zealand, Greece, Jordan, Nigeria and Turkey.

3A comprehensive view of the state of electronic voting in all the
countries in the world can be found at https://www.e-voting.cc/en/
it-elections/world-map/.

Considering Many countries are considering internet vot-
ing, and their governments have commissioned reports
regarding its implementation. The use of voting technol-
ogy has been discussed in Switzerland for quite some time
[8, 49]. It was as early as 1975 when the Swiss authori-
ties considered the use of punch card systems for counting
votes electronically; however, it was deemed too early to
implement this into the law. Nearly 20 years later, when
Switzerland introduced postal voting as a voting channel
available in any kind of election country-wide, it again con-
sidered the use of electronic means but still considered that
the time was not right for adoption. The topic did not leave
the political debates, and returned in 1998 when the gov-
ernment included Internet voting in its information society
strategy. It foresaw the need to assess the feasibility of using
the Internet for involvement of the citizens in the democratic
decision making process. In 2000, the Swiss parliament
with its agenda setting committee came forward with two
motions essentially tasking the federal chancellery to fur-
ther develop the topic of direct democracy via the Internet.
The federal chancellery in turn installed a working group
assess the feasibility of introducing Internet voting as a gen-
eral method of voting by the year 2010. Since then it is
collecting experience in several cantons around the country
in almost 100 referenda and elections, including the 2011
and 2015 federal elections. Other countries are discussing
the introduction of Internet voting, amongst these are the
United Kingdom, Iceland, Finland and Lithuania.

Small-scale trials Some countries are trialing the use of
internet voting in a small subset of elections/constituencies
(relative to a national election), where only a small percent-
age of electors vote by internet. France has mainly focused
on ex-patriate voting [48], and there is some discussion as
to whether REV would be suitable in a country, like France,
which values the tradition of going to the polling station in
order to participate in the democratic process [44]. Other
countries in a similar phase of small-scale trials are Spain
and the United Arab Emirates.

Large-scale trials A few countries are trialing the
use of internet voting in a significant subset of elec-
tions/constituencies (relative to a national election), where a
significant percentage of electors vote by internet. Australia
has held one of the most significant on-line elections—in
terms of the number of participants (280,000 approx.)—
during the 2015 New South Wales state elections. The voters
had to declare that they met eligibility criteria which cov-
ered ease of access to a polling station and disability. They
could vote using a web browser or by phone, but the vast
majority chose to use the web. An independent security
assessment [24] conducted during the election period found
significant ‘security failures and verification flaws’ in the

https://www.e-voting.cc/en/it-elections/world-map/
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iVote system. The security vulnerabilities were due to the
introduction of an analytics script from a third-party server
vulnerable to the FREAK and logjam attacks. Although
iVote did include a telephone-based method of allowing
voters to query what vote had been recorded on their
behalf, only limited data from this system are now available.
The most important statistic, the rate of failures among those
voters who attempted to verify, remains unavailable. Another
country in a similar phase of large-scale trials is India.

Evaluating A small number of countries have already car-
ried out a significant number of large-scale trials and are
in the process of deciding whether to adopt internet voting
on a national scale. Canada is a good example of a country
which has carried out numerous experiments4: with internet
voting, but has yet to make a concrete decision as to whether
to adopt or reject the use of such elections [20, 47]. It is
unlikely that this decision will be made in the near future.
(Switzerlands status - due to recent trials - could be said to
be “evaluating” rather “considering.)

Adopted Only a few countries have run a significant num-
ber of internet elections on a national scale; and of these,
only Estonia has continued with plans for universal adop-
tion. The small Baltic republic of Estonia was the first
country in the world to introduce remote electronic voting
for all elections in 2005 [38, 39]. Since then, it has held
six nation-wide elections with an electronic remote chan-
nel. The Estonian government relies heavily on Internet
services, and their electronic national ID system; and they
are notorious for having suffered the first major distributed
Denial of Service Attack in 2007. Security analysis of the
I-voting (client server system) has identified many potential
weaknesses for exploitation [50]. More recently, detailed
analysis of the log files from national elections has iden-
tified software bugs and audit deficiencies [25]. In 2013,
they started publishing source code and introducing individual
verifiability, planning to adopt universal verifiability in 2017.

Rejected Some countries have rejected the use of inter-
net voting (after having passed through one of the previous
phases). The Netherlands was one of the earliest adopters
of e-voting. KOA was trialled in the European 2004 elec-
tions (replacing postal vote by remote voting via Internet or
phone). The original system was designed by Logica CMG
and a fully open-source version was later developed [31,
32]. Analysis of the main feedback from this experiment
was that risk and trust were significant concerns for the
public [27] The Rijnland Internet Election System (RIES)
system replaced KOA in a follow-up experiment, but many
security issues were identified [29]. Subsequently, after an
NGO—We Dont Trust Voting Computers—demonstrated

4 An excellent report—City of Toronto RFP #3405-13-3197—
can be found at https://assets.documentcloud.org/documents/1310860/
toronto-internet-voting-security-report.pdf.

that the machine’s software could be replaced with a manip-
ulated version within 1 min [19]), the Netherlands stopped
the development of their Internet voting project RIES as
well as the use of their electronic voting machines. Other
countries in a similar phase of rejection are Austria, Ger-
many, Kazakhstan and Norway.

4 E-voting on-line: the future—some
recommendations/opinions from the guest editors

There are a large number of divergent views concerning the
future of remote electronic voting, and it is a subject for
which every expert has their own opinion. Rather than trying
to provide an objective analysis of all the different attitudes
and beliefs, the following subsection illustrates the diver-
gent nature of the issue by including a short position state-
ment from each of the four guest editors of this special issue:

Gibson, J Paul Electronic voting, within the context of
democratic government elections, should be considered as
a safety-critical system [40]: it must be both trustworthy
for, and trusted by, its users (the voters, candidates, election
administrators and independent observers). Unfortunately,
the history of electronic voting has included a significant
number of voting systems that were neither trustworthy not
trusted. Remote electronic voting (using the internet) raises
the even more significant problem of untrustworthy systems
being naively trusted by users just because they use technol-
ogy with which they seem to be familiar. A central issue is
the need for REV system developers, vendors and procur-
ers to be more honest and open about the requirements that
their systems do (or do not) meet. As this special issue has
shown, the REV research community does not (yet) fully
understand the interactions between all the different require-
ments. Furthermore, rapid advances in ICTs may give rise to
novel solutions to some of the outstanding issues; but these
advances may also render the problem more complex. The
future for REV is sure to hold many surprises, for academics
and industrialists alike.

Krimmer, Robert Using ICT in elections has been a topic
of intense debates around the world. In an effort to con-
tribute to this debate objectively, we have selected scientific
papers where different scientists examine aspects of the
issue from different perspectives and where data is gathered
and analysed carefully employing scientific methodology.
Next to academic discourse, this issue shall also contribute
to the debate amongst practitioners and policy makers so
that decisions can be made on the basis of the best evidence
and reason available.

Pomares, Julia Unlike in social processes where digital
technologies have been embraced unquestioningly, ICT use

https://assets.documentcloud.org/documents/1310860/toronto-internet-voting-security-report.pdf
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in elections has been slow and erratic. The envisaged surge
in the role of technology in voting has not come to pass
at least not yet and to the extent expected and instead of
REV superseding attendance-based polling, there has been
the sort of toing and froing over the issue of ICT in elections
that few would have forecast a couple of decades back. Also,
geographically, the trend has been surprising. Developing
countries were predicted to shift slowly to electronic vot-
ing with established democracies taking the lead. However,
Brazil, Venezuela and India were the first in a line of nations
defying this, and with no apparent plans to phase in remote
systems. Several established democracies, meanwhile, have
chosen to experiment with REV prior to even testing atten-
dance e-voting. This pattern calls for a more nuanced under-
standing of technological change and adaptation in election
processes. That is the ultimate aim of this volume.

Teague, Vanessa Secure Internet voting is not an objective
in itself—the real objectives are to understand and improve
the quality of elections, including their integrity, accessibil-
ity, and levels of participation. There are numerous interest-
ing ways to use technology to improve elections, without
necessarily trusting the Internet for the return of voted bal-
lots. End-to-end verifiable attendance voting systems have
seen practical deployments in government elections, at a
state and local government level. Risk-limiting audits of
voter-verified paper records have been deployed success-
fully in Europe and the USA. Remote end-to-end verifiable
Internet systems such as Helios are used in professional
society elections such as those of the International Associ-
ation for Cryptologic Research [23]. Much recent research
focuses on trying to design secure enough software to run
government elections over the Internet, but significant open
problems remain. We hope this volume contributes an accu-
rate understanding of the security properties of e-voting
systems, and inspires creativity in using technology to solve
important open problems in election conduct.

5 The special issue: the contribution
of the accepted papers

For this special issue, five papers were selected, each of
which makes a significant contribution to the debate on elec-
tronic voting. Significantly, two of the papers consider the
use of technology to improve electoral integrity through the
use of ICT, but not by REV over the Internet.

The work by Aranha, Ribeiro and Paraense, reported in
Crowdsourced integrity verification of election results: an
experience from Brazilian elections [3], describes an exper-
iment for evaluating the integrity of election results from
attendance-based polling. They show how to crowdsource

the verification of election data, and get more citizens
involved in post-election tallying process, by combining two
common mobile applications—photography and crowd-
sourcing.

The paper An Experiment on the Security of the Norwe-
gian Electronic Voting protocol [18], authored by Gjsteen
and Anders Smedstuen, reports on a statistical method for
assessing the outcome of a verification process, assuming
that the REV verification protocol itself is sound. Given
that, it aims to provide convincing evidence that a voting
protocol was not attacked during the election process. It is
based on the assumption that a significant number of voters
are willing and able to use the voting protocol as required.
The use of such statistical methods is an on-going area of
research with promising results.

In the third accepted paper—An Investigation into the
Usability of Electronic Voting Systems for Complex Elec-
tions [9]—Budurushi et al. address the issue of how voting
machine interfaces can be better designed in order to facil-
tiate the tasks of voters and election administrators, with
emphasis on the use of such interfaces for complex elec-
tions. The issue of trusting a remote voting device is shown
to be tightly linked to the quality of the interface it provides,
which influences voters on whether or not they then proceed
to verify their ballots. As voter verification is a key issue in
electronic voting, this paper raises the important issue of the
relationship between usability, verifiability and trust.

Much of the ongoing research in remote electronic
voting is concerned with the design and verification of
cryptographic voting protocols which guarantee desirable
properties. Everlasting privacy is a privacy property that
withstands the explosion of computational resources over
time, allowing votes to remain private even after the crypto-
graphic parameters of their time can be easily brute-forced.
In Receipt-Free Remote Electronic Elections with Ever-
lasting Privacy, Locher and Haenni report on such an
innovative protocol [37].

The final paper that was accepted for this special issue,
co-authored by Neumann et al., is concerned with a Quan-
titative Security Evaluation Framework for Internet Voting
Schemes [46]. The paper proposes a model for comparing
voting schemes within the context of any given election set-
ting, and the model is applied to the specific context of
Estonian internet voting in order to make concrete proposals
concerning the type of voting system that is most appro-
priate to that particular context. This type of contextual
reasoning/analysis is very important in the future develop-
ment and procurement of ‘generic’ voting systems that are
re-usable in different environments.

To conclude, each of the five accepted papers examines
the issue of electronic voting from a different perspective.
Some focus on addressing challenges in remote electronic
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voting; others focus on using technology to improve polling-
place voting. They should provide the readers of this special
issue with an overview of the range of complex challenges
in the domain of electronic voting.
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