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Abstract Advances in technology have enabled a pro-
liferation of mobile devices and a broad spectrum of
novel and outbreaking solutions for new applications
and services. The increasing demand for all time and
everywhere services requires the network operators to
integrate different kinds of wireless and cellular net-
works. To enable this integration, it is important that
users can roam freely across networks. As different
technologies are involved in the current infrastructure,
the problem of vertical handover needs to be ad-
dressed. To cope with the problem of seamless connec-
tivity, several solutions have been presented. But most
of them either lack intelligence or are not adaptable for
reducing the packet loss and delay involved in the han-
dover procedure. An intelligent technique is needed in
order to perform the service continuity in the heteroge-
neous environment. This paper presents a cooperative
agent based approach for the vertical handover using a
knowledge plane. We propose to introduce the agents
in the mobile nodes and access points to collect the
necessary information from the environment. Based on
this information, agents take a handover decision. A
selection function is also introduced in this work which
helps in choosing a best network from the available
ones for handover. Finally, the proposed approach is
validated with the help of simulations.
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1 Introduction

Mobile and ubiquitous computing have given users the
expectation that they can access whatever informa-
tion and services they want, whenever, and wherever
they are. Current telecommunication market comprises
of heterogeneous wireless networks providing varying
coverage and quality of service (QoS). To satisty the
QoS constraints of the applications, the mobile devices
need to allow seamless and fast switching, also known
as handover or handoff, among various wireless net-
work interfaces [37] while maintaining uninterrupted
services during user’s movement from one location to
another.

In new generations of wireless networks, vertical and
seamless mobility across heterogeneous networks is
supported. A well-known vision of the next generation
networks includes coexistence of current wireless tech-
nologies such as wireless local area network (WLAN),
Worldwide Inter-operability for Microwave Access
(WiMAX), General Packet Radio Service, and Univer-
sal Mobile Telecommunications System (UMTS) [19].
Different access technologies will be combined into a
single network, and IP might be acting as a glue among
them. This heterogeneous interworking is linked to
many technical challenges like the development of new
network architectures [8], new solutions for a seam-
less handover [17], and enhanced network management
functionality for the heterogeneous wireless networks
[10]. At the same time, interworking issues are receiv-

@ Springer



584

Ann. Telecommun. (2011) 66:583-602

ing a lot more attention in standardizations [14] as well
like the Third Generation Partnership Project (3GPP),
3GPP2, Internet Engineering Task Force, WIMAX Fo-
rum, and Media Independent Handover [31]; the new
IEEE 802.21 standard seems to be a clear candidate of
such an effort.

Nowadays, a mobile user is able to communicate
through various wireless networking architectures and
to roam within these architectures [4]. If the access net-
work has to be altered, for example, due to insufficient
signal strength, in many cases the connection is first
broken and then re-established via a new network.
This wastes time and is inconvenient for the user. For
better service provision and efficient use of a network,
switching from one network to another should be made
seamless and/or fast, while guaranteeing a certain level
of QoS during the mobility.

While designing a handover mechanism, several crit-
ical aspects have to be kept in mind. One of the most
important aspects is to avoid packet loss. Packet loss in
this context means that while performing a handover
to another system, the terminal loses parts of the data
stream that belong to the currently consumed service.
Typically, such loss implies a negative effect on the QoS
being delivered to the user, who is running some appli-
cations on its terminal. This effect may be very severe
(e.g., while performing an important file download) or
just annoying to the user (e.g., when watching a TV
program).

Packet loss may basically occur due to two different
reasons in relation with handovers. First, the handover
process itself may cause data loss. This may happen
because of the switching time from one network region
to another in which the terminal is unable to receive
the signal from either the previous region or the new
one. Such data loss may possibly be avoided by a
suitable design of the handover mechanism. Second,
data loss may occur due to unexpected breakdowns
(because of interference, weather conditions, etc.) in
signal strength, which are typical for mobile scenarios
in the border regions of cells [36]. Such data loss may be
reduced by using soft handover techniques, known, for
example, from UMTS, where the terminal employs a
diversity reception to receive the signals of two or more
cells and chooses the better signal among the available
ones.

Apart from the problem described above, handover
must be performed with the minimum latency as it is
also a very important metric for networks. Handover
latency is defined as the time interval from when the
handover process starts to when the mobile node can
send and receive data packets [44].
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To satisfy application QoS constraints, mobile de-
vices need to allow seamless or efficient handover
among various wireless network interfaces. Thus, it
is very important to develop intelligent and efficient
techniques in order to provide the continuity of service
and seamless mobility, i.e., service disruption should be
minimal. To meet these objectives, we propose to use
multi-agent systems (MAS) for the handover process.
MAS has some very interesting characteristics (defined
in the later sections) that have driven us to see the
impact of their utilization in the above defined domain.
An MAS is a group of intelligent agents, which are
embedded in the network devices and are autonomous,
adaptive, and distributed in nature as well. Agents have
a goal in common (which no agent could achieve while
being isolated) and their actions tend to achieve that
goal. The agents in an MAS perform actions that enable
or achieve not only their own goals, but also the goals
of agents other than themselves [16, 32].

This paper starts with an overview of existing han-
dover approaches in the literature in order to bet-
ter view the problem scope (Section 2). Afterward,
our agent-based proposal is discussed in detail along
with the proposed agent behaviors (Sections 3 and 4).
Proposed technique is evaluated, in terms of decision
processing, network selection, handover blocking rate,
throughput, and packet loss, with the help of simula-
tions (Section 5). The paper closes with a short conclu-
sion and an outlook over the future works.

2 Mobility management: a literature review

Handover is one of essential issues in mobile wireless
communications since it is needed to maintain unin-
terrupted services during user’s movement from one
location to another. Handovers are mainly classified
into horizontal and vertical handovers [47] as depicted
in the Fig. 1. Handover within same access networks
(e.g., WLAN-to-WLAN) is referred to as horizontal
handover or intra-domain handover, while handover
across heterogeneous access networks (e.g., GSM-to-
WiMAX)) is referred to as the vertical or Inter-domain
handover. Vertical handover occurs when a network
node changes the type of connectivity it is using to
access a supporting infrastructure usually to assist node
mobility.

Making a handover decision is the first step in any
handover process. It plays a vital part in fulfilling users
needs, balancing resource utilization, and maximizing
network performance. In order to keep users always
best connected [39], various QoS parameters are con-
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Fig. 1 Horizontal and vertical handovers

sidered that affect the vertical handover decision. Re-
ceived signal strength (RSS) is a traditional and un-
avoidable factor for making handover decisions. RSS
decreases when a user moves far away from the cur-
rently accessed networks’ access point (AP). The user
must handover to another available network before
the connection is completely lost. Ylianttila et al. [54]
show that the optimal value for the dwelling timer is
dependent on the difference between the available data
rates in both networks. A handover is triggered if RSS
is continuously below a threshold and smaller than the
sum of the new RSS and a hysteresis. However, it is ob-
served in [11] that only RSS is not sufficient enough to
make a handover decision in a heterogeneous wireless
environment because the RSS of different networks
cannot be compared directly, and also, network con-
ditions cannot be reflected adequately with RSS. In
order to make vertical handover decisions, some of the
following QoS parameters are suggested:

— Network load: Background services (e.g., FTP and
e-mail) or streaming (e.g., real-time video) services
perform better if higher bandwidth is provided by
the network.

— Monetary cost: if two networks provide the same
QoS, the network with lower cost is usually pre-
ferred by service users.

— Delay: Real-time services (e.g., voice call) are sen-
sitive to delay.

— User preferences: User preferences can be defined
on the basis of preferred network from the avail-
able ones, in order to execute the applications. Pref-
erences can also be defined on application priority
executed by the user that can either be high or

low (e.g., users usually prefer a connection with
high bandwidth, low cost and reliable in terms of
coverage).

— Bit error rate (BER): BER is the number of re-
ceived bits that have been altered due to noise
and interference, divided by the total number of
transferred bits during a time interval. BER of a
network may be improved by choosing a network
with stronger signal in order to improve the QoS.

In [8], Wei et al. propose a policy-enabled handover
across a heterogeneous network environment using a
cost function. A cost function considering the parame-
ters of RSS and bandwidth is used as a measurement
of the benefit obtained by handing over to a partic-
ular network. The cost function presented in [50] is
estimated for the available networks and later, used
in the handover decision of a mobile node. Using a
similar approach, a cost function-based vertical han-
dover decision algorithm for multi-services handover is
proposed in [53]. The available network with the low-
est cost function value becomes the handover target.
However, only the available bandwidth and the RSS of
the available networks are considered in the handover
decision performance comparisons in both solutions.

In [38], Nasser et al. present a neural network-based
approach to detect signal decay and making handover
decision. It is based on predefined user preferences
(using the parameters of cost, power, and security) on
an MN for a better network selection. But it gives high
latency during the handover execution due to the large
data size of neural packages, which could become an
issue when implementing such a system in real time.
Similarly, Horrich et al. [24] propose neural networks
and fuzzy-based technique for the handover decision.
They propose to use RSS, velocity, and network load as
the decision parameters. But this scheme is applicable
for the small environment variations and not adaptable
to the new network conditions. Hence, if the network
load increases due to an increase in the number of
mobile nodes, then the overall performance of the
proposed scheme deteriorates.

An integrated network handover decision algorithm
using one of the multiple attribute decision making
methods, i.e., analytic hierarchy process (AHP), is pre-
sented in [43]. They consider user preferences, ser-
vice applications, and network conditions as the deci-
sion factors and use a merit function to evaluate the
performance of a network in terms of revenue. They
have developed a user—operator negotiation scheme for
screening the network candidates according to network
operator preferences in terms of long-term revenue.
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The major drawback of this scheme is that it cannot
guarantee completely successful handovers if operator
benefits are violated.

In [22], Hasswa et al. propose a vertical handoff
decision function (using the parameters of cost, secu-
rity, velocity, and power consumption) that provides
handoff decision while roaming across heterogeneous
wireless networks. Makaya et al. [34] propose a handoff
protocol, called as Handoff Protocol for Integrated
Networks, to enable the better network performance in
heterogeneous IPv6-based environments. It performs
access network discovery and location-aware mobility
mechanisms. A score function is derived by combin-
ing various criteria for the handover decision. How-
ever, these solutions lack computational intelligence
techniques like adaptation and flexibility. Also, these
schemes do not completely guarantee successful han-
dovers because of the changing network conditions.

For the provision of adequate service (anytime
and anywhere) to the users, applications and services
should be aware of their contexts and should auto-
matically adapt to their changing contexts.! In this
regard, Ahmed et al. [3] propose an AHP-based context
aware handover decision algorithm that deals with the
session transfer of the multi-mode mobile devices. It
takes into account the device capability parameters
like processor speed, memory size, and battery life. A
simulation software is developed that is user friendly as
it is easily configurable by the users. It works only if the
capabilities of the neighboring networks are being input
by the user or are known in advance. This approach is
applicable only if more than one network are present
in the vicinity. Moreover, the proposed approach lacks
QoS-related issues and deals with only non-real time
applications.

In [49], Wei et al. propose a context management-
based handover solution using user profile repository
and a traffic monitor. It describes a mobile agent?-
based decision mechanism in which, information is
downloaded at the decision point and later invoked
at the handover time. This scheme minimizes the han-
dover decision time, but a single point failure may crash
the whole system as all the information is stored at a
single point and there is no distribution of information.

IContext is any information that is pertinent to the situation of
an entity (person, place, or object.) [23].

2Mobile agents are programs, typically written in a script lan-
guage, which may be dispatched from a client computer and
transported to a remote server computer for execution [6].
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Similarly, Bellavista et al. propose a mobile agent-
based middleware solution for the horizontal handover
management in [6]. However, a large number of agents
are used, which is already a load over the network.
Deployment of the proposed prototype is also an issue
as it incorporates only application layer protocols for
session management (e.g., RTP and SIP).

After reviewing this literature, we can delegate that
the need for designing an efficient vertical handover
mechanism is imperative. In contrast, in this paper,
we develop a novel QoS-aware and knowledge-based
vertical handover approach in order to balance against
user satisfaction and network efficiency. We consider
network conditions including RSS, user preferences,
cost, and application requirements in terms of the QoS
parameters (bandwidth, delay, and BER) in order to
best satisfy the users. We chose multi-agent systems
as a tool for an intelligent handover decision process,
in order to reduce the data loss and to improve the
handover decision time. Next section describes in detail
our proposed approach.

3 Knowledge plane conceptualization for handover
management

Based on our synthesis of the existing handover strate-
gies in the previous section, we have built our scheme
by taking into considerations the most interesting solu-
tions. In our view, a multi-criteria solution is needed.
We take into account the contextual information from
the network and MN sides, as it can be useful to avoid
wrong handover decisions and, hence, bad performance
of the overall handover strategy. Due to the distrib-
uted and heterogeneous nature of the information in
the networks, we need a distributed knowledge base
that we will refer to as the knowledge plane (KP)
[13]. We introduce a novel agent-based technique to
perform make-before-break handover with the help
of knowledge plane. Our contribution in this paper is
the deployment of multi-agent systems as a tool for
the construction of a KP for handover procedure. The
KP is proposed to facilitate network management by
permeating the intelligence across network. We opt to
analyze its efficiency in the domain of mobility and also
study to what extent it optimizes the handover process.

3.1 Multi-agent systems

According to [32], the agent is an entity that performs a
specific activity in an environment of which it is aware
and that can respond to changes. An MAS is composed
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of multiple interacting intelligent agents. These agents
are able to communicate together, possess their own
resources, perceive their environment, have a behavior,
and have a partial representation of their environment
[16]. In a typical MAS, each agent has incomplete
information or capabilities. The agents cooperate with
each other in order to achieve a global objective based
on distributed information and control. MAS has the
important characteristics of decentralization, reactivity,
pro-activity and sociability, etc. [9].

Decentralization means that no agent has a global
vision of the system, and the decisions are taken in
a totally decentralized way. An agent is a part of an
environment and its decisions are based on what it
perceives from its environment and reacts accordingly.
It takes a local view (also called as situated view) of
its environment. Pro-activity is the ability of setting
goals and realizing them. Sociability is the ability of
intelligence distribution between the different agents
and cooperation with other agents in the system.

3.2 Knowledge plane requirements

To build a distributed system such as the knowledge
plane, we believe that the system should exhibit the
following features:

— Scalability. As the amount of knowledge about
the Internet is huge and distributed, we need to
organize the agents in a scalable manner to better
support knowledge collection and dissemination.

— Responsiveness. The KP is supposed to respond
quickly to requests and distribute knowledge,
where it is needed. Furthermore, in many cases,
knowledge, such as the available bandwidth of a
network, may become outdated quickly. There-
fore, we need efficient knowledge collection mech-
anisms.

— Distribution. The KP needs to collect, share, and
distribute knowledge, without adding too much
burden to the network and to reduce network
traffic overhead.

— Others. There are other properties we should con-
sider. We should design the KP for trustworthiness
and longevity, as they are important issues [13]. But
they are out of the scope of this paper.

After looking at the MAS characteristics and system
requirements for the handover management, we del-
egate that by having these characteristics, agents are
very well suited for the construction of a decentralized
decision system for the handover in order to maintain
the service continuity. In our proposal, distributed in-

telligent agents will cooperate with each other in order
to exchange the relevant information. There is a certain
kind of information that would be needed by the agents
in order to choose the best network for the handover.
This information will be stored in the KP, and each time
a handover would be needed, this KP will be consulted
for the availability of networks.

3.3 Knowledge plane design

In this paper, knowledge refers to any useful informa-
tion in the Internet, including the information about
individual objects in the network (MNs and APs) and
the relationships between these objects. There are two
ways to categorize knowledge. First, knowledge about
network that may originate from any layer in the pro-
tocol stack (cross layering). Second, based on the form
of the knowledge, we can classify it into facts and rela-
tionships. Sources of knowledge include measurements,
reasoning, and monitoring from the environment. For
designing a knowledge plane, knowledge management
is a very important task. Knowledge management is
hard to define precisely and simply. According to our
understanding and context, it is an agent activity that
takes care of integration of heterogeneous informa-
tion (knowledge) in order to improve the handling of
knowledge at the agent (individual) and multi-agent
(cooperative) levels [30]. Therefore, we have divided
this task into three subtasks as depicted below:

1. Knowledge representation addresses the question
of how agents represent their local knowledge and
exchanged knowledge with other agents in the net-
work in order to maintain a distributed knowledge
base and a rapid access to the stored knowledge
(Section 3.3.1).

2. Knowledge plane organization refers to how agents
organize themselves together in a heterogeneous
environment and how they manage a distributed
KP (Section 3.3.2).

3. Request propagation and knowledge dissemina-
tion deal with how to propagate requests and re-
sponses so that requests can be solved quickly and
efficiently and also how to disseminate knowledge
so that agents needing that specific knowledge can
receive it in a timely manner (Section 3.3.3).

In order to accomplish these tasks, we propose to
deploy intelligent agents in the mobile nodes and access
points. These agents are responsible for collecting, stor-
ing, disseminating knowledge, and resolving requests
coming from their one hop neighbors. Agents also
manage a distributed knowledge base. This knowledge
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Fig.2 A network ontology
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base is distributed among agents since the knowledge is
distributed in the Internet and is managed by different
parts of the network (MNs and APs). The next two
tasks (i.e., representation and organization) are very
closely related to each other because agent organiza-
tion largely determines how requests and knowledge
can be propagated.

3.3.1 Knowledge representation using network ontology

Knowledge representation is one of the main issues
in the context-aware systems. In this work, we opt to
define an ontology to accomplish this task. According
to Gruber et al. [20], an ontology is a specification of
a conceptualization represented in some formal lan-
guage. Some markup languages and information mod-
els have been proposed as a basis of context represen-
tation, such as Extensible Markup Language (XML),
Resource Description Framework, or Web Ontology
Language [20, 48]. We have opted to use XML because
of its simplicity, flexibility, and ease of use. Information
is represented in the form of tags and structural rela-
tionships between them. For this purpose, information
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is stored in the form of classes, sub-classes, and their
attributes. The ontology that has been proposed in this
paper is inspired by the ones created during the course
of the Situated and Ubiquitous Networks® project [45]
in which we are one of the partners. Figure 2 gives a
brief description of the network ontology schema.

In the Fig. 2, “Network” represents the main class
while others are the sub-classes of it. Network has the
wired and wireless sub-classes. As we are in a heteroge-
neous wireless environment, we extend this concept to
WLAN, WIMAX, UMTS, and GSM networks. These
subclasses are extended from the wireless class. All
the subclasses have some common attributes, which
are added in their main class Wireless. Each of these
subclasses also contains the attributes associated with
a specific network. This ontology is flexible enough
to add more attributes, if necessary. These attributes
(RSS, bandwidth, cost, and QoS) are very important
for the handover decision and selection process. These

3http://projet-sun.it-sudparis.eu
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attributes represent the preferences of an application
in terms of QoS and cost, for example. The user can
choose a network on the basis of the values of these
attributes. A user may prioritize a network by inserting
its preferences, i.e., if a user requires a high band-
width network, then our proposed scheme will select
a network from the knowledge base that provides high
bandwidth indifferent from the offered cost.

3.3.2 Situated view of an agent

The collected information can be relative to the net-
work (APs) and the MN. The information collected by
an MN is different from that of an AP. This information
1s in:

— AP context: Intuitively, it represents the social con-
text of an AP and its awareness of the existence
of other APs and MNs in the surroundings. That
is, a social context gathers parameters representing
the information provided by other access points.
In some sense, this context adds a communication
dimension to the individual context. This commu-
nication allows, for instance, a node to detect the
presence of other APs, estimate their proximity,
exchange information about individual contexts, or
services they can offer. It also helps in collecting
important information related to QoS parameters
(available bandwidth, packet loss, etc.), network
coverage, monetary cost, link quality as RSS of
the current access network and its neighbors, and
number of attached MNs.

— MN context: It represents the local view of the
environment of a mobile node. That is, it gathers
all parameters representing information about its
environment that are directly accessible to it. Such
context parameters typically capture the state of
the device or some other values measured by the
device in its surrounding environment, e.g., running
applications, terminal status, RSS, available APs,
and velocity.

An AP can detect the other APs that might not be in
the signaling range of an MN; hence, an AP may inform
MNs about the presence of those APs. Locally collected
information and the exchanged information with the
other APs and MNs constitute the local (or situated)
view of the agent (Fig. 3). We have a situated view
limited to one hop only; MN needs help of the network
in order to update its local view, and for this purpose,
it exchanges its parameters with the neighboring APs.
This assistance can be demanded specifically from the
current or the target attachment point.

@B 8 AP's Situated View @R \IN's Situated View

7

Fig. 3 Situated view of an agent

3.3.3 Agent cooperation

As we said earlier that each agent in a multi-agent
system has a partial information about its environment,
so it needs to cooperate with the other agents in the sys-
tem. Different methods of cooperation are presented
in the literature, such as voting, contract-net protocol,
and negotiation [21, 27, 46, 51, 52]. The contract net
is a protocol for task sharing among agents. It is done
by the preparation and execution of a contract between
an agent and a manager agent contractor. Negotiation
is the process by which a group of agents come to a
mutually acceptable agreement on some matter using
the shared information present in the system. Beside
this, information sharing may be conducted using a
blackboard.

We have chosen to send and receive simple coop-
eration messages between the agents residing in APs
and MNs. By doing so, agents residing in APs and
MNs create their situated views for taking a handover
decision on the basis of communicated knowledge. At
the node level, the available interfaces are monitored
(layer 2 and layer 3 monitoring) to reach access net-
works where the user preferences are already defined
(fast connection, preferred network, etc.). At the AP
level, QoS parameters or cost can be publicized by the
available access networks. For exchanging this informa-
tion with each other, agents residing in AP and MN
send simple messages to the neighboring networks for
inquiring about their parameters. A standard message
format with the meaningful structure and semantics
and a mechanism for agents to exchange ontologies
and message interpreters have become key issues. Fur-
thermore, the message format should be accepted not
only by the agent research community but also by all
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information providers. That is why in our case, agents
send and receive information through XML-encoded
messages. We have chosen to use a KOML/FIPA ACL-
like format, encoded in XML [18]. A frame format of
this message is presented in the Fig. 4. Java Document
Object Model [26] API has been used to parse through
the XML-based ontology. In fact, an XML document is
a database for storing the network parameters, which
can be used by any receiving agent. Further, an agent
can carry an XML front-end to a database for data
exchange, where both queries and answers are XML
encoded. In order to better explain the agent commu-
nication, we present a brief scenario.

Example scenario 1In Fig. 5, we have two autonomous
networks (AN1 and AN2) in an overlapping coverage.
ANT1 contains three access points and a mobile node
(MN;) while AN2 contains two access points and a
mobile node (MN,). MN; is connected to APs, and it
is in the signaling range of twoother APs, i.e., AP, and
APj,. Similarly, MN, is connected to APs, but it can
sense the signals of AP, as it is in its range. For the
cooperation purpose, agents exchange three different
XML-encoded KOML/FIPA ACL messages that are as
follows:

Request is a type of message that is periodic among
the APs, and it is on-demand between APs
and MNs. In order to update the informa-
tion in the knowledge plane, MN sends re-
quests to the APs about their new collected
knowledge.

Response is sent to the agents residing in the MNs
and the APs for their information requests.

Inform is the type of message that is periodically
sent from an AP to other APs and to an
MN that has requested information in or-

Element |Description

Sender MN_id

Receiver  |AP_id

Reply-to  [MN_id

Content RSS, avail_bw, cost, BER, Net_Type, Id, Neigh_APs
Language  [xml

Encoding  <?xml version="1.0" encoding="UTF-8"?>
Ontology  Handover.xml

Fig. 4 A cooperation message frame format
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Fig. 5 Agent cooperation in wireless networks

der to update its parameters or about the
presence of a new network or about any
anomaly in the existing connection.

The situated view of both the MNs and all the
APs is different from one another, which means that
all of them have different information stored in their
knowledge bases. Suppose that a multimedia applica-
tion is launched by the MN, it sends a request message
(Reqmni—>aps) to the currently connected AP, i.e.,
APs. This message is sent in order to know the internal
state of the connected APs, i.e., its RSS, QoS, num-
ber of connected MNs, and neighboring APs. Upon
receiving this request message, the agent residing in the
APs sends a response message (Resaps_-mn1) to the
MN; by informing it about its parameters. Similarly,
APs sends the request message (Reqaps—~ap) to all
the neighbors that it can detect in order to know their
internal states, which reply with a response message
(Resap_=aps). All this information is stored in the
agent knowledge base if different from the existing one.
An MN can also send requests to all its neighboring
APs that it listens to. Upon receiving the responses
from the detected APs, MN updates its local view. In
this way, an agent only maintains the local view of the
network. This is due to the following reasons: (1) it
is difficult to get an accurate global view of network
topology, but it is easy to obtain the local view; (2)
such local network knowledge should be able to satisfy
local requests most of the time, and (3) remote network
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knowledge can be obtained from other agents through
sending requests.

The purpose of this communication is to keep an
updated situated view and to anticipate the handover
toward a better network if the current connection does
not satisfy the application/user QoS needs. AP also has
stronger transmission power as compared to an MN,
so the information collected by an AP may concern
those networks that were not detected by the MN.
For example, if on MNj, an application is launched
requiring a high level of QoS. MN; receives the best
signal of APs; however, APs is already very loaded in
terms of users connected, and consequently, necessary
QoS for MN; cannot be assured on APs. A decision
strategy consists in guiding the MN; toward AP, which
is empty or has less number of attached clients and
which can provide the necessary QoS.

During this communication between the agents of
APs and MNs, if all the interfaces in an AP are found
filled, the user must be able to use another access tech-
nology in order to continue its applications, which cor-
responds to its needs. APs send information to the MNs
periodically while MNs may ask about information on
demand when needed in order to save their resources.
In this way, agents in APs and MNs cooperate with
each other for updating the database entries and antic-
ipate handover for assuring the continuity of service.
These entries in the database can be static (such as
user preferences, cost of the different access networks)
or dynamic (such as access network availability, MN’s
velocity, RSS, and number of attached clients). These
values are very important as decision parameters, for
the handover decision, which is explained in the coming
sections.

Mobile users would like to avoid inappropriate han-
dover decisions due to the changing costs of different
wireless networks (e.g., WLAN, WiMAX, and UMTS).
Users may require to choose either a cost effective net-
work or a best performance network (in terms of QoS)
from the system even if it is costly as the connectivity
is more important, or the user needs a dynamic hybrid
approach which exhibits different behaviors in different
environments.

4 Handover management

Unlike the common vertical handover algorithms [11,
22, 54], in which only the mobile node or the network
does the computation work, in our algorithm, both the
mobile node and the network side are responsible for
not only the information gathering but also the process-

ing of the collected information. For this purpose, we
have defined three agent behaviors: information gath-
ering, decision making, and selecting a proper network
from the available ones. We define an agent behavior
as an algorithm, which has some intelligence aspects
and which is based on some knowledge (present in the
knowledge base) for taking some decision and that may
be executed concurrently with the other behaviors. This
means that multiple agent behaviors can be activated
at the same time. A trigger is needed to activate any
behavior in the system. For example, in our particular
case, degradation in QoS, RSS, or change in user pref-
erences, etc. are the triggers to activate or deactivate
any behaviors [1, 2]. In the following, we present the
agent behaviors involved in our proposed scheme.

4.1 Network monitoring and information gathering

The use of intelligent agents facilitates the deploy-
ment, maintenance, and management of the handover
process. MNs and APs collect all the necessary informa-
tion, i.e., RSS, network load, distance, cost, and BER
from the network environment. As we said earlier,
every MN and AP has an agent running on it; both
MN and AP collect this information and send it to
their corresponding agents. Agents are like a virtual
layer deployed over the MNs and APs. The agents in
the MNs cannot communicate with each other, but the
agents residing in APs can communicate with the other
agents in other APs as well as the MNs too. Apart from
its own collected information, an MN may ask for the
processed information related to neighborhood from
the APs as processing the information on an MN con-
sumes terminal resources heavily. The new networks in
the locality are discovered with the help of RSS, which
can be calculated as in [1, 55]:

RSS = P, — L — 10nlog(d) + v (1)

where P, is the transmitted power of an AP, L is the
power loss, n is the path loss exponent, d is the distance
between an MN and an AP, and v is the velocity of
the MN.

In order to collect the information, two methods
of scanning are commonly available in the literature:
active scanning and passive scanning [42]. Active scan-
ning refers to keeping on all the interfaces continuously
active while passive scanning refers to the periodic
activation of the interfaces for verifying the availability
of new networks. However, both these methods result
in unnecessary power utilization when a mobile node is
far from an available AP. Hence, it is very important
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to adopt a time adaptive scanning process, as described
below in Eq. 2 [40]:

RSSew
Sint = Sintmin + (Sint.max - Sint.min) <Rsscur - )

RSS
@)

where S;j,¢ is the scan activation interval time, i.e.,
the time between two interface activation operations;
Sint.min 1 the lower threshold value of Sin; Sint.max 1S the
upper bound of the Sjy; RSS.; is the signal strength
of the current network; RSS,. is the signal strength of
the newly available network; and RSSy, is the minimum
threshold value of the RSS for adding a new network to
the agent knowledge base.

This scheme is chosen in order to reduce the power
consumption of the mobile node and signaling over-
head produced as a result of agent cooperation mes-
sages with the neighboring APs. It is very important
to note that different networks have different interface
activation intervals, e.g., interface activation interval of
a WIMAX cell is different from that of a WLAN net-
work base station. However, the fact of having multiple
active interfaces can increase the amount of energy con-
sumed by a mobile device, reduce devices lifetime, and
can cause the interferences and other physical effects
like weather conditions, etc.

According to Algorithm 1, mobile nodes and access
points both scan their environment in order to detect
the changes and collect device parameters. This algo-
rithm executes on both mobile node and access point.
The agent starts by monitoring the network neighbor-
hood. As the MN detects a new network, the agent
measures the received signal strength of the current
network RSS.;; and compares it to a defined threshold
Tin. If the RSS.,; is lower than the threshold Tpyn,
decision behavior is activated. This is where handover
anticipation is done in order to stay connected. De-

Algorithm 1 Network monitoring process

Scan for new networks
Measure the RSS Levels
if RSScur < Tynin then
enable decision process
else
if RSS,c0 > Thax then
add new network to Agent knowledge-base
else
reject the network
end if
end if

PeYRRNA LN

UGN

@ Springer

crease in the RSS below the threshold level triggers
and starts the handover anticipation process. On the
other hand, if the RSS; is higher than the value of
the threshold T, RSS of the newly found network
RSSpew is compared to the Thyax. The new network
is added into the database if the RSS,.w is sufficient
enough for a future handover, based on the value of the
Tmax- Next, we present our handover decision process.

4.2 Distributed vertical handover decision

Handovers are normally classified into two main kinds
based on the communication session continuity: imper-
ative and alternative [41]. Imperative handovers are ex-
ecuted because of the low link quality of a network. For
example, if the RSS of the serving access node drops
below a specific handover threshold, a random network
selection is done in order to execute the handover. Al-
ternative handovers are those that are used to provide
the users with a better service or performance. These
handovers can tolerate longer handover latency as com-
pared to imperative handovers and can be sub-divided
into QoS-related, and Authentication, Authorization,
Accounting, and Charging-related handovers [41]. For
example, a user may ask for more bandwidth to accel-
erate a data transfer, or need a cheaper network for
reducing the service cost. Handover decision could be
triggered from many instances, i.e., user demands, cov-
erage limitations, or any other specific requirements.
The trigger for handover could originate from any layer
in the communication stack, e.g., degradation in the
available bandwidth and/or a constant degradation in
the RSS of a network, may initiate a handover.
Decision behavior is the preliminary step for the
network selection process as it is based on multi-
criteria decision and selection commonly known as
multi-criteria decision making [12]. In our proposed
approach, we consider multiple parameters, i.e., RSS,
user preferences, cost, and bandwidth in order to best
satisfy the users in terms of coverage, service conti-
nuity and QoS, etc. We have divided this mechanism
in three logical function blocks: processing the col-
lected information from network monitoring, making
decision, and selecting the appropriate network for
handover. Normally, the handover initiation evaluates
user location changes, i.e., users may enter or leave
a particular network coverage. The evaluation of user
location changes is based on the distance between user
and the serving AP and is carried out based on the RSS
[7]- The system adopts the network-assisted approach,
where the network assists the terminal in the decision
process by performing data collection, processing, and
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analysis. As our proposal is based on the RSS threshold
values, we have the following three cases in this regard
as depicted in the Algorithm 2:

imperative handover as the value of RSS is very
critical. As the selection of the network is random
in this case, mobile user mU; is simply switched to
access network AN; with a probability PrimU; =
AN;] = 1/n, where n is the number of available
access networks in the agent knowledge base.

2. if RSS¢yr > Thax: In this case, MN stays connected
to the current AP and returns to the network
monitoring process. The condition may vary if the
velocity of the MN changes; in that case, MN would
choose a large coverage area network to stay con-
nected and continue its services. For example, if an
MN is moving with a high speed, then it would be
unsuitable to choose a WLAN due to its shorter
coverage area as compared to a WiMAX network
with a larger coverage zone. Velocity threshold
adaptation and estimation is not a simple task as
it is not easy to predict the velocity variations of
a mobile node. We have opted to use a constant
velocity of an MN. We have done so, by limiting the
MNSs’ velocity to pedestrian speed during our tests
and simulations. We plan to test the high mobility

1. if RSS¢ur < Tmin: In this specific case, MN performs

Algorithm 2 Decision algorithm
if RSScur < Tyin then

Imperative Handover using PrimU; = ANj]l = 1/n
else
if RSScur = Tinax then
stay connected
else
if Ty, < RSScur < Tiax then
measure user preferences (if any)
if AppPriority = High && Bandwidtheyr =
High && Costeyr = Low then
stay connected to the current network and
continue with the network scanning

11: else

PRI NR LN

—_
<

12: if Bandwidthe,r = Low| Costeyr = High then

13: enable network selection

14: if App Priority = Low && Bandwidthecyr =
High && Costeyr = Low then

15: stay connected

16: else

17: enable network selection

18: end if

19: end if

20: end if

21: end if

22: end if

23: end if

scenarios in the future along with the localization
aspect of the mobility.

3. In this step, the value of RSS is between the
threshold values Tpin and Thax, and further calcu-
lations are performed. The system is checked for
the availability of user preferences, i.e., if the user
has any specific requirements regarding the type of
network, bandwidth, cost, QoS, etc. This informa-
tion is extracted from the agent knowledge base,
where all available networks in the neighborhood
are stored. Later on, application priority is checked.
Here, we have two cases: high priority and low
priority applications. If a high priority application
is running with high bandwidth and low cost, then
agent in the MN stays connected and continues
with the networking monitoring process. In con-
trast, if the same application is receiving low band-
width and high cost, then network selection process
is enabled in order to choose a better network in
terms of QoS to better satisfy user needs. The same
procedure is applied for low priority applications.

4.3 Access network selection

Network selection for optimized service provision in
heterogeneous access networks, when a mobile user
has a choice between multiple available networks, is an
area of active research [5, 15, 28]. Network selection
is a very complex, yet important process before the
handover execution. Access network selection is the
mechanism of finding the best available network that is
best suited for a specific mobile user, taking into consid-
erations the requested/running services. The processed
information from the monitoring and decision behavior
works as the input data for the selection behavior.
Processed information can be relative to:

— A set of measurements reflecting the availability,
signal quality, and other parameters (e.g., access
technology, number of attached clients, cost, and
available bandwidth of the networks) perceived
from each of the available APs

— Applications that are running on MN, the corre-
sponding quality levels (e.g., high bandwidth) at
which these applications are being provided as well
as the set of applications that the user is requesting
to use

— The set of user preferences, according to which the
parameters of bandwidth and cost are prioritized

The majority of the parameters have a momentous
effect on the correct network choice. In our proposal,
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proper network selection comprises of the following
two steps as depicted in the Fig. 6 as well.

4.4 Weight assignment

The computed access network selection is equivalent to
a best possible provision of both the requested and the
already running services to appropriate quality levels
and also the requested services to network interfaces.
These allocations are bound to certain constraints, (a)
the quality level demanded by the user should be guar-
anteed, (b) the user must connect to a comparatively
better RSS value than the current network, and (c)
the user preferences should be satisfied in the specified
order. This functionality can be obtained by defining
a selection function (SF) by assigning the weights at-
tributed to the selection criteria. By using this function,
we can calculate the network scores of the available
APs. Suppose A is the set of available APs in the
agent knowledge base monitored by the MN and its

connected AP itself,
A={a,a,a;3,..,a},i€{l,2,3,..n} 3)

and Q(a;) is the quality level at which AP a; can provide
its services (RSS, available bandwidth and cost),

Q(ai) = {5117 q2, g3, qj}fj € {11 27 39 m} (4)

In order to select the best network from the agent
knowledge base, we need to compute SF:

SF(a, g) = wrss X RSS(a, g) + wn x NetType(a)

-

R

+w;, x Bandwidth(a, g)+w. x Cost(a, q) (5)
Network Selection Mechanism
Information

@ YES
Gatheriny L/
Network NO Weight Assignment
Context HO & Normalization of
Decision Parameters
KO
Terminal Network
Context Selection
Algorithm

Handover to
New Network

Fig. 6 Network selection process

g
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where a € A and g € Q. It is assumed that the weight
assignment in the SF is based on user’s profile.
RSS(a, q¢) in Eq. 5 represents the perceived signal qual-
ity of each AP a. NetType(a) is the network type and
it represents the preferences of a mobile user for the
available network. Bandwidth(a, ¢) and Cost(a, g) re-
fer to the available bandwidth and cost of an access
network a at quality level g, respectively. The cost of
the available networks is already stored in the agent
knowledge base along with the other parameters. The
choice of the weights of different networks is a very im-
portant process as they reflect the user preferences over
one network or another. Through this process, the user
is able to specify his/her preferences and that allows
him/her to give different priorities to parameters that
may influence the access network selection process.
This prioritization is equivalent to the specification of
values for the different coefficients wys, wp, wne, and
w., which correspond to parameters RSS (i.e., the RSS
of a network), available bandwidth, preferred network
technology type, and cost (i.e., the maximum cost the
user is willing to pay), respectively. This represents
the measure by which each one of these parameters
is weighted in the access network selection algorithm.
For example, if the user chooses to specify that at
any time RSS for him is the most important factor
in access network selection, bandwidth comes second,
cost comes third, and last comes network type, then
the respective coefficients will be assigned values as
Wrss > Wp > We > wy Where Y w = 1. After the weight
assignment to the network parameters, normalization
of those parameters is very important as normalization
helps us to process different network parameters easily.
This processed information tells us about the cost of
a service being provided at a specific quality level,
by a specific wireless network operator and through
a specific technology (e.g., WIMAX, UMTS, etc.), per
data volume unit (e.g., per Kb or Mb) or per time unit
(e.g., per second, per minutes).

4.5 Parameter normalization

Next step in the selection process is the normalization
of the available network parameters. By using the sim-
plified Grey Relational Analysis method, we have to
sort the parameters in the following sets, larger-the-
better and smaller-the-better [29]. The parameter of
RSS and bandwidth of a network belong to the larger-
the-better set while other parameters belong to smaller-
the-better (for example, cost). In the second step, we
have to normalize the values of these parameters. In
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case of smaller-the-better parameters, the lowest value
(/) is the best. Hence, the normalization factor can be
calculated as [29]:

Uj— Ni(p)

N(j) =
() U —1,

(6)
where U represents the highest while /; is the lowest
value and N;(j) is the actual while N;(j) is the nor-
malized value of the network parameter. If N;(j) = U},
then the network under consideration gets the lowest
normalized value for a QoS parameter, i.e., (0). The
network , which has the lowest value, is assigned with
the best normalization value according to user prefer-
ences, 1.e., (1). In contrast, if we assume the case of
larger-the-better division, then the best QoS parameter
value is the highest one (U)), i.e.,

Ni(p) —1;

Ni(j) =
() U1,

(7

This implies that the normalized value of a given
parameter will be higher, when N;(j) reaches the U;.
If the highest value of the given parameter becomes
equal to the N;(j), then the network will be the best in
the agent knowledge base and the normalized value will
be (1).

All this processing, i.e., weight assignment to the net-
work parameters and their normalization, needs some
time to be accomplished. Once this task is completed,
a prioritized list of networks is created in the agent
knowledge base. We assume that there is enough time
for this, since our proposed algorithm tries to see if it
can better satisfy the user by providing access to a more
favorite access technology. We know that the time
constraints are very tight in case of vertical handover.
The highest priority is on the service continuity rather
than the fine-tuning of the decision according to all
parameters. A vertical handover will be allowed, only
if it is acceptable by the user preferences, for example,
a mobile user may not be willing to pay a higher price
for a UMTS network for an FTP session. So, if it is
acceptable, a similar procedure is followed as before.
If the selection of a specific access network implicates
speed considerations, e.g., a limited range WLAN, then
the procedure for their evaluation is started. This is re-
quired since it is meaningless to handover to a WLAN
AP if the MNs’ speed is very high and it will leave the
APs’ coverage in few seconds. Agent knowledge base
will assist in choosing a network with a wider coverage
in order to reduce the number of possible unnecessary
handovers. Finally, the last trigger is a handover request
indicating an imperative handover. We would like to

remind here that the MN has already stored the alter-
native access networks in its knowledge base in order
to continue its services; hence, it selects one of them
according to coverage and user preferences to ensure
the service continuity with user satisfaction.

5 Evaluation

In this section, we will discuss the results obtained
through simulations and their analysis.

5.1 Simulation setup

In order to analyze the performance of our handover
decision algorithm, simulations are conducted using the
MATLAB and its JAVA deployment tool MATLAB-
JA [35]. It is a graphical user interface that comes with
MATLAB Compiler. It lets us build our MATLAB
applications into Java classes and then package the
components for deployment. For the deployment of
agents in our proposed approach, we have modified
the main control frames, so as to simulate the basic
measurement mechanisms and incorporate the appro-
priate information, for example, cost or bandwidth of
a network demanded by a user. This modification does
not change the operating methodology of the control
mechanism. We simulate a heterogeneous networks
environment, containing WLAN, WiMAX, and GSM
networks, in order to see the benefits of our proposed
scheme.

The simulated wireless network consists of 28(7 x 4)
hexagonal cells. The diameter of each cell is fixed to
1 km. Every cell contains a minimum of two WLANs
and one WiMAX or cellular network in an overlapping
fashion. Each cell has a total bandwidth capacity of
10 Mbps. The simulated model of the wireless network
is shown in the Fig. 7. In order to avoid the edge
effect of the network size, we have applied a wrap-
around the edge cells. In this way, every cell in the
network has a minimum of three and a maximum of
six neighboring cells and also to ensure that there is
always a network available for the users to execute
their tasks. Some parts of the network are available in
the overlapping coverage of two or more networks as
well. This wrapping will help us in better understanding
the network selection process in the presence of user
preferences.

The simulation parameters are presented in the
Table 1. For now, we assume that MN is always authen-
ticated in the foreign networks, and it has free access in
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Fig. 7 Wireless network model layout

foreign networks, as we do not take into considerations
AAA and admission control mechanisms in the current
work. We intend to integrate these features in the
future. MN moves with a constant velocity of 2 m/s. We
have opted to execute real time (online video) and non-
real time (file transfer) applications over an MN. An
MN can create multiple sessions depending upon the
priority and importance degree of these applications.

5.2 Simulation results and analysis

For the evaluation of our proposed agent-based
scheme, we have compared our approach with a classic
handover [54], a cost-based function [53], and a context-
based solution [49]. Context-based solution has been
used only for the decision processing delay and commu-

Table 1 Simulation parameters

Parameter Value

Simulation time 50 min

Cell radius (cellular and WiMAX) 1,000 m
AP transmit power 38 mW
AP sensitivity 80 dBm
Max AP transmit power 80 dBm
Min AP transmit power 70 dBm

Number of channels 13

Thermal noise power 116 dB
Transmit power 1 mW
Data rate 3 Mbps
Frame rate per second 5

WLAN range 100 m
Traffic type FTP, video
Maximum number of admitted users 50

@ Springer

nication overhead measurements because they do not
consider the parameters of QoS and handover blocking
in their implementations. We have taken into account
the following parameters [33]:

— Quality of service
— Handover blocking rate
— Decision processing and communication overhead

5.2.1 Quality of service

One of the main objectives of the handover is to guar-
antee the quality of service. For this experiment, we
measure the parameters of packet loss, latency, and
throughput in order to evaluate the obtained QoS for
our proposed scheme. Figure 8 depicts the amount
of packets dropped due to channel errors and han-
dover in the communication sessions. We can see that
our handover mechanism achieves lower percentage of
dropped packets. It is true that our proposed scheme
has obtained very close results to the cost based scheme
[53], but we have improved the performance in case
of handover delay. Our proposal provides a balanced
network operation. MNs that face poor network condi-
tions by having low RSS, low bandwidth, and high cost
perform handovers in order to choose a better network
while the proposed underlying handover mechanism
optimizes the MNs handover decision. Our proposed
mechanism decreases further the number of lost pack-
ets and manages to keep it low as it does not choose a
network which is heavily loaded.

In the Fig. 9, we observe the average handover
delay in the voice packet transmission while perform-
ing handover. The handover delay is affected by the
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routing delay that is introduced in the simulation while
changing from one network to another. In our proposal,
we achieve low handover delays. This improvement is
also due to the make-before-break mechanism that is
provided. Therefore, we have a network performance
improvement of approximately 11% and 27% as com-
pared to the cost-based and classic handover schemes,
respectively.

WLANSs have a small coverage range, but they offer
much higher throughput than the cellular networks.
Throughput of a network depends on the number of
active devices sharing the link. Bit rates for file transfers
may vary, depending upon the available access network
type, its configuration, and load. Different users can
have different expectations for file completion times
after the handover depending upon their terminal ca-
pacity in terms of power, memory, and processor speed,
and the same users can change their expectations de-
pending on the current context, or over time as higher
bandwidth access networks become available and/or
network cost decreases. Network input includes the
available bandwidth, which is reported by the network
at some cost and is stored in the agent database, and the
throughput, which is observed at the terminal after the
handover completion. Figure 10 depicts the comparison
of our approach with the classic and the cost based
approaches in order to reflect the average throughput
obtained after the handover execution by transferring
a file of 2 MB.

This handover is performed between GSM and
WiMAX networks. In the Fig 10, we can see that all
the presented schemes change their network between 1
and 7 s. There is a variation of 1 to 2 s in the handover
timings. As the handover is executed, the perceived
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throughput of our approach stabilizes till the end of the
file transfer. This happens because we perform a han-
dover toward the best available network in the agent
database. As there was a file transfer, our intelligent
selection mechanism gave the priority to the parameter
of bandwidth and continued with its activity. Here,
we would like to recall that all the networks, which
are present in the database, are periodically updated
by monitoring behavior. So, all the networks have the
RSS well above the defined threshold, and there is
no issue of connectivity in terms of RSS. Hence, we
have obtained better results with respect to QoS as
compared to cost based and classic handover schemes.

5.2.2 Handover blocking rate

Besides the aforementioned objectives, another con-
sideration in handover is to calculate the handover
blocking rate, which occurs when the mobile node
chooses an unappropriate wireless access network. An
incoming call (either new or handover) is blocked when
the base station fails to allocate a free channel for it.
It represents the percentage of calls that did not finish
their services. Lower level of blocking rate reflects
the overall system service continuity and the scheme
efficiency. We have used a generic mathematical model
for mobility management protocols presented in [25],
in order to calculate the blocking rate. This model takes
into account the network topology and the movement
patterns of a mobile node.

Figure 11 depicts the decreased handover blocking
rate for our proposal as compared to the classic scheme
[54] and cost-based scheme [53]. During our simula-
tions, we have allowed a maximum number of 50 users
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Fig. 11 Handover blocking rate comparison

at a time as described in the Table 1 as well. During the
simulations, we have observed that as the number of
mobile users stays less than 20-25, all the approaches
behave similarly, but as this number starts to increase,
our proposed scheme outperforms the classic and cost-
based schemes. This can be explained by the fact that
the handover resources, in these two approaches, are

not sufficient to satisfy all the handover requests. Our
proposed scheme stabilizes even after the admissions of
more users.

5.2.3 Decision processing and communication overhead

Decision processing delay is the processing time needed
by the mobile node to decide toward which network
it has to go. This notion should not be confused with
handover delay, which is the transfer time of an MN
to leave the current network and get connection to the
new network. Our experiments show that by distribut-
ing the parameter processing task among APs and MNs
instead of the mobile nodes only, the processing time at
the mobile node side decreases significantly. As APs do
most of the processing, MNs conserve their resources.
On the other hand, in the Fig. 12, we have obtained
better performance if we compare our scheme with the
context-based solution, where all the information is first
downloaded over the terminals and then processed or
sent, where demanded. In this context-based solution,
every time a service is initiated or the context exchange
format is changed, the underlying service modules need
to be downloaded and updated. This wastes time and
energy of the mobile terminals. This happens due to the
platform dependency of the installed modules

Fig. 12 Information 06f L L
processing overhead
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Moreover, we can infer that the number of avail-
able target networks in the agent database have an
impact on the decision processing delay as shown in
the Fig. 13.% The increase of the information processing
time is mainly because of the information exchange
between APs and MNs. In order to best decide about
the time of handover and the network to choose, it
is very important to process the collected information.
Agents collect this information in raw form from the
network and later process it after storing it in the agent
knowledge base. Information is locally processed by the
agents of MNs and APs.

Information processing and communication over-
head (MN + AP) for our proposal and context aware
scheme is depicted in the Eq. §:

IPCoverhead = Tc + Tu + Tp (8)

where IPCogyerhead 1S the total information processing
and communication overhead, 7. is the time to collect
the information from the network, 7, is the time to get
or send an update, and T, is the time to process the
information for a handover decision.

In our scheme, we use a time 7, in order to get
the updates from the network about the availability of
new networks and/or parameter updates of the existing
networks. By doing so, agents residing in MNs and APs
update their situated view. Of course, this produces

4The results presented in this figure are related to Eqs. 8 and 9.

an additional overhead (0.073 ms when the number
of APs = 6), but the importance of getting the fresh
information cannot be ignored in this case. A handover
decision based on fresh information would be more
reliable than the one collected few seconds before.

Similarly, context-based approach uses this time T,
in order to download and deploy new services from
the service deployment server. This process involves
searching and fetching the appropriate service compo-
nents and installation of those new services on the net-
work nodes. As the installation procedure completes,
a confirmation is sent to the service deployment server
and the handover decision module. If the installation
process fails, then all the above described process is re-
peated. This is one of the main reasons that our scheme
performs better than the context-based approach.

Information processing and communication over-
head for cost-based function is given in the Eq. 9:

IPCoverhead - Tc + Tp (9)

In the cost function-based solution, decision process
and communication overhead is less than that of our
proposal and context based solution. It is because in
cost-based proposal, information is collected from the
network once, without sending or receiving any updates
from the network, and a handover decision is made
based on that information, unlike our’s and context-
based approach, where information is exchanged be-
tween the MN and the network. This is useful because,
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under the dynamic conditions of a network, the col-
lected and exchanged information quite often changes
over time.

In our scheme, the time to collect and process the in-
formation for the handover decision takes about 0.8 ms
compared to the 1.3 ms of the context-based approach,
as an average. Agents collect only the relevant in-
formation for the handover process in order to save
time and simplify the handover process. This activity
of the agents helps us in better network selection and
handover anticipation, with some level of QoS.

6 Concluding remarks and future directions

In this paper, we presented an agent-based vertical
handover scheme for heterogeneous wireless networks.
We considered the parameters of RSS, bandwidth, user
preferences, and cost for the handover and evaluated
the performance of the approach using a selection
function. We proposed to introduce intelligent agents
in the mobile nodes and access points. Handovers are
initiated by intelligent agents depending on the source
of handover triggering events in the network. We pro-
posed the use of knowledge plane that is controlled
by intelligent agents. The proposed scheme is able
to gather information from different network nodes
and to use this information on mobile nodes for local
processing and a better handover decisions. This is
done with the help of cooperation among the distrib-
uted knowledge plane of agents residing in APs and
MNs. The procedures to exchange, process informa-
tion, and make an optimal decision are very fast.

The evaluation of the proposed approach has shown
its feasibility. Specifically, we showed that the knowl-
edge plane increased the efficiency of handovers. Also,
the handover decision and the appropriate network
selection on the basis of collected parameters during
information gathering behavior are done for the better
adaptation to the users and the application preferences.
Our agent-based proposal is simple enough to be de-
ployed in dynamic network conditions. Also, it shows
noticeable improvements in QoS and overall perfor-
mance of the handover. Intelligent agents used in the
proposed scheme are adaptive. The proposed solution
easily supports heterogeneity in technologies without
any changes to the existing infrastructure and without
any service disruption. However, we have obtained an
overhead during the collection and cooperation phases
of the proposed approach, but this overhead is very
little as compared to the overall handover delay.

@ Springer

Our future work comprises of taking into account
more QoS parameters to improve the performance of
our proposed approach. We also intend to enrich our
approach using some mathematical model for the ad-
mission control of the users in a network. Also, location
management aspect will be taken into consideration in
the future.
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