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Abstract: Distributed information systems require complex access control which depends upon attributes of
protected data and access policies. Traditionally, to enforce the access control, a file server is used to store all data
and act as a reference to check the user. Apparently, the drawback of this system is that the security is based on
the file server and the data are stored in plaintext. Attribute-based encryption (ABE) is introduced first by Sahai
and Waters and can enable an access control mechanism over encrypted data by specifying the users’ attributes.
According to this mechanism, even though the file server is compromised, we can still keep the security of the data.
Besides the access control, user may be deprived of the ability in some situation, for example paying TV. More
previous ABE constructions are proven secure in the selective model of security that attacker must announce the
target he intends to attack before seeing the public parameters. And few of previous ABE constructions realize
revocation of the users’ key. This paper presents an ABE scheme that supports revocation and has full security in
adaptive model. We adapt the dual system encryption technique recently introduced by Waters to ABE to realize
full security.
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0 Introduction

In order to gain a much larger world of possibilities
for sharing encrypted data, attribute-based encryption
(ABE) is introduced in fuzzy identity-based encryp-
tion (IBE)[1]. ABE enables an access control mechanism
over encrypted data by using access policies. Subse-
quently, Goyal et al.[2] formulated two complimentary
forms of ABE: ciphertext-policy ABE (CP-ABE) and
key-policy ABE (KP-ABE). In the CP-ABE system,
keys are associated with sets of attributes and cipher-
texts are associated with access policies[3-5]. In the
KP-ABE system, encrypted data are associated with
a set of attributes. An authority will issue users differ-
ent private keys which are associated with a different
access structure over attributes and reflect the access
policies. The decryption algorithm allows users to de-
crypt data if the access policy of their private key per-
mits the attributes. KP-ABE is thought to be useful in
some broadcast situation. For example in online video,
publisher can distribute some video with attribute {“24
hours”, “session”, “VIP user”} and user that has the
access policy such as {“general user” OR (“24 hours”
AND “Prison Break”)} can decrypt the ciphertext and
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then get the film data.
The previous proof of ABE is usually selectively se-

cure that attacker is required to announce the target he
intends to attack before seeing the public parameters.
This is a partitioning strategy that the previous proof
builds the hard problem like “decisional bilinear Diffie-
Hellem” (DBDH)[6] problem into the public parameters
and target keys that cannot be queried by attacker. The
simulator can only make queries of the rest of the key
space.

Encryption schemes need revocation mechanism
when they face the key compromise and key expiration
problem. In public key infrastructure (PKI), revocation
is generally implemented via certificate revocation lists
(CRLs). In attribute-based setting, Boldyreva et al.[7]

proposed a revocable ABE scheme by update the non-
revoked users at all time slots. Huge communication
from the key authority to the users is its drawback.

1 The Proposed Approach

We adapt the dual system encryption technique to
ABE in order to gain full security. Waters introduced
dual system encryption to overcome the limitations of
partitioning[8]. In a dual encryption system, cipher-
texts and keys have two forms: normal and semi-
functional. A normal key can decrypt normal or semi-
functional ciphertexts. A semi-functional key can only
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decrypt normal ciphertexts. When a semi-functional
key is used to decrypt a semi-functional ciphertext, de-
cryption fails with a random additional term from pair-
ing of the terms in the semi-functional key and cipher-
text. The semi-functional ciphertexts and keys are only
used in the proof of security other than in the real sys-
tem. The proof employs a sequence of security games
that the ciphertext and queried keys are changed to
semi-functional one by one. In the final game, none of
the key given to the attacker can be useful for decrypt-
ing a semi-functional ciphertext. The challenge is that
in the step where the kth key becomes semi-functional,
the simulator must be prepared to make any semi-
functional challenge ciphertext and any key as the kth
key. This means that the simulator can just make a key
that should decrypt the challenge ciphertext and test
the key itself that whether the key is semi-functional
by attempting to decrypt the semi-functional challenge
ciphertext. Lewko and Waters[9-10] provided a realiza-
tion of dual system to overcome it by using nominally
semi-functional keys. Nominally semi-functional keys
are almost the same as the semi-functional keys except
that they also successfully decrypt the semi-functional
ciphertexts. We adapt this technique in our construc-
tion to realize full security. The proof of the system re-
lies on the complexity assumptions of composite groups
introduced in Ref. [9]. Revocation list is needed in en-
cryption, so it has application similar to broadcast that
user may not have the access control policy, but just a
set of attributes. For that reason, in our construction
we use KP-ABE structure. Additional, we add the bi-
nary tree[11-12] technique to realize the key revocation.

2 Preliminaries

Access structures Let {P1,P2, · · · ,Pn} be a set
of parties, Pi means the ith party. A collection A ⊆
2{P1,P2,··· ,Pn} is monotone for ∀B, C : if B ∈ A and
B ⊆ C, then C ∈ A. An access structure (respec-
tively, monotone access structure) is a collection A

of non-empty subsets of {P1,P2, · · · ,Pn}, i.e. A ⊆
2{P1,P2,··· ,Pn}. The sets in A are called the authorized
sets, and the sets not in A are called the unauthorized
sets.

Linear secret-sharing schemes (LSSS) A
secret-sharing scheme II is called linear (over Zp) over
a set of parties P if� the shares for each party form a
vector over Zp; � there exists a matrix M called the
share-generating matrix for the secret-sharing scheme
II. The matrix M has l rows and n columns. For all
i = 1, 2, · · · , l, we denote the function ρ(i) as the party
labeling row i of M . When we consider the column vec-
tor v = [s r2 r3 · · · rn]T, where s ∈ Zp is the secret to
be shared, and r2, r3, · · · , rn ∈ Zp are randomly chosen,
then Mv is the share l vector of the secret s accord-
ing to the secret-sharing scheme II. The share (Mv)i

belongs to party function ρ(i). In the later scheme we
define the symbol AS(M , ρ) for a secret-sharing scheme
II that has a share-generating matrix M and function
ρ.

LSSS enjoys the linear reconstruction property. Sup-
pose that the secret-sharing scheme II is an LSSS
for the access structure A. Let S ∈ A be any au-
thorized set, and let I ⊆ {1, 2, · · · , l} be defined as
I = {i : ρ(i) ∈ S}. If {λi} are valid shares of any secret
s according to secret-sharing scheme II, then there exist
constants {ωi ∈ Zp}i∈I satisfy

∑

i∈I

ωiλi = s. Further-

more, it is shown that these constants ωi can be found
in time polynomial in the size of the share-generating
matrix M .

Composite order bilinear groups We construct
our systems in the composite order bilinear groups.
We define a group generator G, and an algorithm
which takes a security parameter λ as input and out-
puts a description of a bilinear group G. For our
purposes, we have that G outputs (p1, p2, p3, G, GT , e)
where p1, p2, p3 are distinct primes, G and GT are cyclic
groups of order N = p1p2p3, and e : G2 → GT is a map.

(1) Bilinear: ∀g, h ∈ G; a, b ∈ ZN ; e(ga, hb) =
e(g, h)ab.

(2) Non-degenerate: ∃g ∈ G such that e(g, g) has
order N in GT .

We assume that the group operations in G and GT as
well as the bilinear map e are computable in polynomial
time with respect to λ and that the group description
of G and GT includes generators of the respective cyclic
groups. We let Gp1 , Gp2 and Gp3 denote subgroups of
order p1, p2 and p3 in G respectively. We note that
when hi ∈ Gpi and hj ∈ Gpj for i �= j, e(hi, hj) is
the identity element in GT . To prove this, we suppose
h1 ∈ Gp1 and h2 ∈ Gp2 . Let g denote a generator of
G. Then, gp1p2 generates Gp3 , gp1p3 generates Gp2 , and
gp2p3 generates Gp1 . Hence, for some α1 and α2 which
satisfy h1 = (gp2p3)α1 and h2 = (gp1p3)α2 , there is

e(h1, h2) = e(gp2p3α1 , gp1p3α2) =
e(gα1 , gp3α2)p1p2p3 = 1.

This orthogonality property of Gp1 , Gp2 and Gp3 is used
to implement semi-functionality in our constructions.

The proof of the security relies on the complexity as-
sumptions of composite groups. The subgroup decision
problem for 3 primes is below. We define the symbol
g

R←− Gp1 for the variable g is selected randomly ( R←−)
from the group Gp1 .

Assumption 1 Given a group generator G, we
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define the following distributions

G = (N = p1p2p3, G, GT , e) R←− G,
g

R←− Gp1 , X3
R←− Gp3 ,

D = (G, g, X3), T1
R←− Gp1p2 , T2

R←− Gp1 .

We define the advantage of an algorithm A in breaking
Assumption 1 to be

Adv1G,A(λ) := |P [A(D, T1) = 1]− P [A(D, T2) = 1]|.

where P is the possibility function.
Assumption 2 Given a group generator G, we de-

fine the following distributions

G = (N = p1p2p3, G, GT , e) R←− G,
g

R←− Gp1 , (X2, Y2)
R←− Gp2 , (X3, Y3)

R←− Gp3S,

D = (G, g, X1X2, X3, Y2Y3),

T1
R←− G, T2

R←− Gp1p2 .

We define the advantage of an algorithm A in breaking
Assumption 2 to be

Adv2G,A(λ) := |P [A(D, T1) = 1]− P [A(D, T2) = 1]|.

Assumption 3 Given a group generator G, we de-
fine the following distributions

G = (N = p1p2p3, G, GT , e) R←− G, (α, s) R←− ZN ,

g
R←− Gp1 , (X2, Y2, Z2)

R←− Gp2 , X3
R←− Gp3 ,

D = (G, g, gαX2, X3, g
sY2, Z2),

T1 = e(g, g)αs, T2
R←− GT .

We define the advantage of an algorithm A in breaking
Assumption 3 to be

Adv3G,A(λ) := |P [A(D, T1) = 1]− P [A(D, T2) = 1]|.

Terminologies for binary tree We denote some
terminology for complete binary tree. Let L =
{1, 2, · · · , n} be the set of leaves. Let X be the set
of node names in the tree via some systematic naming
order. For a leaf i ∈ L, let Path(i) ⊆ X be the set
of all nodes on the path from node i to the root (in-
cluding i and the root). For leaf node set L ⊆ L, let
Cover(L) ⊆ X be defined as follows. First mark all the
nodes in Path(i) if i ∈ L. Then Cover(L) is the set
of all the unmarked children of marked nodes. It can
be shown to be the minimal set that contains no node
in Path(i) if i ∈ L but contains at least one node in
Path(i) if i /∈ L. It is known in Ref. [13] that

|Cover(L)| � |L|[log(n/|L|) + 1].

3 Definition

Setup (λ) → (PK, MSK) In our scheme, we de-
fine the universe set of serial numbers U as the set of
leaves in the complete binary tree L = {1, 2, · · · , n}.
Setup is a randomized algorithm that takes an input
λ with a size of U . It outputs the public key PK and
master key MSK.

Encrypt (PK, M, R, ω)→ CT This is a random-
ized algorithm that takes in public parameters PK, mes-
sage M , set of attributes ω, and revocation list R (a list
of keys that have been revocated). It outputs cipher-
text CT.

Key-Gen (ID, AS(A, ρ), MSK, PK) → skID,AS(A,ρ)

This is a randomized algorithm that takes serial number
ID ∈ U , access structure AS(A, ρ) over the universe of
attribute i of matrix A to an attribute ρ(i), master key
MSK, and public key PK. It outputs private decryption
key skID,AS(A,ρ).

Decrypt (CT, ω, R, skID,AS(A,ρ), (ID,AS(A, ρ)),PK)
This algorithm takes as input the ciphertext CT that
is encrypted under attributes ω, revocation list R,
decryption key skID,AS(A,ρ) for user serial number ID
with access control structure AS(A, ρ), and public key
PK. It outputs the message M or a special symbol ⊥
indicating an unsuccessful decryption.

Security model We now give the security model
for revocable KP-ABE systems. This is described by
a security game between a challenger and an attacker.
The game proceeds as follows.

Setup The challenger runs the Setup algorithm
and gives the public parameters PK to the attacker.

Phase 1 The attack queries the challenger for pri-
vate keys corresponding to an access structure

AS(A, ρ)1, AS(A, ρ)2, · · · , AS(A, ρ)q1

Challenge The attacker declares two equal length
messages M0 and M1, an attributes set ω, and a
revocation list R. The access structures AS(A, ρ)1,
AS(A, ρ)2, · · ·, AS(A, ρ)q1 which are not included in
the R cannot be satisfied by the attributes’ set ω. The
challenger flips random coin β ∈ {0, 1}, and encrypts
message Mβ , producing CT∗ to the simulator CT. It
gives CT∗ to the attacker.

Phase 2 The attack queries the challenger for
private keys corresponding to an access structure
AS(A, ρ)q1+1, AS(A, ρ)q1+2, · · · , AS(A, ρ)q with added
restriction that if the ith key is not in the revocation
list R, then ω does not satisfy AS(A, ρ)i.

Guess The attack outputs a guess β′ for β. The
advantage of an attack in this game is defined to be

P [β = β′]− 1
2
.

Selective security is defined by adding an initializa-
tion phase where attack must declare ω in the encryp-
tion before seeing PK. In this work, we do not impose
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this restriction on the attacker. We use the dual sys-
tem encryption technique to prove the security in this
model in the Section 5.

4 Construction

Let U be the universes of user key serial numbers. Let
Gp2 be the maximum size of attribute set allowed to be
associated with a ciphertext, i.e., we restrict |ω| � m.
We set R as the user key set R ⊆ U and d be the maxi-
mum of Cover(R) for all user key sets R. The restriction
of |ω| and d is important in the security proof.

Setup (λ) → PK, MSK The setup algorithm
chooses a bilinear group G of order N = p1p2p3. Let
Gpi denote the subgroup of order pi in G. Then
it chooses randomly α ∈ ZN , g ∈ Gp1 . It chooses
randomly si ∈ ZN for each attribute i. Then it
chooses random numbers for d times: h0, h1, · · · , hd ∈
ZN . We set symbols Ti, Hj for Ti = gsi(∀i), Hj =

ghj (∀j). Define a function O(x) =
d∏

j=0

Hxj

j . We de-

fine MSK= {α, a generator X3 ∈ Gp3} and public keys
PK={N, g, e(g, g)α, Ti, Hj , O(x)}.

Encrypt (PK, M, R, ω) The algorithm first picks
randomly s ∈ ZN , and computes C = M(e(g, g)α)s,

C(1) = gs, C
(2)
i = T s

i , i ∈ ω. Then we run Cover(R) to
find a minimal node set that covers U\R, and compute
for each leaf node

x ∈ Cover(R) : C(3)
x = O(x)s.

It outputs the ciphertext as

CT =
(
C, C(1), {C(2)

i }i∈ω, {C(3)
x }x∈Cover(R)

)
.

Key-Gen (ID, AS(A, ρ), MSK, PK) → sk First
it chooses random numbers α1 and α2 such that α =
α1 + α2. The key-generation chooses random vector
v = (α1, v2, v3, · · · , vk) where v2, v3, · · · , vk ∈ ZN . For
all leaf nodes x ∈ Path(ID), it then randomly chooses
r1, r2, · · · , rl, rx ∈ ZN , and chooses random elements
Wi, Vi, Rx, Rx′ ∈ Gp3 . It outputs the private key as

skID,AS(A,ρ) =
((

D
(1)
i , D

(2)
i

)

i∈[1,l]
,
(
D(3)

x , D(4)
x

)

x∈Path(ID)

)
,

where

D
(1)
i = gAi·vT ri

i Wi, D
(2)
i = griVi,

D(3)
x = gα2Orx(x)Rx, D(4)

x = grxRx′ .

Decrypt (CT, ω, R, skID,AS(A,ρ), (ID, AS(A, ρ)),
PK) Suppose that ω satisfies AS(A, ρ) and ID /∈ R.
Then the algorithm computes constants ci such that∑

ρ(i)∈ω

ciAi = l. We define l as vector (1, 0, · · · , 0).

And since ID /∈ R, it also finds a node x such that
x ∈ Path(ID) ∩ Cover(R). Then we compute

∏

ρ(i)∈ω

⎛

⎝ e(D(1)
i , C(1))

e(C(2)
ρ(i), D

(2)
i )

⎞

⎠
ci (

e(D(3)
x , C(1))

e(C(3)
x , D

(4)
x )

)
=

e(g, g)α1se(g, g)α2s = e(g, g)αs,

M = C/e(g, g)αs.

5 Security

First we claim that the revocation list R in the cipher-
text cannot be corrupted with the definition of public
parameter d and O(x). If the user Y in the revoca-
tion list can decrypt ciphertext, we must enlarge the
Cover(R) embedded in the C

(3)
x . With the definition

O(x) =
d∏

j=0

Hxj

j , we say that in each ciphertext, C
(3)
x

is the value in x of a d degree random polynomial with
random secret s. So with less than d elements C

(3)
xj in

this polynomial, we cannot construct another value of
the polynomial. Then it is impossible to enlarge the
Cover(R), and the revocation list R in the ciphertext
is secure. In order to prove the security of our system,
we must first define the semi-status of the ciphertexts
and the keys.

Semi-functional ciphertext We set g2 to be a
generator of Gp2 and random number c, ξi, θx ∈ ZN .
C(1) = gsgc

2, C
(2)
i = T s

i gcξi

2 , Cx = Os(x)gcθx .
Semi-functional key We first set g2 to be a gener-

ator of Gp2 and random number c, α′
2, ξi, ϕi, ζx, θx, x′ ∈

ZN , where i ∈ [1,−1], x ∈ Path(ID). Then it chooses
random vector λ, and sets λi = Aiλ.

Type 1 semi-functional key:

D
(1)
i = gAi·vT ri

i Wig
λi+ξiϕi

2 , D
(2)
i = griVig

ϕi

2 ,

D(3)
x = gα2Orx(x)Rxg

α′
2+θxζx

2 , D(4)
x = grxRx′gζx

2 .

Type 2 semi-functional key:

D
(1)
i = gAi·vT ri

i Wig
λi
2 , D

(2)
i = griVi,

D(3)
x = gα2Orx(x)Rxg

α′
2

2 , D(4)
x = grxRx′ .

When a semi-functional key decrypts a semi-ciphertext,
there will be additional term

e(g2, g2)
∑

ρ(i)∈ω

cAiciλi

e(g2, g2)cα′
2 .

We say that when cλ·l = 0 and α′
2 = 0, we call the type

1 semi-functional key is a nominally semi-functional key
because it can still decrypt the semi-ciphertext.

Gamereal. It is the same as the real security game.
Game0. It is just like the real game except that the

ciphertext is changed into semi-functional.
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Gamek,1. The ciphertext is semi-functional. The first
k − 1 queried keys are type 2 semi-functional keys, the
kth queried key are type 1 semi-functional key, and the
left are normal keys.

Gamek,2. The ciphertext is semi-functional. The first
k queried keys are type 2 semi-functional keys, and the
left are normal keys.

GameFinal. All keys are semi-functional of type 2 and
the ciphertext is a semi-functional encryption of ran-
dom message, independent of the two messages pro-
vided by the attacker. These games are indistinguish-
able under the composite assumption.

Lemma 1 Suppose that there exists a polyno-
mial time algorithm A such that GamerealAdvA −
Game0AdvA = ε. Then we can construct a polyno-
mial time algorithm B with advantage ε in breaking
Assumption 1.

Proof B is given as {g, X3, T }. It will simulate
either Gamereal or Game0 with A. The parameters
are formed by choosing exponents α, si(∀i), hj(∀j) ran-
domly as in the normal construction. B gives these to
A. B can respond to whatever key requests by running
the usual key generation algorithm to make normal keys
because it knows all the secret of the system.

To form the challenge ciphertext for a set of at-
tributes ω and a revocation list R, B implicitly sets
s so that gs is the part of T in the Gp1 subgroup (i.e.
T is the product of gs and possibly an element of Gp2):

C = Mβe(g, g)sα = Me(g, T )α, C(1) = T,

C
(2)
i = T si(∀i ∈ ω), C(3)

x = T

d∑
j=0

hjxj

(∀x ∈ Cover(R)),

where β is the random coin, β ∈ {0, 1}.
We note that this implicitly sets ξi = si and θx =

d∑

j=0

hjx
j . First, we say that values of si and hj mod-

ulo p1 are uncorrelated from the values of si and hj

modulo p2 (for Chinese Remainder Theorem). Further-
more, for |Cover(R)| < d, the attacker cannot use C

(3)
x

to form another x in the tree. If T = gs, this is a
properly distributed normal ciphertext. If T = gsX2

(for X2 ∈ Gp2), this is a properly distributed semi-
functional ciphertext. Thus, B can use the output of A
to gain advantage ε in breaking Assumption 1.

Lemma 2 Suppose that there exists a polyno-
mial time algorithm A such that Gamek−1,2AdvA −
Gamek,1AdvA = ε. Then we can construct a polyno-
mial time algorithm B with advantage ε in breaking
Assumption 2.

Proof B is given as {g, X3, g
sX2, Y2Y3, T }. It

will simulate either Gamek−1,2 or Gamek,1 with
A. It begins by sending A the public parameters
N, g, X3, e(g, g)α, gsi , ghj where it chooses α and values
si, hj randomly. In order to form the challenge cipher-

text for a set of attribute ω and revocation list R, B
sets

C = Mβe(g, gsX2)α,

C(1) = gsX2, C
(2)
i = (gsX2)si (∀i ∈ ω),

C(3)
x = (gsX2)

d∑
j=0

hjxj

(∀x ∈ Cover(R)).

We note that this implicitly sets ξi = si and θx =
d∑

j=0

hjx
j (mod N). We say that values of si and hj

modulo p1 are uncorrelated from the values of si and
hj modulo p2. In order to form normal keys for queries
greater than k, B can use MSK and do the regular key
generation algorithm. To create semi-functional keys
of type 2 for queries less than k, B chooses random
numbers α1 and α2 such that α = α1 + α2 (mod N).
Then it chooses random vector v such that v · l = α1,
random vector v′

2, random number ri ∈ ZN , random
group elements Wi, Vi, Rx and R′

x, and random num-
ber α′ ∈ ZN . The semi-functional key can be defined
as

D
(1)
i = gAi·vT ri

i Wi(Y2Y3)Ai·v′
2 , D

(2)
i = griVi,

D(3)
x = gα2Orx(x)Rx(Y2Y3)α′

, D(4)
x = grxRx′ .

We note that for Y2 = gc
2, λ in our description of semi-

functional keys above now corresponds to λ = cv′
2, and

α′
2 corresponds to α′

2 = cα′.
For the kth key to AS(A, ρ), B will make a key that

is either a nominally semi-functional key of type 1 or
a normal key depending on the value of T in the chal-
lenge. We emphasize that a nominally semi-functional
key will still have the distribution of a regular semi-
functional key of type 1 in the view of an attacker. To
form the kth key for AS(A, ρ), B first chooses random
numbers α1 and α2 such that α = α1 + α2 modulo N .
Then it chooses random vector v′′ such that v′′ · l = 0
and a vector v′ such that v′ · l = 0. It implicitly sets
v = rv2 + v′, where gr is the Gp1 part of T . Elements
ϕi, ζx, Wi and Vi are chosen randomly.

D
(1)
i = gAi·v′

T Ai·v′′
T ϕisρ(i)Wi, D

(2)
i = T ϕiVi

D(3)
x = gα2T

d∑
j=0

hjxjζx

, D(4)
x = T ζxRx′ .

We note that this sets ri = rϕi and rx = rζx. This
is acceptable because ri is used as a modulo p1 value
and ϕi is used as a modulo p2 value and it is similarly
with rx. We set α′

2 = 0 for this is a nominally semi-
functional key. Now the key is distributed as either a
normal key or a nominally semi-functional key of type
1 depending on the value T .

If the kth key is in the revocation list R in the chal-
lenger ciphertext, the key cannot decrypt the ciphertext
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whatever the key’s type. If the kth key is not in the
revocation list R and the ciphertext satisfies the key’s
access policy, the key can decrypt the ciphertext what-
ever the key’s type for the nominal mechanism. Next
we argue that if the attacker dose not ask for a kth key
that can decrypt the challenger ciphertext or the kth
key that is not in the revocation list R in the challenger
ciphertext, the kth key is properly distributed in the at-
tacker’s view for a normal semi-functional key of type
1.

We assume that the kth key cannot decrypt the chal-
lenge ciphertext and be not in the revocation list R.
This implies the rowspace K of the corresponding rows
i of matrix A that ρ(i) ∈ ω does not include the vector
l. Thus, we denote a vector w that w is orthogonal to
K, and not orthogonal to (1,0,· · ·,0). We set an equa-
tion that v2 = fw + v2′′ for f ∈ ZN and v2′′ is the
span of the left rowspace. We note that v2′′ reveals
no information about f . For the rows i that ρ(i) ∈ ω,
then in the subgroup Gp2 we can only get Ai · v2′′ . We
cannot get any information about fw. For the rows
i that ρ(i) /∈ ω, we can get the fw in the equations:
Ai·v2+ϕisρ(i), where ρ(i) are each unique attributes, as
long as each ϕi is not congruent to 0 modulo p2. Each
equations has a new unknown sρ(i). In D

(3)
x and D

(4)
x ,

hj modulo p2 is unknown to the attacker that it cannot
know whether α2′ is equal to 0. The value ζx modulo
p2 is from each other randomly. So we say that the
value in the Gp2 subgroup is information-theoretically
hidden.

Therefore, B has properly simulated either
Gamek−1,2 or Gamek,1 depending on the value
T . Hence it can use the output of A to gain advantage
negligibly close to ε in breaking Assumption 2.

Lemma 3 Suppose there exists a polyno-
mial time algorithm A such that Gamek,1AdvA −
Gamek,2AdvA = ε. Then we can construct a polyno-
mial time algorithm B with advantage ε in breaking
Assumption 2.

Proof B is given as {g, X3, g
sX2, Y2Y3, T }. It

will simulate either Gamek,1 or Gamek,2 with A.
It begins by sending A the public parameters
N, g, X3, e(g, g)α, gsi , ghj where it chooses α and values
si, hj randomly. In order to form the challenge cipher-
text for a set of attribute ω and revocation list R, B
sets

C = Mβe(g, gsX2)α, C(1) = gsX2,

C
(2)
i = (gsX2)si (∀i ∈ ω),

C(3)
x = (gsX2)

d∑
j=0

hjxj

(∀x ∈ Cover(R)).

We note that this implicitly sets ξi = si and θx =
d∑

j=0

hjx
j (mod N). We say that values of si and hj

modulo p1 are uncorrelated from the values of si and
hj modulo p2. In order to form normal keys for queries
greater than k, B can use MSK and do the regular key
generation algorithm. To create semi-functional keys of
type 2 for queries less than k, B first chooses random
numbers α1 and α2 such that α = α1 + α2(mod N).
Then it chooses random vector v that v · l = α1, ran-
dom vector v′

2, random number ri, rx ∈ ZN , random
group elements Wi, Vi, Rx and R′

x, and random num-
ber α′ ∈ ZN . The semi-functional key can be defined
as

D
(1)
i = gAi·vT ri

i Wi(Y2Y3)Ai·v′
2 , D

(2)
i = griVi,

D(3)
x = gα2Orx(x)Rx(Y2Y3)α′

, D(4)
x = grxRx′ .

We note that for Y2 = gc
2, λ in our description of semi-

functional keys above now corresponds to λ = cv′
2, α′

2

corresponds to α′
2 = cα′.

For the kth key for AS(A, ρ), B will make a key
that is either a semi-functional key of type 1 or a semi-
functional key of type 2 depending on the value of T
in the challenge. To form the kth key for AS(A, ρ),
B first chooses random numbers α1 and α2 such that
α = α1 + α2 (mod N). Then it chooses random vector
v such that v · l = α1 and random vector v2. Elements
α′

2, ϕi, ζx, Wi and Vi are chosen randomly.

D
(1)
i = gAi·v′

(Y2Y3)Ai·v2T ϕisρ(i)Wi, D
(2)
i = T ϕiVi,

D(3)
x = gα2(Y2Y3)α′

2T

d∑
j=0

hjxjζx

, D(4)
x = T ζxRx′ .

If T ∈ G, this is a properly distributed semi-functional
key of type 1. If T ∈ Gp1p3 , this is a properly dis-
tributed semi-functional key of type 2. Hence B can
use the output of A to gain advantage ε in breaking
Assumption 2.

Lemma 4 Suppose there exists a polyno-
mial time algorithm A such that Gameq,2AdvA −
GameFinalAdvA = ε. Then we can construct a poly-
nomial time algorithm B with advantage ε in breaking
Assumption 3.

Proof B is given as {g, gαX2, X3, g
sY2, Z2, T }. It

will simulate Gameq,2 and GameFinal withA. It sets the
public parameters as N, g, X3, e(g, g)α = e(g, gαX2).
And it chooses values of si and hj randomly.

To form the challenge ciphertext for a set of at-
tributes ω and revocation list R, B computes

C = MβT, C(1) = gsY2, C
(2)
i = (gsY2)si (∀i ∈ ω),

C(3)
x = (gsY2)

d∑
j=0

hjxj

(∀x ∈ Cover(R)).

If T = e(g, g)αs, this will be a semi-functional cipher-
text encryption of Mβ. If T is random, this will be a
semi-functional ciphertext encryption of random mes-
sage and will give no information about β to attacker.
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In order to form a semi-functional key of type 2 for
AS(A, ρ) (for n columns), B chooses α2, v2, · · · , vn ran-
domly. Sets v = (α − α2, v2, · · · , vn)(α is from gαX2).
Then it chooses random ri, rx ∈ ZN , random group el-
ements Wi, Vi, Rx and R′

x, random vector v′, and ran-
dom α′ ∈ ZN . The semi-functional key can be defined
as

D
(1)
i = g

n∑
l=2

Ai,lvl

(gαX2)Ai,1g−α2Ai,1gsiriWi(Z2)Ai·v′
,

D
(2)
i = griVi,

D(3)
x = gα2Orx(x)Rx(Z2)α′

, D(4)
x = grxRx′ .

Then we have given a properly distributed semi-
functional key of type 2. B can use the output of A
to gain advantage ε in breaking Assumption 3.

After all, we can say that if Assumptions 1, 2 and 3
hold, we have shown by the previous lemmas that the
real security game is indistinguishable from GameFinal,
in which the value of β is information theoretically hid-
den from the attacker. Hence the attacker cannot attain
a non-negligible advantage in breaking our revocable
ABE system.

6 Conclusion

We construct a fully secure key-policy ABE support-
ing revocation. By using the dual encryption system,
we prove the security of our system in adaptive secu-
rity model other than selective model which is much less
practical. And we use complete binary tree to revoke
the user in the leaf node.

References

[1] Sahai A, Waters B. Fuzzy identity based encryp-
tion [C]// 24th Annual International Conference on
the Theory and Applications of Cryptographic Tech-
niques. Aarhus, Denmark: Springer-Verlag, 2005: 457-
473.

[2] Goyal V, Pandey O, Sahai A, et al. Attribute based
encryption for fine-grained access control of encrypted
data [C]// ACM Conference on Computer and Com-
munications Security. New York: ACM, 2006: 89-98.

[3] Bethencourt J, Sahai A, Waters B. Ciphertext-
policy attribute-based encryption [C]// IEEE Sym-

posium on Security and Privacy. Washington: IEEE
Computer Society, 2007: 321-334.

[4] Ostrovsky R, Sahai A, Waters B. Attribute based
encryption with non-monotonic access structures [C]//
Proceedings of the 14th ACM Conference on Computer
and Communications Security. New York: ACM, 2007:
195-203.

[5] Waters B. Ciphertext-policy attribute-based encryp-
tion: An expressive, efficient, and provably secure
realization [C]// 14th International Conference on
Practice and Theory in Public Key Cryptography.
Taormina, Italy: Springer-Verlag, 2011: 53-70.

[6] Boneh D, Franklin M. Identity based encryption
from the weil pairing [C]// Proceedings of the 21st An-
nual International Cryptology Conference on Advances
in Cryptology. London: Springer-Verlag, 2001: 213-
229.

[7] Boldyreva A, Goyal V, Kumar V. Identity-based
encryption with efficient revocation [C]//Proceedings
of the 15th ACM Conference on Computer and Com-
munications Security. New York: ACM, 2008: 417-426.

[8] Waters B. Dual system encryption: realizing fully se-
cure ibe and hibe under simple assumptions [C]// 29th
Annual International Cryptology Conference. Santa
Barbara: Springer-Verlag, 2009: 619-636.

[9] Lewko A, Waters B. New techniques for dual system
encryption and fully secure hibe with short ciphertexts
[C]// 7th Theory of Cryptography Conference. Zurich,
Switzerland: Springer-Verlag, 2010: 455-479.

[10] Lewko A, Okamoto T, Sahai A, et al. Fully se-
cure functional encryption: Attribute-based encryp-
tion and (hierarchical) inner product encryption [C]//
29th Annual International Conference on the Theory
and Applications of Cryptographic Techniques. French
Riviera: Springer-Verlag, 2010: 62-91.

[11] Aiello W, Lodha S, Ostrovsky R. Fast digital
identity revocation (extended abstract) [C]// 18th An-
nual International Cryptology Conference Santa Bar-
bara. Santa Barbara: Springer-Verlag, 1998: 137-152.

[12] Libert B, Vergnaud D. Adaptive-ID secure revo-
cable identity-based encryption [C]// The Cryptogra-
phers’ Track at the RSA Conference 2009. San Fran-
cisco: Springer-Verlag, 2009: 1-15.

[13] Naor D, Naor M, Lotspiech J. Revocation and
tracing schemes for stateless receivers [C]//21st An-
nual International Cryptology Conference. Santa Bar-
bara: Springer-Verlag, 2001: 41-62.



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (ISO Coated v2 300% \050ECI\051)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.3
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Perceptual
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /Warning
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 150
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 1.30
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /Warning
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 150
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 1.30
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 600
  /MonoImageMinResolutionPolicy /Warning
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc87a25e55986f793a3001901a904e96fb5b5090f54ef650b390014ee553ca57287db2969b7db28def4e0a767c5e03300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020d654ba740020d45cc2dc002c0020c804c7900020ba54c77c002c0020c778d130b137c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor weergave op een beeldscherm, e-mail en internet. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents best suited for on-screen display, e-mail, and the Internet.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /DEU <FEFF004a006f0062006f007000740069006f006e007300200066006f00720020004100630072006f006200610074002000440069007300740069006c006c0065007200200037000d00500072006f006400750063006500730020005000440046002000660069006c0065007300200077006800690063006800200061007200650020007500730065006400200066006f00720020006f006e006c0069006e0065002e000d0028006300290020003200300031003000200053007000720069006e006700650072002d005600650072006c0061006700200047006d006200480020>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e5c4f5e55663e793a3001901a8fc775355b5090ae4ef653d190014ee553ca901a8fc756e072797f5153d15e03300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToRGB
      /DestinationProfileName (sRGB IEC61966-2.1)
      /DestinationProfileSelector /UseName
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing false
      /UntaggedCMYKHandling /UseDocumentProfile
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [595.276 841.890]
>> setpagedevice


