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Abstract
With the advancement of technology and the maturity of various aerial imaging techniques, data proprietors have awareness
of the importance of secure protection for remote sensing images. In order to protect sensitive data of images, we propose
a secure encoding scheme for compressing remote sensing images to decrease potential risks of data disclosure associated
with such images. First, we designed the Sin chaos paradigm for constructing chaotic systems in various dimensions. As a
result through relevant experiments, this chaos paradigm demonstrated effective scalability and stability. In addition, DNA
transposition methods have been introduced to extend DNA encoding, expanding the range of DNA encoding from 1 to 4 and
achieving dynamic selection of DNA transposition methods. This method reduces potential threats that conflict with fixed
DNA encoding methods. In addition, in order to ensure the security of symmetric encryption and the efficiency of asymmetric
encryption during key transmission, an elliptical curve “ring” key hiding strategy is adopted. Although the key embedding
occupies 1.2% of the space in the ciphertext image, data redundancy realizes the implicit transmission of the key, improving
the decryption efficiency of remote sensing images. In response to the above research, we propose a secure compression
encoding scheme based on Sin chaotic paradigm and DNA transposition to ensure the security of remote sensing images.
After cropping the original remote sensing image to a size of 1/16, the original image can still be decrypted. In addition, when
the noise attack reaches 0.3, the ciphertext image can also be restored. Performance analysis and experimental data results
show that our proposed secure compression encoding scheme has excellent robustness and security.

Keywords Sin Chaos paradigm · Image security · DNA transversion · “Ring” key concealment transmission

Introduction

With the development of technology and the progress of the
times, satellite remote sensing has gradually entered peo-
ple’s field of vision (Rementeria 2022). The distribution of
marine resources, changes in climate and the environment,
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geographical landscapes, and the monitoring of geological
disasters are all closely related to the lives of all of humanity
(Zhang andWang2022). In order to gain adeeper understand-
ing of the land we inhabit, for the sustainable development
of Earth’s resources, and for the future habitat of our descen-
dants, we need to explore our planet and apply technology
to the maintenance of its sustainable development (Maiwald
2023). Because satellite remote sensing can accurately cap-
ture changes in the ocean, land, and climate (Zheng et al.
2023), and provide more reference value for protecting the
Earth, many researchers have invested in the study of satel-
lite remote sensing (Alsubaei et al. 2023). Due to the large
volumeof remote sensing data and the complexity of process-
ing, many researchers have studied issues related to securely
transmitting post-processed remote sensing data to autho-
rized users and securely storing remote sensing data images
(Yuan and Hao 2020). One of the most common methods is
to convert remote sensing data images into visually unrecog-
nizable noise images (ciphertext images) to ensure security

123

http://crossmark.crossref.org/dialog/?doi=10.1007/s12145-024-01424-1&domain=pdf


Earth Science Informatics

in ciphertext images. Common remote sensing data image
processing techniques involve the following technical fields:
chaotic systems (Li et al. 2022), DNAcoding (Yildirim 2022;
Chen et al. 2023; Zheng et al. 2021), key transmission (Wang
et al. 2022; Liu et al. 2021), compressed sensing (Bao and
Zhu 2022; Nan et al. 2022) and other related technologies.

Chaos systems exhibit characteristics such as high sensi-
tivity to control parameters and initial conditions, a large key
space, non-linearity, and pseudo-randomness (Zheng et al.
2021). They are often referred to as the “darlings of cryp-
tography” and find wide applications in areas such as key
generation and image encryption. Chaos arises within non-
linear systems within specific parameter ranges, resulting in
complex chaotic behavior. The existence of chaotic behav-
ior offers extensive prospects for the application of chaotic
systems in the field of cryptography. In the realm of one-
dimensional chaotic systems, Meng et al. (2022) proposed
a DICOM region of interest encryption scheme based on a
one-dimensional eλ−cos−cot chaotic map. Wang et al. (2020)
introduced an image protection encryption scheme based
on one-dimensional sinusoidal chaos system (I1DS) using
dynamic shift and synchronous shuffle diffusion. Feng et al.
(2023) proposed a new fractional order three-dimensional
Lorenz chaotic system and a two-dimensional sine con-
strained polynomial hyperchaotic map. Based on the new
chaotic system, more key space is obtained to solve the
problem of multi image encryption. The proposal of this
scheme provides us with new ideas on how to design a
scalable chaotic system to solve the security problem of
remote sensing images. Liang and Zhu (2023) introduced
a one-dimensional sinusoidal cosine chaotic map (SCCM)
and utilized multiple chaotic sequences within SCCM to
permute the rows and columns of an image for enhanced
security. In order to improve the security of encryption algo-
rithms, Feng et al. (2024) proposed an efficient IE algorithm
based on 2D-SQPM and pixel fusion strategy (IEASP). This
scheme uses a universal key stream to avoid the need for
constantly changing keys, and pixel fusion reduces the com-
putational cost of encryption operations. The use of two
rounds of vector level image filtering, chaotic pixel stacking,
and fast intra vector scrambling methods has improved the
encryption speed and enhanced the security of the encryp-
tion algorithm. In high-dimensional chaotic systems, Gao
et al. (2023) introduced a three-dimensional model encryp-
tion scheme based on cascaded chaotic systems, providing
a key pool for encryption schemes. Wang et al. (2022)
presented a high-dimensional chaotic system with condi-
tional symmetry. While existing chaotic systems have shown
almost perfect advantages in research, they face the chal-
lenge of handling large-scale remote sensing data images
that require a massive data volume, a larger key space, and a
broader range of parameter choices. Hence, an extensible Sin
paradigm chaotic system has been proposed, allowing for the

construction of chaotic systems with different dimensions to
cater to diverse requirements and increasing the flexibility
of chaotic systems. Chaotic systems constructed under this
paradigm exhibit excellent chaotic properties and random-
ness, as demonstrated through various performance analyses.

Due to the large amount of data in remote sensing
images, improving the encryption efficiency of remote sens-
ing images by reducing the amount of data is a concern.
However, how can we reduce the amount of data in remote
sensing images? (Eldin et al. 2009) further improved the per-
formance of the system by concatenating powerful channel
codes such asLowDensity ParityCheck (LDPC) codingwith
space-time block codingOFDMscheme.With this approach,
the storage proportion of remote sensing images was reduced
by converting between different domains, thereby compress-
ing remote sensing images, reducing the amount of data
in remote sensing images, and improving the transmission
efficiency of remote sensing images. Due to the difference
between remote sensing images and ordinary digital images,
remote sensing images have the characteristic of multiple
bands. How to ensure the security of each band in remote
sensing images is a key issue that we need to consider. Feng
et al. (2022) converted planar images into three-dimensional
images, and then performed three rounds of planar level per-
mutation, planar level pixel filtering, and three-dimensional
chaotic image superimposition, which is very suitable for
multi band remote sensing images. Therefore, capturing the
features of different bands of remote sensing images for band
segmentation and cross plane encryption is another key point
of our research.

DNA encoding is a term rooted in the biological domain.
Due to its complex and versatile combination methods, as
well as the close relationship between DNA encoding and
digital data, many scholars have applied DNA encoding to
the process of image encryption, increasing the complexity
of encryption schemes. In the field of image security, DNA
encoding plays a crucial role. For instance, Yildirim (2022)
enhanced the security of optical images by applying DNA
encoding to optical image encryption. Feng et al. (2021) pro-
posed an image encryption scheme based on Feistel network
and dynamic encoding of deoxyribonucleic acid (DNA).
This scheme analyzes the vulnerabilities in the encryption
scheme to avoid security risks during the encryption pro-
cess and improve the stability and security of the encryption
scheme. Bao and Zhu (2022) combined DNA encoding with
compressed sensing, thereby improving the robustness and
security of the encryption scheme. While DNA encoding
enhances the security of encryption schemes, it can intro-
duce security risks due to its fixed combination methods. In
order to verify the security of DNA encoding, Wen and Lin
(2024) proposed a cryptographic analysis scheme for image
encryption using quantum chaotic mapping and DNA encod-
ing. This scheme first obtains an equivalent permutation key
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through differential cryptographic analysis, then uses only
four special plaintext images and their corresponding crypto-
graphic images to eliminate DNA domain substitution based
on selective plaintext attacks, and finally restores the original
plaintext image. Experimental results have shown that there
are certain security risks associatedwith usingDNA encoded
encryption schemes; In addition, Wen and Lin (2023) pro-
posed a cryptanalyzing an image cipher usingmultiple Chaos
and DNA operations also confirmed the existence of certain
security risks in DNA encoding, and proposed a method for
selecting plaintext attacks on ICIC-DNA. Firstly, differential
analysis is used to decipher the DNA base arrangement pro-
cess, followedby the elimination ofDNAdomain encryption,
and finally, a complete decryption is achieved using an equiv-
alent key. Feng et al. (2021) demonstrated through analysis of
image encryption schemes based on pixel level filtering and
DNA level diffusion (PFDD) that their encryption schemes
are insufficient to resist selected plaintext attacks (CPAs).
The above analysis shows that in order to ensure the secu-
rity of remote sensing images, it is necessary to break the
original DNA combination method. As a result, we pro-
pose DNA transversion. Building upon the original DNA
encoding, DNA transversion expands the selection range
and combinationmethods of DNA encoding, thus addressing
the security risks associated with the aforementioned issues.
Finally, by combining plaintext images with chaotic systems,
wecan resist the chosenplaintext attack to ensure the security,
stability, and robustness of our proposed encryption scheme.

In cryptography, there exist symmetric encryption algo-
rithms and asymmetric encryption algorithms. To enhance
image security, many researchers have conducted extensive
research by combining symmetric encryption with image
encryption. For example, Lone and Qureshi (2022) inte-
grated symmetric keys with chaotic systems to enhance
image security. Symmetric encryption is known for its speed
and resource efficiency; however, it faces challenges when
it comes to secure key transmission and distribution. Addi-
tionally, Chen and Ye (2022) proposed an asymmetric image
encryption scheme by combining SHA-3 and RSA. As for
asymmetric encryption, it ensures secure key transmission
and distribution through public-private key pairs, but it
involves significant resource overhead, making it challeng-
ing to improve performance in large-scale data encryption
scenarios. In order to protect the security of encryption keys,
Alshaer et al. (2021) improved system security and reduced
quantum bit error rate through quantum key distribution
technology. This scheme provides us with a new idea for pro-
tecting the keys of remote sensing images. How to prevent
key leakage, ensure the security and robustness of the keys,
is another important focus for us to protect the security of
remote sensing images. Eldin et al. (2009) used two wavelet
functionswith adaptive frame size to embed encryptedwater-
marks in low-frequency components. Only the authorized

party can detect the copyright information embedded in the
host audio signal, which has good security. The method of
verifying data integrity through key hiding is also applicable
to images. Therefore, we propose an elliptic curve ring key
hiding strategy to ensure the security of the key. In view of
the aforementioned issues, we propose an elliptic curve and
a “ring” key hiding and transmission strategy, which effec-
tively circumvents the problems associated with secure key
transmission in symmetric encryption and the resource over-
head in asymmetric encryption schemes.

Sum of the relevant research mentioned above, this paper
proposes a secure transmission, compression, and encoding
scheme based on the Sin paradigm and DNA transversion.
This scheme is designed to safeguard the security of remote
sensing images. Through a series of performance analyses
and tests, it has been verified that the encryption scheme
proposed in this paper is eligible to be employed for protect-
ing the security of remote sensing images. The contributions
of this paper are as follows:

(1) Designed a Sin paradigm for constructing chaotic sys-
tems, which can be used to create chaotic systems of
different dimensions, all of which exhibit outstanding
chaotic behavior.

(2) A novel DNA transversion encoding rule is proposed,
which combines DNA transversion with DNA encod-
ing rules to achieve dynamic selection of transformation
rules and ensure the stability and security of the encryp-
tion scheme.

(3) An elliptic curve ”Ring” key concealment transmission
strategy is designed based on elliptic curves, which is
capable to solve effectively the leakage risk of key trans-
mission in symmetric cryptography systems, also resist
known plaintext attacks and chosen plaintext attacks.

(4) A secure compression encoding scheme for remote sens-
ing images is proposed that the original image could be
restored even the compression ratio reaches 25%.

The rest of the article is described as follows: Section
“Definition of Sin paradigm” describes the process of design-
ing chaotic systems using the Sin paradigm and performs
experimental analysis of the chaotic system. Section “DNA
transversion(DNA-TRV)” describes the DNA coding and
decoding rules, the proposed DNA transversion rules, and
the conversion process of the three rules. Section “The ellip-
tic curve “Ring” hiding and transmission strategy” describes
the elliptic curve “Ring” key transmission hiding strategy
In Section “Secure compression encoding of remote sens-
ing images”, the specific process of the encryption scheme.
Section “Experimental analysis” analyzes the experimental
results, security performance, and future prospects of the
encryption scheme.
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Definition of Sin paradigm

In this section, we will provide a detailed introduction to
the process of constructing chaotic systems using the Sin
paradigm, and analyze the performance of different dimen-
sions of chaotic systems constructed using the Sin paradigm
to demonstrate the feasibility of our proposed Sin paradigm
for constructing chaotic systems.

Basic one-dimensional chaotic system definition

The Sin paradigm is designed by coupling two underlying
chaotic systems (Cubic mapping and Iterative mapping) with
deformation tuning parameters. The mathematical represen-
tation of the Cubic mapping (Zhou et al. 2023) is as follows:

Ui+1 = ϕUi

(
1 −U 2

i

)
(1)

ϕ in the above equation is the control parameter, and here
we set the initial value Ui = 0.2 . The Iterative mapping is
a one-dimensional iterative mapping (He et al. 2001) pro-
posed by Alexander Mikhailov in 1993 with the following
mathematical representation:

Vj+1 = sin

(
σπ

Vj

)
(2)

σ in the above equation is the control parameter, and here we
set the initial value Vi = 0.3 . Like many one-dimensional
chaotic systems, Cubic and Iterative mappings have chaotic
behavior and are simple and fast, however, they have some
limitations, such as small key space, unstable chaotic systems
and insufficient nonlinearity. Therefore, we have to seek new
algorithms to build excellent chaotic systems for generating
keys.

ZD− SinZ chaotic systems

In order to address the shortcomings of one-dimensional
chaotic systems, we propose a Sin paradigm that can not
only construct chaotic systems of different dimensions, but
also exhibit good nonlinear and chaotic performance.

Definition ofZD − SinZ chaotic systems

The definition of Sin paradigm is as follows:

ℵZ

n+1 = sin

(
πω

(
1 − �

2
n
Z
)

+ sin

(
ω

ℵZ
n

))
(3)

In the above Sin paradigm, ℵ and � represent the state vari-
ables of the paradigm, Z indicates the dimensionality of the
paradigm, n denotes the number of iterations of the paradigm,
andω represents the control parameter of the paradigm.Next,

wewill describe the complete construction process of the Sin
paradigm through Algorithm 1.

Algorithm 1 The construction process of the Sin paradigm.
Input: The Iterative map, the Cubic map.
Output: The hyperchaotic system 2D − Sin2.
1: Through the iteration of mappings and cubic mappings, we have

devised a paradigm for generating chaotic sequences. ω ∈ R+ as
the control parameter , ℵ ,� are the state variables of this system, Z
represents the dimension of the paradigm.
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Z
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)

2: Employ π as the added coefficient to modulate the global map in
step 1:

ℵZ

n+1 = πω
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n
Z
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3: Control the output result rangeof thewhole function in step2 through
Sine mapping to be (−1, 1], the final paradigm is as follows:
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Z
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4: According to the comparison of time and memory consumption
in different dimensions in Fig. 1, in order to save computational
resourceswhile generating a sufficient number of chaotic sequences,
based on the above paradigm, a two-dimensional chaotic systemwas
constructed and named ZD − SinZ.⎧⎪⎪⎨

⎪⎪⎩

xn+1
2 = sin

(
πω

(
1 − y2n

2
)

+ sin

(
ω

x2n
2

))

yn+1
2 = sin

(
πω

(
1 − x2n

2
)

+ sin

(
ω

y2n
2

))

According to Algorithm 1, when Z = 1, the constructed
one-dimensional chaotic system (1D − Sin1) is shown in
Eq. 4:
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πω
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1
)
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(
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))
. (4)

According to the above Algorithm 1, when Z = 2, the
constructed two-dimensional chaotic system (2D − Sin2) is
shown in Eq. 5:
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According to the above Algorithm 1, when Z = 2, the
constructed three-dimensional chaotic system (3D − Sin3)
is shown in Eq. 6:
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(6)

Next, we will conduct comprehensive performance tests
on chaotic systems of different dimensions to verify the
pseudo randomness and feasibility of the chaotic system con-
structed by the Sin paradigm.
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Performance analysis

In this section, we verify the feasibility and effectiveness of
generating different-dimensional chaotic systems using the
proposed Sin paradigm through Run efficiency, Bifurcation
diagrams, Lyapunov exponents, 0-1 tests, NIST tests, and
Sample entropy.

Run efficiency

The running time and memory usage of chaotic systems for
generatingpseudo-randomnumbers are commonlyusedmet-
rics to assess the performance of chaotic systems. Next, we
will validate the feasibility of the ZD − SinZ by testing the
following metrics: Run Time and Memory Usage.

Figure 1 presents the experimental results of time and
memory consumption for different million iterations of
ZD − SinZ. It can be observed that the Run Time required
for varying million iterations of ZD − SinZ is only at the
microsecond level, indicating outstanding performance in
generating chaotic sequences using the Sin paradigm. Mem-
ory Usage refers to the memory required for different million
iterations of ZD−SinZ, and even in the case of a 3D chaotic
system with 4 million iterations generating 12 million ran-
dom numbers, the memory usage is less than 1MB. This
suggests that ZD − SinZ has extremely low memory usage.
In conclusion, the Sin paradigm we propose is effective and
feasible for constructing chaotic systems. (MS represents
microseconds,KBmeans kilobytes,Mt indicatesmillion iter-
ations).

Bifurcation diagram

In the study of chaotic dynamic behavior, the chaotic behav-
ior of chaotic systems is usually described by describing

Fig. 1 Comparison of run time and memory usage of ZD − SinZ

the bifurcation diagram or output distribution of chaotic
sequences. Figure 2 shows the bifurcation diagrams (Jafari
et al. 2021) of chaotic systems with different dimensions.
As the parameters change, the output results of the chaotic
map should be distributed as evenly as possible to ensure the
randomness of the chaotic system.

As shown in Fig. 2(a), (b), (c), the small coverage range
and uneven distribution of bifurcation graphs may cause
instability in the performance of chaotic systems, which
makes it difficult to predict and control the behavior of chaotic
systems. On the contrary, as shown in Fig. 2(d), (e), (f), (g),
(h), (i) the chaotic system constructed by the Sin paradigm
exhibits stable pseudo-random characteristics and a more
uniform distribution.

Lyapunov exponent analysis

The Lyapunov index often measures the degree of separation
of a system over time due to fine-tuning of the initial value.
If the chaotic system has pseudo-random behavior, it can be
verified by the Lyapunov exponent (Sahoo and Roy 2022),
and the Lyapunov exponent is particularly sensitive to the
initial value transformation of the variables. The LE equation
is as follows:

γL(x) = lim
i→∞

1

i

i−1∑
i=0

ln
∣∣L ′ (xi )

∣∣ (7)

A one-dimensional chaotic system with a positive Lyapunov
exponent (LE) indicates that it is nonlinear, while having
two or more positive Lyapunov exponents indicates that the
chaotic system is hyperchaotic. Comparedwith Fig. 3 (a), (b),
(c). Figure 3(d), (e), (f) has a more stable Lyapunov exponent
output, indicating that our chaotic system has a more stable
chaotic state compared to the basic chaotic system. From
the Lyapunov exponents of chaotic sequences with different
dimensions in Fig. 3(d), (e), (f), it can be seen that the chaotic
sequence constructed by our scalable Sin paradigm is stable
and feasible, and can serve as a pseudo random number gen-
erator to provide stable chaotic sequences.

0-1 test

Another common algorithm used to validate time series of
chaotic systems is the 0-1 test (Gottwald and Melbourne
2016). Unlike the Lyapunov exponent, this test doesn’t
involve a phase space reconstruction module and solely
focuses on the degree of deviation of the output result from
1. The closer the nonlinearity is to 1, the better the chaotic
behavior.

In the 0-1 test results in Fig. 4, we can observe that, relative
to Fig. 4(a), (b), (c), the chaotic system constructed using Sin
paradigm on different dimensions, as shown in Fig. 4(d), (e),
(f), has a 0-1 test result that is closer to 1 and exhibits a more
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Fig. 2 Bifurcation diagram. (a) denotes the bifurcation diagram corre-
sponding to Cubic mapping for parameter ϕ; (b) denotes the bifurcation
diagramcorresponding to Iterativemapping for parameter η; (c) denotes
the bifurcation diagram corresponding to Sine mapping for parameter
μ; (d) denotes the bifurcation diagram corresponding to 1D − Sin1 for

parameter ω; (e), (f) denotes the x-sequence and y-sequence bifurca-
tion diagram corresponding to 2D − Sin2 for parameter ω; (g), (h), (i)
denotes the x-sequence , y-sequence and z-sequence bifurcation dia-
gram corresponding to 3D − Sin3 for parameter ω

stable output. This indicates that chaotic systems constructed
using the Sin paradigm exhibit chaotic behavior and can be
used for generating pseudo-random sequences.

NIST test

NIST SP 800-22 (Lv et al. 2022), the National Institute
of Science and Technology, is a standard used to assess
the quality of random number generators for cryptographic
applications. It includes 15 types of tests, and NIST recom-

mends using random number test sets with sizes greater than
106. Therefore, we should adhere to this rule when select-
ing random numbers. Only when the p-value is greater than
0.01 in the validation of sub-tests can we prove that the
chaotic sequence generated by our chaotic system is random.
Conversely, if the p-value is less than 0.01, it will not pass
the NIST validation. From Table 1, We can easily observe
that our proposed chaotic system 2D − Sin2 has passed
NIST testing, so this chaotic system has randomness and
unpredictable.
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Fig. 3 Lyapunov exponent. (a)CubicmappingLyapunov exponent; (b) IterativemappingLyapunov exponent; (c) SinemappingLyapunov exponent;
(d) 1D − Sin1 Lyapunov exponent; (e) 2D − Sin2 Lyapunov exponent; (f) 3D − Sin3 Lyapunov exponent

Sample entropy

The pseudo-random characteristics of chaotic systems are
one of the manifestations of nonlinear behavior. In the field
of image encryption, chaotic systems play a key role in gener-
ating pseudo-random sequences for performing scrambling
and diffusion operations on images. Therefore, the security
of encrypted images is closely related to the complexity of
pseudo-random sequences. The higher the complexity of the
pseudo-random sequence, the closer the chaotic sequence is
to a truly random sequence, leading to higher security in the
corresponding application systems. Therefore, in this sec-
tion, sample entropy (Richman et al. 2004) (SE) is used to
evaluate the complexity of different dimensional chaotic sys-
tems generated by the Sin paradigm.

Figure 5 shows the sample entropy of chaotic sequences
generated by different dimensional chaotic systems. The
chaotic sequence generated by the chaotic system con-
structed in this article exhibits chaotic behavior, and each
chaotic sequence exhibits excellent chaotic behavior through-
out its lifecycle. By observing the distribution of sample
entropy, it can also be proven that the chaotic sequence gen-
erated by our proposed Sin paradigm constructed chaotic
system has pseudo randomness, complexity, and unpre-

dictability, applying them to construct key sequences is also
more suitable.

The performance of chaotic systemswas comprehensively
tested using the above methods, verifying the unpredictabil-
ity, feasibility, and stability of constructing chaotic systems
using the Sin paradigm. Therefore, the chaotic system
ZD − SinZ constructed by the Sin paradigm is applicable
for pseudo random generators which is capable to can pro-
vide different dimensions of chaotic systems for encryption
schemes.

DNA transversion(DNA-TRV)

In biology, DNA is encoded according to the Watson-Crick
base-pairing rule, which includes four different nucleic acids
(Ravichandran et al. 2021), namelyA (adenine), T (thymine),
C (cytosine), and G (guanine). According to the base pair-
ing rule, which allows A to be paired with T and C to be
paired with G,DNA encoding (Jasra and Moon 2022) pre-
serves the biological information carried by the organism
itself through different arrangements and combinations of
nucleic acid bases. The DNA coding rules are shown in
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Fig. 4 0-1 test. (a) 0-1 test result graph of Cubic mapping; (b) 0-1 test result graph of Iterative mapping; (c) 0-1 test result graph of Sine mapping;
(d) 0-1 test result graph of 1D − Sin1; (e) 0-1 test result graph of 2D − Sin2; (f) 0-1 test result graph of 3D − Sin3

Table 2. Similarly, in the process of image encryption, the
information of the original image is changed in the process
of image encoding, addition, subtraction, Xor and decoding,
making it impossible for attackers to obtain any valuable
information from the modified image, thereby avoiding the
leakage of the original image information.

DNA base transversion in molecular biology refers to the
mutational phenomenon of interconversion between purines
and pyrimidines on the DNA strand (Zheng et al. 2021).
Base transversion can be spontaneous during DNA replica-
tion or repair, or can be induced by radiation or alkylating
agents (Ray 2022). Figure 6 illustrates the normal state of
the conversion between purines and pyrimidines, as well as
the process of the transversion between purines and pyrim-
idines when DNA undergoes a reversal. Due to the presence
of DNA transversion, more complex combinations between
primitive purines and pyrimidines have emerged. If applied to
image encryption, it not only breaks the fixed combination
of primitive DNA encoding, but also expands the range of
DNA encoding. It can be visually observed from the Fig. 7
that four different DNA transversion results are generated
from one pixel point. This operation enhances the security of
the data, because it not only breaks the original DNA coding
method, but also expands the dynamic selection range of the

DNA matrix, thus making the data more difficult to steal or
tamper with.

The DNA transversion process is described in detail
below. Based on the 4 DNA nucleic acid bases, the cor-

Table 1 TheNIST test results of the improved2D−Sin2 chaotic system
generated random sequence

Test lists p-value Result

Frequency tests 0.2331
√

Block frequency test 0.2636
√

Cumulative sums test 0.0437
√

Longest run test 0.2992
√

Rank test 0.8043
√

FFT test 0.0351
√

Non overlapping template 0.6024
√

Universal statistical 0.1223
√

Approximate entropy 0.2133
√

Random excursions 0.0821
√

Random excursions variant 0.1782
√

Serial test 0.0112
√

Linear complexity 0.6024
√

Runs test 0.5361
√

Overlapping template matching 0.2374
√
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Fig. 5 Sample entropy. (a) presents the sample entropy of Cubic map-
ping; (b) presents the sample entropy of Iterative mapping; (c) presents
the sample entropy of Sine mapping; (d) presents the sample entropy of

1D − Sin1; (e) presents the sample entropy of 2D − Sin2; (f) presents
the sample entropy of 3D − Sin3

responding 8 DNA-TRV rules are summarized, Table 3
summarizes the complete 8 DNA-TRV rules, each base A
can be transversion to a T or G base, while T or G base can
also be reversed to A. The process of implementing the DNA
transversion rules is as follows: a pixel point is expressed in
8-bit binary, and the 8-bit binary is converted into 4-bit DNA
code, and then the 4-bit DNA code is reversed and turned into
4 groups of DNA transversion codes, for example: a pixel
point of 198 value, expressed in DNA coding Table 2 rule 1,
its binary is 11000110, and the DNA code is TAGC, After
the DNA coding of TAGC is processed by DNA transversion
rule Table 3 , four sets of transversion combinations ATGC
, ATAT, GCTA and GCGC are output. The DNA transver-
sion process diagram is shown in Fig. 7, we can find that
the DNA transversion rule changed the original DNA code,
while generating a more complex DNA sequence. Since we

can randomly select the DNA coding and decoding methods
and DNA-TRV rules, the dynamic selection of the three rules
can enhance the encryption effect to obtain better encryption
performance.

The elliptic curve “Ring” hiding
and transmission strategy

In the design scheme of encrypting remote sensing images,
ensuring the secure transmission of keys and the degree
of correlation between key stream elements and plaintext
directly impact the encryption system’s ability to withstand
risks. Therefore, by constructing a plain- text-related strat-
egy, the encryption system obtains a dynamic key pool while
implementing the encryption system’s one-time pad (OTP)

Table 2 DNA coding rules Rule 1 Rule 2 Rule 3 Rule 4 Rule 5 Rule 6 Rule 7 Rule 8

A 00 00 11 11 01 10 01 10

T 11 11 00 00 10 01 10 01

C 10 01 10 01 00 00 11 11

G 01 10 01 10 11 11 00 00
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Fig. 6 Schematic diagram of
normal DNA transitions and
DNA transversions

Fig. 7 Demonstration diagram
of DNA-TRV
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Table 3 DNA-TRV rules Rule 1 Rule 2 Rule 3 Rule 4 Rule 5 Rule 6 Rule 7 Rule 8

Primitive bases AT AT GC GC TA TA CG CG

Bases after transversion CG TA CG TA AT GC AT GC

mechanism, thereby enhancing the system’s resistance to
attacks and robustness. To address the issue of secure key
transmission, Liu et al. (2021) employed a bit-level key hid-
ing transmission strategy to embed the plaintext-related key
into the ciphertext information. This strategy conceals the
encryption key within the ciphertext image and transmits
it to the intended receiver. During the decryption process,
the receiver first extracts the plaintext-related key from the
ciphertext and then uses it to decrypt the ciphertext. How-
ever, in the aforementioned approach, despite the fact that
the key can be hidden in the ciphertext image and occupies
only 0.05% of the pixel space, there remains a risk of key
clipping attacks.

Elliptic curves are known for their unique mathematical
properties, especially their unconventional group structures.
In this structure, the sum of any two points on the curve is
defined as the symmetric point about the X-axis of the third
intersection of the line that passes through these two points
and extends with the curve. This definition makes elliptic
curves widely used in cryptography, especially in elliptic
curve cryptography (ECC),where their advantages are signif-
icant. ECC is known for its efficient key generation algorithm
and relatively small key size, which can provide superior
performance while maintaining a high level of security. This
makes it an indispensable part of modern cryptography, with
applications coveringmultiple fields fromencrypted commu-
nication to digital signatures. To further refine the key hiding
strategy, We have proposed a new key hiding and transmis-
sion strategy called the elliptic curve (Li et al. 2023) “Ring”

key hiding strategy, as shown in Fig. 8. For the initial value of
2D − Sin2, a total of 96 binary bits are required to represent
two sets of keys (16 * 6 bits each). By gradually embed-
ding these 96 binary bits into the least significant bits of
the ciphertext image, We constructed an elliptic curve “ring”
key hiding and transmission strategy. This method enhances
the robustness of the key hiding and transmission strategy
of the entire encryption scheme. After various attack tests,
the encryption scheme combined with the elliptic curve ring
key hiding strategy has not only passed attack tests such as
shear attacks and noise attacks, but also ensured the security
of the initial key required for decryption. First, we transmit
the initial value Msg of the 1D − Sin1 chaotic system via
an elliptic curve. The random sequence generated from this
initial value is used to determine the location information for
embedding the keys. Then, for the 96 binary bits of the key,
they are sequentially embedded in the least significant bits
of the ciphertext image according to the random numbers
generated by the 1D − Sin1 chaotic system. The embed-
ding method is as shown in Fig. 8, This embedding part is in
the form of a circular ring, comprising the outermost layer of
the ciphertext image, with the ciphertext image’s dimensions
being 98x98 on the outer layer. Even if certain portions of
the ciphertext are subject to truncation attacks, the recipient
of the ciphertext image can still successfully extract the key
and decrypt the message.

Step 1: We extract the plaintext-related keys p(i)
x , p(i)

y and

p(i)
ω and name themas the set P i.e. P =

{
p(i)
x , p(i)

y , p(i)
ω

}
,

Fig. 8 The elliptic curve “Ring” hiding and transmission strategy
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Since p(i)
x , p(i)

y and p(i)
ω are all floating-point numbers,we

use an eight-bit binary representation for the integer part and
the fractional part, which is equivalent to only one sixteen-
bit binary for each key representation for each key. Since we
need two sets of keys,we need a total of P∗2 binary numbers,
P = 16 ∗ 3.

Step 2: The initial value of the 1D−Sin1 chaotic system is
denoted as Msg. An elliptic curve is defined as Eo(a, b), and
a point O on the elliptic curve is chosen as the base point. A
large number K is selected as the private key, and the public
key U is generated asU = KO . The elliptic curve Eo(a, b),
along with the points U and O, are provided to the user. Upon
receiving the information, the user encodes the plaintextMsg
into a point M on Eo(a, b) and generates a random integer r.

⎧
⎪⎪⎨
⎪⎪⎩

Public Key Encryption: C = {rO,M + rU}
Private Key Decryption: M + rU − K(rO)

= M + r(KO) − K(rO)

= M

(8)

Decoding point M yields the plaintext Msg.
Step 3: Based on the obtained plaintext Msg and the iter-

ative 1D − Sin1 chaotic system, the key P is inserted into
the ciphertext image according to the chaotic sequence gen-
erated by the chaotic system. This allows the initial value
of the encryption scheme’s key to be concealed within the
ciphertext image, as illustrated in Fig. 8.

Secure compression encoding of remote
sensing images

Remote sensing images are distinct from digital images
due to their large data volume and multiple spectral bands.
Considering the uniqueness of remote sensing images, we
propose a secure compression and encoding scheme based
on DNA-TRV (DNA Transversion) and 2D − Sin2, which
we apply to enhance the security of remote sensing images.
We employ compression sensing to reduce the data volume
of remote sensing images and enhance their security through
DNA-TRV and the 2D−Sin2 chaotic system. In this section,
we will provide a detailed explanation of the secure com-
pression and encoding process for remote sensing images.
Figure 9 illustrates the workflow of the remote sensing image
secure compression encoding process.

Key generation

An encryption scheme independent of both the ciphertext
image and the encryption algorithm is more flexible but chal-
lenging to resist plaintext-related statistical attacks (Huang
and Zhou 2022). Therefore, we extract the relevant informa-

tion from the plaintext image’s various bands as input to the
2D − Sin2 chaotic system, generating plaintext-related keys
to counteract plaintext-related attacks.

Step 1: Choose a color remote sensing image “RI” with
dimensionsM*N*k as the original plaintext image. (Here, M
represents the width of the original image, N represents the
height of the original image, and k represents the number of
selected remote sensing image bands.)

Step 2: Split “RI” into different bands.

b(ι)
k = shape(RI (1 : M), RI (1 : N ), k) (9)

shape() function represents splitting the remote sensing
image “RI” into k bands, where b(ι)

k represents the ι-th band
among the k bands.

Step 3: According to Eq. 10, randomly select the val-
ues of two bands from the remote sensing image “RI” to
generate the initial values of the random number genera-
tor (p(i)

x , p(i)
y , p(i)

ω ). Since the chosen initial values for the
chaotic system are correlated with the plaintext, the encryp-
tion scheme is resistant to plaintext-related attacks.

⎧⎪⎪⎪⎨
⎪⎪⎪⎩

p(i)
x = mod

(
sum(b mod (i)+b mod (i+1))

M∗N∗2 , 1
)

p(i)
y = mod

(
sum(b mod (i)+b mod (i+2))

M∗N∗2 , 1
)

p(i)
ω = mod

(
sum(b mod (i)+b mod (i+3))

M∗N∗2 , 1
)

+ 1

i ∈ N

(10)

The values obtained from Eq. 10, namely p(i)
x , p(i)

y and p(i)
ω ,

serve as the initial values and control parameter (x0, y0, ω0)

for the iterations of the chaotic system. Here, mod() function
represents the modulo operation, and “sum()” represents the
summation function.

Step 4: Select two different values for i and j, to construct
two sets of different initial key values. Name these sets as
“userkey1” and “userkey2.”, where i 	= j, i, j ∈ N .

⎧⎨
⎩

usekey 1 = set
(
p(i)
x , p(i)

y , p(i)
ω

)

usekey 2 = set
(
p( j)
x , p( j)

y , p( j)
ω

) (11)

set() function represents the collection of initial key values.

Generating chaotic sequences

Based on the performance analysis of the 2D − Sin2 chaotic
system in Section “Definition of Sin paradigm”, it is known
that it exhibits excellent randomness. Applying the chaotic
system to an encryption scheme can enhance the stability and
security of the encryption scheme.

Step 1:Use “userkey1” and “userkey2” as the initial values
and control parameters (x0, y0, ω0) for the 2D−Sin2 chaotic
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Fig. 9 Block diagram of remote sensing image secure compression coding

system. Input “userkey1” and “userkey2” into the chaotic
system, respectively, and let the 2D − Sin2 chaotic system
iterateM*N+S times for each set of parameters. To eliminate
the initial disturbance of the chaotic system, discard the first
S iterations of the chaotic sequence, resulting in two sets of
two-dimensional chaotic sequences with a length of M*N,
denoted as (X, Y) and (Z, W). These two sets of chaotic
sequences will serve as the key pools for operations such as
measurement matrix creation, DNA encoding, DNA-TRV,
XOR operations, and DNA decoding.

Step 2: Sort the chaotic sequences X in ascending order
to obtain index matrix Xindex , as shown in (12):

X index = sort(X) (12)

sort() function represents a sorting operation in ascending
order.

The process of secure compression coding

In this subsection, we achieve secure compression coding
of remote sensing images through operations like Discrete
Cosine Transformation and DNA-TRV.

Step 1: As described in Step 2 of Section “Key gener-
ation”, split the remote sensing image “RI” into k bands.
Since the red, green, blue, and infrared bands in remote sens-
ing images contain sufficient information, we choose these
four bands, i.e., k=4, as the focus of our research. The four
bands are denoted as b(ι)

k , where (ι ∈ {1, 2, 3, 4}, k = 4).

Step 2: Apply Discrete Cosine Transformation to b(ι)
k to

obtain I (ι)
k , thus transforming it in both domains, i.e., spatial

and frequency domains.

I (ι)
k = dct

(
b(ι)
k

)
, k = {1, 2, 3, 4} (13)

In which, b(ι)
k represents the ι-th band among the k bands;

dct() denotes the Discrete Cosine Transformation; I (ι)
k rep-

resents the transformation result of the ι-th band from the
spatial domain to the frequency domain.

Step 3: Set up a threshold value T to the matrices obtained
in Step 2, removing values whose absolute values are less
than T. This results in a sparse matrix denoted as I (ι)

csk .

⎧
⎪⎪⎪⎨
⎪⎪⎪⎩

c1 = reshape
(
I (ι)
k , [M, N ]

)

thd = find (abs(c1) < T )

c1thd = 0

I (ι)
csk = c1 − c1thd

(14)

Algorithm 2 represents the pseudo-code for Eq. 14. T is a
threshold value, and to preserve as much valid data as pos-
sible, we set the threshold value as T ∈ (0.083, 0.087).
reshape() function indicates that the data is reshaped to size
M*N in the frequency domain, abs(c1) represents taking the
absolute value of c1, find() function returns the indices that
satisfy the condition, and in the context, it means returning
the indices of all values whose absolute values are less than
T. c1thd indicates setting the values whose absolute values
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are less than T to 0, and I (ι)
csk represents the final sparse matrix

after threshold filtering.

Algorithm 2 The pseudocode representation of Eq. 14.

Input: I (ι)
k (I (ι)

k denotes the result of the transform from the spatial
domain to the frequency domain.)

Output: I (ι)
csk (the sparse matrix)

1: Reshape the input data I (ι)
k into a matrix c1 with dimensions M ∗ N :

c1 = reshape
(
I (ι)
k , [M, N ]

)

2: Find indices of elements in c1 with absolute value less than T:
thd = find (abs(c1) < T )

3: Set the values in c1 at indices specified by thd to 0:
for index in thd:

c1thd = 0
end

4: Calculate the final result I (ι)
csk by subtracting c1thd from c1:

for i from 1 to M:
for j from 1 to N:
I (ι)
csk [i][j] = c1[i][i] − c1thd

I (ι)
csk = reshape

(
I (ι)
csk [i][j], [M, N ]

)

end
end

Step 4: Take the first quarter of the X sequence, scram-
ble it using the index sequence Xindex , and then reconstruct
the scrambled sequence into a measurement matrix of size
M*N/4.

⎧⎨
⎩


sq = X(1 : M ∗ N ∗ 1/4)

scramble = scramble

(
X index ,
sq

)

matrix = reshape

(

scramble , [M4 , N ])

(15)


sq represents the result of taking the first quarter of the X
sequence, the scramble() function is used to scramble 
sq

based on the index matrix, and the reshape() function is used
to construct the scrambled matrix into a measurement matrix
of size M*N/4.

Step 5: Perform compressive sensing operations on the
sparse matrix I (ι)

csk and the measurement matrix 
matri x , and
then quantize to obtain a compressed matrix CS(ι) of size M
* N/4.

⎧⎨
⎩
S = min

∥∥∥Cs − 
matrix · I (ι)
csk · S

∥∥∥
2

2
+ λ‖S‖1

CS(ι) = 
matrix · I (ι)
csk · S

(16)

S represents the sparse coefficients, and LASSO (L1 norm
minimization) is a widely used method to solve for sparse
coefficients S by minimizing the objective function. In this
context, (‖‖2)22 represents the square of the Euclidean dis-
tance, ‖‖1 represents the L1 norm, and λ is the regularization
parameter controlling sparsity. By solving this optimization
problem, one can obt ain the sparse representation coeffi-
cients S.

Step 6: Execute the operations from Step 2 to Step 5
sequentially for all four bands of images until all of them
are compressed. Then, transform the compressed matrices
of the four bands back to the spatial domain using inverse
Discrete Cosine Transformation and combine them into a
composite compressed matrix CE of size M * N.

CE (ι) = idct
(
CS(ι)

)
(17)

The idct() function represents the inverse Discrete Cosine
Transformation, and CE represents the composite com-
pressed matrix CE (ι) that combines all the individual com-
pressed matrices into one.

Next, we will introduce the entire process of generating
the ciphertext image by performing DNA encoding, DNA
transversion, DNA XOR operations, and DNA decoding on
the compressed image matrix, as shown in Fig. 10.

Step 7: To ensure the randomness in DNA encoding, use
the chaotic sequence Y and the DNA encoding rules from
Table 2 to perform DNA encoding on the composite com-
pressed matrix CE, resulting in the DNA-encoded matrix
YDN A.

YDN A = DNAEncode(mod(Y , 8) + 1,CE) (18)

WhereDNAEncode() function represents the DNA encoding
operation.

Step 8: The introduction of DNA-TRV rules enhances the
security of the encryption scheme. Here, performDNA-TRV
on the DNA encoded matrix YDN A based on the chaotic
sequence Y and the DNA transversion rules from Table 3,
resulting in the DNA-TRV matrix YT RV .

YT RV = DNATrans (mod(Y , 8) + 1,YDN A) (19)

Where DNATrans() represents the DNA-TRV operation.
Step 9: Diffusion operations can enhance the encryption

effectiveness of the scheme. Therefore, we use the chaotic
sequence Z to construct the chaotic encoding matrix ZDN A

required for the diffusion operation.

ZDN A = DNAEncodeEncode(mod(Z , 8) + 1) (20)

Step10:PerformXORoperations between theDNAtransver-
sion matrix YT RV and the chaotic encoding matrix ZDN A

according to Table 4 to obtain the final encrypted encoding
matrix HyperDNA.

HyperDNA = YT RV ⊕ ZDN A (21)

Step 11: Based on the chaotic sequence W, select the DNA
decoding rules and transform the encoded DNA matrix into
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Fig. 10 Block diagram of secure compression coding based on DNA transversion

a numeric matrix, resulting in the final ciphertext image
CI.

CI = DNADecode(mod(W , 8) + 1, HyperDNA ) (22)

WhereDNADecode() function represents theDNAdecoding
operation.

The secure compression coding flowchart is shown in
Fig. 11. Since the secure compression coding scheme uses
symmetric encryption, the decryption of the ciphertext image
is the inverse process of encryption, performing the reverse
of the entire encryption step to reconstruct the original image.
Therefore, it is not repeated here.

Experimental analysis

In this section, we simulated and evaluated the security per-
formance of the algorithm, and the experimental simulation
results showed that our proposed algorithm has a very perfect
simulation effect. Source of test images: The remote sens-

Table 4 DNA operations

⊕ A G C T

A A G C T

G G A T C

C C T A G

T T C G A

ing images in the experiment were obtained from the High
Score Image Dataset (GID) released byWuhan University in
2020, which was extracted from the Gaofen-2 (GF-2) satel-
lite (Tong et al. 2020). Multi-band remote sensing image
processing is based on a complete remote sensing image
processing platform - Environmental Visualization Image
(ENVI). The experimental equipment used a PC with Win-
dows 10 , processor selected Intel(R) Core(TM) i5-7200U
CPU@2.5GHz 2.70GHz, and data processing software used
MATLAB R2021a for data simulation. The parameters of
the chaotic system were selected from the explicit images
obtained and labeled under the corresponding experimental
results plots.

Keyspace

A larger key space provides higher security and reduces the
possibility of cracking the key. On the contrary, a smaller
key space is vulnerable to attack methods such as brute
force cracking, which reduces the security performance of
the encryption scheme (Yan et al. 2021), therefore, a suf-
ficiently large key well above 2100

(
1030 < 2100 < 1031

)
indicates that the system is resistant to exhaustive attacks.
The 2D − Sin2 proposed in this paper has three initial val-
ues x0, y0, ω0, and the pc precision we use can reach 10−15,
therefore, the key space of our proposed algorithm can reach
(1045)3, i.e., 1045 > 1031 is fully resistant to exhaustive
attacks.
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Fig. 11 Secure compression coding flow chart

Histogram analysis

Since histograms can clearly represent numerical relation-
ships, they are applied to the frequency distribution of
statistical image pixel values (Elkandoz and Alexan 2022),
and it can visually reflect the basic pixel value distribu-
tion. Figure 12 shows the histogram of the plaintext image.
The histogram distribution characteristics shown by remote
sensing images are different due to different feature of the
features, and after processing the remote sensing images by
the proposed encryption solution, the distribution character-

istics of remote sensing images tend to be the same, so it can
resist the threat of attackers based on statistical character-
istics. Figure 13 shows the histogram analysis of ciphertext
image after secure compression coding.

Pixel correlation

Correlation measures the similarity or difference between
adjacent image pixels vertically, horizontally and diago-
nally (Masood et al. 2022). In order to have a crypto-
graphically secure image encryption scheme, the correlation

Fig. 12 Plaintext image histogram analysis. (a), (b), (c) represent different types of remote sensing images, (d), (e), (f) correspond to the RGB
tricolor histograms of remote sensing images (a), (b), (c), respectively
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Fig. 13 Histogram analysis of ciphertext image after secure compres-
sion coding. (a),(b),(c) are the encrypted images corresponding to the
plaintext images (a),(b),(c) in Fig. 12; (d),(g),(j),(m) correspond to the
histograms of 4 parts after secure compression coding (CR=0.25) in

Fig. 12(a); (e),(h),(k),(n) correspond to the histograms of 4 parts after
secure compression coding (CR=0.25) in Fig. 12(b); (f), (i), (l), (o) cor-
respond to the histogram of the 4 parts after secure compression coding
(CR=0.25) in Fig. 12(c), respectively

between pixels should be eliminated and it is mathematically
expressed as

rx,y = cov(x, y)√
D(x)

√
D(y)

(23)

where,

cov(x, y) = 1

N

N∑
i=1

(xi − E(x)) (yi − E(y)) (24)

D(x) = 1

N

N∑
i=1

(xi − E(x))2 (25)

E(x) = 1

N

N∑
i=1

(xi) (26)

In the above equation, cov(x, y) denotes the covariance
of adjacent pixels x, y, E denotes the expectation of x or
y, D denotes the variance of x or y, and r represents the
correlation of adjacent pixels. As shown in the figure, the
horizontal, vertical, positive diagonal and negative diagonal
correlation coefficients of adjacent pixel points are linear.
This means that it is linearly correlated before encrypting the
image. Figure 14 shows the pixel correlation of a plaintext
image. In addition, the horizontal, vertical, diagonal and anti-
diagonal correlation coefficient maps of the encrypted image
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Fig. 14 Correlation of adjacent pixels of the original remote sensing
image in horizontal, vertical, positive diagonal and negative diagonal.
(a),(d),(g),(j) correspond to the correlations on the four directions of
remote sensing image in Fig. 12(a); (b),(e),(h),(k) correspond to the cor-

relations on the four directions of remote sensing image in Fig. 12(b);
(c),(f),(i),(l) correspond to the correlations on the four directions of
remote sensing image in Fig. 12(c)

are uniform with a scatter-like distribution. Figure 15 shows
the pixel correlation of the ciphertext image. In this paper, a
set of 10,000 adjacent pixels is selected along the horizon-

tal, vertical, diagonal and anti-diagonal lines. The closely
correlation of adjacent pixels was displayed obviously in
diagonal.
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Fig. 15 Correlations of adjacent pixels in horizontal, vertical, positive
diagonal and negative diagonal of ciphertext remote sensing images.
(a),(d),(g),(j) correspond to the correlation of the four directions of the
encrypted remote sensing image in Fig. 13(a); (b),(e),(h),(k) correspond

to the correlation of the four directions of the encrypted remote sensing
image in Fig. 13(b); (c),(f),(i),(l) correspond to the correlation of the
four directions of the encrypted remote sensing image in Fig. 13(c)

Hypothetically, the pixel correlation need to be disordered
if researchers aim to safeguard the security of remote sensing
image data. Therefore, the randomness of adjacent pixels
would be more effective after the encrypted image pixels be
dispersed.

Information entropy

Uncertainty and randomness in the data contained in an
image are related to the information entropy[14]. Higher
entropy means less information is obtained from the image,
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which is relatively more secure. The security of the encryp-
tion scheme gradually increases as the entropy value con-
verges infinitely to 8, with the following equation:

H = −
255∑
0

P (Li ) log2 P (Li ) (27)

In the above equation, P(Li ) denotes the number of occur-
rences of pixel value Li in each band, and if the image
information entropy is 8, it means that the image is a com-
pletely random ciphertext image. In other words, the more
infinitely close to 8 the information entropy is, the better
the encryption algorithm proves to be and the more secure
the encrypted image is. The information entropy of the orig-
inal plain ciphertext images in different bands is given in
Table 5. The results show that the encryption scheme is secure
and feasible. By analyzing the information entropy of sev-
eral different spectral bands before and after encryption and
decryption, and comparingwith similar research subjects, we
can observe that the encryption algorithmwe proposed is rel-
atively effective, and the resulting ciphertext images exhibit
a higher degree of randomness. Since only the information
entropy of ciphertext images is given in reference (Zhang
et al. 2020; Al-Khasawneh et al. 2022), only the information
entropy of ciphertext images is shown in Table 5.

Sensitivity analysis

Since the statistical properties of plaintexts can be the tar-
get of differential attacks by attackers, the small differences
among different images encrypted by the same encryption
systemmay become vulnerabilities in the encryption system,
so the sensitivity analysis of plaintexts is indispensable. We
usually use the pixel change rate (NPCR) and the uniform

change intensity (UACI) to measure whether the plaintext
sensitivity can resist the differential attack (Wang et al.
2015). We encrypted three remote sensing images using the
encryption scheme we proposed for testing purposes. By
testing the NPCR and UACI values for different spectral
bands, we found that the average NPCR value for differ-
ent bands exceeded 99.60%, and the UACI value reached
33.30%. Comparing with references (Wang et al. 2015) and
Lai et al. (2023), it can be observed from the data that our pro-
posed encryption sch- eme has a significant advantage. The
NPCR and UACI of different encryption schemes is shown
in Table 6. The equations for the two methods mentioned
above are as follows:

NPCR =
∑

m,n D(m, n)

M × N
(28)

UACR =
∑

s,t |C1( m, n) − C2(m, n)|
M × N × L

100% (29)

where,D(m, n) =
{
0, C1(m, n) = C2(m, n)

1, C1(m, n) 	= C2(m, n)
, C1 is the

encrypted image,C2 is the scrambled encrypted image,M, N
are the basic attributes of the test image i.e. width and height
respectively.

Image autocorrelation test

Two dimensional autocorrelation function is a widely used
tool in statistical research, signal processing (Li et al. 2023),
and image processing. They play important roles in many
applications, such as estimation filtering, image analysis,
and detecting repetitive patterns and structures in images. In
this article, we use the method of graph autocorrelation test

Table 5 Information entropy of
different remote sensing images
before and after encryption

Image Item Plain image Cipher image

RI b1 0.0599 7.9970

b2 0.0483 7.9969

b3 0.0392 7.9973

b4 0.0213 7.9977

RI1 b1 0.0119 7.9971

b2 0.0168 7.9976

b3 0.0388 7.9973

b4 0.0014 7.9973

RI2 b1 0.0492 7.9975

b2 0.0280 7.9971

b3 0.0106 7.9972

b4 0.0042 7.9981

Ref (Al-Khasawneh et al. 2022) 7.9898

Ref (Wang et al. 2015) 7.9973
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Table 6 NPCR and UACI of different remote sensing images

Image item NPCR(%) UACI(%)

RI b1 99.69 33.31

b2 99.53 33.39

b3 99.61 33.32

b4 99.63 33.33

RI1 b1 99.60 33.43

b2 99.59 33.32

b3 99.62 33.38

b4 99.66 33.32

RI2 b1 99.58 33.42

b2 99.58 33.37

b3 99.63 33.36

b4 99.59 33.33

Ref (Wang et al. 2015) b1 99.58 33.25

b2 99.58 33.25

b3 99.58 33.25

b4 99.58 33.25

Ref (Lai et al. 2023) 99.59 33.28

to evaluate the probability that the pixel values of all pixel
pairs in the image are equal. The core process of this method
is to convert the image to the frequency domain and then
calculate its autocorrelation image. Through this approach,
we can obtain detailed information about the spatial correla-

tion between pixels in the image, thereby revealing potential
repetitive or periodic structures.

Figure 16 demonstrates the autocorrelation of the plain-
text image, where we can observe that the plaintext image
exhibits mountainous undulations, indicating a high degree
of correlation. Figure 17 displays the autocorrelation of the
ciphertext image, showing that the ciphertext image has no
correlation except for a two-bit Dirac pulse signal at the cen-
ter. By comparing Figs. 16 and 17, we can intuitively observe
that our designed encryption scheme ensures the security of
the remote sensing image, with the following equation:

Sx (a, b) =
∫ +∞

−∞

∫ +∞

−∞
Rx (a, b)e−2π i(au+bv)dudv

= F [Rx (a, b)] (30)

Sx = |F(X)|2 = F(X) · F̄(X) (31)

R(X) = F−1[F(X) · F̄(X)] (32)

In the above equation, Sx (a, b) denotes the power spectral
density, Rx (a, b) denotes the autocorrelation function, F(X)

denotes the Fourier transform,F̄(X) denotes the conjugate
transform, and R(X) denotes the autocorrelation function of
the signal X .

Fig. 16 Autocorrelation images
of plaintext images. (a), (b), (c),
(d) indicate the autocorrelation
of the four bands of remote
sensing images in Fig. 12(a),
respectively
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Fig. 17 Autocorrelation images
of ciphertext images. (a), (b),
(c), (d) correspond to the
autocorrelation of the four bands
of the ciphertext remote sensing
image in Fig. 13(a), respectively

Peak signal-to-noise ratio (PSNR)

The performance and quality of encryption schemes are usu-
ally verified by calculating the peak signal-to-noise ratio
(PSNR) of encrypted images (Lin et al. 2023). PSNR is a
commonly used metric to measure image quality loss, which

Table 7 PSNR values of different images

Image Item PSNR

RI b1 6.8564

b2 7.5537

b3 7.6048

b4 6.6763

RI1 b1 6.1527

b2 6.6435

b3 6.8932

b4 7.3251

RI2 b1 6.5759

b2 7.5218

b3 8.6231

b4 7.4537

Ref (Liu et al. 2021) b1 6.9644

b2 6.7471

b3 6.9906

b4 8.3639

is calculated based on the mean square error (MSE) between
the original image and the encrypted image. Specifically,
PSNR is defined as the logarithmic reciprocal of the max-
imum possible peak signal and MSE of the original image.
When calculating PSNR, it is usually assumed that the origi-
nal image is an unencrypted clear image, while the encrypted
image is a processed image using some encryption algorithm.
The higher the value of PSNR, the smaller the distortion
between the encrypted image and the original image, reflect-
ing the effectiveness of the encryption algorithm in protecting
image content. Its equation is expressed as:

PSN R = 10 log

⌈
I 2max

MSE

⌉
(33)

Where Imax is the maximum pixel value, i.e. 255. MSE
and PSNR are the basis of the image evaluation algorithm,
PSNR is the peak signal-to-noise ratio and MSE is the mean
square error. The typical peak signal-to-noise ratio value in
image compression is usually at 30 to 40 dB, because it is
inversely proportional toMSE, so the higher theMSE should
be, the more serious the image distortion is. The PSNR value
is inversely proportional to the quality of the encryption
scheme; the lower the PSNR value, the higher the quality of
the encryption scheme. The PSNR results for each band after
encryption are given in Table 7. It can be observed that our
proposed secure coding scheme has more stable and smaller
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Fig. 18 Shearing attack. (a) indicates a 64*64 shearing attack on the
encrypted image b1 band; (b) indicates a 64*64 shearing attack on the
encrypted image b2 band; (c) indicates a 64*64 shearing attack on the
encrypted image b3 band; (d) indicates a 64*64 shearing attack on the

whole encrypted image; (e), (f), (g), and (h) correspond to the recovered
remote sensing images after the shearing attacks of (a), (b), (c), and (d),
respectively

PSNR value, which further explains the security and stability
of our proposed scheme.

Shearing attacks

During the process of encrypted image transmission, some
data may be lost or attacked. Cut attack (Zhang and Xiao
2022) is a common method used for image attacks, in which

the attacker simulates an attack on the encrypted ciphertext
imagebymodifying certain segments of the ciphertext image.
This makes it difficult for the data receiver to obtain com-
plete transmission information. In this section, we performed
cut attacks on different channels of the ciphertext image to
test whether our proposed encryption scheme can resist cut
attacks. The results, as shown in Fig. 18, demonstrate that
the attacked data can still be decrypted and that the main

Fig. 19 Noise attack. (a) indicates the addition of 0.01 pretzel noise; (b) indicates the addition of 0.05 pretzel noise; (c) indicates the addition of
0.1 pretzel noise; (d) indicates the addition of 0.3 pretzel noise
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information of the original image can be largely recovered.
The test results indicate that our proposed encryption scheme
possesses high robustness and security.

Noise attack

To test the security of the encryption scheme, typically two
different levels of noise attacks are applied to the ciphertext
image. Common noise attacks include Gaussian noise, salt-
and-pepper noise, Poisson noise, and multiplicative noise.
In this paper, salt-and-pepper noise attack is used to test
the security of the encryption scheme. This type of attack
introduces random pixel values in the image, simulating
the noise and interference that may be encountered during
the transmission process (Chen et al. 2022). By subject-
ing the encrypted image to salt-and-pepper noise attack,
the quality and correctness of the decrypted image are
observed to determine the image’s resistance to various
attacks during transmission. This method helps us gain a
better understanding of the robustness of the image encryp-
tion algorithm, enabling optimization and improvement to
enhance the image’s security and reliability during transmis-
sion. The test results, as shown in Fig. 19, indicate that as the
salt-and-pepper noise increases, the quality of the decrypted
image gradually deteriorates. However, even when the salt-
and-pepper noise reaches a relatively high level of 0.3, the
outline of the original image can still be observed. The test
results demonstrate that the encryption scheme proposed in
this paper can resist salt-and-pepper noise attacks, thus prov-
ing its high robustness.

Conclusion

In the paper, firstly, a Sin chaos paradigm is designed, which
enhances the fixed patterns of one-dimensional and high-
dimensional chaos systems. By constructing chaotic systems
of different dimensions, dynamic expansion of chaotic sys-
tems is achieved, thereby increasing the complexity and
flexibility of chaotic systems. Experimental analysis demon-
strates excellent chaotic behavior in the chaotic systems
constructed using the Sin paradigm. Secondly, since remote
sensing image data is extensive, DNA encoding is chosen
for parallel processing of remote sensing images. To avoid
potential threats arising from the fixed combinations of DNA
encoding, DNA-TRV is proposed. The secondary expansion
ofDNA-TRVdisrupts the fixed combinations ofDNAencod-
ing, allowing for dynamic selection of DNA encoding and
further enhancing the security of the encryption scheme.
Additionally, in conjunction with elliptic curves, an ellip-
tic curve “Ring” key concealment and transmission strategy
is introduced. This scheme combines the advantages of sym-
metric and asymmetric encryption, ensuring the security of

key embedding locations while concealing the key within
the ciphertext image. Finally, a secure compression coding
scheme based on the Sin chaos paradigm and DNA permu-
tation is designed and applied to the protection of remote
sensing images. After analysis of experimental simulation,
this scheme has been demonstrated to possess security, flex-
ibility, scalability, and diversity. It effectively safeguards
the security of remote sensing images and has successfully
passed various performance tests.

Nevertheless, this scheme was supposed to be demon-
strated better at this stage, however, shortcomings still exist
such as only partial restoration of the irregular sensing region
ROI type images, which will be conquered or searched rel-
evant solutions in the following research. Furthermore, by
combining remote sensing image compression and ciphertext
retrieval technology, the encrypted remote sensing images
will be uploaded to the cloud server within ciphertext form,
which ensure data security of remote sensing images and save
local storage resources.
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