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Abstract

This study investigates the predictors of four types of cybercrime victimization/expe-
riences: online harassment, hacking, identity theft, and receiving nude photos or
explicit content. The effects of victimization opportunity and low self-control are
examined as the primary independent variables in logistic regression analyses of data
collected from a large sample of undergraduates enrolled at two universities in the
United States. Results suggest that opportunity is positively related to each of the four
types of online victimization, and that low self-control is associated with person-based,
but not computer-based, forms of cybercrime. These findings speak to the utility, and
also the limitations, of these perspectives in understanding cybercrime victimization
risk among college students, and to the potentially criminogenic nature of the Internet.
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Introduction

Victimologists examining the situational correlates and risk factors of victimization
have frequently utilized routine activity theory, which argues that opportunities for
victimization occur when a motivated offender, suitable target, and absent or ineffective
guardianship converge in time and space (e.g., Cohen & Felson, 1979; Felson &
Eckert, 2015; Wilcox & Cullen, 2018). These victimization opportunities are hypoth-
esized to increase individuals’ victimization risks. This theoretical premise has found
substantial support with numerous empirical studies reporting links between
opportunity-based risk factors and different forms of criminal victimization (e.g.,
McNeeley, 2015; Spano & Freilich, 2009), including partial support for the link
between online opportunity and cybercrime or technology-enabled victimization
(e.g., Holt & Bossler, 2016; Reyns, 2017; Vakhitova, Reynald, & Townsley, 2016).

Researchers also have integrated this theory with the general theory of crime
(Gottfredson & Hirschi, 1990) to better understand the role that self-control may play
in increasing the risk of victimization (e.g., Schreck, 1999; Schreck, Wright, & Miller,
2002; Stewart, Elifson, & Sterk, 2004). Though the general theory of crime was
originally developed to account for offending, the central concept in the theory — low
self-control — is also hypothesized to increase victimization risk by making individuals
more vulnerable crime targets (e.g., Schreck, 1999). According to this vulnerability
thesis, low self-control directly and indirectly affects the risk of victimization — a
hypothesis that has been supported in studies examining traditional forms of victimi-
zation and in a more limited capacity in work examining cybercrime victimization
(Pratt, Turanovic, Fox, & Wright, 2014).

Despite being empirically supported as an explanation for victimization, it has also
been suggested that the effects of low self-control on victimization risk may be
contextual (e.g., Pratt et al., 2014). Specifically, self-control may have a weaker direct
relationship to victimization when individuals in criminogenic environments or situa-
tions perceive that they have little autonomy to choose what activities they may
perform. For example, the elderly, children, prisoners, or those in abusive relationships
may feel unable to affect their risk of victimization due to a perceived lack of control
over the situation or their environment generally (e.g., Pratt et al., 2014; Kulig, Pratt,
Cullen, Chouhy, & Unnever, 2017; Reyns, Woo, Lee, & Yoon, 2018).

This issue may also be evident in some forms of cybercrime victimization, as the
very nature of the Internet can impact individuals’ victimization risks in ways that may
be otherwise hidden or hard to appreciate. Certain offenses such as online harassment
may be directly influenced by both an individual’s online routine activities as well as
their individual attitudes and behaviors (e.g., Holt & Bossler, 2008; Leukfeldt & Yar,
2016; Peterson & Densley, 2017). The risk of computer hacking and fraud victim-
ization may, however, be influenced more broadly by simply connecting to the
Internet. Further, the web browser and operating system used by an individual
may disproportionately increase their risk of being targeted for attack due to
vulnerabilities in the software that may be unknown to the user (e.g., Maimon,
Wilson, Ren, & Berenblum, 2015; Song, Lynch, & Cochran, 2016; Yar, 2005). In
fact, prior research has found that the risk of malicious software infections and
electronic credit card theft are unrelated to an individual’s level of self-control
(e.g., Bossler & Holt, 2010; Ngo & Paternoster, 2011).
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To date, while the extant cybercrime scholarship supports the application of oppor-
tunity and low self-control as explanations for victimization, the majority of studies
have considered only one form of cybercrime in isolation, with a disproportionate focus
on interpersonal victimization (see Holt & Bossler, 2014; Reyns, 2017 for reviews).
Thus, studies examining crimes that more directly affect either a computer or sensitive
data (e.g., hacking, identity theft) are much less prevalent. A focus across multiple
types of cybercrimes (i.e., person-based and computer-based) is needed to allow
broader conclusions about the nature of cybercrime victimization — including its
common determinants — to be reached. The current study takes this necessary next
step in evaluating the relationship between victimization opportunity, low self-
control, and online victimization by estimating the impact of these theoretical
concepts upon the risk of four different types of cybercrime victimization/experi-
ences. These four types of cybercrime were chosen because they loosely corre-
spond to Wall’s (2001) cybercrime typology, and because they include those that
are both person-based and computer-based.

Theoretical Framework
Opportunity, Self-Control, and Online Victimization

Studies that have tested an opportunity perspective on online victimization have
adapted the building blocks of opportunity (i.e., exposure, target suitability, guardian-
ship) to online contexts and generally supported the application of the theory of explain
cybercrime victimization. Among studies utilizing samples of college students, research
has consistently found that routine activities related to online communications and/or
social networking increase students’ likelihood of experiencing different forms of
cybercrime victimization (e.g., Choi, 2008; Bossler & Holt, 2009; Henson, Reyns, &
Fisher, 2013; Marcum, Higgins, & Ricketts, 2010; Reyns, Henson, & Fisher, 2011).
Similar results also have been identified in both adolescent samples (e.g., Holt, Bossler,
Malinski, & May, 2016; Nési, Rasdnen, Kaakinen, Keipi, & Oksanen, 2017; Navarro &
Jasinski, 2013; Résénen et al., 2016; Van Ouytsel, Ponnet, & Walrave, 2016) and
general population studies (e.g., Leukfeldt & Yar, 2016; Pratt, Holtfreter, & Reisig,
2010; Reyns, 2013, 2015; Reyns & Henson, 2016; Van Wilsem, 2011).

Factors beyond opportunity also influence victimization risk — in particular, low self-
control. Research has demonstrated that low self-control is related to offline violent and
property victimizations (e.g., Holtfreter, Reisig, & Pratt, 2008; Piquero, MacDonald,
Dobrin, Daigle, & Cullen, 2005; Pratt et al., 2014; Schreck, 1999; Stewart et al., 2004).
Additionally, research suggests that low self-control has a direct effect on victimization
that is not explained by opportunity-based risk factors (e.g., Schreck, 1999; Stewart
et al., 2004; Turanovic, Reisig, & Pratt, 2015). In online studies, the published research
testing the effects of low self-control upon different forms of online victimization has
produced encouraging results supportive of its continued exploration (e.g., Bossler &
Holt, 2010; Holt, Bossler, et al., 2016; Reyns, Burek, Henson, & Fisher, 2013; Reyns,
Fisher, & Randa, 2018; Van Wilsem, 2011).

Together, these two perspectives have significant explanatory power in identifying
the predictors of a variety of types of offline and online victimization. Yet, studies that
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jointly test these two frameworks as explanations of victimization also suggest that their
utility may be limited in some ways by the environmental context in which the crime
takes place. This is a possibility implied by the extant cybercrime literature, but one that
has not been fully explored. Put differently, there may be domain-specific dynamics in
play when applying these frameworks to online contexts.

Opportunity and Low Self-Control: Online-Specific Dynamics

There is a notable dynamic present between the predictive power of self-control,
opportunity, and victimization surrounding the individual as the target of the offense
as opposed to their computer or their personal information as the target. In the case of
the former, greater opportunities and lower self-control are hypothesized to heighten
victimization risks as suggested in the offline victimization literature. In the case of the
latter, however, these forms of victimization (e.g., hacking, identity theft), may not be
impacted by opportunity and low self-control as traditionally predicted. To illustrate,
Bossler and Holt (2010) argued that the absence of a relationship between low self-
control, fraud, and malware infections in their study may have been due to the random
nature of these offenses.

The lack of consistent risk factors also has been noted across the literature
regarding the personal and protective factors (i.e., opportunities) at play in mali-
cious software infections that target an individual’s operating system or installed
software (e.g. Bossler & Holt, 2009; Choi, 2008; Holt & Bossler, 2013; Ngo &
Paternoster, 2011; Reyns, 2015). Overall, these issues may be a function of the
potentially criminogenic nature of the Internet as a whole — affecting the associ-
ation between self-control, opportunity-producing routine activities, and victimi-
zation risk. To elaborate, the open nature of the Internet and the protocols that
support its functionality enable computer hackers and data thieves to scan com-
puter networks for potential targets at all times. By virtue of simply connecting a
computer or device to the Internet, an individual increases his or her risk for
compromise by a cybercriminal (Brady, Randa, & Reyns, 2016).

Beyond this, the security tools individuals need to employ in order to reduce their
risk of compromise may neither be fully understood by average users nor configured or
implemented properly to ensure full protection. Further, the risk of experiencing certain
forms of cybercrime victimization could also be influenced by factors beyond the
individual victim’s control. To illustrate, there has been a substantial increase in the
number of mass data breaches occurring in the EU and U.S. over the last decade, where
individuals’ financial and personal information is acquired by compromising payment
systems or data maintained by retailers and third-party organizations (Ponemon
Institute, 2016; Symantec, 2016). In these instances, the entity responsible for data
management is at fault for the incident, not the individual victim, as they had no
responsibility in securing or storing their data. An individual may still experience
victimization, however, as the information acquired from breaches are frequently sold
to others via online markets for use in fraudulent online purchases or identity crimes
(e.g., Holt, Smirnova, & Chua, 2016; Leukfeldt, Kleemans, & Stol, 2017).

Taken as a whole, cybercrimes involving data stored on an electronic device, or the
device itself, may occur regardless of one’s online activities or level of self-control,
compared to those cybercrimes that specifically target an individual. A person may not
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perceive or realize that their victimization risks while online could be affected by
factors beyond their control. Thus, they may place faith in protective software programs
and tools that may only partially mitigate risks (e.g. Bossler & Holt, 2010; Holt &
Bossler, 2013; Leukfeldt, 2015). The nature of the Internet may be similar to the
conditions described by Pratt et al. (2014, p. 105) as to the diminished value of self-
control relative to routine behaviors in certain forms of victimization when they asked:
“When such autonomy to choose among behavioral alternatives is severely reduced, is
there any room left for self-control to play a role in the explanation of victimization?”

The Present Study

Considered together, the previously reviewed theoretical arguments suggest that re-
search questions related to the roles of victimization opportunity and low self-control
have yet to be fully answered in the extant cybercrime literature. Accordingly, the
present study addresses two primary research questions:

RQ1: What is the effect of victimization opportunity on cybercrime victimization
risk?
RQ2: What is the effect of low self-control on cybercrime victimization risk?

Regarding the first research question, we hypothesize based on previous research that
victimization opportunities will be predictive of each of the four types of cybercrime
victimization/experiences. With respect to the second research question, we hypothe-
size that the effect of low self-control will vary according to the cybercrime outcome
under consideration. In particular, low self-control should theoretically have a greater
impact upon person-based forms of cybercrime, as compared to its computer-based
forms (Bossler & Holt, 2010). Our cybercrime outcomes are operationalized using
Wall’s (2001) well-established typology for cybercrimes, and these research questions
are examined through analyses of data from a large sample of college students drawn
from two U.S. universities.

Method
Data

The data were collected as part of a larger five-year project, Consortium to Evaluate a
Novel Violence Prevention Program on College Campuses, which examined interper-
sonal victimization and perpetration among college students. The National Institutes of
Health funded the project through a R21 Advancing Novel Science in Women’s Health
Research grant. The institutional review board at the second author’s school
approved the study’s research protocol. Data collection occurred at two large,
urban, public universities, with one located in the Midwest and the other in the
South in the United States, during the Spring 2015. Both universities have
Carnegie Classifications as R1 doctoral universities, with undergraduate student
populations of approximately 33,000 and 22,000, respectively. The two
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universities are within 100 miles of each other. The field period lasted almost four
weeks from 12:00 pm on April 13th to 11:59 pm on May 11th.

Using student enrollment data from the last week of January 2015, the registrar at
each school drew a random sample of 5000 undergraduate matriculating students aged
18-24 years old,! by four year-in-school strata (first-year, sophomore, junior, and
senior) and two gender identities (male and female). Each of the year-in-school stratum
represented 25% of the total sample (n = 1250 respectively at each school). Within each
year-in-school stratum, the percent of females and males were equally split, 50/50 (n =
625, respectively at each school).

An initial email was sent to each student in the sample on April 13th inviting them to
participate in a web-based survey about the prevention of dating violence and sexual
violence. The student’s email address on file with the respective school’s registrar was used
to send the invitation. Following Dillman’s (2007) tailored design method, students
received an original invitation and subsequent follow-up emails approximately 3—4 days
apart at noon over the four-week period. To attract students’ attention, each email had a
different subject heading, such as: “First reminder: Followup: Please complete (school
name) Survey” and “Last reminder: Last chance: Please complete (school name) survey.”

To increase the likelihood of participation, each follow-up email was sent on a
different day of the week and over the course of the field period; each day of the week
had an email sent. Students who decided to participate were instructed to click on the
survey link, which opened a webpage explaining the purpose of the study and
providing informed consent. Students could then decide to complete the survey or to
opt out. Students who participated received a $5 Amazon e-gift card sent to the email
address that the invitation email had been sent within a week of submitting their
responses. The overall response rate was 40.63% (N =4063/10,000). Excluding cases
for which a valid response on each variable used in the analyses (7 =829) was not
available resulted in an analytical sample of 3234 students, for a response rate of
32.34%. This sample was predominantly female and White, with an average age of 20.

Measures

Outcome Measures In the early years of cybercrime scholarship, Wall (2001) intro-
duced a typology of cybercrime that included four distinct types: cyber-violence, cyber-
trespass, cyber-deception/theft, and cyber-pornography/obscenity. While originally de-
veloped to categorize types of cybercrime events, the present study conceptualizes the
typology from a victimization perspective and investigates a representative type of
cybercrime victimization from each of these categories. Four online experiences are
examined as dependent variables and based upon Wall’s (2001) typology. In particular,
online harassment (i.e., cyber-violence), hacking (i.e., cyber-trespass), identity theft
(i.e., cyber-deception/theft), and receiving nude photos or explicit content (i.e., cyber-
pornography/obscenity) are examined as online experiences representative of the
typology categories.

! Conventionally, students aged 18 to 24 years are considered to be traditional college students, whereas older
students (i.e., over age 25) are viewed as non-traditional. The survey was administered only to traditional
college students, as they are a homogeneous group in terms of their lifestyles and routine activities, whereas
non-traditional students, by definition, often have differing home and work responsibilities.
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Online Harassment Cyber-violence was operationalized as online harassment. To mea-
sure online harassment, participants were asked: “Since the beginning of Fall 2014 term
how many times have you experienced any of the following behaviors online?” Those
who indicated that they had experienced harassment any number of times (i.e., one or
more) were classified as victims of online harassment.” As Table 1 illustrates, approx-
imately 10% of students had such an experience during the academic year.

Hacking Victimization Hacking victimization represents Wall’s (2001) cyber-trespass
category. Respondents who indicated that they had experienced hacking any number of
times (i.e., one or more) since the beginning of the Fall semester were coded as victims
of cyber-trespass. Amongst members of this sample, 8% had been hacked during the
academic year (see Table 1).

Online Identity Theft Victimization Identity theft, representing Wall’s (2001) category
of cyber-deception/theft, measured whether students had their identity stolen online
since the beginning of the Fall 2014 term. Measured with the same survey prompt as
harassment and hacking, persons self-identified as victims of online identity theft.
Findings suggest that 5% of students were victims of cyber-deception/theft since the
beginning of school year (see Table 1).

Receiving Nude Photos or Explicit Content The operationalization of cyber-pornogra-
phy/obscenity (Wall, 2001) from the victim’s perspective is not straightforward.
However, a focus on the receipt of sexually explicit content is within the spirit of
Wall’s (2001) description from his typology. Accordingly, this variable was measured
with a survey item asking respondents the following question: “Since the beginning of
the 2014 Fall term, have you ever received a nude, nearly nude or sexually explicit
photograph or video of someone?” As Table 1 indicates, 32% of our sample disclosed
that they had been the recipient of this kind of online content since the beginning of the
academic year. It is important to note that the “victimization” label may not be accurate
in all cases, such as when the nude photos or explicit content were solicited.

Theoretical Variables

Opportunity The opportunity variable® reflects the mean number of hours in an
average day that individuals spent engaged in 10 different online routine behaviors,
with response choices ranging from 0 to 10 or more hours (0=0, l h=1,2 h=2, 3—
5h=3,6-9 h=4, and 10 or more hours =5). These routines have been identified in

2 As with the other outcome variables, the measure of online harassment was dichotomized to examine the
likelihood of experiencing victimization, rather than to explain the frequency of victimization. Doing so also
simplified the analyses while aiding in interpretation of the results.

? Reliability analysis for the opportunity construct produced a Cronbach’s alpha of 0.69. Thresholds for
interpreting acceptable o coefficients vary, and should largely be based upon theoretical knowledge of the
scale. Based on past research, and existing theory, we contend that an o of 0.69 is acceptable under the
circumstances (see Holt & Bossler, 2016 for review of literature linking online behaviors to victimization). A
similar approach was taken and explained by Koss and colleagues in their discussion of the reliability and
validity of the Sexual Experiences Survey (see Koss et al., 2007).
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Table 1 Descriptive statistics, scale, and coding for study variables

Variables Scale and Coding M SD

Dependent Variables

Harassment 0=no, 1 =yes 0.10 0.30

Hacking 0=no, 1 =yes 0.08 0.28

Identity Theft 0=no, I =yes 0.05 0.23

Nude Photo 0=no, I =yes 0.32 0.47
Independent Variables

Opportunity 0 to 5 (mean time spent engaged in online routine activities) 0.83 0.48

Low Self-Control 1 =more self-control to 2.01 0.45

4 =low self-control

Control Variables

Female 0 =male, 1 =female 0.56 0.49
Age Age in years 20.22 1.38
White 0 =non-White, 1 = White 0.85 0.35
Relationship Status 0 =single, 1 =non-single 0.45 0.49
Sexual Orientation 0 =non-heterosexual, 1 =heterosexual 0.85 0.35
Live on Campus 0 = off campus, 1 =on campus 0.37 0.48
Full Time 0=no, | =yes 0.97 0.14
Athlete 0=no, | =yes 0.05 0.22
Greek Membership 0=no, 1 =yes 0.22 0.41
Campus Location 0 = South, 1 =Midwest 0.54 0.49
N 3234

prior research as theoretical or empirical correlates of online victimization, and include:
(1) sending/responding to email, (2) social networking (e.g., Facebook, Twitter), (3)
communicating through instant messaging, (4) video chatting (e.g., Skype), (5) blog-
ging (reading or writing), (6) downloading (music, films, podcasts), (7) communicating
in chat rooms or forums, (8) watching TV (or YouTube or listening to the radio), (9)
participating in class discussions (e.g., on Blackboard), or (10) visiting pornographic
websites.

Self-Control The low self-control variable was constructed using Grasmick and col-
leagues’ (1993) 24-item scale for measuring self-control. Respondents were provided
with 24 statements and asked to rate their level of agreement, with answer choices
ranging from strongly disagree (1) to strongly agree (4). As a representative exam-
ple, one of these statements read: “Sometimes I will take a risk just for the fun of
it.” Answers to these statements were combined by calculating a mean level of
self-control, with higher values denoting lower self-control. A Cronbach’s « of
0.91 indicated high internal consistency among these items, and an average level
of self-control of 2.01 (0.45).

Control Variables Following prior research, several known correlates of online victim-
ization were included in the analyses as control variables. Among these, age was
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measured in years, while the rest were measured dichotomously, including: female,
race, relationship status, sexual orientation,” lives on campus, full time student, student
athlete, Greek member, and campus location. The coding and descriptive statistics for
the control variables are provided in Table 1.

Analytic Strategy

Prior to examining the cybercrime variables within our theoretical framework, correla-
tion analyses were performed. These analyses suggested that there are significant
relationships between both opportunity and cybercrime and low self-control and
cybercrime, thus supporting further analyses. Following this, binary logistic regression
models were conducted to estimate the effects of online opportunity (as a construct),
low self-control, and the control variables on the four different cybercrime outcomes.
The results of these analyses are provided in Table 2 for the four models. Further
analyses also were conducted to provide a view of how individual routine activities
influence these cybercrime outcomes. Thus, Table 3 provides binary logistic regression
results for four models in which the opportunity construct was separated into the
various online routine activities to examine the effects of specific behaviors, in addition
to the effects of low self-control and the control variables.

Results
Binary Logistic Regression Analyses

Opportunity Construct Table 2 provides results from the logistic regression analyses
for the four types of cybercrime; of primary interest are the effects of the opportunity
construct and low self-control. Across the models in Table 2, opportunity is a signif-
icant and positive predictor of harassment, identity theft, and receiving nude/explicit
content. Likewise, low self-control was significantly related to harassment and receiv-
ing nude/explicit content. Amongst the control variables, several significant relation-
ships emerged. First, for online harassment, being female, White, non-heterosexual,
and a student at the Southern university were all associated with elevated victimization
risks. Second, for hacking, age and Southern campus status were both associated with
increased risks, as neither of theoretical variables impacted the likelihood of hacking
victimization. Third, for identity theft victimization, age and being a part time status
student were both related to heightened victimization risk, although the strength of the
relationships was modest. Finally, in examining receiving nude/explicit content, males,

4 Students were asked about their sexual attraction to other people and asked to select an orientation that best
described them from a list including: only attracted to females, mostly attracted to females, equally attracted to
females and males, mostly attracted to males, only attracted to males, and not sure. Females who indicated
they were only attracted to males, and males who indicated they were only attracted to females were coded as
heterosexual. Low frequencies amongst the other combinations necessitated collapsing the remaining indi-
viduals into a “non-heterosexual” category.
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Whites, persons in a relationship, and those categorized as non-heterosexual were all
more likely to have such an experience.

Specific Routine Activities Table 3 provides an alternative view of opportunity by
providing estimates of the effects of individuals’ specific online routine activities upon
their likelihood of experiencing these four types of cybercrimes. In Model 5, the only
routine behavior significantly associated with harassment victimization is blogging, but
interestingly, the effect of blogging on online harassment was somewhat weak.
Importantly, low self-control continued to be a significant predictor of victimization,
and while most of the control variables from Model 1 remained significant, race
(White) became non-significant in this model.

Model 6 of Table 3 provides a more nuanced view of the predictors of hacking
victimization than did Model 2. Here, five specific routine activities were associated
with victimization, including emailing, social networking, and doing class work, which
positively impacted victimization risk, and instant messaging and skyping, which
negatively affected this risk. It is notable that low self-control became a significant
predictor of victimization in this model, whereas it was not in the prior hacking model
(Model 2). Age and campus location retained their effects from the previous model.

Changes were also observed across the models of identity theft victimization. As
Model 7 demonstrates, only emailing was significantly related to victimization, with
greater email use corresponding with an increased odds of identity theft. Being a full-
time student remained a significant predictor of victimization across these two models,
while age became non-significant in Model 7.

In Model 8 of Table 3, particular routine activities were significant indicators of the
likelihood of receiving nude/explicit content. Specifically, social networking, instant
messaging, and viewing pornography each increased the odds of this outcome. Further,
like the previous model of this dependent variable, low self-control remained a
significant factor. Likewise, the previously significant control variables of male,
White, in a relationship, and non-heterosexual retained their significance.

Discussion

Research examining criminal victimization has found substantial support for the role of
low self-control as a direct and indirect risk factor for violent and property crimes (Pratt
et al., 2014). This dynamic also has been partially supported for cybercrime victimiza-
tion, though more research is needed both replicate and validate the limited body of
scholarship that currently exists. In particular, there is a need to understand the extent to
which the criminogenic nature of the Internet may disproportionately increase the risk
of victimization, thereby decreasing the potential explanatory role of self-control (e.g.,
Pratt et al., 2014; Kulig et al., 2017; Reyns et al., 2018). The present study sought to
address an open question related to the effects of victimization opportunity and low
self-control upon four types of cybercrime victimization/experiences. Examining four
distinct types of cybercrime based on Wall’s (2001) typology allows for comparisons of
the relative effects of these two prominent victimization theories. Based on the results
from our analyses, four conclusions are warranted.
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First, opportunity, which was conceptualized in the initial analyses as a construct
denoting time spent in opportunity-producing routine activities, appears to increase
online victimization risk. The opportunity construct was predictive of three of the four
types of online victimization/experiences: harassment, identity theft, and receiving
nude/explicit content. However, this measure of opportunity was not a significant
predictor for hacking victimization. Yet, in the supplemental routine activities analyses
that examined the specific routines rather than an overall opportunity variable, four
distinct activities were significantly related to hacking victimization.

Regarding the routine activity analyses, online behaviors generally differentially
affected victimization risk depending upon the type of cybercrime under examination.
That is, certain routine activities had crime-specific effects. Namely, blogging was only
related to online harassment, and likewise, viewing pornography online was only
correlated with receiving nude/explicit content; skyping was only related to hacking
(inversely). Conversely, emailing, social networking, and instant messaging had effects
across victimization types. Emailing was related to hacking and identity theft; social
networking impacted risks for hacking and receipt of nude/explicit content; instant
messaging affected hacking (negatively) and nude/explicit content (positively). Some
of these variable effects have a clear-cut explanation. For instance, perhaps more time
using email equates with a greater likelihood of falling prey to scams or fraudulent
emails that lead to identity theft. On the other hand, other findings do not have a
straightforward explanation, such as the negative relationships between instant mes-
saging, skyping, and hacking victimization.

Overall, these findings suggest that in some cases, a global view of opportunity may
be helpful toward understanding victimization risk, while in other instances it is specific
behaviors that are of greater explanatory use. As a theoretical concept, there is fairly
compelling evidence based on our analyses that opportunity increases online victimi-
zation risk, particularly for those types of victimization/experiences involving interac-
tions with others. Meanwhile, a routine activities-specific analysis brings depth to an
understanding of online victimization in some cases, but it also adds opacity in other
cases in that certain variable effects are not immediately interpretable.

Second, low self-control was directly related to harassment, hacking, and receiving
nude/explicit content — depending on modeling of opportunity. Across models, persons
with low self-control were at approximately 50% greater risk of being harassed or
receiving nude/explicit content. In the routine-specific model, low self-control was also
significantly, but somewhat weakly, related to hacking victimization. These findings are
similar to those reported by Bossler and Holt (2010) whose analyses found significant
relationships between low self-control and online harassment, low self-control and
hacking victimization, and a null effect of low self-control and credit card fraud.

With respect to the impact of low self-control on harassment and receipt of
nude/explicit content, it could be argued that persons with low self-control have
personal interactions with others online that predispose them to experiencing
these outcomes. Schreck (1999) suggested that individuals with low self-control
were often pugnacious, which would heighten one’s likelihood of being involved
in negative online encounters, both as the aggressor and victim. It is noteworthy
that several studies have reported an overlap between offending and victimiza-
tion, including within online victimization research (e.g., Holt & Bossler, 2008;
Reyns et al., 2011; Van Wilsem, 2013).
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Regarding the nude/explicit content variable, as was previously noted, describing this
experience as a victimization may not be entirely accurate. While receiving unwanted
nude/explicit content is considered a form of visual sexual victimization (see Fisher,
Cullen, & Turner, 1999), the wording of the survey item used to construct this variable
does not make this clear. It may be that individuals solicited nude or explicit content, as
would be the case if someone were engaged in sexting with their partner. This contention
is supported by the effect of the relationship status variable. At the same time, the results
indicate that opportunity and low self-control both significantly and positively affect this
experience, which is a finding supported in the sexting research literature (e.g., Reyns,
Henson, & Fisher, 2014; Wolfe, Marcum, Higgins, & Ricketts, 2016).

Third, it is noteworthy that low self-control was not significantly related to either
hacking (in Model 2) or identity theft victimization. Based on these results and prior
research and theory, we propose that hacking and online identity theft victimization are
crimes for which the victim’s level of self-control plays only a minor role in their
victimization risk (Bossler & Holt, 2010). Implicit in the self-control perspective is the
assumption that individuals have the ability and freedom to make choices that either
guard against, or expose them to, victimization risk. Hence, self-control plays a more
limited role for crimes and in situations where individuals’ ability to exercise decision
making is either restricted or irrelevant. This supports Pratt et al.” (2014) arguments
regarding the potential utility of low self-control as a factor in the risk of victimization.
With respect to hacking, cybercriminals often look for vulnerabilities in systems, and
steal data on a rather large scale. This makes the individuals’ routine activities or level of
self-control essentially immaterial in the commission of the crime — depending on the
method of theft. Instead, the onus must be placed on the organizations that are tasked
with protecting these data to ensure their security — rather than on the potential victim.

Fourth, although our primary interest was in examining opportunity and low self-
control frameworks as predictors of cybercrime victimization/experiences, several
findings related to the control variables merit mentioning. To begin, sex was consis-
tently related to both harassment and receipt of nude/explicit content. It may be that
there are some sex-specific correlates of victimization within the opportunity perspec-
tive, in particular, and it would be beneficial if future research explored this possibility.
Additionally, age was a predictor of both hacking and identity theft, and given the
relatively truncated range for this variable, it would be interesting to further explore the
reasons for this effect. Further, persons who identified as a sexual orientation other than
heterosexual were consistently at greater risk for harassment and receipt of nude/
explicit content. Again, this finding warrants additional attention, and in the case
of each of these findings, sex, age, and sexual orientation should not be theoret-
ically meaningful from an opportunity perspective (e.g., Hindelang, Gottfredson,
& Garofalo, 1978). This suggests that these individuals may have been targeted
because of these characteristics — a proposition supported by target congruence
theory, which argues that offenders seek victims with characteristics representative
of their ideal target (Finkelhor & Asdigian, 1996).

Limitations

Efforts were made to conduct a methodologically rigorous study, but there are some
limitations that are nevertheless important to note. First, while it is very common to test

@ Springer



78 American Journal of Criminal Justice (2019) 44:63-82

opportunity and self-control perspectives within college student samples, doing so
limits the generalizability of the findings to college populations. It would be valuable
to replicate these analyses within adolescent or general population samples.

Second, it is somewhat difficult to measure certain types of victimization through
victimization surveys. For this study, three measurement issues are noteworthy. Among
them, asking individuals to self-identify as victims of hacking may have underestimated
its extent, particularly in instances where the victim does not know they have been
hacked. Further, prior research has identified personal deviance and peer deviance as
correlates of cybercrime victimization. These measures may have yielded similar
results if included in the present study, but measures of these concepts were not
available in the data. Additionally, the measure for receiving nude photos or explicit
content does not necessarily reflect a criminal victimization, as the behavior may have
been consensual. Yet, prior research suggests that analogous behaviors, such as sexting,
have similar predictors to online victimization (e.g., Reyns et al., 2014). Considering
this, and its place in Wall’s (2001) typology, its inclusion in the present study adds
value to the cybercrime literature.

Third, the variance explained in the models, while fairly typical in victimization
research, is still somewhat low, and this is after considering low self-control, a
wide range of routine behaviors, and many student characteristics. These potential
limitations offer opportunities for future research to build and improve on our
work, and despite any shortcomings, the results of the present study have impli-
cations for research and theory.

Implications for Research and Theory

Meta analyses of the effects of self-control on criminal behavior and criminal victim-
ization underscore the usefulness of the theory in explaining these outcomes (e.g., Pratt
& Cullen, 2000; Pratt et al., 2014). Yet, recent research, including the present study,
suggests that low self-control may also have limits to its application. Our results, for
example, support its continued use when examining person-based cybercrime victim-
ization/experiences, but mixed or null support for computer-based outcomes. Should
future research replicate these findings, it would further suggest that self-control is most
meaningful in situations in which the individual has the freedom to make decisions
resulting in increased vulnerability. For crimes such as hacking or identity theft, it
appears that the criminogenic nature of the Internet automatically makes users vulner-
able to victimization, irrespective of their decision making.

Our results also indicate that a more holistic view of opportunity yields theoretically
meaningful results. By contrast, a routine-specific examination of opportunity produces
a more practical view of victimization risk. Both of these approaches have value, and
future research might more purposefully consider these competing interests when testing
the opportunity perspective, the routine activity approach, or lifestyle-exposure theory.
While each framework shares common assumptions, the empirical results generated
across these approaches suggest differing uses for theory and/or practice.

Related to this, the results suggest possible means for preventing online victimiza-
tion. Together, our analyses indicate that opportunity increases cybercrime risk, and that
particular routines are directly related to online victimization. Situational prevention
methods may prove effective if they are devised to address these particular risky
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behaviors (e.g., Cornish & Clarke, 2003). Yet, it seems unrealistic to simply advise
potential identity theft victims to avoid emailing, for example, because it is a risk factor
for victimization. Instead, there is a need for interdisciplinary research combining
computer security methods of automated threat detection and mitigation to better
minimize the risk of victimization (see also Bossler & Holt, 2009; Holt & Bossler,
2013). Such techniques could help to better minimize the risk of victimization without
the need for user interaction with security tools or protocols they do not understand. At
the same time, cybercrime scholarship would greatly benefit from research exploring
both the technical and social forces that play a role in the risk of certain forms of
victimization, such as the ways that blogging is related to harassment, or how social
networking is related to hacking, along with our other significant findings related to
specific routine activities and victimization. Such research would provide valuable
insights that could be used to develop very specific situational crime prevention
strategies that lead to meaningful reductions in online victimization.
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