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Abstract

Some recent research articles (Zhang et al. in Lecture Notes in Computer Science, 10194,
298-313. (2017), Zhang et al. in Discret. Appl. Math. 285(1), 458-472. (2020)) addressed an
explicit specification of indicators that specify bent functions in the so-called C and D classes,
derived from the Maiorana-McFarland (M) class by C. Carlet in 1994 (Carlet in In Lecture
Notes in Computer Science 765, 77-101. (1993)). Many of these bent functions that belong
to C or D are provably outside the completed M class. Nevertheless, these modifications are
performed on affine subspaces, whereas modifying bent functions on suitable subsets may pro-
vide us with further classes of bent functions. In this article, we exactly specify new families
of bent functions obtained by adding together indicators typical for the C and D class, thus
essentially modifying bent functions in M on suitable subsets instead of subspaces. It is shown
that the modification of certain bent functions in M gives rise to new bent functions which are
provably outside the completed M class. Moreover, we consider the so-called 4-bent concat-
enation (using four different bent functions on the same variable space) of the (non)modified
bent functions in M and show that we can generate new bent functions in this way which do
not belong to the completed M class either. This result is obtained by specifying explicitly the
duals of four constituent bent functions used in the concatenation. The question whether these
bent functions are also excluded from the completed versions of PS, C or D remains open and
is considered difficult due to the lack of membership indicators for these classes.

Keywords C class - D class - Completed Maiorana-McFarland class M* - CD class -
Weakly normal bent functions - Bent duals - 4-bent decomposition
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1 Introduction

An important class of Boolean functions was introduced by Rothaus [4] in 1976, which
are defined in even number of variables having the maximum possible Hamming distance
to the set of all affine functions. These functions are called bent functions. Bent functions
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have been exhaustively studied in the past four decades because of their applications in
cryptography, coding theory, graph theory, association schemes, etc. For more details on
bent functions, their characterizations and design methods we refer to the textbooks [5-9].

When considering classes of bent functions, there are two primary classes referred to as
partial spread (PS) class due to Dillon [9] and the Maiorana-McFarland (M) class [10].
The term primary refers to the design that does not employ known bent functions to gener-
ate new ones (giving rise to the so-called secondary methods), it rather uses a suitable set
of affine functions (typical for the Maiorana-McFarland method [10]) or a collection of dis-
joint n/2-dimensional subspaces to construct a bent function on GF(2)" (typical for the par-
tial spread class introduced by Dillon [9]). Another generic class, denoted by A/, was pro-
posed by Dobbertin [11] and it includes both M and a subclass of PS commonly denoted
PSap. In 1993, Carlet [3] introduced two additional secondary classes of bent functions,
denoted by C and D, which are derived through a suitable modification of bent functions in
the M class. One explicit class derived by Carlet, containing instances that do not belong
to M or PS, is named D, and its cardinality is of approximately the same size as of M.
This does not substantially help in achieving a complete classification of bent functions, as
the two primary classes stand only for a portion of = 27° of bent functions on [Fzg, whereas
their totality is around 2'% [12]. In recent articles [1, 2, 13], the analysis of these two sec-
ondary classes has been taken further towards specifying a sufficient set of conditions so
that the resulting bent functions are also provably outside M*, where the superscript “#” in
general denotes a completed version of the considered class. Due to the hardness of overall
conditions, ensuring that at the same time the specified bent functions are indeed in C or D
and additionally outside M* (possibly also outside PS*) is a rather difficult task. In [14],
the authors extend the results in [2] to vectorial bent functions and introduce the concept
of weakly and strongly outside a completed (given) primary class (more specifically M™).

In the first part of this article, we further extend the initiative taken in [15], where it was
shown that under certain conditions it is possible to construct a superclass of bent functions
that stems from D, and C, named as the SC class. This class of functions uses the addition
of indicators typical to D, and C and therefore their overall effect is a modification of a bent
function on a suitable subset instead on a subspace. We show that, apart from adding the
indicators of D, and C, the only remaining possibility of ensuring the bentness of the result-
ing functions corresponds to the addition of suitable indicators used in the definition of C and
D classes (\, for instance adding indicators of D, and D cannot give bent functions), which
results in a superclass CD of bent functions. We then give sufficient conditions which ensure
that bent functions in CD lie outside M* and provide two generic methods for specifying
these objects, see Proposition 2 and 3. We also partially address the normality of these func-
tions and in this context we further refine the constraints on functions in CD to be outside the
completed PS* class. This problem of finding non(weakly)-normal bent functions is intrinsi-
cally difficult and it remains open whether there are instances of bent functions in CD which
are non(weakly)-normal.

In the second part of this article, we consider the problem of specifying suitable selec-
tions of four bent functions so that their concatenation is again a bent function. This
approach is closely related to the so-called 4-decomposition [16] of bent functions. More
precisely, there are three possibilities of decomposing bent functions on I} as four restric-
tions to the cosets of some (n — 2)-dimensional linear subspace. In general, these restric-
tions are either all bent, semi-bent or 5-valued spectra functions [16]. We show that suit-
able (n — 2)-variable bent functions in C, D, CD and M can be concatenated to provide new
bent functions in n variables. Most notably, the resulting bent functions are also provably
outside the M" class. The bentness of these functions is established using the necessary
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and sufficient condition given in [17] that the duals of its restrictions must satisfy. This
implies that for the first time, we explicitly determine the duals of certain functions in C and
D (implying the exact specification of the duals of bent functions in SC and CD), which is
in general considered as a difficult problem. Moreover, the fact that the 4-bent concatena-
tion, that employs bent functions stemming from different classes, gives instances of bent
functions provably outside the M* class is quite interesting. More precisely, we believe
that the gap between the total space of bent functions and their portion that comes from
the primary classes (as mentioned above) exactly originates in the lack of understanding
of 4-bent decomposition. In other words, having only three possibilities of concatenating
suitable objects on an (n — 2)-dimensional space to achieve the bentness on F}, we need to
analyze the behaviour and class inclusion of these objects in more depth.

This article is organized as follows. In Sect. 2, we recall some relevant notions and defi-
nitions related to Boolean functions and in particular we specify the main primary and sec-
ondary classes of bent functions. A superclass of bent functions which employs the addi-
tion of indicators typical to classes C and D, named CD, is introduced in Sect. 3. In Sect. 4,
we specify sufficient conditions for bent functions in CD to lie outside the completed M
class and provide two generic methods (Propositions 2 and 3) of constructing such func-
tions. We then consider the problem of concatenating four suitable (n — 2)-variable bent
functions, taken form different classes, for the purpose of generating new bent functions in
n variables. It is shown that our superclass CD provides such instances and furthermore the
resulting bent functions are again provably outside the completed M class. This is achieved
by specifying explicitly the duals of certain functions in C and D which also allows us to
determine the duals of bent functions in SC and CD. Some concluding remarks are given in
Sect. 6.

2 Preliminaries

With IS we denote the cardinality of a finite set S. The vector space I} is the space of
all n-tuples x = (x,,...,x,), where x; €F,. For x=(x;,...,x,), y =0 -.-5),) € [F2”
the usual scalar (dot) product over F, is defined as X -y = x;y, @ - @ x,.y,. With F}" we
denote the set ' \ {0,} and with [, we denote the multiplicative cyclic group of a finite
filed F,, which consists of the 2" — 1 nonzero elements of [,.. For convenience, we will
sometimes identify the vector space I} with .. Any element x € [ uses a bold face letter,
whereas the standard letters are reserved for finite field elements. Throughout the paper, if
tlm then we treat [, as a subfield of F,.. A polynomial F(x) € F,.[x]is called a permutation
polynomial, if the induced evaluation { F(x) : x € F,, } permutes the elements of F,,.

Moreover, any (n, n)-function F can be uniquely expressed as a univariate polynomial
of degree at most 2" — 1:

2"—1

F(x) = Z ax', a; € F.
i=0

For the 2-adic expansion i = iy + i,2 + i,2% + -+~ +i,_,; 2"~ the algebraic degree of F is
defined as

deg(f) = max{wt(i) : a; #0, 0 <i< 2"},
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where wt(7) is the Hamming weight of i = (i, i}, ...,1,_;) (the number of nonzero coeffi-
cients ije F,, j=0,....,n—=1).

For x € I, the (relative) trace Tr(x) @ Fp — Fy of x over [y, where k is a divisor of n,
is defined by

2 2k(n/k=1)

Tri(x) =x+x et

If k=1, then Tr’]’ is called the absolute trace. For an (n, m)-function F = (f},....f,),
where fi,....f,, : F,. = [F, are the coordinate functions of F, all the 2 — 1 nonzero linear
combinations of the coordinates f; are called component functions of F, i.e. the functions
F,(x) = Tr'(AF(x)), A € F,,. The function Wy : F, X F},, — Z defined by

WA u) 1= Wy ()= Y (=AW e F, ) e Ry,

XEFp

is called the (extended) Walsh-Hadamard transform of the function F. Specially, if m = 1,
then F' :=f is a Boolean function and we denote the Walsh-Hadamard transform of f with
W If We(u) = +25 forallu € ., then fis a bent function and n is necessarily even. The
set of all Boolean functions on [} is denoted by B,.. i »

When f € B, is bent, then the Boolean function f*, defined through W(u) = 22 (- DA
for any u € F,,, is also bent and is called the dual of f. For a Boolean function f € B,, the
inverse Walsh-Hadamard transform of f at any point u € [F,, is defined by

(_1) fu) — Z Wf(x)(_l)Tr'l‘(ux).

x€Fn

Two (n, m)-functions F and G are called extended affine equivalent (EA-equivalent) if there
exist some affine permutation L, on F,,, some affine permutation L, on [, and some affine func-
tion A : F,, = F,. such that F =L,0GoL, +A. They are called Carlet-Charpin-Zinoviev
equivalent (CCZ-equivalent) (introduced in [18] and later named CCZ-equivalence in [19]) if
there exists some affine automorphism L = (L;, L,) of F,u X Fyu, where L, : F,n X Fyn — Fpnand
L, : F X Fyn — Fynare affine functions, such that y = G(x)if and only if L,(x, y) = FoL,(x, y).
It is well known that EA-equivalence is a special case of CCZ-equivalence [19]. In the Boolean
case, the CCZ-equivalence coincides with EA-equivalence which is given as follows. Given an
arbitrary Boolean function f € B,, its affine equivalence class includes a set of functions {g}
obtained by

gx)=f(Ax®b)dc-xdd,
where A € GL(n, ) (the group of invertible matrices under composition), b, ¢ € F}' and

deF,.

Definition 1 A class of bent functions { f} € B, is complete if it is globally invariant under
the action of the general affine group (the group of all invertible affine transformations over
[F,) and under the addition of affine functions. The completed class is the smallest possible
class that properly includes the class under consideration.

The following theorem will be useful when considering the inclusion/exclusion of bent
Boolean functions in the completed class M*.
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Theorem 1 [9] An n-variable bent function f, n = 2m, belongs to M* if and only if there
exists an m-dimensional linear subspace V of V) such that the second order derivatives

DD, fx)=fx)@fxda)dfxdb)@f(xDadb)

vanish for any a,b € V.

2.1 Bent functionsinCand D

The Maiorana-McFarland class M is the set of n-variable (n = 2m) Boolean functions of the form
Jx,y) =x-x(y) @ g(y), for allx,y € F', (M)

where 7 is a permutation on ', and g is an arbitrary Boolean function on [F". From this
class, Carlet [3] derived the C class of bent functions that contains all functions of the form

J&xy)=x-7(y) ®1,.(x), ©, (1)
where L is any linear subspace of F, 1;. is the indicator function of the space
Lt={x¢e [Fz’” :x-y=0, Vy €L}, and x is any permutation on [Fz’” such that:

(C) ¢(ad L) is aflat (affine subspace), for all a € F.", where ¢ := x .

The permutation ¢ and the subspace L are then said to satisfy the (C) property, or for
short (z~!, L) has property (C).
Another class introduced by Carlet [3], called D, is defined similarly as

f(X, Y) =X- ”(Y) @ lEl (X)lEz (Y)’ (D)7 (2)

where 7 is a permutation on B and E, E, two linear subspaces of )" such that z(E,) = E]l
Quite recently, a set of sufficient conditions for bent functions in C and D to lie outside the
completed M class was derived in [1, 2]. These conditions involve the concept of linear
structures which is defined below.

Definition 2 An n-variable Boolean function f is said to have a linear structure if there
exists a nonzero a € [} such that f(x @ a) @ f(x) is a constant function.

Theorem 2 [Theorem 1] [2] Let n=2m>8 be an even integer and let
fx,y) = z(y) - x @ 1,.(X), where L is any linear subspace of )" and r is a permutation on '
such that (z~"', L) has property (C). If (x~", L) satisfies:

(CDhH dim(L) > 2;
(C2) u - 7 has no nonzero linear structure for allu € F,

then fis a bent function in C outside M".
Similar conditions concerning class D were deduced in [2]:
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Theorem 3 [Theorem 2] [2] Let n=2m>8 be an even integer and let
fx,y)=z(y) -x&® IEI (x)lEz(y), where 7 is a permutation on F}", and E,, E, are two lin-
ear subspaces of )" such that n(E,) = Ell If (z, E\, E,) satisfies:

D1 dim(E,) > 2 and dim(E,) > 2;
(D2) u - 7 has no nonzero linear structure for allu € F
(D3) deg(r) < m — dim(E,),

then fis a bent function in D outside M*.

3 New classes of Boolean bent functions

In this section, we recall the definition of the class SC introduced in [15] and investigate
the possibility of defining similar classes via suitable mixtures of indicators typical for C
and D. Nevertheless, any choice of these indicators must preserve the bent property of the
resulting functions which consequently leads to only one new superclass of bent functions
called CD. We again emphasize that using the addition of two indicators (corresponding to
subspaces) essentially implies a modification of bent functions in M on subsets rather than
affine subspaces.

3.1 Bent functions in SC

Let g : Fyu X Fyn — [, be a bent Boolean function in M defined by g(x,y) = Tr"(xz(y)),
where 7 is a permutation on [F,,. Furthermore, let

So) =x"""+1

be the Dirac symbol, that is, §,(x) = 1 if x =0 and O otherwise, which is essentially the
indicator of the m-dimensional subspace {0} X F,.. Then, (x,y) = g(x,y) + 6,(x) is a bent
function in the class D,, which is outside M* provided that x is not affine on any hyper-
plane of [, [Proposition 2] [3]. Notice that when L is a linear subspace of [,., then

L.@= [] @@+,

web(L)

where b(L) is the basis of L, is the indicator function of L' in finite field notation.
In [15], the authors introduced a new superclass of bent functions constructed from the
classes C and D,, and it is defined as follows.

Definition 3 [15] Let = be a permutation on F,, and let L C F,. be a linear subspace
of F,, such that (z7!,L) satisfies the (C) property. Then, the class of bent functions
f i Fn X Fn = F, containing all functions of the form

fOo,y) =T (xx(y) + aglc (%) + a;8y(x), a; €F,  (SC), (3)

is called SC and is a superclass of D, and C.
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Furthermore, it was shown that (under certain conditions) the functions in SC are out-
side the class M".

Theorem 4 [15] Let n be a permutation on Fy., L C Fy. be a linear subspace of F,. such
that (z~', L) satisfies the (C) property, dim(L) > 2 and Tr'(um) has no non-zero linear
structures for all u € I,,,. Then, the function f @ Fyu X Fyu — [, defined by

f(x»)’) = T”'ln(x”()’)) + IS(x)r X,y € [FZ”M

where 14(x) = 1,1 (x) + 6y(x), is a bent function in SC outside M*,

Motivated by this construction, we will consider the existence of other superclasses:
SD (superclass of D and D), CD (superclass of C and D) and SCD (superclass of C, D
and D;). It turns out that only the class CD contains bent functions, whereas the other
classes do not.

3.2 Bentness of Boolean functions in the class SD

As before, we consider g : Fyu Xy — [, defined as g(x,y) = Tr{'(xz(y)), where x is a
permutation on [F,,, which is a bent function in M. We now show that if £, E, # {0} are
two linear subspaces of F,. such that z(E,) = Ell (we do not consider the possibilities
E, X E, = {0} X Fu or F,u X {0}), then Boolean functions of the form, constituting the
SD class,

f(x’ )’) = g(x’ Y) + lE1 (X)IEZ()’) + 50()6), xsy € ":2”1’ (SD)’ (4)

cannot be bent.

Theorem 5 Let w be a permutation on ., and E,, E, C F,. be two linear subspace of Fyn
such that n(E,) = E]l Then, the function f : F,, X F,n — F, defined by

FO,y) = Tr'(cn(y) + 1, (015, () + 6p(x)

is not bent.

Proof Let us first compute W(0,0) as:
Wf(O, 0) = Z Z (_I)T"I"(Xﬂ(y))*'lfl @, 4 Z (_I)IEZ(.V)+1

x€F, yEFm yEFym
— Z Z (_I)T,le,(m@))+1f1 @15, _ Z (_1)1520‘)
xEFS, yEFym =
= 2 2 (—1) T RO, WL, 0) _ o Z (=1)la®
x€Fm yEFm yEFum

= W,(0,0) =2 - (2" — |E,]).
Since g(x,y) = Tr'(xz(y)) + lE1 (x)lEz(y) is a bent function in D, we have that either

Wg(O, 0) = 2" or —2™.
Assuming that W,(0,0) = 2™, then
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W(0,0) = 2" =2 2" 4 2|E,| = —2" + 2|E,|.

The requirement that W;(0,0) = +2" implies that |E,| = 0 or 2. However, E, # @ and
obviously dim £, < m, thus this case is not possible.
On the other hand, if W,(0,0) = —2" then we necessarily have

W(0,0) = 2" — 2. 2" 4 2|E,| = =3 - 2" + 2| E,|.

Requiring that W;(0,0) = 2™, implies that |E,| = 2"+1 or 2™ both of which are again not
possible. Hence, Wf(O, 0) # +2™, that is, fis not a bent function.

Remark 1 Similarly, using the ideas as in the proof of Theorem 5, one can show that func-
tions of the form (constituting the SCD class)

Fy) =g y) +1,0(0) + 1 ()1 () + 6p(x)  (SCD),

cannot be bent.

3.3 Bentness of Boolean functions in the class CD

In this section, we consider the remaining case which corresponds to the mixture of indica-
tors stemming from C and D. Let g : Fpu X By — [, defined by g(x,y) = Tr'(xx(y)) € M,
be a bent Boolean function, where z is a permutation on [,.. Let L C [F,. be a linear sub-
space of [, such that (z~!, L) satisfies the (C) property, and let E;, E, # {0} be two linear
subspaces of [, such that 7(E,) = Ell We consider the bentness of Boolean functions fin
2m variables, being members of the class CD (see Definition 4), of the form

FOuy) =806 y) + 1,00 + 1 ()1 (), x,y € By 5)

Then, the primary task is to find conditions which ensure that the function f given
by Eq. (5) is bent. Let us consider the Walsh coefficient W(a, b) for arbitrary but fixed
(a,b) € Fyu X Fyu.  Furthermore, we denote with C(x,y) 1= Tr{'(xz(y)) + 1,.(x) and
M(a,b) = C(x,y) + Tr{'(ax + by). Then,

Wf(a, b) = Z (_I)M(a»h)"'lE] D1, O

x,yEFm
— Z Z (_1)M(u,b)+152(y‘) + Z Z (_1)M(a,b)

x€E, yeFm X¢E, yeFm
- _ Z Z(_I)M(a,b) + Z Z(_l)M(a,b) + Z Z (_1)M(a,b)

x€k, yeE, X€E,| y¢E, X¢E| yeFym
=-2 Z Z(_I)M(a,b) + Z Z (_I)M(a,b) + Z Z (_1)M(a’b)
Xx€E, yeE, x€E; yeFym xEE; yeFym

— Z (_I)M(a,b) ) Z Z(_I)M(a,b) — WC(Cl, b) -2 Z Z(_l)M(a,h)

x,yEFm x€E, yeE, x€E, yeE,
— Wc(a, b)—2 Z Z (_1)T)’]"(xzr(y))+1LJ_(x)+T7’]"(wc+by)'

XEE, yEE,

Since EIl = n(E,), we have that Tr{"(xz(y)) = 0 for (x,y) € E; X E,. It follows now that
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Wy(a,b) = We(a,b) =2 - (Z PRGN DY Z(—l)T’W*’“‘))- ©6)

x€E, yeE, x€E,nNLt yEE,

Furthermore, if we denote K = E; N LY itis easy to see that

N 26%e (a,b) € EX x E+
Z Z(_1)T1< +by>={ (a.D) € Ey X E, , 7

0, otherwise

x€E, yeE,
" ' 25*e (a,b) € K X EX
_ 1\ (ax+by) - ’ gl 2
);( ‘EZE( h™ { 0, otherwise ’ ®)
J 2

where ¢; = dim(E;) and k = dim(K). Since K C E|, it follows that E]L C K*, and therefore
Ell X E2l c K+ x EZl Obviously, when (a, b) & K+ x Ezl, we have that Wy(a, b) = W¢(a, b).
Let us now consider the following cases:

Case 1: Suppose that (a,b) € E{ X Ey. Since we want that f is a bent function, we
have the following situations:

@) IfWe(a,b) = Wc(a, b), then
WC((l, b) — Wc(ll, b) _ 261+£2+1 + 2K+£2+2 o 2£,+£2+] — 2K+62+2 SK=¢g — 1.

an  If Wia,b)=-Wc(a,b), then —2Wc(a,b)=-2"*" 422+ Since
We(a, b) = £2™, we have

_2m+1 - _2m+1 + 2K+£2+2 or 2m+1 — _2m+1 + 2K+62+2

The first case is not possible since a power of two is strictly larger than zero, and
the second one leads tox = ¢,.
Case 2: Suppose that (a, b) € (K*+ \EIL) X E2l Again, requiring that f'is bent leads to the
following cases:

(D I Wea,b) = Wc(a, b), then
We(a,b) = Wp(a, b) + 257212 o 2Ftat2 —

which is not possible.

(1) If W(a,b) = =Wc(a, b), then —2W((a, b) = 2r+&+2 Gince the right-hand side of
the equality is positive, so must be the left-hand side. Thus, we must have that
We(a,b) = —2" and in this case k = € — 1.

From Case 1 and 2, we obtain bent Walsh coefficients only whenx = ¢, 0orx = ¢, — 1.
These observations are summarized below, where Theorem 6 corresponds to the case
k = £; — 1 and Theorem 7 refers to the case k = €.

Theorem 6 Let & be a permutation on Fy., L C Fy. be a linear subspace of Fyn such that
(z~1, L) satisfies the (C) property, and let E,, E, # {0} be two linear subspaces of F,, such
that n(E,) = Ef‘ and dim(E, N L*Y) = dim(E,) — 1. Then, the function f : Fn X Fn = F,
defined by
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F0y) = Cy) + 1, (1, )
where C(x,y) = Tr{'(xz(y)) + 1;.(x), is bent. Moreover, it holds that

—Wela,b), (a.b) € (E, NL)* \ E) X Ey
We(a, b), otherwise ’

mww={
Proof Suppose that (a,b) & (E; N L)t X Ezl From Egs. (6)-(8), it is easy to see that
Wf(a, b) = W(a, b). Suppose that (a,b) € EIl X E2l Again, (6)-(8) implies that

Wia,b) = Wc(a,b) -2 - (Qate —p . o8 +ay - Wel(a, b).

Lastly, if (a, b) € (E; N L)* \ E]l) x Ex, the sum (7) is equal to zero, and thus from Egs.
(6) and (8) it follows that

Wi(a,b) = We(a,b) — 2 - 2% = W(a, b) — 2™,

Using Parseval’s equation, it is straightforward to show that W(a,b) = 2", for all
(a,b) € (E; N Ly* x Ey. Thus,

Wia,b) = 2" — 2" = =2" = —W(a, b).

In other words, the function fis bent.

Theorem 7 Let m be a permutation on F,., E,,E, # {0} be two linear subspaces of
Fom such that z(E,) :EIl and (ﬁ‘l,E]l) satisfies the (C) property. Then the function
f i B X, = F, defined by

FOny) = Cny) + 1, (1, 0,
where C(x,y) = Tr{'(xx(y)) + 1, (x), is bent. Moreover, it holds that

_ [ —We(a.b), (a.b) € Ef X Ey
Wy(a.b) = { Wc(a, b), otherwise :

Proof We note that (6) becomes

Wf(a, b) — Wc(a, b) +2 Z Z (_1)T,11"(0X+by) —

x€E, yeE,

Wela, b) +2"), (a,b) € E- x E+
We(a, b), otherwise ’

Using Parseval’s equation, it is straightforward to show that W(a,b) = —2" for all
(a,b) € ElL X E2l Thus,

Wia,b) = =2" + 2" = 2" = —W(a, b).

In other words, the function fis bent.

Definition 4 Let z be a permutation on F,,, L C F,, be a linear subspace of F,, such that
(71, L) satisfies the (C) property, and let E,, E, # {0} be two linear subspaces of F,, such
that 7(E,) = Ei. If dim(E, N L*) = dim(E,) — 1 or E, = L*, then the class of bent func-
tions f : F,» X F,» — F, containing all functions of the form
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fO,y) =Tr'(cn(y) + agl (0 + a1 (D)1 (), a; €F,,  (CD), )

is called CD and is a superclass of C and D.

Remark 2 Let us consider the sum of the indicators 1, (x) + 1 E, (01 E, () defined above. We
note that

1)+ 1, )1, () =1
S,y) € (Lr xFou) \ (E; XEy) V (x,y) € (E; X E;) \ (L* X Fou)
&(x,y) € (L xFp) A\ (E; XEy) 1=,

where A denotes the symmetric difference. Moreover, the cardinality of S is equal to
|S| — 2m+/1 + ertey 2€2+l . |LJ_ ﬂE1|, (10)

where dim(L') = 4 and dim(E,) = ¢;, i = 1,2. It is easy to verify that S is neither a linear
nor an affine subspace of I, rather a set of elements in [,,.

3.4 Modifying bent functions on subsets

For convenience of the reader, we know provide certain explanations related to the mod-
ification of bent functions in the Maiorana-McFarland class which appears to be highly
suitable for specifying instances outside the completed class M". These modifications
efficiently destroy the structure of bent functions in M, which allows us to show that
modified bent functions cannot be viewed as a concatenation of linear functions (up to
EA-equivalence).

It is well-known that the M class can be viewed as a concatenation of affine func-
tions when f is given as f(x,y) = z(y) - x +g(y), for x,y € F". In particular, when
Sf(x,¥) = z(y) - x then f'is a concatenation of all linear functions on F" (there are exactly
2™ linear functions on F"). More specifically, for any fixed y* € F)" the restriction of fto
the affine subspace )" X {y*} becomes a* - x where a* = z(y*). This also implies that the
weight of such bent functions is 22~! — 2"~ ! since the linear function /(x) = 0 is used.

Now, let us consider the class D, of Carlet [3] given by f'(X,y) = z(y) - X + §,(X),
where Jy(x) is the indicator of the m-dimensional subspace {0,,} X FJ". It is obvious that
the effect of adding 6,(x) to f(x,y) = #(y) - X is essentially a modification of any linear
function /; (representing f as a concatenation of linear functions so that f = [,||l,|| - ||l,m)
so that for f” instead of having /;(0,,) = 0 we have [;(0,,) = 1. Since this modification is per-
formed on each linear function /;, we conclude that the bent functions in D, are of weight
22m=1 4 2m=1 and can be viewed as a concatenation of these modified linear functions (at
zero) which are now of algebraic degree m. This appears to be the main reason behind the
fact that certain instances in D, are provably outside the completed classes M* and PS*
[3], for a suitably chosen permutation z over [Fz’".

On the other hand, the class SC given as f(x,y) = z(y) - X + 1,1 (X) + 6,(x) corresponds
to the modification performed on f(x,y) = z(y) - X + 6,(X) € D, through addition of the
indicator 1, (x). In other words, we are now affecting already modified linear functions (as
explained above) further. It can be easily verified, similarly to Remark 2, that 1, . (x) + 6(x)
forms a subset in " X )" and cannot be an affine subspace. Assuming that dim(LY) = d,
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the indicator 1, (x) further modifies the values (of already modified linear functions at
zero) at exactly 2¢ points. Since this modification is again performed at value x = 0,,, the
overall effect of having both indicators is essentially the modification of (original) linear
functions at 2¢ — 1 points. As such a modification applies to all y € F”, we have performed
a modification at exactly 2(2¢ — 1) points. A similar reasoning applies to the class CD
given in Definition 4, which will be shown to contain members outside M* in the next
section.

Finally, we remark that the conditions in Theorems 2 and 3 (referring to the exclu-
sion from M™) are only sufficient and not necessary. In certain cases, even permutations
whose components admit linear structures may give rise to bent functions outside M?,
see for instance [Theorem 12] [2]. It appears natural that the above described modifica-
tions efficiently destroy the concatenation structure of bent functions in M so that the
resulting functions cannot belong to the completed PS class but this remains an open
problem.

4 Sufficient conditions for functions in CD to be outside M*

In this section, we present sufficient conditions for functions in the CD class to be provably
outside M*. We also partially address the normality of these functions and the main con-
clusion is that the choice of indicators must be further refined in order to possibly identify
instances within CD class which are weakly non-normal. Consequently, this would imply
that such functions lie outside the completed PS™ class.

The following proposition is proved useful for our main result.

Proposition 1 Ler V be a subspace of V). Then, we have

n—dim(V)-2, ifa,b,a®b &V
deg(D,Dy(1,(x))) = { podm) =2 i aba®b ey

Proof We know that deg(1,(x)) = n — dim(V). Further, ifa,b,a@® b ¢ V, then

D,Dy1,(x)) = 1,(x) @ 1,(x B a)
®1,xeb)d1,(xPadb)
= Lyuveauvebuvesh X):

that is, deg(D,Dy,(1y(x))) = n — dim(V) — 2. If eithera € V,b € V,ora@ b € V then
D,Dy(1,(x))) =0.

We are now able to prove that, under certain conditions, functions in CD are provably
outside M*.

Theorem 8 Let = be a permutation on B, L C F' be a linear subspace of B such that
(z~', L) satisfies the (C) property, and let E|,E, # {0,,} be two linear subspaces of F
such that n(E,) = Ell Furthermore, we assume that either dim(E, N L*) = dim(E,) — 1 or
E, =L Let f : F}' X F}" > F, be defined by

Jxy)=x-7(y) @ 1,.(x) ® 15 ()1, (¥).
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If(z=',L) and (7, E\, E,) satisfy the properties (C1) and (D1) — (D3), respectively, then
fis a bent function in CD outside M?,

Proof From Theorems 6 and 7, it follows that fis bent. From Theorem 1, it suffices to show
that there is no m-dimensional subspace V of FJ' X )" := [} on which the second-order
derivative D, D, (f) vanishes, for any nonzeroa,b € V.

The second-order derivative of f with respect to a = (a;,a,) and b =(b;,b,) in
V Cc " X )", can be written as

D,Dyf(x,y) =X (D, Dy 7(y)) ®a, - Dy, z(y & a,) "
@b, - D, 7(y ®b,) @ D, Dy 1,.(x) & DDyl 01 (y). 1D

We know that E; X E, is a subspace of I and therefore F)' = |J (E; X E,) @ u,, where
welU
U is a set of (disjoint) coset representatives w.rt. E; XE, and consequently
(ui ® (E, ><E2)) n (uj ® (E, XEZ)) =¢ for any uw; #u; € U. Any a € F}' can then be
written as a = al'l @ al?!, where al!l € E; x E, and al?! € U. Thus, we have

DanlE1 (X)IEZ (¥) = Dygia1 Dy 15, (X)IE2 )- 12)

If [{a? e U : (@l @ al?) € V}| > 2, then we select two nonzero vectors a,b € V
such that a? b2 € U, where a=all@a? and b=>bl!®b. Thus, we have
alll @ b2l € U, that is, al® @ b2 ¢ E, X E,. From Proposition 1 and (12), we have that

deg (DyDylz, ()1 (y)) = m = 2.

Since the properties (D1) and (D3) are satisfied, we have that deg (Dan(ir(y) . x)) <m-2
and deg (D, Dy, 1;:(x)) < dim(L) — 2 < m — 2. From Eq. (11), it follows that
D,Dy f£0.

If [{a® € U : @' @ a?) € V}| < 2, then |V N (E, X E,)| > 2! (since |V| = 2™). From
property (D1) and #(E,) = E{, we have
[VN(E, XE,)| >2""' > |E|| and |V N (E, X E,y)| >2"" > |E,|.
Moreover, we have that
[VN(E; x0,)]>2 and |VN (0, X E,)| > 2,

which can be justified as follows. For instance, assuming that |V N (E; X0,,)| <2 then

|V N (E; X E,)|<|E,|, which is in contradiction with |V N (E; X E,)| > 2"~! > |E,|. Hence,

we can select two nonzero vectors a,b € V N (E, X E,) such thata = (a;,0,,),b = (0,,,b,).
From Eq. (11), we have that

DDy, f(x,y) =a, Dy, n(y) ® D,Dplg (x)1g,(y)
=a; - Dy, z(y),

since a,b € V N (E, X E,) and therefore D,Dyp1; (x)1z = 0. As the property (D2) is satis-
fied, it holds that a, 'Db/f # const. Thus, for any m-dimensional subspace V of [Fz'" X [Fzm
we can find nonzero a,b € V such that D, D, f # 0.
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Proposition 2 Let n = 2m, m even, and s be a positive divisor of m such that m/s is odd.
Let n(y) = y? be a permutation on F,,, such that d(2° + 1) = 1 (mod 2" — 1) and yg;_(gl) > 3.
Let L={1,a,...,a* ), where a is a primitive element of F,,, E, = (a3 ,a 5 ) and
E = E2l Then, the function f : F,n X F,n — [, defined by

F@y) = TPy + 1,20 + 15, )15, (), %,y € By,

is a bent function in CD outside M".

Proof From [Theorem 9] [2] we know that (z~!, L) satisfies the (C) property. Since m is
even and m/s is odd, we must have that s is even. Thus, 22 — 1 = 3|25 — 1 a21g5]l fug(gh%r-
more E, is not only a vector space but also corresponds to a subfield {0, 1,a™3 ,a 5 }
of F,. Since x is a monomial permutation, it must map every subfield to itself, thus
n(Ey) =E, = Ell Since wt(d) > 3, from [Proposition 5] [2], we have that 7" (uz(y)) admits
no linear structures, for any u € F,,. Since dim(E,) = 2, we have that dim(E,) = m — 2.
Hence, the conditions (C1) and (D1) — (D3) of Theorems 2 and 3, respectively, are satis-
fied. From Theorem 8, it follows that fis a bent function in CD outside M.

Example1 Letm = 6,5 = 2and d = 38. One can easily verify thatd(2* + 1) = 1 (mod 2™ — 1).
With respect to the notation in Proposition 2, we have that for E, = F,, and E| = EZl the func-
tion f : Fys X Fps — [, defined by

[0 y) = T0™) + 1, ()1 + 15,(7), X,y € Fy,

is a bent function in CD and is outside M*,

Remark 3 Especially, for m = 6, we inspected all possible choices for L, E| and E, such that
either dim(L) = dim(E,) = 2 or 3, (z~!, L) satisfies the (C) property and z(E,) = Ell, where
z(y) = y*¥ is a fixed permutation on Fy. Using the mathematical software Sage, we were
able to construct 500 functions f € CD of the form (9) for the fixed permutation 7 given
above. Furthermore, all of them are outside M*. With the same notation as in the example
above, we could also confirm that the function f is pairwise EA-inequivalent to the func-
tions f;(x,y) = Tr8(xy*®) + 1 () € C and fo(x,y) = Tr$(xy*®) + 1, ()1, € D. The ques-
tion whether (some of) these functions induce distinct EA-equivalent classes is left open.

We now provide one more example of bent functions in CD outside M*, for larger n.

Example 2 Let m =9 and d = 284. We note that d(2> +1) mod (2° — 1) = 1, wt(d) = 4
and d mod (2° —1)=4. Let L = (1, a,a?) and E, = {a, @*), where a is a primitive ele-
ment of Fy; such that &® + & + 1 = 0. From [Theorem 9] [2], we know that (z~!, L) satis-
fies the (C) property. We further observe that E, is a 2-dimensional subspace of F,. Let us
show that 7(E,) = E,. From & = a + 1 we have that a* = « + a?. Because « is an element
in the small field F,;, we consider its exponent modulo 23 — 1. Thus, we have that:

07 =0,
ol = a4 =a+ az,
(aZ)d — (a2)4 — aS =aq,

(@ + ! = (@ = o' = (&%) = o?.
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In other words, #(E,) = E, = E]l Since wt(d) > 3, from [Proposition 5] [2], we have that
Tr'(urm) does not admit linear structures, for any u € F,. Since dim(E,) = 2, we have that
dim(E,) = m — 2. Hence the conditions (C1) and (D1) — (D3) of Theorems 2 and 3, respec-

tively, are satisfied. From Theorem 8, it follows that the function f : F,o X F,y — [F, defined by
f.y) = Triy") + 1(x.y), x.y € By,

is a bent function in CD outside M¥, where 14(x,y) =1 if and only if (x,y) €S and
S =(L*xF,) /\ (E, X E,) (see Remark 2), and equals 0 otherwise. From Eq. (10), it is
clear that 13 modifies the truth table of g(x, y) at 2946 = 215 positions. Furthermore, S is
neither a linear nor an affine subspace.

With the same notation as in Example 2, Table 1 illustrates the bentness and alge-
braic degree of the Boolean function f : F,» X 9 — [, defined as

FOry) = TG + agl (0 + ay Ly (D1, () + a,80(x), (13)

for all possible values ay, a;,a, € F,.

Proposition 3 Let n = 2m, m = 3l is odd and r be a positive integer such that gcd(r,3l) =3
and d2" + 1) = 1 (mod 2" — 1) with wt(d) > 3. Let L = (1, a,a?) and E, = (a,a*) and
E = Ezl, where a is a primitive element of Fys such that a® + a + 1 = 0. Then the function
f i B Xy = F, defined by

feoy) =Ty + 1.0 + 15 15 (), X,y € Fo,
is a bent function in CD outside M".

Proof Because gcd(r,3]) = 3 and m/3 = [ is odd, by [Theorem 9] [2], we have that (¢, L)
satisfies the (C) property, where ¢(x) = x> *! is a permutation of Fy, and L = (1, a, a?).
Furthermore, since 7(x) = x? is the inverse of ¢ and wt(d) > 3, we know that Tr'(ur) has
no nonzero linear structures for any u € F,,. Now, we prove that d mod @ -DH=41t
is well-known that gcd(2¢ — 1,20 — 1) = 2&¢d@b) _ [ Thus, ged2¥ - 1,2 = 1) =23 - 1.
Furthermore, if a =b (mod N) and MIN, then a = b (mod M). Hence, we have that
d2 +1)=1(@mod2*>—1). Since 23-1|Q2 ' -=1)=@2"+1-2), we have that
2" +1 =2 (mod 23 — 1). From the last two congruences, we conclude that 2d = 1 (mod 7)
and it is easy to compute that d = 4 (mod 7). From & = a + 1 we have that a* = a + a?.

Table 1 Class inclusion in M*

of the Boolean function f defined @, a1, ) € F) Algebraic degree Bent Class

by Eq. (13) (0,0, 0) 5 yes M
0,0,1) 9 yes Dy \ M?
0,1,0) 9 yes D\ M*
0,1, 1) 9 no -
(1,0,0) 5 yes c\ M*
(1,0, 1) 9 yes sc\ m*
(1,1,0) 9 yes cD\ M*
(1, L1 9 no R

@ Springer



1244 Cryptography and Communications (2022) 14:1229-1256

Because « is an element in the small field F,;, we consider its exponent modulo 23— 1.
Thus, we have that:

04 =0,
d=a*=a + a2,
(aZ)d — ((12)4 — a8 =aq,

(a + aZ)d — ((X4)d — a16 — ((XS)Z — a2.

In other words, #(E,) =E, = EIl Since dim(E,) = 2, we have that dim(E,) = m — 2.
Hence, the conditions (C1) and (D1) — (D3) of Theorems 2 and 3, respectively, are satis-
fied. From Theorem 8, it follows that the function f : Fy X Fy» — [, defined by

f@y) = Ty + 1,0 + 1, (015 (0), X,y € Fyn,
is a bent function in CD outside M*.

Using the software Wolfram Mathematica, we could confirm this result, and addi-
tionally some suitable values of r and d for different m are listed below.

m r d

9 3 284

9 6 228

15 3 18204
15 6 18652
15 9 14116
15 12 14564
21 3 1165084
21 6 935652
21 9 1197788
21 12 899364
21 15 1161500
21 18 932068

4.1 Addressing the normality of functions in CD

In [20], it has been shown that if a Boolean function f in 2m variables is in the completed
PS* class, then it is weakly normal. In other words, if a function is weakly non-normal
then it lies outside the completed PS* class. Recall that a function f : [F22’” — [, is called
normal (weakly normal) if there exists a flat of dimension m in [F22’” such that fis constant
(affine) on this flat. In this section, we discuss the weak normality of the functions in CD
and propose an interesting research problem regarding them.

Remark 4 Depending on the choice of L, E| and E,, the functions in CD are weakly normal
in the majority of cases when 7(E,) = E, = E;.
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If dim(E, nL')=dim(E;)—1 or E, =L*, we can have four possible situations
E =LY LY CELE, Cc Lt and dim(E)) = dim(L*) A dim(E; N LY) = dim(E) — 1. We
will consider these cases depending if 7(E,) = E, or n(E,) # E,.

1. Suppose that 7(E,) = E, = E.

(a) L* = E,. If we consider an m-dimensional subspace E; X E, of F,. X [F,., we have

(b)

(©)

(d

ii

that1 + IE2 (y) =0forally € E,. Thus, IEl @A+ IE2 (v)) is always equal to 0. On
the other hand, because of the choice of £, and E,, we have that Tr{"(xz(y)) = 0
because x € E; and z(E,) = Ey. Thus, f| yz, = 0.

L+ c E Ifwetakea € F,,, \El, wehavethatlLl(x) =15 (x) = Oforallx € a + E;.
Thus,1;,(x) +1 E, 01 £®) vanishes on the m-dimensional ﬂat (a + E,) X E,. Further-
more, for (x,y) € (¢ + E;) X E, (w.l.o.g. say x = « + e;) we have:

Tr)'(xex(y) = Tri' (@ + ez (y) = Tr{'(ax(y) + Tr'(e;x(y)) = Tr}' (ax(y)).
=0 (same as in 1.)

Since n(E,) = E, we have that {Tr"(az(y)) 1 y € Ey} = {Tr{'(ay) 1 y € E,},

which is obviously the truth table of an affine function. Thus, f |(a +E,)xE, 1S affine.
E, C L*. If we take 4 € L* \ E,, we have that 1,,(x) = 1 and lE (x) = 0 for
all x€ A+ E,. Thus, 1,,(x) +1; (x)1(») =1 on the m- dlmenswnal flat
(A+E)) X E,. Similarly asin 2., Tr’l"(xn(y)) is affine on this flat. Thus, f| 4z g,
is affine.
dim(E)) = dim(LY) =m — p, dmE, NI =m—pu—1 .
Let U=E, +L* be the direct sum of E; and L*. It holds that
dim(U) = dim(E,) + dim(Z*) — dim(E; N L*) = m — u + 1. On the other hand,
dim(E,) = u

If u = 2 (all of the known constructions of functions in D outside M¥ have
dim(E,) = 2), then dim(U) = m — 1. Let &« € F,. \ U. If we consider the flat
= (o + U) x {0, p}, where f§ € E,, we have that1,, (x) + 1E, (x)lEz(y) = (0and
Tr{'(xz(y)) is affine for all (x,y) € A. Thus, f1, is affine.
Suppose p > 2. Again, we have that dim(U) =m — p + 1 and dim(E,) = u
Let Wbe any (4 — 1)-dimensional subspace of E,. Then, 1, (x) + 1El (01 E, »)
vanishes on A = (a,0) + (U X W), where a & U. Let us consider the function
Tr!'(xx(y)). If x € a + U, then w.l.o.g. x = a + x, for some x, € U. We have
that:

' (e + x,)x(y) = Tr}'(ax(y)) + Tr (x, 7 (y)).

We note that if x, € U \ E}, then 7r"(x,z(y)) is not necessarily an affine func-
tion and thus we cannot be certain if fis affine on A.

To summarize, we have that fis weakly normal for the situations (a)-(d-i). In the case
(d-ii), the question whether fis weakly normal remains open.

The case when 7(E,) # E,, seems to be more difficult to analyse which leads to the follow-
ing open problem.

@ Springer



1246 Cryptography and Communications (2022) 14:1229-1256

Open problem With the same notation as in Definition 4, suppose that either z(E,) # E,
or 7(E,) = E, with dim(E;) = dim(L*) = m — p, u > 2. Is the function f defined by Eq. (9)
weakly normal?

Remark 5 Apart from the exclusion from the PS class, it would be of interest to investigate
whether bent functions in CD may also lie outside the completed classes C* and D*. Appar-
ently, by the definition of CD, the members of CD cannot lie in C or D but due to the lack of
indicators for the membership in their completed versions there is no rigorous conclusion
concerning this question. Most likely, only certain instances of functions in CD are outside
C* and D*. This however remains to be shown and appears to be a difficult task.

5 Bent duals of functions in SC and CD and their application

In 1993, Carlet determined the bent duals of functions in D, [Corollary 1] [3] and D [Prop-
osition 1] [3]. In this section, we determine explicitly the bent duals of certain instances of
functions in C not covered by Carlet’s result. We also present another approach to deter-
mine the duals of certain functions in D and show that these can be constructed from the C
and M class. The duals of certain functions in SC and CD are also specified and it is shown
that these can be used to construct bent functions in B, , by concatenating four suitable
bent functions in B, that stem from these classes. Moreover, we show that the resulting
bent functions are outside the M* class.

We recall that, by [Corollary 1] [3], the following result gives us the bent duals of func-
tions in D,,.

Proposition 4 [3] Let n = 2m and n be a permutation on Fyu. Let f : Fyn X Fw = F, be a
bent function in the D, class defined by
. y) = xz(y) + 6p(x), x,y € Fyn. (14)

Then, its dual f* is also a bent function in 2m variables defined by f*(x,y) = yr~'(x) + 8,(y).

Throughout this section we will be using the notion of (P;;) property, which is defined
as follows [21].

Definition 5 Let g € B, be any Boolean function. We say that g satisfies the property (P,,)
with the defining set U = {u,...,u,} CF, if there exists g,,...,8, € B, such that
g(x+ X, wiu;) = () + Xi_, w;g;(x) for any w = (wy,...,w,) € F!. Equivalently, g is
said to satisfy the property (P;,) with the defining setU = {u,, ..., u,} C F,, if D,D,g= 0
foranyl <i<j<t

5.1 Bent duals of certain functions in C and D.

In what follows, we determine the bent duals of certain instances of bent functions in C and
D.
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Proposition 5 (C instance) Let f : Fou X Fou = [, be a bent function defined by

f6ey) = Ty + [ [0 @ + 1), x,y € Fy, (15)
icl
where a is a primitive element of Fy,, I C {0, ..., s — 1}, s is a positive divisor of m such that

mls is odd, d(2° + 1) = 1 (mod 2" — 1) and wt(d) > 3. Then, the dual f* : F,u XFn — F,
of fis defined by

iy = Tr’l"(xzsﬂy) + H(Tr’l"(y(aix +ax¥ +a¥)+1), x,y€ Fon.
i€l
Proof By [Lemma 4.15] [21], it holds that the function (x,y) = Tr]'(x**'y) satisfies the
(Py;) property with the defining set U = {(@,0) : i=0,...,s — 1} (we note that the general
condition is that for all (u,u,), (v;,v,) € U C F, X F,, it holds that u;v, + u,v; =0 and
Tr"(uiv, + viuy) = 0). Thus, by [Theorem 4.17] [21], its dual is defined by

e,y = Tr’l”(xz\“y) + H(Tr’l”(y(aix +ax® +a¥) +1), x,y € K.
iel

Notice that HieI(Tr’l"(aix) + 1) corresponds to the indicator function F,» 3 x = 1,.1(x)
where L= (a':i€l). Furthermore, by [Theorem 5.8-(ii)] [22], we can take
L={cy,...,c;) where ¢; € Fy fori=1,...,1, so that (z~!, L) satisfies the (C) property,
where 7 is defined as above.

To determine the duals of functions in the D class, we will use a secondary construction
of bent functions in bivariate form introduced in [21]:

Construction 1 [21] Let U = {w; = (u; ;,u;) : 1 i <t} CFu Xy, where 1 <1 <m.
Let g : F,» X . be any bent function function whose dual g* satisfies the (P;;) property
with the defining set U. Let F(X,,...,X,) be any reduced polynomial in F,[X,,...,X,].
Then the function f : F,» X Fyn — [F, defined by

fy) = gCe,y) + F(Tr{'(uy 1x + uy 5y), ..., Tri'(u, 1 X + 1, 5y))
is bent and its dual (by [Theorem 2.3] [23]) is defined by
Jixy) =g (x,y) + F(Dy, 8" (x.y), ... . Dy 8" (x, ). (16)

Let z(y) = y* and E, be a vector subspace corresponding to a subfield in F,, where s
is a positive divisor of m such that m/s is odd, d(2° + 1) = 1 (mod 2™ — 1) and wt(d) > 3.
The following lemma shows that the duals g* of bent functions g in 2m variables, defined
by g(x,y) = Tr’ln(xyd) +15,(), x,y € Fy, satisfy the (Py) property with the defining set
U = {0} X b(E,), where b(E,) is a basis of E,.

Lemma 1 Let E, be a vector space in F,. which corresponds to a subfield in F,,, where s is
a positive divisor of m such that m/s is odd, d2° + 1) = 1 (mod 2" — 1) and wt(d) > 3. Let
g Fow X Fw = |, be a bent function defined by

glx,y) = Tr’ln(xyd) +15,0), x,y € By

Then, its dual is defined by
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g y) = T y) + 1, (),
and furthermore D,D,g* = 0 for all a,b € U = {0} X b(E,) or b(E,) X {0}.

Proof Obviously, the function g is a Maiorana-McFarland function of the form
g(x,y) = Tr{'(xz(y)) + h(y) with z(y) = y? and h(y) = 1E2 (). Thus, its dual is of the form

gr @) = T (ya ™ (1) + h(z ™' (1) = T () + 1, (), x.y € By
Leta,b € U and x,y € F,. be arbitrary. Clearly,
Dang*(X, y) = DanT’T/L(yx2‘+1) + DanlEz(xz\_H)'

By [Lemma 4.15] [21], it holds that D,D,Tr""(yx**') = 0. On the other hand, because
1 (x¥*1y depends only on x, it is easy to note that D,D,1 £ (Z*+1) =0 for all x € F,, if
a,b € {0} X E,. Hence, g* satisfies the (P;) property with the defining setU = {0} X b(E,).
On the other hand, if U = b(E,) X {0}, then

DanlEz(xZH—l) = lEz(x2‘+1) + lEz((x + a)zs+1) + lEZ((x + b)zs+1) + lEZ((-x+ a+ b)z.s_'_l).

Now if x€E, then x** (x+a)?*,(x+b)>*, (x+a+b)* ' €E, for all
a,b € b(E,) and thus D,D,1, (x**")=0. If x € E,, as E, is a field and x — x**! is
a monomial permutation, the elements of E, are mapped to itself and thus x**! ¢ E,.
Furthermore, since a € b(E,), it must hold that x+a & E, and similarly as before
(x+a)**! ¢ E,. The same argument holds for (x+ 5)>*! and (x+a+ b)*>*+.. Thus,
DDyl (**!) = 0 for all x € Fy,.

Now, as a direct consequence of Construction 1 and Lemma 1, we have the follow-
ing result which is used to provide the dual of certain instances of bent functions in D,
namely in Theorem 10.

Proposition 6 With the same notation as in Lemma 1, let f : Fou X Fou = [F, be defined by
fley) =80, y) + 1 (x), x,y € By,
where g(x,y) = Tr{' oy +1 g, and E| = Ezl Then, f is bent and its dual is defined by

Fan=gwn+ [[ Tro@® +ox+ o)) +1), xy € Fy.
web(E,)

Proof By Lemma 1, g* satisfies the property (P;) with the defining set b(E,) x {0}. Thus,
by Construction 1, the function f defined by

faen =g+ [ @@n+1) =gk +1;w
web(E,)

is bent. Let us compute the first order derivative of g* in (w, 0) for @ € b(E,).
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D) 8" (x,y) = " (x,y) + g (x + @, y)
= TP y) + 1, 07 + T+ o) M) + 1 (0 4+ o))
= Tr’I”(y(a)xT + wx + @?).

Thus, by Construction 1, the dual f* of fis defined by

ey =gy + H (Tr’]"(y(cz)xz‘v +ox+o?)+1), x,y€ Fom.
web(E,)

In [24] the author determines the duals for functions obtained by the following sec-
ondary construction of bent functions.

Theorem 9 [Theorem 4] [24] Let n be any positive even integer. Let f.f, and fy
be three bent functions on V). Denote by f, the function f| +f, +f; and by o the func-
tion fify +fifs + fofs- Now, if fy is bent and if f] =f +f, +f], then o is bent and
RN ERTHA

We will now prove that certain functions in D can be expressed in terms of Theo-
rem 9 and as a direct consequence we will be able to determine the duals of the corre-
sponding functions in SC and CD.

Theorem 10 (D instances) With the same notation as in Theorem 9, let n=2m, s
be a positive divisor of m such that mls is odd, and d a positive integer such that
d2°+1)=1(mod 2" — 1) and wt(d) > 3. Let E, be a subfield of F,, and E| = E2l Let
fi i B xXFn = F,i=1,2,3,4, be defined by:

Si6ey) =T (o),
F) = T ) + 1, (),
f306y) = Ty + 1, (),
Jae ) = f1(6 ) +H(69) + /0, 9).
Then, using o = f\f, + fifs + fof5, the function o(x,y) = Tr’l"(xyd) + 15, (01, (v) is bent
and its dual is defined by

o*(x,y) = T (> *'y) + H (T (x™ ) + DT (y(wx + ox® + @?)) + 1).

wED(E,) a7

Proof Firstly, by Proposition 6, we have that f, is bent and its dual f} is defined by

£ =17y + [ @™+ D+ [ @oes +ox® + o) +1).
web(E,) w€ED(E;)

. J/
g 'g

J/

vy (%) Yy (x.y)

(18)
From Proposition 5 and Lemma 1, it is easy to compute that f" + £ + f; = f;. Thus, by
Theorem 9, the function ¢ is bent. Furthermore,
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o(x,y) = [160H069) + 1000 069) + H060) £, )
= Tr}'(y") + T oy, () + T o) + T oy )1, (0)+
+ T oy) + T oy )1, () + T ooy, () + 1, (01, ()
= Tr]'(y") + 1, ()15, ()
that is o € D, and its dual is defined by:
o (X, y) =G CY) + a0 6y + 515 (%)

= T Hy) + g (O, (x, y)

=Ty + [ @@ + DI Oex + o + o) + 1).
web(E,)

The above results are used in the next section for specifying the duals of bent func-
tions in SC and CD.

5.2 Duals of bent functions in SC and CD

Using a similar approach as in Proposition 6, we will show that certain functions
(“parts” of functions in SC and CD) satisfy the (P;;) property with some defining set,
and consequently we will be able to determine the duals of the corresponding functions
in SC and CD.

Proposition 7 (SC case) Let f : Fyu X Fou = [, be a bent function defined by

fGey) =Ty + [ (T @) + 1) + 86(x), x,y € By, (19)
il
where a is a primitive element of Fy, 1 C {0,1,...,5s =1}, s is a positive divisor of

m such that ml/s is odd, d(2°+1)=1 (mod 2" — 1) and wt(d) > 3. Then, the dual
* t Fow X Fyw = F, of fis defined by

Aoy = TP *y) + H (T (v(a'x + a'x® + @) + 1) + 8,(), x,y € Fy.

iel

Proof Let g(x,y) = Tr;"(xyd) + 6y(x). Then, by Proposition 4, we have that
g (x,y) = T (yx* 1) + 8,(v). We will prove that g* satisfies the (P;,) property with the
defining setU = {a’ : i € I} x {0}. Leta,b € U and x,y € F,, be arbitrary. Then,

D,D,g*(x,y) = D,D,(T*"(x* *'y)) + D,D,(6,()) = 0,

because the first summand is equal to zero by [Lemma 4.15] [21] and the second summand
is equal to zero since the y-coordinate of a and b is equal to zero. Thus, by [Theorem 4.17]
[21], the function fis indeed bent and its dual is defined by

[,y = Trq”(xzurly) + H (Tr'l”(y(aix +ax +d¥)+ 1) +6,(»), x,y € Fyn.

i€l

Using a similar method, we determine the duals of bent functions in CD.
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Theorem 11 (CD case) With the same notation as in Theorem 10, let 6 : Fyu X Fyu — [F, be
defined by o(x,y) = TrT(xyd) + 1z (015, (), x,y € Fyu. Let L C E, be any subspace of Ty
of dimension at least 2. Then, the function f : Fyn X F,n — F, defined by

fey =+ [] @ @0+, xy€R,,
web(L)

is bent and its dual is defined by

fraey=c@wn+ [] @roes+ox® +o?) +1), x,y €y, 20)
web(L)

where b(L) is the basis of L.

Proof Let a,b € b(L) x {0} and x,y € F,, be arbitrary. From Theorem 10, we have that
D,Dyc*(x,y) =DanTr’]”(x2§+1y) + DDy, (xX)y,(x,y), where y,y, are defined by Eq.
(18). By [Lemma 4.15] [21], we have that DanTr'f(xzs“y) =0. Let A€ b(L) CE, be
arbitrary. Then,

w(x+A,y) = H (Trlm(y(a)xzx + WA+ wx + ol + wz)) +1) =y,(x,y)
wEb(E,)

and thus y,(x) = y,(x + a) = y,(x + b) = y,(x + a + b). Hence,

D, Dy, (x,y) = w0y (x, y) + w (x + Ay, (x + a, y)
+y (x+ Dy, (x+b,y)+y,(x+a+by,(x+a+b,y))

=y, ) +y x4+ a) +y (x+b)+y (x+a+b)
= v (5 ), () + 1 ((+ @)* T+

1 (k46" + 1, ((x+a+ b))
Because x +— x**! is a monomial permutation and E, is a field, it holds that
(x+ )**! € E, if and only if x + A € E,, and for A € E,, it is equivalent to the fact that
x € E,. Thus, as a,b € b(L) C E,, we have that

DDy 0y (x, ) = w6, )1, 07 + 1 P + 1, P + 1, () =0,

for all x,y € F,.. Hence, o* satisfies the (P;;) property with the defining set b(L) x {0}.
Consequently, by Construction 1, the function fis bent and its dual is defined by Eq. (20).

5.3 Two bent 4-decompositions

In [16], the authors completely describe the 4-decomposition (f}.f,f3.fs), where
fi € B,_,, of a bent function f € B, in terms of the second order derivatives. More pre-
cisely, the notation (f},f,.f5,/;) means that f},...,f, € B,_, are defined on the four cosets
of V = {(a,b)!, thus f; are defined on 0, V,a® V.bdV,(a®b) PV, respectively.
Such a decomposition is called a bent 4-decomposition when all f; (i € [1,4]), are bent; a
semi-bent 4-decomposition when all f; (i € [1,4]) are semi-bent; a 5-valued 4-decomposi-

tion when all f; (i € [1,4]) are 5-valued spectra functions so that W, € {0, £2¢"2/2, +2"/2}
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[16]. These are the only possibilities and we strictly have that all the restrictions f; have the
same spectral profile.

For our purpose, we are only interested in bent 4-decomposition and its characterization
in terms of the duals of f;. Notice that the canonical decomposition of f corresponds to the
choice of a,b € Fy given by a = (0,0, ...,0,0,1) and b = (0,0, ...,0,1,0) in which case
the restrictions f; are given as: f(x) = f(x,0,0), ..., f4(x) = f(x, 1, 1), where x € [Fz"‘z. In
this case, we use a shorthand notation f = f,|| f,|| f3| . f4 to denote this canonical decom-
position of f.

Theorem 12 [17] Let f € B, be a bent function, for even n > 4. Let a, p € [}, be two dis-
tinct elements and V = {(a, f)*. If we denote by (f,, ... .f,) the 4-decomposition of f with

respectto V, then ( fi, ....[4) is a bent 4-decomposition if and only if f1 +f; +f5 +f; = 1.

Using this result, we show that bent functions stemming from M, C, D, and SC form
a bent 4-decomposition. To satisfy the conditions of Theorem 1, we note that f; is
defined by f(x,y) = Tr’l"(xyd) + 1 instead of Trq”(xyd), so that the sum f;" + 1 +f; +f;
equals 1 (otherwise it would be 0).

Theorem 13 Let n = 2m, s be a positive divisor of m such that m/s is odd, and d a posi-
tive integer such that d(2° + 1) = 1 (mod 2™ — 1) and wt(d) > 3. Let f, : Fou X Fow = |, be
defined by fi(x,y) = TrT(xyd) + 1, and f,,f; and f, be defined by Egs. (14), (15) and (19),
respectively. Then, f = (f}, ... .f1) is a bent function in n + 2 variables.

Proof Firstly, we note that f*(x,y) = T/ (x* *'y) + 1, x,y € F,,. From Propositions 5, 4
and 7 it is easy to compute that f7(x,y) +£5(x, y) + f; (x, y) + £} (x,y) = 1 for all x,y € Fp.
Thus, by Theorem 1 it holds that f = (f},....f,) is a bent 4-decomposition, i.e., it follows
that fis a bent function in n + 2 variables.

Remark 6 Explicitly, let f = ( fi,/>./5.f1) be defined as in Theorem 1, then by [Corollary
1] [25], we can write f : Fpu X Fou X Fx = F, as

f(x’y7zl7z2) =f1(x9y) +Zl(f1 +f:2)(x’y) +22(f1 +f2)(x’y)’ X,y € [FZ"”ZI’ZZ € [FZ’
21

which corresponds to the concatenation f = fi|| f5|| f31| f4- Let fi.f>.f3.f4 and f be defined
as in Theorem 13, then Eq. (21) evaluates to:

Fy.21,2) = TPy + 210 (0) + 2,800 + 2 + 2, + 1, x,y € Fyuzy,2, € B

Moreover, it turns out that bent functions described in Theorem 13 do not belong to
the completed M class. For convenience, we use the vector space representation below.

Theorem 14 Let n = 2m be even and f € B, be given as in Theorem 13 so that
f(X, y. 21,22) = ¢(Y) . X@Zl 1LL(X)@2260(X)@21®22®1, X,y € E", 21,27 € IFz- (22)

If ¢ - ¢ has no nonzero linear structures for any ¢ € F' \ {0,,}, then fis outside M,

Proof For convenience, we denote a=(a;,a,,a;3,a,),b=(b;,b,,
by, by) € ' X ' X Iy X F,. Let V be an arbitrary (m + 1)-dimensional subspace of [F2”+2.
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It is sufficient to show that for an arbitrary (mm + 1)-dimensional subspace V of [FZ”Jr2 one can
always find two vectors a,b € V such that D¢, 4 4. 0\ D, 6,6, f (X, ¥5 215 25) # 0 for some
(X,Y¥,2,,2,) € [F2"+2.

We have

Do, ay.a,.00)Pib, bybyby) f X Y5215 22) = Dy Dy, (@(Y)) - X
® Dy, (d(yDay)) - a, @D, (¢(ydb,)) - b, (23)
® 2,D, Dy, 6y(X)Bz, D, Dy, 1, ()BT (),

where
T(x) =a3Dy 1,.(x®a)) & b3D, 1,.(x® b)) @ a,Dy, 6(x @ a,) & b,D, 6,(x D b).
There are three cases to be considered.

1. Let|{xe B (x,¥,21,2) € V}| > 2. We can select two vectors a,b € V such that
a, #0,,b, #0, and a; # b,. From Eq. (23), we have

Do, ay.a5,a) P, bybs by FX,¥,21,2,) = 2Dy Dy, 60(x) @ M(x,y, z)),

where
M(x,y,2) = Dy Dy, (6(y)) - XBD,, (h(y®ay)) - a, @D, ($(y®b,)) - b,®z,D, Dy 1, 0ST(X).
As D, Dy, 6, # 0, it must hold that D, D, f # 0.

2. Let|{x € F)" 1 (x,¥,21,2) € V}| = 2. Wesclecta = (a,, a,,a3,a,) € Vsuchthata, # 0,
Since | V| = 2!, we can selectb = (b, by, b5, b,) € V such thatb, =0,,and b, # 0,,.
Notice thatb, = 0,, implies that Da2 (¢(y®b,)) - b; = 0. From Eq. (23), we deduce that

D, 0,.00P0, 1,00 (XY, 21,2) - o Dy, (¢(y)) - a;.

0,,.2,=2

As ¢- ¢ has no nonzero linear structures for any ¢ € £ \ {0,,}, then Db2¢(y) -a;
is not a constant function. Thus, we have found two elements a,b € V such that
D,Dyf #0.

3. Letl{xe€R": (X,y,2,20) € V}| = 1. Wehave|{y e [ : (x,¥,21,2) € V}| > 2m=1,
For any a=(0,,a,,a5,a,) €V such that a, #0,,, we have D, ¢, # const.,
Da2¢j % const. and Da2(¢i @ ¢;) £ const., wherel <i#j<mand¢ =“(¢1, ces D),
since ¢ - ¢ has no nonzero linear structure for any ¢ € F" \ {0,,}. Furthermore,

I{b, € F}" : Dy, D, ¢; = Dy, D, ¢;=0,,}| <2"",
since the maximum cardinality
I{b, € &" : Dy, D, ¢; = Dy, D, $; =0,,}| =2"7

is attained if both D, ¢; and D, ¢; are affine. Hence, we can select two vectors
a,b € V such that D, Dy, ¢ #0,,. Since

D ay.asa0 P, 0,50, X: ¥, 21, 22) = Dy Dy, (9(¥)) - X,

we conclude that D(al.az,ag,a4)D(b1,bz.b3,b4)f Z0.

Similarly as in Theorem 13, we will show that certain functions from M,C,D and
CD can form a bent 4-decomposition.
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Theorem 15 Let n = 2m, s be a positive divisor of m such that m/s is odd, and d a posi-
tive integer such that d(2° + 1) =1 (mod 2™ — 1) and wt(d) > 3. Let E, = F,,, LC E, be a
subspace of F,, and E| = E2l Let f : Fyu X Fyw = |, be defined by f(x,y) = Tr’I”(xyd) +1,
and f,,f5 and f, be defined by:

L0y =Ty + 1.0,
[0 y) = Ty + 1, (01, (),
fa0ey) = T Goy) + 120 + 15 ()1, (7).

Then, f = ( fi,....f1) is a bent function in n + 2 variables.

Proof From Proposition 5, Theorems 10 and 11, it is easy to compute that
Sy + 1500y + 500 y) + £ (x,y) = 1 for all x,y € . Thus, by Theorem 1, it holds
that f = ( f,...,fy) is a bent 4-decomposition, i.e., it follows that f is a bent function in
n + 2 variables.

Remark7 Let f,,f,f5.fs and fbe defined as in Theorem 15, then Eq. (21) evaluates to

S y.2,2) = Tr’l"(xy") +z711.(0) +ZzlE] (X)IEZ()’) +1+2+1, x,y€Fu,z1,20 €F,.

6 Concluding remarks

We have introduced a new superclass of bent functions obtained from C and D which is
shown to be provably outside M?" under certain conditions (see Theorem 8). Further-
more, we strongly believe that these functions may also lie outside C* and D* (due to the
modification performed on subsets), but due to the lack of suitable indicators this question
appears to be difficult to answer. We have provided an explicit class of bent functions in
CD outside M* (see Proposition 2) and two examples which can (possibly) be generalized.
The question whether these bent functions can be simultaneously outside the completed M
and PS* classes is partially addressed. Furthermore, it is shown that one can employ dif-
ferent families of n-variable bent functions (whose duals are explicitly determined) in the
so-called 4-bent concatenation for the purpose of generating new bent functions in n 4+ 2
variables. Most notably, the resulting bent functions in n + 2 variables can also lie outside
M* class. Construction methods of vectorial bent functions, based on this CD class, whose
components (possibly not all) are outside M* are also of interest.
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