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Abstract In this paper, we devise ideal and probabilistic secret sharing schemes for
two kinds of compartmented access structures. The first one is a compartmented access
structures with hierarchical compartments. The second one is the compartmented access
structures with strictly lower bounds. We propose ideal and probabilistic schemes for these
two compartmented access structures by using the idea of bivariate interpolation.
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1 Introduction

Secret sharing schemes (SSSs) were introduced independently by Shamir [13] and Blakley
[1]. A secret sharing scheme (SSS) is a method that a dealer distributes shares of a secret
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to participants such that only authorized subsets of participants can recover the secret from
their shares. Shamir’s scheme is called (¢, n) threshold SSS. In the scheme, the authorized
set is the set that contains ¢ or more participants. The threshold scheme was generalized to
ones with access structure (AS). Although there exists a linear SSS for every AS [4, 11], but
the known general constructions are impractical because the size of the shares is exponen-
tial. Since the seminal work of Shamir, many applications of SSS to several different kinds
of cryptographic protocols have appeared. For instance, SSS can be used in multiparty com-
putation and secure key management schemes. The relation between SSS and linear code
has also been studied for a long time(set [5-8] for example). SSS plays an important role
in cryptography. So, it is interesting to devise efficient and practical schemes for different
kinds of access structures. For further introductions to secret sharing, the interested readers
can refer to [3, 15] and the references therein. The definitions of the ASs appeared in this
section will be given in Section 2.

We focused on compartmented AS in this work. Let us suppose the ASs are mono-
tone throughout this paper, some results of the general non-monotone AS can be found
in [12]. Compartmented AS was introduced by Simmons [14]. After that, Brickell [2]
gave a more general family, that is the so-called compartmented access structure with
lower bounds (LCAS) in [16]. There is an efficient and probabilistic SSS for the AS
[20]. Recently, Farras et al. [9, 10] characterized some new ideal compartmented ASs,
such as the compartmented access structure with upper and lower bounds and the com-
partmented access structures with hierarchical compartments (CASHC). Some SSS for
certain compartmented AS can be found in [19]. Following the work of Farras et al.
[9], Wang et al. [18] presented the compartmented access structures with strictly lower
bounds (SLCAS). The new AS can provide better fairness among the groups in recov-
ering the secret. However, both Farras [9] and Wang [18] didn’t give efficient, ideal
and perfect SSSs for these ASs, as by far there is not an efficient algorithm to obtain
a representation of a multipartite matroid from a representation of its associated integer
polymatroid.

In this paper, we give a perfect (with probability) and ideal SSS for one of the CASHC
which were introduced in [9]. Then, we construct a SSS for the SLCAS which was given
in [18]. As far as we know, there does not exist any efficient, ideal and perfect schemes for
these ASs. Although our schemes are probabilistic, they are simple and easy understanding
for the purpose of practical applications.

2 Preliminaries
2.1 Secret sharing

In a secret sharing scheme, let P = {p1,---, p,} be the set of participants. An access
structure (AS) is a monotone collection I' C 2P.wehave C e T'if Be "and B C C.
The notation 27 is the power set of P. Sets in I' are called authorized or qualified, and
sets not in I" are called unauthorized or unqualified. B is called a minimal qualified set,
if B € I' and for any C C B imply that C ¢ T'. T can be determined by all the minimal
qualified sets [15]. We let A = 2P\ T, A is called an adversary structure which is the set of
all unauthorized sets. B C P is called a maximal unqualified set, if B is an unqualified set
and any superset of B is a qualified set. A can be determined by all the maximal unqualified
sets [15].
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A SSS requires that the participants of qualified set can recover the secret, and the
participants from unqualified set cannot get the secret. Furthermore, if participants from
unauthorized set cannot get any information of the secret in the information theoretic sense,
then such SSS is called perfect. A SSS is called ideal if |S;| = |S| forevery 1 <i < n,
where S is the domain of the secret s, and S; is the share domain of participant i. An AS is
called ideal if there exists an ideal SSS realizing it. A SSS is called /inear if the secret s is a
linear combination of participants’ shares that from qualified set. We define the probabilis-
tic secret sharing scheme as in [20]. That is, although V € I', sometimes the participants in
V cannot recover the secret either, but that is only a small probability event.

2.2 Compartmented access structure

Every participant in threshold access structure has the same effect when recovering the
secret. We can generalize threshold AS like this: we divide P into several disjoint groups,
and every group has its own threshold value. The participants in the same group have the
same power just like that in threshold AS. AS like this are called compartmented AS.

Farras et al. [9] found some new ideal compartmented ASs, one of them is the compart-
mented access structure with hierarchical compartments (CASHC). The definition of the
CASHC is given as follows. Through this paper, we use [m] denotes the set {1, 2, --- , m}.
For aset S, b €g S denotes that the element b was selected randomly from the set S.

m n
Definition 1 Let P = |J Uf;, where U; N\U; = @, fori # j. Furthermore, letU; = |J U;j,

i=1 j=1
where Uyx NU;; = O, fork # 1. Lett and bj, > bjy,—1 = -+ > bi1 (1 <i < m)be

m
integers such that > b; , >t +m — 1. Then the CASHC is
i=l
k
T ={VCP:|VI=t ordielml Ak elnlst |Vl JUj| =bix
j=1

In the CASHC, we require the qualified set V' at least has cardinality of ¢, or the qualified
set must contain b;; participants that come from the first £ subgroups in group Uf;, for
some i € [m] and k € [n]. The notation 3 in ['; means that once 1 of m groups and 1
of n subgroups satisfy the condition, then they can recover the secret. For every group U},
i € [m], there is a hierarchy among the subgroups Uf;;, 1 < j < n. When recovering
the secret, participants from the subgroup {{; can replace the participants from Uy, for
1 < < k < n. The hierarchical structure among every group is analogous to the disjunctive
hierarchical AS in [17]. We will construct a SSS for the CASHC in Section 3.

Wang et al. [18] presented a new ideal compartmented AS, which is called com-
partmented access structure with strictly lower bounds (SLCAS). We give its definition
here.

m
Definition 2 Let P = |J Uf;, where U; NU; = @, fori # j. Lett, t;, (1 <i <m), kbe
i=1
m

m
integers satisfy ¢+ > > f; and | <k < min{m, r — )_ t;}. Then the SLCAS is

i=1 i=1

Do ={VCP:|V|=t, [VAU|=>t, forVie[m], and|{i : |V NU;| > t;}| > k}.
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If we delete the condition |{i : |V NU;| > t;}| > k in T'», then the AS becomes the
compartmented access structure with lower bounds (LCAS) in [9, 16]. AS stated in [18],
although LCAS can be used to protect the rights of some weak’ groups, one or few groups
can still dominate the reconstruction. For instance, if # 3> > i~ # (the notation A > B
means that A much larger than B) and |U4), | is large enough, then  — ZZ’Z]I ¢; participants in
|Uy, | can partaking the recover phase. In this case, [U), | performs a more powerful role than
the other groups and dominate the reconstructing procedure. But, the SLCAS can provide
better fairness among groups, as it requires that at least k groups of participants are strictly
greater than the lower bounds #;. We will propose a SSS for the SLCAS in Section 4.

We introduce a lemma, which provides an upper bound for the number of zeros of a
multivariate polynomial over a finite field. The lemma is necessary for our proofs in the
following sections.

Lemma 1 (Schwartz-Zippel Lemma) [16] Let G(z21, 22, - - - , Zk) be a nonzero polynomial
of k variables over a finite field F of size q. Assume that the highest degree of each of the
variables z; in G is not larger than d. Then the number of zeros of G in F* is bounded from
above by kdg*—1.

3 Secret sharing scheme for CASHC

In this section, we design a simple, ideal and perfect (with probability) scheme for I'1. Our
method is the bivariate interpolation which was introduced in [16]. Our SSS implementing
I'y is the Secret Sharing Scheme 1.

Let F, be a finite field and s € [, be the secret to be shared. Set p; 1 (x) = s +a;1x +

oot ajp,—xP 7 and pyj(x) = pi o (x) + ai,b,,j,lxb"’f*' + -4 ai,bi.j—lxhi'j_l for

2<j<nl1<i<mwherea; egFy,1 <k <b;,—1
Let y; €g F;, 1 < i < m, be m distinct elements. Put L;(y) = I1 yy:‘y’
I1<j<m,j#i = 7

m

l<i<mWesetp(x,y)= pin(x)Li(y).Letbg = > i bin—m+landy =by—t.
i=1
Then our SSS for CASHC is as follows.

Secret Sharing Scheme 1

(1)  For the participant u;; from U4;;, his identity is x;jx €r Fy, xijk # xr5 for (i, j, k) #
(r, s, t). The dealer sends p; ;(x;ji) to u;j secretly as his share.

(2) The dealer publishes the values of p(x, y) at y distinct points (z;, ylf ) €Er Fz, where
ey symb 1 Si<y.

We explain the idea of the scheme here. The qualified set V must satisfy |V N
U];-:l U;j| = bjy for some i € [m], k € [n], the threshold in this case just like that in
Shamir scheme. So we use a polynomial of degree b; ; — 1 to distribute the share for partic-
ipants in U;;, the constant term of the polynomial is the secret. Moreover, the AS requires
that participants from {f;; can replace the participants from Uk, (j < k), so we set p; ;(x)
as a part of p; x(x). To ensure that the participant set V with |V| > ¢, can recover the secret,
we publish by — ¢ values of the p(x, y). The total unknown coefficients in p(x, y) is bg, so
V can get the secret by solving a linear equation system. We will analyze the security of the
scheme in Theorem 1.
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Now, we give an example of this scheme in our real life. Suppose the n participants
belong to an organization. The organization have m groups. In every group, some people
has more power than others, and there is n levels of power. When a signature requested, ¢ of
n participants can make a signature. Moreover, every group that contains certain number of
members can represent the organization to make the signature, and members from superior
level of power can replace the members from inferior level to make the signature. Our
proposed scheme can be used in this example.

We consider the adversary structure A which is the adversary structure of I';. We have

k
Ay={VCP:|VI<t and |VO|JUj| <bi forVielml ke n]
j=1

Theorem 1 If V € Ty, the participants in V can recover the secret s with probability
1 — C1/q, where the constant Cy depends on b; j,t and m. If V ¢ T', V cannot get any
information about the secret with probability 1 — C/q, where the constant C, depends on
bi j,t and m.

Proof We prove the first part of the theorem firstly. We just need to consider the minimal
qualified set, thisis |[V| =t or |V N Ulj‘-zl U;j| = biy for some i € [m] and k € [n].
Case 1: |V|=1t.

In this case, let |V NU;| = s;, 1 <i < m, obviously, sz=1 s; = t. The participants in V
can get the linear equation system

MX =F, (1
where X = (s, ay,1,a1,2, -+ ,@1,p; ,—1"** s Gm,1, """ » dm,b, ,—1), F is the vector composed
of their corresponding shares, and

1, My
152 M2
M= : :
1, M,,
L, HH H, --- H, byxbo
The matrices 1;;, M; and H; are as follows.
1 bia—1
1 Xy XXy
| Xigg X2 e f’fs’f"l
5 x1 t i »Si S,'><(bl'1”71)
2im1 Li(y) / N2 N
= L:(y Li(v oo Li(y! :
Z[(nZI Li(y,{) z().’,)Zl 1()-71)21 1()’,).11
L, = : e : : : ’
: byn—1
Zlm=1 Li(y;) yxl Li(yi/)zy Li(yi/)z)z’ o L,-(yi/)Zyl’ yx(bin—1)
for 1 < i < m. The equation system has t + y = bo equations and by variables. We

only need to prove the event that |[M| = 0 happens with a negligible probability, where the
notation |M| denotes the determine of M. We view the determine of M as a y-variate poly-
nomial g(z1, 22, - - - , zy). There are two cases as follows: the case where g(z1, z2, -+ , zy)
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is identically zero and the case that is not. We consider the case g(z1, 22, -, 2y) is not

identically zero firstly. According to the lemma 1, the number of zero of g(z1, z2, -+ , z)

in FZ is bounded by y (b — 1)g” !, where b = 1111:1<x bi . Since z; were randomly selected
1<m

from [y, the probability of (z,z2,---,2y) be_injg one of the zero of g(z1, 22, ,2y)

is bounded from above by y (b — 1)/q. We consider the case g(z1,22,---,2y) = O.

g(z1, 22, -+ ,2y) = 0if and only if all of its coefficients are zero, where each of the coef-

ficients is a polynomial in by variables whose degree with respect to each of its variables
is bounded by d = max{b — 1, m — 1}. So, the probability of one of the coefficient to be
zero is bod /q. Then the probability of g(z1, z2, -+ - , z,) = 0is C/q, where the constant C
depends on b; ,, m and ¢.

Case2: i € [m].k € [n]st. VU5 Usj| = bia.

Let |V NU;j| = o, Zf’:l a;j = b;. In this case, V can construct the following
equation:
MX =F,

where X = (s, a;,1, @2, -+ , @b —1), F is the share vector, and

10(,'] Ml

1, M;

M= . )
Lo, M bj k Xbi k

Here the matrices 1, and M; are as follows:

b,',j,1 b,’_./'fl-‘rl L )Cbi’j_l
Xij1 ijl ijl
10[,’1 = . ) Ml = 5
: bijj—r bij+l o bij—1
i1 ijoij  ijdij i (b j—bi 1)

where b; o = 1 and 1 <[ < k. Just like the analysis in Case 1, we can get the result that the
probability of |[M| = 0 1is b; x(bi x — 1)/q. Up to now, we have proved that the qualified set
V can reconstruct the secret with probability 1 — C; /g, where the constant C; depends on
b,’yj ,t and m.

Next, we prove the second part of this theorem. Let V be the maximal unqualified set,
thatis, |[V| =t —1and |V N U’;Zlum = bjx — 1 foreveryi € [m] and k € [n]. For
any i € [m] and k € [n], the participants in V only can construct the linear equation system
M;X =F, where X = (s, a; 1, a;2, - - , @i p; .—1), F is the vector of shares, and

bix—1
L xi xizl xilk
M; = :
) 2 bir—1
1 xlb[,k71 xihikal xihikal (bix—1)xbi 1
We need to show that the vector e; = (1,0, ---, 0) is most probably not spanned by the
rows of M;. In other words, we need to prove that the vector e; = (1,0, --- , 0) cannot be
spanned by the rows of M; with probability close to 1, where the probability is calculated

over all the possible M; in the finite field. Let M = (1\6/11,-)’ we claim that the probability
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of [M}| = 0is (bjr — 1)2/q. The proof is similar to that in the first part of the theorem.
Moreover, if the participants in V use the public y points of p(x, y), they can construct
bo — 1 linear equations with respect to by variables. By the same method, we can conclude
that V cannot get any information about the secret with probability 1 — C»/¢q, where the
constant C; depends on b; ;, t and m. O

4 Secret sharing schemes for SLCAS

In this section, we consider the SSS for I';. Our SSS for this AS is the Secret Sharing
Scheme 2. The SSS can be seen as the generalization of the scheme for LCAS in [20].

Secret Sharing Scheme 2

(1) Lets e I, be the secret, x; € Fy, 1 < i < m, are distinct nonzero element. Let
f) = i gaixt, pi(y) = Y_ybijy/ and R(z) = Yi_, ciz', where a; e
j=0
Fg.bi,j €r Fq and ¢; €g Fy such that s = ag + 1 + }_j; bi,1. Moreover, b0 =
fai),1<i<m,andl=1t—-Y "t —k.Put Q;(y,2) = pi(y) + R(2).
(2) Participant u;; from U;;, uniquely identified by (x;, i, zii), Yij, zij € Fq. The dealer
J J j» Zij)> Vij» Zij q
sends Q; (yij, zij) to ujj as his share.

The adversary structure A, of I'; is as follows.
A ={VCP:|VI<t—1,or3ieml]st.|VNU|l<t—1,
or |{i : [VNU;| >t} <k—1}.
We discuss the security of the scheme for I'; in the following Theorem 2.

Theorem 2 If V € T, the participants in V can recover the secret with probability
1 — C3/q, where the constant C3 depends on k, t and t;. If V ¢ I'», V cannot get any infor-
mation about the secret with probability 1 — C4/q, where the constant C4 depends on t, t;
and k.

Proof Suppose that V is a minimal qualified set, i.e. that is |[V| = ¢ and |V N
Ul = si > t; forany i € [m], Y iL;s; = f,and |{i : |VNU;| >} = k.
The participants in V can construct the linear equation system: MX = F, where
X = (a0, a1, -, ak—1,b1,1, - b1y, s bma, o by, €1, -+, ), F is the vector
of shares, and
W, M, N,
W, M; N2
M= . ,
W, My Nw /.,
with
1 x; - x,]]:: il )’,-21 y,i’:] Zil Zgl zgl
Lxioox; Yiz Yiz Vi 2 Zjp i
W; = M; = : JNi = ,
1x - xl{c—l ok Vis; ylei yitlsi Zis; ZlZSi Z§S[
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for each 1 < i < m. By the same method used in Theorem 1, we can prove that the
probability of M| = 0 is C3/q, where C3 depends on k, ¢ and ;. So V can get the secret
with probability 1 — C3/q.

Now, we prove the second part of the theorem. Assuming that V is a maximal unqualified
set,let A 2 {i : |V NU;| > 1;}, then there are three cases:

Casel: |V|=¢r—1,|VNU;|>1,Vi €[m]and |A| > k.

The participants in V can construct t — 1 equations with respect to ¢ variables. We can
conclude that V cannot get any information about the secret with probability 1 — C4/q,
where the constant C4 depends on ¢, f;, k. The proof goes along the sam line of arguments
as in the proof of Theorem 1.

Case2: Jie[m], st. |VNU;|=t; —1and |V NU;| = |U;|, for j #i.

In this case, the participants in V cannot recover b; 1, as they only can construct the

linear equation system M;X = F that involving b; 1, where X = (b; 1, b;2, -+, biy),
F=(Qi0i1,zi,1) — R@i,1) — f(xi), -, QiWi—1, Zi;—1) — R(zZiy;—1) — f(x;)) and
Yi,1 y,-z,l Y,-tfl
X 2 t
M, — Yi2 Yin Yin
Yiti-l Vot Vi

ti—1xt;

Participants from V N U{; with j # i, have no contributions to the recovery of the b; ;. So
V cannot get any information about the secret from the security of Shamir scheme.

Case3: |Al=k—1,|VNU;|=t;forj¢ A and |V NU;| = |U;|for j e A.

The participants of V' can reconstruct b; o only when |V N ;| > ;. Since b; g = f(x;)
and deg(f) = k — 1, the participants can recover ap only when they have k distinct val-
ues f(x;). That is to say, they can recover ag only when |A| > k. So V cannot get any
information about the secret in this case. O

Next, we give an example of I'; and use our Secret Sharing Scheme 2 to realize it.

Example 1 Let P = U?ZIZ/I,-, UNU; =@ fori # j.Supposethatm = 3,1 =2, =
3,3 = 3,t = 12,and k = 2. We have the access structure I' = {V C P : |V| >
12, VAUl =1, forVie[3], [{i :|VNU;| > t;}] =2} Lets € Fy be the secret, we
design SSS for the I'" as follows:

Let f(x) = ag + aix, p1(y) = b0+ bi,1y + b12y%, p2(y) = baoo + b1y + baoy* +
b2,3y3, p3(y) = bso+ b31y + b3,2y2 + b3,3y3, R(z) = c1z + c2z%. The coefficients
ap,ai,c1,c2,bij, 1 <i <3,1 < j <, were selected randomly from F; such that
s =c1+ao+ by + b2y + b3 1. Moreover, b; g = f(x;), 1 <i <3, where x; eg Fy. Put
0i(y,2)=pi¥)+R(E@,1<i<3.

The participant #; ; in U4; is uniquely identified by (x;, y; ;, zi j), where y; ;, z; ; €r Fy.
The dealer send Q;(yi,;, zi,j) to u; j as his share. We discuss the security of the above
scheme in the following cases.

Let V € P,V = 12, [V U| = 2, |Vl = 5and |V NUs| =
5. V is a minimal qualified set. The participants in V can construct the equation
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MX = F, where X = (ag,a1,b1,1,b12,b21,b22,023,b3.1,b32,b33,¢1,¢2), F =
Q101,15 21,1, Q11,25 21,2), Q2(¥2,1,22,1)5 -+ » O2(32,5, 22,5), Q3(¥3,1,23,1),
-+, 03(y3,5,23,5)), and

2 2
Lxr yin yiy 21,1 27,
L xi yi12 ylz,z 21,2 Z%,z
I x y2,1 y22’1 yi,] 22,1 Z%,l
I xa y2,2 ygz,g y§,2 22,2 15,2
M= 2 3 )
I x2 Y25 Yi5 Yis 225 255
2 3 2
I x3 Y31 Y51 Y31 23,1 %34
2 3 2
I x3 Y32 Y32 Y32 23,2 235
23 2
L x3 Y35 Y35 Y35 235 235 /) 12412

So the probability of M = 0 is about 81/¢g, the participants in V can get the secret s with
probability 1 —81/g. When g > 8.1 x 103, the probability of V can recover s is larger than
0.99.

LetVC P, |V|=1L|VNU | =2, |VNU| =5and |V NU;| = 4. V is a maximal
unqualified set. In this case, V can construct M'X = F’, where X is the vector as above,
F’ is composed of the first 11 elements of the vector F and M’ is composed of the first
11 rows of M. Let e; = (1,0,1,0,1,0,0,1,0,0, 1,0), we need to prove that e;, most
probability, cannot be span by the rows of M. After analysis, we get that the probability of
i/l[’ ‘ = 0 is about 75/g. So V cannot get any information about the secret with probability
1 —75/q approximately. Put V.C P: |V|=n — |Ui|+ 1, |V NU | =1, |VNl| =U
and |V NU;3| = Uz. V is a maximal unqualified set. In this case, there are only one linear
equation that related to the variable by i:

b
(yl,l, y12’1) (bii) = Q1,1 21,1) — R(z1,1) — f(x1).

But the equation has two variables by 1, b1 2. So the participants cannot get any information
about b1 1. Then V cannot recover the secret.

Let VC P:|\VNU| =U +6,|VNU| =3and |V NUz| = 3. V is a max-
imal unqualified set. In this case, participants from V N U can recover b1 o = f(x1),
while participants of V N Uy have MpX = F, where X = (ao,ar, b2,1, b2, b23),
F = (020321, 22,1) — R(z2,1), 020322, 22.2) — R(z2,2), Q2(y2.3, 22,3) — R(z2,3)) and

1 x2 y21 yzz,layg,l

My=|1x2 y2 yzz,z, yg,z

1 x2 3 y22,3a y§,3
The linear equation system has only three equations with four variables. So they cannot
recover by o = f(x2) = ap+aixz. Similarly, participants of VN3 cannot get b3 o = f(x3).

Up to now, V only get the value of f(x1). Hence V cannot recover agp, and V can not
reconstruct the secret further.
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5 Conclusions

We devised ideal secret sharing scheme for CASHC and SLCAS respectively. Our ideas
come from the bivariate interpolation [16]. Since these ASs are generations of some known
ASs, our proposed schemes may be suitable for much real-world scenarios. Although our
schemes have a probability of failure, but as we know the probability is negligible when the
cardinality of the finite field is big enough. Obviously, the complexity of the computation
of the SSS increase with the increase of the cardinality of the field. In the process of distri-
bution, we only need the operations of addition and multiplication. The share distribution
process is analogous to that of Shamir scheme. In the process of recovery, we need to solve
a system of linear equations. By using the Gauss elimination which needs O (n3) opera-
tions over the field, we can finish the reconstruction of the secret. In order to implement
the proposed scheme more easier, we can construct the tables of addition and multiplica-
tion operation over the finite field. The processes of distribution and reconstruction can be
speeded up by finding these tables.

We should note that the open problem in [9, 18] that finding ideal, perfect and efficient
SSS for these ASs are not solved here. So far there are not any ideal, efficient and perfect
(without the probability) schemes for these ASs. The skill in [17] may have some inspiration
for us. If we can allocate the identity of participant reasonably, we may get the deterministic
scheme for these ASs without the probability.
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