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Abstract Perfect nonlinear functions from a finite group G to another one H are
those functions f: G — H such that for all nonzero @ € G, the derivative d,, f :
x> f(ax) f(x)~!is balanced. In the case where both G and H are Abelian groups,
f: G — H is perfect nonlinear if, and only if, f is bent, i.e., for all nonprincipal
character y of H, the (discrete) Fourier transform of x o f has a constant magnitude
equals to |G/|. In this paper, using the theory of linear representations, we exhibit
similar bentness-like characterizations in the cases where G and/or H are (finite)
non Abelian groups. Thus we extend the concept of bent functions to the framework
of non Abelian groups.

Keywords Bent functions - Perfect nonlinearity - Finite non Abelian groups -
Fourier transform - Linear representations
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1 Introduction

Let G and H be two finite groups (in multiplicative representation). Perfect non-
linear functions from G to H are those ideal functions f: G — H that match the
less possible with the pattern of group homomorphism, i.e., such that for all nonzero
a € Gandforall 8 € H,

G
I(x € Gl flax) f(0) ™" = )| = % (1)
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When G and H are both (finite-dimensional) vector spaces over Z, = {0, 1}, these
functions, originally introduced by Nyberg [9], exhibit the maximal resistance against
the differential attack [1]. Also in the Boolean case, this notion is known to be
equivalent to bent functions: f : ZJ' — 7 is bent if for all « € Z7' and for all nonzero
Bin 71,

2

'%pmmzﬂ ©)

where ng : 2% — {1} is defined at y by (—1)# (the point in exponent is the natural
dot-product of Z%) and

pl@) =Y P (=D 3)

m
xeZy

is the Fourier transform of ¢ : G — C (this time «.x is the dot-product in Z/'). These
functions, introduced by Rothaus [15] (see also [3]), exhibit the maximal resistance
against the linear attack [8].

The equivalence between bentness and perfect nonlinearity has been recently
extended by Carlet and Ding [2] and Pott [14] to the general case: f: G — H (where
G and H are two finite Abelian groups) is perfect nonlinear if, and only if, for all
a € G and for all nonprincipal character x of H,

Go P =16 )

where for ¢ : G — C, ¢ is its discrete Fourier transform (see Section 3.2).

In this paper, we exhibit the same kind of dual characterizations in the case
where at least one of the two finite groups G and H is non Abelian. This gives a
general equivalence between perfect nonlinearity and bentness. Actually the notion
of bentness is defined to be equivalent to perfect nonlinearity in those non Abelian
cases.

Outline of the paper Next section contains the general notations used in the
paper. In Section 3 are recalled some of the main results on the duality of finite
groups. In particular, we present several kind of Fourier transforms used in the new
characterizations of perfect nonlinearity in the non Abelian cases. The notion of
perfect nonlinearity is exposed in the general framework of finite groups in Section 4.
Also in this section is given the dual characterization—i.e., the notion of bentness—
of Carlet and Ding [2] and Pott [14] of perfect nonlinear functions in the Abelian
groups setting. Finally our own results of non Abelian bentness are developed in
Section 5.

2 Notations

|S| is the cardinality of any finite set S and if S is nonempty (possibly infinite), /ds
denotes its identity map.

In this paper, the capital letters “G” and “H” always denote finite groups in
multiplicative representation, e¢ is the neutral element and G* is defined as G \ {eg}
(note that C* = C \ {0}).
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The vector spaces considered are always finite-dimensional complex vector
spaces. For a (complex) vector space V, Oy is its zero, dimc (V) is its dimension and
GL(V) denotes the linear group of V which is a subset of the vector space of all linear
endomorphisms of V, denoted End(V). Now, suppose that V comes equipped with
an inner-product (-, -}y (so that (V, (-, )y is an Hermitian space). With respect to
this Hermitian structure, if X is any linear map, A* denotes its adjoint and the unitary
group of Vis U(V).

By convention, for each known result recalled in this paper, the proof has been
intentionally omitted and a reference—not necessarily the original reference—is
given. On the contrary, our own results are obviously given with their proofs and
without any reference.

3 On the duality of finite groups
3.1 Introduction

This paper is dedicated to the establishment of a dual characterization of the concept
of perfect nonlinearity—similar to the one given by Carlet and Ding [2] and Pott [14]
concerning Abelian groups—in the non Abelian groups setting, using some harmonic
analysis techniques. So in this section, we recall some basics about the duality of finite
groups and the Fourier transform. Most of the definitions and results given in this
section are well-known and can be found in any book on finite groups ([4, 10] for
instance).

3.2 The Abelian case

3.2.1 The theory of characters

Definition 1 Let G be a finite group. A character (also called one-dimensional
representation or linear character) x of G is a group homomorphism from G to the
multiplicative group C*. We denote by G the set of all characters, called dual of G.

The set G is actually a group under the point-wise multiplication of characters and
its elements belong to the group of the |G|" complex roots of the unity. In particular,

Vyx e G, Vxe G, |x(x) =land x(x™") = x(x) (5)

where |z| is the complex modulus and 7 is the conjugate of z € C.

Proposition 1 ([S] p. 367, [10] p. 8) Let G be a finite Abelian group. Then G and G
are isomorphic.

In the remainder of this paper, when a finite Abelian group G is considered, we
always implicitly suppose that an isomorphism from G to G* has been fixed and
we use x¢ to denote the image of o under this isomorphism. In particular, Vx € G,
x& (x) = 1 (this character is called trivial or principal). Finally the characters satisfy
the well-known orthogonality properties.
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Lemma 1 ([2] p. 214, [10] pp. 9-10) Let G be a finite Abelian group. For all « € G

we have
arn |0 ifae G,
ZXG(X) - { |G| lf(x =eg. (6)
xeG
For all x € G, we have
e O ifxeGF,
XCZ;XG('X) - { |G| fo =eg. (7)
oe

3.2.2 The (discrete) Fourier transform

Definition 2 Let G be a finite Abelian group. The Fourier transform of ¢ : G — C
is the map ¢ : G — C defined for « € G by

Pl@) =Y )&M) (8)

xeG

Some well-known and useful results are summarized below for G a finite Abelian
group.

Proposition 2 ([2] p. 215, [10] p. 15) Let ¢ : G — C.

1. We have the inversion formula

1 ~
=G > dxE: ©9)

aeG
2. We have the Parseval’s equation

1 ~
Y lpwPr=—Y [p@| (10)

xeG |G| aeG

3. ¢(x) =0Vx € G* if, and only if, ¢ is constant;
4. ¢(a) =0Va € G* if, and only if, ¢ is constant.

The third and fourth points are stated in [2] p. 215.

3.2.3 The multidimensional (discrete) Fourier transform

In Section 5.2 of Section 5, we consider some V-valued functions, where V is a
finite-dimensional vector space, defined on a finite Abelian group G, and we need
to compute their “Fourier transforms” in some natural sense. That is the reason
why we now introduce a natural extension of the discrete Fourier transform, called
multidimensional Fourier transform, to deal with V-valued functions rather than C-
valued ones. This is a straightforward extension of the usual Fourier transform which,
at our knowledge, is not presented in any mathematical textbooks. However more
details on this transform may be found in [12, 13].
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Definition 3 Let G be a finite Abelian group, V a finite-dimensional vector space
over C and ¢ : G — C. The multidimensional Fourier transform of ¢ is defined as
MP .GV
a ng(x)dwx). (11)

xeG

Let us fix a basis B of V. For each e € B, we define the component function ¢, of
¢ : G — V indirection e as the map

¢.: G— C

X > TS (). (12)

where 7, : V — Cis the orthogonal projection onto C = Ce with respect to the direct

sum decomposition V = < &b (Ce’) @ Ce. According to properties of bases, we
e'eB\{e}
have Vx € G,

Px) =Y pe(Ne. (13)
eeB

We can easily check that the multidimensional Fourier transform is actually a
component-wise discrete Fourier transform given by the following equation (for
a € G)

M (@) =) pe(ae. (14)
ecB
Indeed,
PMP () = > X&) (x)

xeG

=D X&) de(ve

xeG eeB

=y (Z x?‘;(X)¢>(x)) e

eeB \xeG
(since both sums have only finitely many terms)

=) ¢el@e. (15)
ecB

Note that according to the uniqueness of the decomposition in a basis, from equality
(14), we obtain (aMD)e = q’b\e Note also that whenever V is one-dimensional, we

recover the usual definition of the Fourier transform.
Example 1

1. Suppose that we have ¢: G — C". Then for every x € G, ¢(x) (1 (%),
, ¢n(x)). Therefore, for every « € G, $MP(a) = (¢ (), -+ , fn(a)) which
explams the term “component-wise Fourier transform” used above.
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2. Suppose that we have ¢: G — C?*2, where, for any non-negative integers m, n,
C™*m denotes the vector space of m by n matrices. For every x € G, ¢(x) =

$1.1(X) ¢12(x) ~vp o (B11(@) gra(@)
<¢2.1(x> qm(x)) and for every o € G, ¢ () = <¢2,1(a) ¢2,2(a)> :

Note that, despite equality (14), the multidimensional Fourier transform is inde-
pendent of the choice of the basis B as showed by its definition. Using the equa-
tion (14), we can establish an inversion formula for the multidimensional Fourier
transform. Let x € X.

$0) =Y ¢e(x)e

eeB
=) <|é| > @(w)xé(x)) e
ecE aeG

(by the inversion formula applied on ¢,)

— & L (Z @(w)e)

aeG ecB
1 -
= g1 L X609 @, (16)
aeG

This inversion formula is also independent of the choice of the basis. Finally this
transform satisfies a result similar to the third point of Proposition 2.

Proposition 3 Let G be a finite Abelian group, V a finite-dimensional vector space
over C and ¢ : G — V. We have ¢ (x) = Oy for all x € G* if, and only if, pMP (a) =
¢(eg) foralla € G.

Proof

=) Suppose that for all x € G*, ¢(x) = 0y. Then we have Va € G, $MP(a) =
> X&) x) = ¢(e).
xeG

<) Suppose that aMD(a) = ¢(eg) for all @ € G. Using the inversion formula

Iy [0y ifxe G,
(16), we get that for x € G, ¢ (x) = 5 <a§; XG(X)> $(eq) = {¢(€G) ifx = ec.

according to the orthogonality relations (Lemma 1). ]
3.3 The non Abelian case

3.3.1 The theory of linear representations

In this subsection are recalled some basics on the theory of linear representations.
The definitions and results may be found in any textbooks on the subject (see for
instance [6, 16]).

Definition 4 Let V be a finite-dimensional complex vector space. A linear represen-
tation of a finite group G on V is a group homomorphism from G to GL(V).
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For each linear representation p : G — GL(V), it is possible to find a basis of V'
in which for all x € G, p(x) is a unitary operator of V,i.e., p : G — U(V). Indeed, we
can check that for a linear representation p of G on V, for each x € G, p(x) leaves
invariant the following inner-product in V'

(U, V)G.pv = Y _(PD)@), p(X)(V))y (17)

xeG

where (1, v) € V? and (., .)y denotes any inner-product of V (linear in the first
variable and anti-linear in the second). Then in the remainder, without loss of
generality, we only consider unitary representations and we denote by (-, -)g , v a
fixed inner-product on V which is kept invariant under p.

The linear representations of G on C can be identified with the characters of G
since C* and GL(C) are isomorphic groups.

Definition 5 A linear representation p of a finite group G on V is said to be
irreducible if there is no subspace W C V, other than {0y} and V, such that Vx € G,
Ywe W, p(x)(w) e W.

Actually if G is a finite Abelian group then the notion of irreducible linear
representation gives nothing new because it is equivalent to the notion of character
(by the trace).

Definition 6 Two linear representations p and p’ of a finite group G on respectively
V and V' are isomorphic if there exists a linear isomorphism & : V — V' such that
forall x € G,

Do px)=p'(x)o D (18)
(A linear map that satisfies equality (18) is called equivariant map and is easily seen
to be a morphism from V to V' seen as left G-modules, see [6, 16].)

The notion of isomorphism is an equivalence relation for linear representations.'

Definition 7 For a finite group G, the dual of G, denoted CN;, is a set that contains
exactly one and only one representative of each equivalence class of isomorphic
irreducible representations of G.

By definition, if (p, p’) € G? are distinct, then p and p’ are nonisomorphic irre-
ducible representations of G. In the remainder, the notation

p:vaé (19)

means that p : G — U(V) is an irreducible representa/t\ion of G.
If G is a finite Abelian group, then G is equal to G (up to a group isomorphism
from GL(C) to C*). If G is a finite non Abelian group, the two notions of duality

IEven if the collection of all linear representations of a given finite group does not form a set but
rather a proper class, it is an easy exercise to check that the collection of representatives of each of
the isomorphism classes of linear representations really does form a set.
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become distinct (in particular, Gisnota group). By abuse of notation, G* is defined
as the set G \ {po} where py is the trivial or principal representation of G, i.e.,Vx € G,

po(x) = Idc.
When dealing with linear representations, a major result, know as Schur’s lemma
(see for instance chapter 9 of [6]), should be kept in mind.

Lemma 2 ([6,10],[7] p. 25) Let G be a finite group. Let p = py € G and » € End(V).
If Vx € G, Ao p(x) = p(x) o A then ) is a multiple of the identity, i.e., there exists k € C
such that . = kldy.

As direct consequences of the Schur’s lemma, we can state the two following
results that will be use in the sequel. (The first one is also given in [16] p. 18 as
Corollary 2.)

Lemma 3 ([10]) Let G be a finite group. For x € G*,
> dime(V)ir(py () =0 (20)
PVEG

where “tr” denotes the usual trace of endomorphisms.

Lemma 4 Let G be a finite group. Let p = py € G*. Then

Z p(x) = Ognaqv)- (21)

xeG

Proof Let A € End(V) defined as A = Z o(x). Let xo € G. We have
xeG

A=) @ =) p(nox) = p(o) o ) p(x) = p(xo) o2

xeG xeG xeG

but also

r=) e =) plx) = (Z p(x)) 0 p(x0) = 1 0 p(x0).

xeG xeG xeG

In particular A o p(xp) = p(xp) o A. As it is true for any xy € G, A commutes with all
p(x). By Schur’s lemma, A is a multiple of the identity: there exists k € C such that
A = kldy. Now suppose A # Ogna(v), then k € C*. Using the first part of the proof,
we know that A = p(x) o A (for each x € G). Then (Idy — p(x)) o & = Opna(v). As A =
kldy, we have (Idy — p(x)) o (kldy) = Ognq(v). Since k # 0, we have Idy — p(x) =
OEnd(vy or also p(x) = Idy which is a contradiction with the assumption that p is non
trivial. m]

Example 2 1t is a good exercice to show that the symmetric group G5 of degree 3
has two one-dimensional representations (obviously irreducible), namely the trivial
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one and the sign morphism o, and one two-dimensional irreducible representation 6
given in a suitable basis by

10 10 _ (cos) sinC3)
6(id) = < )9(23) (0—1)’ 0(13)_<sin(23”)—005(§n)>’

2 —2r 2Ty
0(12) — (cos( ) sin(=5%) ) 0(123) — (cos( ) s1n( ) and

in( 2”) —cos(= 2”) 1n(%) cos(%)

os(&) —sin(F)
l 2 —
6(132) (m()cos( ))

3.3.2 The representation-based Fourier transform

By substituting irreducible linear representations to characters, it is possible to define
a kind of Fourier transform for finite non Abelian groups.?
Let G be any finite group.

Definition 8 Let ¢ : G — C. The (representation-based) Fourier transform of ¢ is
defined for p = py € G as

$(p) =) ¢@p(x) € End(V). (22)

xeG

This notion is a generalization of the classical discrete Fourier transform.

Example 3 Using the representations given in Example 2, the following values for
the representation-based Fourier transform of a map ¢ : G; — C are obtained.

$(po) = $(id) + ¢ (12) + ¢ (13) + ¢(23) + ¢(123) + ¢(132) € C
$(0) = pid) + $(123) + ¢(132) — ($(12) + $(13) + ¢(23)) € C (23)

and $(0) = <Zz Z;’) e C*>*2 where
2 -2
ag = ¢id) + $(23) + (¢ (13) + ¢(132)) cos < 3 ) + (¢ (12) + ¢(123)) cos ( 3]T>
2w . (27
by = (¢(13) —¢(132))Slﬂ< 3 ) + (¢(12) — ¢(123)) sin (T)
2w —2r
¢y = (¢(13) + (¢ (132)) sin ( 3 ) + (@ (12) + ¢(123)) sin ( 3 )

dy = ¢d)— ¢ (23)—(p(13)+ ¢ (12)— ¢(123))cos< i >+¢(132)cos<2;> (24)

2The following definition, and many subsequent results, come from the textbook [10] which is written
in French. An English source for the same subject is [4].
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This transform is invertible so we have also an inversion formula (the original
proof comes from [4] p. 209 and from [10] p. 213; it has been reproduced in [11]

p- 179).

Proposition 4 ([4,10]) Let ¢ : G — C. Then for all x € G we have,

00 = | G| > dime(Vyir(py(x") o dlov)).

oveG

A last technical lemma is given below.

Lemma5 Let¢ : G — C. We have

¢(x)=0Vx e G* if, and only if, Vp = py € G ¢(p) ¢(ec)Idy;
d(p

1.
2. ) = Ognd(v) Yo = pv € G* if, and only if, ¢ is constant.

Proof

1.=) Forp=pye G, we have

3(p) = ¢(x)p(x) (by definition)

xeG
= ¢(eg)p(eg) (by assumption on ¢)
= ¢(ec)ldy

(since p is a group homomorphism).

<) Forx € G, the inversion formula gives

00 = - G| > dime(V)ir(py (x™) 0 G(pv))
vEG

> dime(V)ir(py (x7") o p(e)Idy)

T G |
oveG
(by hypothesis)

_ ¢ (ec)
|G|

> dime(V)ir(py (x1)

pveG

¢ (ec)
|G|

Y dime(V)ir(oy (0~

oveG

(since py is a group homomorphism)

@ Springer
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_ ¢ (ec)
|G|

Z dimc (V) tr(py (x)*)

pveG
(since py (x) is unitary)

_ ¢ (ec)
|G|

> dime(V)ir(py (x))

pveG

_ ¢ (ec)

G > dime(Vyir(ov (x)

oveG

= 0if x # eg (according to Lemma 3).

2.=) By the inversion formula, Vx € G,

o) =, G| > dime(V)er(ov (x™) o ¢(pv))
oveG
1
@tr(qﬁ(ldc)) (by hypothesis). (26)
<) Letpye (N}, we have ¢(py) = kZ pv(x) (with ¢ (x) = k Vx € G). Accord-
xeG
ing to Lemma 4, we deduce that g(pv) = Ogna(v) for all py € G*. m]

4 On perfect nonlinear functions
4.1 Some basic definitions

Perfect nonlinearity must be seen as the fundamental notion on which our results are
based. Actually our ambition in this paper is to describe this combinatorial concept
in terms of Fourier transforms. Thus it is necessary to briefly present this topic.

Definition 9 Let X and Y be two finite nonempty sets. A function f: X — Y issaid
to be balanced if the cardinal of fibers function

¢r:Y > N

V> l{x e XIf) =yl 27)

1X|

is constantly equal to Ve

Definition 10 Let G and H be two finite groups and f : G — H. The left derivative
of fin direction « € G is here defined as the map

dVf:G—- H
x = flax)f(x)~L (28)
Symmetrically, the right derivative of f in direction « € G is the map
(r) .
dPf:G—- H (29)

x = f)7! fxa).
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The left-translation actions of both G and H are each equivalent to right-
translation actions of G and H. Then it is easy to see that each result concerning
right-translation action is symmetric to a result on left-translation action. So in this
paper, we only focus on the left version and in the remainder we forgot the noun /left:
the derivative of f in direction o € G, will be simply denoted by d, f and will be the
same as d? f.

Definition 11 Let G and H be two finite groups and f : G — H.The map f issaid to
be perfect nonlinear if for each « € G*, d, f is balanced, i.e., for each («, 8) € G* x H,
|G|

l{x € G| f(ax) f(x)"' = B}| = T (30)

When G and H are ZJ' and 77, perfect nonlinearity is a very relevant crypto-
graphic property because it ensures the maximal resistance against the so-called
differential cryptanalysis of Biham and Shamir [1]. When |G| = | H|, these functions
are also known as planar functions in finite geometry.

4.2 Bent functions in finite Abelian groups

When considering the case of finite Abelian groups, it is possible to characterize
the notion of perfect nonlinearity using the (discrete) Fourier transform; this dual
characterization leading to an equivalent notion of bent functions. This work has
been done recently and independently by Carlet and Ding [2] and Pott [14]. This
subsection is then devoted to the presentation of these results.

For the remainder of this subsection, we suppose given a pair (G, H) of finite
Abelian groups. The main result obtained by the three authors is essentially based
on the following lemma (which is an obvious generalization of Proposition 14, p. 215
of [2]).

Lemma 6 ([2] p. 215) Let X be a finite nonempty set and f: X — H. The map f is
balanced if, and only if, for each p € H*, we have

> (o Hix) =0. (31)

xeX

In particular, if X is a (finite Abelian) group G, the previous lemma can be
re-written as follows: f: G — H is balanced if, and only, if for each g € H*,

——

(XZ o f)(eg) = 0. This technical result gives a link between balancedness and the
Fourier transform which is used to prove the main result given below.

Theorem 1 ([2] p. 216) Let f: G — H. The map f is perfect nonlinear if, and only
if, for each B € H*, we have Va € G,

=Gl (32)

‘(x,‘i o @)

When G and H are Z' and Z3, a function f : ZJ' — 7 that satisfies the equalities
(32) is called a Boolean bent function. As perfect nonlinearity, this notion is very
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important in cryptography because it characterizes the Boolean functions that exhibit
the best resistance against the linear cryptanalysis of Matsui [8]. By analogy with the
Boolean case, we will say that a function f: G — H that satisfies (32) is an (Abelian)
bent function. The theorem above means that Abelian bentness is strictly equivalent
to perfect nonlinearity. In the remainder of this paper, we establish the same kind of
dual characterization in the cases where G and/or H can be non Abelian.

5 Bent functions in finite non Abelian groups
5.1 Case where G is non Abelian and H is Abelian

In this subsection, G is a finite non Abelian group and H is a finite Abelian group.
We first generalize Lemma 6 in this context where a non Abelian group occurs.

Lemma?7 Let f: G— H and py € G the principal irreducible representation of G.
The map f is balanced if, and only if, for each B € H*,

(XZ ° f) (00) = OEnq(c)- (33)

Proof First let compute the representation-based Fourier transform of the function
Xflof: G — C at py.

(xfi o £)ton) = 3 b F A )

xeG

=Y xh(foo)lde

xeG

=Y ¢rxhnlde

yeH
= ¢(B)ldc (34)
where we recall that ¢ ¢(y) is defined as |{x € G| f(x) = y}|.

=) Let B e H* and suppose that f is balanced. Then Vy € H, ¢s(y) = \%

—~

(by definition of balancedness). According to (34), we find (XZ o N(po) =

% Zﬂxg(y)ldc. Since for each B e H*, we have ZHXZ(y)zo (by
Ve ) 4S

Lemma 1), we have (Xfl o ) (po) = OEnd(C)-

<) Suppose that for each g € H*, (xﬁ, o f)(po) = Opna(c)- According to (34), we
have for each 8 € H*, @(ﬂ)[d(c = Ognd(c) and then for each g € H*, @(ﬁ) =0.
The fourth point of Proposition 2 implies then that ¢, is constant. Then
using the inversion formula, we obtain that for all 8 € H, ¢ ¢(B) = ﬁ@(e ") =

|17| ZH¢f(y) = % (by definition of ¢ ). Then f is balanced. m]
ye
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As in the Abelian case, the previous lemma is fundamental for the dual character-
ization of perfect nonlinearity. Nevertheless before using it, we need an intermediary

result.

Proposition 5 Let f: G — H and $ € H. We define the autocorrelation function

of f by

ACjy:G— C

o ((xf, od, f)(m)) (.

Then forall p = py € (N},

AC;4(0) = ((xf, o f)(p)) 0 ((xff, 0 f)(p)>*.

Proof Let p = py € G.

AC15(p) = Y AC (@)p(e)
aeG

= ((xf, od, f)(m)) (Dp(@)

aeG

=22 _xnoda f@po(x)(p(@)

aeG xeG

=YY xh (Fen fe) ) ple)

aeG xeG

(by definition of py)

=33 xp(flex)xh(Fe)p@)

aeG xeG

= Z Z Xﬁ](f(ax))m,o (ocxx’l)
aeG xeG

= Z Z Xg(f(ax))m,o(o{x) o p(xfl)
aeG xeG

(p is a morphism)

= > Y xh(FlaxNxf () plex) o px) ™!

aeG xeG
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=Y > xh(flax)xf(fe)p(ax) o p(x)*

aeG xeG

(p is unitary)

=y (Z x,’i(f(ax))p(ax)) o (A (FODP)

xeG \eeG

(by linearity)

=) ((xf; o f)(p)) o (A (FODPE)

xeG

= ((xﬁ, : f)(p)) 0 (Z xf,(f(x))p(x)*>

xeG

= ((XZ o f)(p)) o ((Xﬁ ° f)(p)>*.

The dual characterization of perfect nonlinearity in this context is given below.
This result generalizes the one of Carlet, Ding and Pott.

Theorem 2 Let f: G — H. The map f is perfect nonlinear if, and only if, Vp = py €
G and VB € H*, we have

((xf, 0 f)(p)) o ((x,‘?, o f)(p))* = (Glldy. (36)

Proof The map f is perfect nonlinear

Va € G*, d, f is balanced (by definition)

Yo € G*, VB8 € H*, (Xfl ody f)(po) = Opnd(c) (according to Lemma 7)

—~

Vz e C.Va € G*, Yp € H*, ((x}y o du f)(p0))(2) =0

Vz € C,Va € G*, VB € H*, ZACg(a) = 0 (by definition of AC )

Ya € G*, VB e H*, ACrp(a) =0

Yo =py € é VB € H*, m(p) = ACg(ec)ldy (according to the first point
of Lemma 5).

I I
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We have

ACp(eq) = ((xﬁ, ody, f)(m)) ()

=" xhlempo()(D)

xeG

= Z Xf;(eﬂ)

xeG
= |G|. (37)

Then f is perfect nonlinear < V8 € H*,Vp = py € é,m(p) = |G|ldy

—~— e~

< VB e H*,Vp e 5, ((XZ o f)(p))o ((XZ o /(p))* = |G|ldy (according to Propo-
sition 5). |

Example 4 Let us consider f: &3 — H where H is a finite Abelian group whose
order divides 6. Let B € H* and let us define ¢g = x Z o f. According to Example 3
and Theorem 2, f is perfect nonlinear if, and only if, for every g € H*,

> ep)gs(y) =6
(x,y)e&3 (38)
Mk =6

(the equalities above are equivalent) where Sg = ¢p(id) + ¢p(123) + ¢pp(132) —
(9p(12) + ¢p(13) + ¢4(23)) and finally,

g, b¢ﬂ> (E @) — (6 0) (39)
<C¢ﬁ d‘i’ﬂ b% d¢/% 06
This example shows that the combinatorial constraints on bent functions in this non
Abelian setting are much stronger than in the usual case.

By definition, functions that satisfy formula (36) are called bent functions in this
particular context where G is a finite non Abelian group and H is a finite Abelian
group, and therefore are perfect nonlinear.

We can note that this version of bentness is very similar to the one given in
Theorem 1: the discrete Fourier transform is replaced by its representation-based
version, the complex-conjugate is replaced by the adjoint of endomorphisms, the
multiplication of complex numbers by the composition of operators and the factor
Idy is added (which is equal to 1 in the case V = C). The discrete Fourier transform
of Carlet, Ding and Pott’s bent functions is, up to a factor |G|, U(C)-valued.
Regarding this last notion of bentness, the representation-based Fourier transform,
also up to the factor |G|, is now U(V)-valued. It is possible to deduce from this
theorem a result really similar to the traditional notion of bentness.
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Corollary 1 Let f: G — H. Ifthe map f is perfect nonlinear then we have¥p = py €
G andVp € H*,

2

(xfio £ = |Gldimc(V), (40)
End(V)

where || & [3pqcy,= tr(L o &%) for & € End(V).

Proof The result is obvious by using on each member of (36) the trace tr of
endomorphisms of V. O

An interesting question, kept open in this paper, is to know if, whether or not, the
reciprocal assertion of the previous corollary is true. Therefore, as pointed out by one
of the reviewers, our definition of a bent function in this context seems stronger than
the one obtained by functions that satisfy equation (40) for every p € G and every
B € H*. But our choice for the definition of bent functions has the obvious property,
from its definition, to be equivalent to perfect nonlinearity.

5.2 Case where G is Abelian and H is non Abelian

In this subsection, G is a finite Abelian group and H is a finite non Abelian group.
Another time a technical result similar to both Lemmas 6 and 7 is needed to establish
a dual characterization of perfect nonlinearity in this context.

Lemma8 Let X be a finite nonempty set and f : X — H. Then f is balanced if, and
only if, for each p = py € H*, we have

> (0o /)X = Onav).- (41)

xeX
Proof Let p = py € H. We have

D (o Hx) = lfxe X|f(x)=y}lp(y)

xeX yeH
=Y (o)
yeH
= b7(p)- (42)
=) Suppose that f is balanced and let p € H*, then we have
X
D (po Hx) = % >~ p(y) = Onawv)
xeX yeH

(according to Lemma 4).

<) Suppose that for all p=py € H*, > (po f)(x) =Ognqv). Then the
xeX
representation-based Fourier transform of ¢ : H — N C Cis

OEnaqv) if py € H*,

pv {IXI if py = po. (3)
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According to Lemma 5, we know that ¢, is constant and more precisely

(according to the proof of the lemma), V8 € H, ¢¢(B) = ﬁtr(c})\}(ldc)). But

¢rlde) = ZH ¢ ¢(y)ldc = | X|Idc (by definition of ¢ ). Then V8 € H, ¢ ;(B) =
ye

% and f is balanced. O

As in the previous case, we introduce a kind of autocorrelation functions and we
compute its discrete Fourier transform.

Proposition 6 Let f: G — Hand p = py € H. We define the autocorrelation func-
tion of f by
ACy¢,: G — End(V)
a > Y (pody f)X).

xeG

Then for all a € G,
_——MD ——_MD _—_ MD *
ACyp ()= ((p o f) (a)> o ((p o f) (a)) .

(44)

Proof Leta € G.

_———MD
ACr, (@) =) x&MACy,x)
xeG

D xE® D (pody ()

xeG yeG

DY xE@p(fEay)) o (p(f())*

xeG yeG

(since p(x) is unitary)

=D Y x&Ceyy Hp(f(xy)) o (p(F()*

xeG yeG

= ) x&@yp(fxy) o xEM((f()))*

xeG yeG

_——MD
=S pof @o(xEMP(FOM)*

yeG
_—_MD _—_MD *
= ((p o f) (oc)> o <(p o f) (a)) . (45)
O

The corresponding notion of bentness in this context is given by the following
theorem (in such a way that we obtain the conservation of the equivalence with
perfect nonlinearity).
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Theorem 3 Let f: G — H. The map f is perfect nonlinear if, and only if, Vo € G,
Vo = py € H,

_—_ MD _—_ MD *
((p o f) (cx)) ° ((p o f) (Ot)> =|G|ldy. (46)

Proof

f is perfect nonlinear < Vo € G*, d,, f is balanced

©VYae G, Vp=pyeH, Y (pody)(x)=Okna)
xeG

(according to Lemma 8)

& Va € G*, Yp e H*, ACj,(@) = Opnac)

(by definition of ACy,)
~ _——_MD
< VYa e G, Vp e HY, ACy, (a)=ACy,(ec)

(according to Proposition 3). (47)

But AC,(eq) = Y (pode, [)(x) =Y plen) =Y _Idy =|G|Idy. Then according
xeG xeG xeG

to (45) and (47), f is perfect nonlinear < Vo € G, Vp = py € H*,
_—_MD _—_MD *
((p o ) (oe)) o ((p o ) (a)) — |Glldy. (48)

Example 5 Let G be a finite Abelian group such that 6 divides its order. Let f : G —
G;. Then, f is perfect nonlinear if, and only if, for every « € G,

— 2
oo f@)| =161 (49)
and
(E(oo E(a)) A@) C@ :<|G| 0) (50)
C@ D@/ \ Ba) D) 016Gl

A(x) B(x)

where 60(x) = < Cx) D(x)

> for every x € Gs.

Another time, by using the trace on both sides of (46), we deduce the following
corollary. As in the previous case, an interesting question should be to check if this
result is or not a sufficient condition for bentness in this particular context.
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Corollary 2 Let f: G — H. If the map f is perfect nonlinear then Vo € G and Vp =
pv € HY,

2
= |G| dimg (V). (51)

™D
H (pof) ()
End(V)

5.3 Case where G and H are both non Abelian

In this subsection, G and H are both finite non Abelian groups.

Let o' = p|, € H and B = {;}*"°™ be an orthonormal basis of W (for the scalar
product (., .)m ,w of W as introduced by (17)) such that for all y € H, p/(y) is
a unitary operator. For (i, j) € {1, ..., dimc(W)}?, let us define the representative

functions

pij H— (C/ (52)
y = (o'(e), ey pw-
In other terms, foreach y € H, pi’j(y) is simply the coefficient (7, j) of the dimc (W) x
dimc (W) unitary matrix that represents p’(y) in the basis B.
Let see some obvious results on plfj for (i, j) € {1, ..., dimc(W)}>.

1. Let (y1,y2) € H>. We have p'(y1y2) = p'(y1) o p'(y2). Therefore plfj(ylyz) =
dime (W)
D e
k=1
2. Letye H.Since p'(y~") = p/(y)* then we deduce that ,o{j(y") = pi(y)-

Note also that the identity map Idyw is written in any orthonormal basis of W as the
identity matrix and Ognqw) is associated, in any basis of W, with the all-zero matrix.

As in the previous subsections, we introduce some kind of autocorrelation func-
tions for f: G — H.

Proposition7 Let f:G— H, p'=py € H and (G pell,...,dimc(W)}2. We
define the autocorrelation function of f

ACf,p/_,‘yl‘: G- C

o Z(pi’j ody f)(x). (53)
xeG
Then forall p = py € é,
o dime(W) , — *
ACrpifp)= ((p{k ° f)(p)> ° ((p}k ° f)(p)) : (54)
k=1
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Proof Let p = py € G.

ACrpii(p) =Y ACyy(x)p(x)
xeG

D (oo di () (x)

xeG yeG

DY o (fan f) e

xeG yeG

dime (W)

SN sh(Fayp(Fone )

xeG yeG k=1

dimc (W)

Z Z Z Pz{k(f(xy))mp (xyy™")

k=1 xeGyeG

dimc (W)

33N ok (Fa e (FONp ) 0 p(3)*

k=1 xeGyeG

dimc (W)

> D sk Femet o (0 FODP(Y)

k=1 xeGyeG

dim¢ (W)

2. ((p,fk 0 f)(m) o3 (Ppfmpm)

k=1 yeG

dimc(W) , — *
) ((ﬂEkOf)(p)>o((p}kof)(p)) : (55)

k=1

Using this autocorrelation function and its Fourier transform we can exhibit the
appropriate notion of bentness for this context where both groups G and H are non
Abelian.

Theorem 4 Let f: G — H. The map f is perfect nonlinear if, and only if, Vp = py €
G,¥p' = py € H VG, j) € (1, ..., dimc(W))?,

dim¢ (W) —_ * o .
o , _|IGidy ifi=j,
> ((pik of )(p)) o ((p,»k ° f)(p)> = {OEnd(V) ifi (56)

k=1
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Proof

f is perfect nonlinear & Vo € G*, d, f is balanced
& Vo e G*, Vp' = py € H*,
Y (0’ 0 dy ))(x) = Opnacw)

xeG

(according to Lemma 8)

& Vo e G*, Vp' € H*, Y, j) € {1, ..., dimc(W)}2,
Y (pjjodu H(x) =0

xeG
& Vo e G*, Vp' € H*, V(, j) € {1, ..., dimc(W)}2,
ACﬁpf’i,]’(O{) = O

& Voy e G, Vo' € B, VG, ) e(l,...,dime(W)),
ACypijlpv) = ACy i jec)ldy
(by Lemma 5). (57)

But ACy,;i(ec) = > (,ijodeg HxX = p{/(eH). Since we know that p'(ey) =
xeG xeG
Idy, then p’(ep) is written in the orthonormal basis B of W as the identity matrix

and then V@i, j) € {1,..., dimc(W)}?,

lifi=j

0ifi # | (58)

p,{,'(eH) = {

From this last result, the equality (55) and the equivalence (57), it follows the
expected result. O

This case where both groups G and H are non Abelian involves some kind of
tensor (or at least of block-matrix) notion of bentness. This is essentially due to the
lack of commutativity of both groups.

6 Summary
The different notions of bentness, depending on the fact that the finite groups G and
H are Abelian or not, are summarized below.

A function f: G — H is bent (or equivalently perfect nonlinear) if, and only if,

1. If G and H are Abelian [2, 14]: V(«, B) € G x H*,

o — 2
‘(xéo H@| =IGl.
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2.

3.

4.

If G is non Abelian and H is Abelian: V(p, B) € G x H* (with p : G — U(V)),

(e f)(p)) (G o) = G
If G is Abelian and H is non Abelian: V(«, p') € G x H* (with p' : H— U(W)):
_—_ MD _—— MD *
((,0’ o f) (Ol)> ° ((P' o f) (Ol)> =|Glldw.

If G and H are both non Abelian groups: V(p,p', (i j)) € G x H* x
{1,...,dimc(W)}? (with p : G — U(V) and p’' : H — U(W)),

dimc (W) —_ * . .
- , _ ) IGHdy ifi = j,
Z (('Dik o f)(p)> o ((ij o f)(P)) = { OEna(v) if i # J.

k=1

A continuation of this paper should be to construct some families of perfect nonlinear
maps in one of these non Abelian settings.
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