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Introduction

Coronavirus disease-19 (COVID-19) was detected first in 
China in December 2019 and declared as a global pandemic 
by WHO in March 2020 (https://​www.​who.​int/​health-​top-
ics/​coron​avirus). The virus affects not only the respiratory 
system but also the heart, liver, GI tract, kidney, and central 
nervous system, eventually leading to multiple organ fail-
ure. Due to its similarity with previous severe acute res-
piratory syndrome coronavirus (SARS-CoV), it was named 
SARS-CoV-2 by the International Committee on Taxonomy 
of Viruses (ICTV), and the disease was named COVID-19. 
As of now, there have been 700 million reported cases of 
COVID-19, resulting in 6.97 million deaths and 671 million 
recoveries (https://​www.​world​omete​rs.​info/​coron​avirus). 
The number of cases is still rising, posing a major health 
concern, and strong strategies are needed to combat this life-
threatening disease. People infected with SARS-CoV-2 can 
be divided into three categories based on the severity of 
the disease: (1) asymptomatic cases with or without detect-
able virus, (2) mild symptomatic or non-severe cases that 
usually recover after infection, and (3) severe respiratory 
symptomatic patients [1] with greater viral load that requires 
hospitalization, suffer respiratory failure, and in some cases, 
multiorgan failure (5–10%) [1–4].

To date, various strategies such as vaccines, drug repur-
posing, new antivirals, and therapeutic antibodies have 
been effectively used to treat SARS-CoV-2 [5]. Alongside 
these treatments, early clinical diagnosis, prompt isolation 
of affected individuals, effective treatment planning, and 
implementing preventive measures are crucial in prevent-
ing disease severity, community transmission, and potential 
new waves of COVID-19 or any future pandemics.

Several successful approaches in COVID-19 diagnos-
tics have been employed to achieve public health goals and 
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manage the pandemic. These techniques include real-time 
reverse transcription polymerase chain reaction (RT-PCR), 
serological assays, and computed tomography (CT). While 
these methods have well-established regulatory pathways, 
they often require skilled personnel, expensive instruments, 
and laboratory infrastructure [5].

Currently, there is a preference for sensitive, reliable, 
and "Naked-eye" methods of SARS-CoV-2 detection to 
provide immediate test outcomes at the sample collection 
site. Researchers are now exploring various biosensor types 
to improve detection and make it more suitable for at-home 
testing. Biosensors are expected to address several unmet 
needs in the diagnostics sector due to their portability and 
quick turnaround times.

Biosensors

A biosensor is a device that measures chemical or biological 
reactions by generating signals proportional to the concen-
tration of the substance of interest, known as the analyte. A 
typical biosensor consists of the following components: (a) 
Analyte: the substance that needs to be detected. (b) Bio-
receptor: a molecule, such as an enzyme, cell, DNA, anti-
body, or aptamer, that interacts with the analyte with high 
specificity through a biorecognition event. (c) Transducer: 
converts the biorecognition event into a measurable optical 
or electrical signal. (d) Electronics/Amplifier: processes the 
transduced signal, amplifies it, and converts it from analog 
to digital form. (e) Display: a computer, printer, or liquid 
crystal display that generates data or graphics understand-
able by users [6].

Various types of biosensors are currently available in 
the market, including enzyme biosensors, DNA biosensors, 
immunosensors (based on the bioreceptor), and electro-
chemical, optical, piezoelectric, and thermometric biosen-
sors (based on the transducer) [6–8]. Biosensors have been 
proven to detect different types of viruses including HIV [9, 
10], hepatitis virus [11], Zika virus [12], human coronavi-
rus [13], dengue virus [14], and influenza virus [15]; plants 
pathogens [16], and bacteria [17–20]. The first biosensor 
was created by Clark and Lyons [21], to detect glucose con-
centration in biological samples by fabricating the electro-
chemical biosensor by immobilizing glucose oxidase (GOD) 
enzyme molecules on the surface of an oxygen electrode. 
The potentiometric urea-specific enzyme electrode devel-
oped in 1969 is a significant advancement in the develop-
ment of biosensors [22]. These biosensors rely on the use 
of oxidase and dehydrogenase enzyme kinds of electrodes 
and are categorized as biosensors of the first generation. In 
the second generation, biosensors, auxiliary enzymes, and 
co-reactants are co-immobilized with the analyte-convert-
ing enzyme to enhance analytical quality operation [23]. 
In the third-generation biosensors, including SPR (Surface 

Plasmon Resonance) biosensors, biomolecules are used as 
biosensing material. The third-generation biosensor consists 
of only a direct electron transfer (DET)-type enzyme and 
an electrode. Since the system does not require a media-
tor, it has the advantages of low cost, reduced risk of side 
reactions, and superior biocompatibility [24–26]. Finally, 
advancements in MEMS/NEMS/BioNEMS (Micro, Nano, 
or BioNano Electro-Mechanical Systems, nanotechnology, 
and biotechnology, have led to development of the fourth 
generation of biosensors. The fourth generation of biosen-
sors is anticipated to have features such as diagnostic effi-
ciency and cost-effectiveness. These sensors utilize nano-
materials and do not require any enzymes,and hence exhibit 
better shelf life, improved sensitivity, enhanced reproduc-
ibility, excellent stability, and less detection time [27].

Nanomaterials in the Development of Biosensors

Nanomaterials and nanostructures play a pivotal role in 
the development of biosensors, especially in the context 
of real-world applications. Nanomaterials are mainly used 
as transducer materials and are essential for construct-
ing biosensors [28]. Compared to their bulk counterparts, 
nanomaterials possess unique optical, electrical, chemical, 
and physical characteristics. Their nanoscale dimensions 
provide a high surface-to-volume ratio, allowing for more 
biomolecular interactions. They also exhibit excellent elec-
trocatalytic behaviors, which are vital for detecting various 
biomolecules. Nanomaterials offer high stability, sensitiv-
ity, and selectivity, which are crucial for obtaining reliable 
biosensor readings over time, detecting analytes at very low 
concentrations, and binding to specific targets, respectively. 
Additionally, nanoparticles are easily functionalized with 
target substrates and operate at the same scale as biological 
processes [29–32]. Furthermore, these are devices that the 
average person can use without much complexity, even in the 
absence of access to high-tech laboratories [28].

Nanomaterials have remarkable properties and can be 
utilized in various types of biosensors, including those used 
for environmental monitoring, food processing, biomedicine, 
and health care [33–40]. Examples of nanomaterials include 
carbon nanomaterials, quantum dots, metal nanoclusters, 
polymer nanocomposites, plasma nanoparticles, and other 
nanomaterials. These materials enhance the affinity, selec-
tivity, and sensitivity of viral detection [25, 41–48]. Addi-
tionally, nanostructures can be designed with multiplexing 
capability to detect multiple targets simultaneously, which 
is beneficial for diagnosing diseases like COVID-19 that 
require the identification of several biomarkers [49].

Some of the nanomaterials extensively used in developing 
biosensors for COVID-19 diagnostics include:

Gold nanostructures Gold nanoparticles (GNPs) are 
widely used in point-of-care biosensors due to their excellent 
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electrical, and surface plasmon resonance properties. They 
are capable of detecting amino acids, enzymes, DNA, and 
RNA in samples, making them suitable for identifying vari-
ous mutated forms of coronaviruses [50–55].

Metal oxides These nanostructures are used for their sem-
iconducting properties in biosensing applications. They can 
interact with viral proteins related to SARS-COV-2 infection 
[56–58].

Carbon-based nanomaterials This category includes gra-
phene and carbon nanotubes, known for their high surface 
area and electrical conductivity, which are beneficial for 
biosensor platforms [59–63].

Quantum dots These semiconductor nanostructures are 
used for their optical properties and can be functionalized to 
detect specific biomolecules related to COVID-19 [64, 67].

Polymer-based nanocomposites These are used for creat-
ing flexible biosensors for wearable diagnostics, providing 
continuous monitoring capabilities [68–70]

Silica nanoparticles Due to their biocompatibility and 
ease of functionalization, silica nanoparticles can be used 
in biosensors to detect viral particles or antibodies against 
SARS-COV-2 [71, 72].

These nanostructures are incorporated into various bio-
sensor designs such as paper-based, film-based, and sample-
to-answer chip-based biosensors, as well as graphene-based, 
thread-based, and carbon-based biosensors [73]. Integration 
of these nanostructures into biosensors represents a signif-
icant step forward in the fight against the pandemic. The 
review will briefly discuss the COVID-19 pathogenesis and 
the various diagnostic approaches in the next section.

SARS‑CoV‑2 Diagnostic Targets and Diagnostic Devices

The SARS-COV-2 virus shares a similar cell receptor, 
angiotensin-converting enzyme II (ACE2), with SARS-CoV 
and has a genomic similarity of 75–80%. It also exhibits 
50% similarity with the Middle East Respiratory Syndrome 
coronavirus (MERS-CoV) and 96% similarity with a bat 
coronavirus [74, 75]. Structurally, the SARS-Cov-2 genome 
contains a large positive-sense strand RNA with a length 
of about 30kb. It encodes 25 non-structural and accessory 
proteins as well as four structural proteins. These proteins 
play various roles ranging from viral assembly to infection, 
replication, survival, immune evasion, and transmission in 
host cells [76, 77].

Pathologically, the priming of the virus occurs via viral 
spike protein (S) through transmembrane protease serine-2 
(TMPRSS2) protein on the host membrane which then binds 
with the angiotensin-converting enzyme 2 (ACE2) receptor 
as shown in Fig. 1. The ACE2 receptor is widely expressed 
on the surface of lung alveolar epithelium and enterocytes of 
the small intestine, contributing to the viral entry of SARS-
CoV-2. The SARS-CoV-2 spike protein (S protein) binds to 

ACE2 with higher affinity compared to SARS-CoV, which 
might be a factor for increased viral transmissibility and 
severity of COVID-19 [78].

Patients with obesity and diabetes exhibit upregulated 
expression of ACE2, increasing the susceptibility to SARS-
CoV-2 infection and leading to more severe disease in 
comorbid situations [79]. The virus-host interaction stimu-
lates the production of various proinflammatory cytokines 
[e.g. Interleukin-1 (IL-1), Interleukin-6 (IL-6), and tumor 
necrosis factor-α (TNF-α)] and chemokines [e.g. chemokine 
ligand 5 (CCL5), chemokine (C-X-C motif) ligand 8 
(CXCL8)], leading to immunopathogenesis [38, 80–83]. 
Dysfunction or exhaustion of CD4 + and CD8 + T cells has 
been observed [84–87] and might be responsible for severe 
immune injury and acute respiratory distress syndrome 
(ARDS) in patients [87–89].

Evidence suggests that COVID-19 affects not only the 
elderly and adults, but also children of all ages, especially 
newborns, preterm infants, and children with co-morbidities 
[90–94].

Conventional Diagnostic Techniques for COVID‑19 
Détection

Early clinical diagnostics is crucial for disease detection, 
treatment planning, and disease prognosis. CT scans, RT-
PCR, and serological tests are the routinely used diagnostic 
techniques to detect COVID-19 infection in affected indi-
viduals as briefly discussed here:

Real-time PCR Real-time PCR (RT-PCR) tests are con-
sidered the gold standard for detecting COVID-19. They 
detect the genetic material (RNA) of the SARS-CoV-2 virus 
with high sensitivity and specificity, but can sometimes pro-
duce false results. However, RT-PCR tests take time (usually 
2–3 days) as the test is done in specialized laboratories, away 
from the site of sample collection. This technique requires 
specialized laboratory equipment and trained personnel for 
sample processing and analysis, which can strain health-
care resources. Additionally, RT-PCR tests only identify 
the presence of an active virus and do not reveal whether a 
patient had previously been infected and has since recovered 
[95–97].

Serological assay Many serology-based commercial 
assays, such as an enzyme-linked immunosorbent assay 
(ELISA), a chemiluminescence immunoassay (CLIA), and 
lateral flow immunoassay (LFIA) detect antibodies against 
viral proteins or the SARS-CoV-2 virus. These detection 
methods are cost-effective, less time-consuming (about 
30 min), and require trained operators. However, they are 
less sensitive than RT-PCR tests due to the absence of 
target amplification. RT-PCR tests along with serological 
immunoassays provide high detection rates of the virus 
(98.6%). Serological assays are suitable for detecting past 
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infections, but may not be reliable for detecting active 
infections as antibodies take some time to develop. There 
is also a risk of cross-reactivity with other viruses leading 
to false positive results [98–100].

CT scans CT scans efficiently image lung varia-
tions in symptomatic patients, but can be inaccurate in 
asymptomatic individuals. They are less time-consuming 
(30–60 min) and offer higher sensitivity than RT-PCR 
[101]. However, CT scans are costly, less specific, require 
expertise, and can have adverse effects on long-term 
health. Additionally, differentiating COVID-19 infection 
symptoms from those of other cases of pneumonia is chal-
lenging for radiologists [102–108]. Therefore, CT could 
be used in conjunction with RT-PCR for a more accurate 
diagnosis.

Therefore, it is essential to develop cost-effective, time-
efficient, and reliable methods to detect SARS-CoV-2 that 
do not rely on expensive lab equipment or highly trained 
staff. This is important for making testing more accessible, 
especially in remote areas where the overall cost of testing 
can be a burden.

Biosensors offer several advantages over conventional 
diagnostic techniques, particularly in the rapid and sensitive 
detection of diseases like COVID-19. They provide real-
time data, require minimal reagents, and offer portability, 
automation, and multi-target analysis, making them suitable 
for use as point-of-care (POC) devices [109–113]. In the 
long term, biosensors can streamline the diagnostic process 
and reduce the need for multiple tests, thus reducing costs. 
This article provides a comprehensive review of promising 
biosensor technologies and current biosensors for the diag-
nosis of COVID-19 (Table 1), with a special emphasis on 
nanomaterial biosensors.

Nanomaterial‑Based Biosensors for COVID‑19 
Diagnosis

Electrochemical Biosensor

The electrochemical sensing platform provides a sensi-
tive, low-cost, compact, and portable method for assessing 

Fig. 1   Pathogenesis of SARS-CoV-2 infection: The coronavirus life 
cycle begins when (1) the virion attaches itself to the host cell recep-
tor ACE2 using its spike protein. After attaching to the receptor, the 
virus enters the cytosol through the acid-dependent proteolytic cleav-
age of the S protein via TMPRSS2. (2) This is followed by the viral 
and cellular membranes fusing with the help of the S2 subunit and 
release of viral genome. (3) The replicase is then translated from the 
genomic RNA. (4) Viral RNA synthesis occurs, and (5) viral replica-
tion-transcription complexes are formed. (6) Viral structure proteins 

(S, E, and M) are translated from the RNA (7) These proteins are 
inserted into the endoplasmic reticulum, and then move to the endo-
plasmic reticulum-Golgi intermediate compartment (ERGIC). (8) 
Genomic RNA is packaged into helical structures (ribonucleoprotein 
complexes) in the cytoplasm by multiple copies of the nucleocapsid 
(N protein), which then interact with hydrophobic M proteins (enve-
lope protein) in the ERGIC to control virion assembly. (9) As virions 
bud from the ERGIC membranes, they are subsequently taken out of 
the cell by exocytosis
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metabolic components. Electrochemical biosensors have 
become valuable tools for detecting pathogens, viral infec-
tions, drug levels, and monitoring health indicators like 
blood glucose, lactate, cholesterol, cancer markers, and car-
diovascular disease indicators [124–132].

Electrochemical biosensors convert biological events into 
electrical impulses. They utilize electrodes to immobilize 
biological molecules, and the use of nanoparticles with large 
surface areas increases loading capacity and reactant mass 
transfer, resulting in high analytical sensitivity performance 
[127, 133–136]. These biosensors have emerged as a crucial 
development in the diagnostics of COVID-19, offering sev-
eral advantages and facing some limitations.

An electrochemical paper-based peptide nucleic acid 
biosensor has been developed for COVID-19 diagnostics, 
capable of detecting the SARS-CoV-2 nucleocapsid gene 
in nasopharyngeal swabs. This sensor applies to real clini-
cal samples with an amplification-free system and provides 
a high sensitivity and specificity against standard RT-PCR 
assay. Under optimal conditions, this biosensor has a linear 
range from 0.1 to 200 nM and a detection limit (LOD) of 
1.0 pM [121]. In another approach, where an effective paper-
based electrochemical platform was shown to be capable of 
COVID-19 diagnosis, the sensing strategy was based on the 
immunocomplex formation between the immobilized spike 
protein of SARS-CoV-2 and the captured immunoglobulins 

produced in response to SARS-CoV-2 in humans, which 
disrupts the redox conversion ([Fe (CN)6]3−/4−). With this 
approach, SARS-CoV-2 antibodies were detected in 30 min 
with a sensitivity of 1 ng/ml which was three times higher 
than the colorimetric lateral flow assay [137].

Another electrochemical biosensor for rapid, sensitive, 
and nucleic-acid-amplification-free detection of SARS-
CoV-2 was based on the trans-cleavage activity of CRISPR/
Cas13a. In this biosensor, a nanocomposite and gold nano-
flower (AuNF) were progressively coated on the electrode 
surface to improve the conductivity and increase the sens-
ing area of the surface. With a limit of detection (LOD) 
of 4.4 × 10−2 fg/ml for the open reading frame (ORF) gene 
and 8.1 × 10−2  fg/ml for the S gene, the CRISPR/Cas1 
3a-assisted electrochemical sensor could detect the ORF 
and S genes in a wide linear dynamic range from 1.0 × 10−1 
to 1.0 × 105 fg/ml. This biosensor has the potential for pre-
amplification-free detection of ultra-low concentrations of 
SARS-CoV-2 RNA and on-site and rapid diagnostic testing 
for COVID-19 [122].

An electrochemical biosensor has also been developed 
to identify SARS-CoV-2 RdRp RNA in pharyngeal swabs 
using an accession approach with a detection limit of 21.69 
aM. This detection method showed excellent sensitivity 
in buffer solution and pharyngeal swabs but is unable to 
identify target RNA in a homogenous system, which is a 

Table 1   Comparison of various nanomaterial-based biosensors for COVID-19 detection

Nano biosensors Target Detection range Limit of detection Advantages References

BioFET S-protein and whole 
virus

1.6 × 101—1.6 × 104 
PFU/ml

1.6 × 101 PFU/ml in 
culture medium; 
2.42 × 102 copies/ml in 
clinical samples

High speed, sensitivity, 
and specificity

 [114, 115]

LSPCF SARS-CoV N (GST-N) 
protein

0.1 pg/ml to 1 ng/ml  ~ 1 pg/ml Ultra-low detection limit 
and cost-effective

[116]

LSPR Spike RBD protein and 
CoV NL63

spike RBD protein 
0.83 pM, CoV NL63 
in buffer and untreated 
saliva 391 PFU/ml, 
and 625 PFU/ml, 
respectively

Precise and rapid detec-
tion

Point-of-care diagnostic

[117]

SARS-CoV-2 spike 
proteins

 ~ 4.2 fM [118, 119]

Colorimetric biosensor Nucleic acid 10 copies/µl RNA-extraction-free 
nano-amplified test. 
It provides rapid and 
naked-eye molecular 
diagnosis of COVID-
19

Highly accurate, sensi-
tive, and specific

[120]

Electrochemical biosen-
sor

Nucleocapsid gene 0.1–200 nM 1.0 pM Label-free, amplifica-
tion-free, highly sensi-
tive and specific

[121]
ORF and S gene 1 × 10–1 -1.0 × 105 fg/ml 4.4 × 10–2 fg/ml and 

8.1 × 10–2, respectively
[122]

RdRp RNA 1fM- 100 pM 0.21 fM [123]
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drawback when compared to more straightforward PCR 
techniques. However, it is useful in the clinical detection of 
SARS-CoV-2 RNA because of its benefits of high sensitiv-
ity and high specificity due to facile separation based on 
the solid phase system detection [138]. Au@Ti3C2@PEI-
Ru(dcbpy)3

2+ nanocomposite-based electrochemilumines-
cence (ECL) biosensor has also been rationally designed for 
sensitive detection of the RNA-dependent RNA polymerase 
(RdRp) gene of SARS-CoV-2. This ECL biosensor sensi-
tively detects the SARS-CoV-2 RdRp gene with a detection 
range of 1 fM to 100 pM and a limit of detection of 0.21 
fM [123].

The dual function of graphene as a transducing platform 
and an electroactive label for the detection of 2019-nCoV 
target sequences has been exploited to utilize graphene oxide 
nano colloids (GONCs) as the electroactive nanomaterial. 
Briefly, the original electrochemical signal was reduced 
upon immobilization of the DNA probe (the biorecognition 
element) onto the GONC platform. This signal was sub-
sequently partially recovered upon the introduction of the 
2019-nCoV target. Over a broad linear range from 10−10 to 
10−5 M, a direct link was found between the electrochemical 
signal resulting from the intrinsic electroactivity of GONC 
and the 2019-nCoV concentration. This method upon incor-
poration into a DNA amplifier provides a low-cost and port-
able means of on-site identification of the 2019-CoV virus 
in infected patients, eliminating the need to transport the 
sample to centralized lab facilities [139].

Graphene oxide–gold (GO–Au) nanocomposites-based 
electrochemical immunosensors have also been utilized for 
simultaneous detection of SARS-CoV-2 antigen and SARS-
CoV-2 antibody. The SARS-CoV-2 antigen immunosensor 
has a linear detection range of 10.0 ag/ml to 50.0 ng/ml and 
a predicted LOD of 3.99 ag/ml, while the antibody immu-
nosensor has a range of 1.0 fg/ml- 1.0 ng/ml and a high 
sensitivity of 1.0 fg/ml. The low LOD can be used for the 
detection of the virus in the serum and patient swab samples 
from COVID-19-affected individuals [140].

Thus, nanomaterial-based electrochemical biosensors 
show promise for COVID-19 diagnostics due to their high 
sensitivity and specificity, even at low concentrations. These 
biosensors produce results much faster than traditional labo-
ratory methods, which is crucial for early virus detection 
and containment. Their small size makes them suitable for 
point-of-care testing, enabling on-site diagnosis without the 
need for complex lab equipment. They are generally less 
expensive to produce than other diagnostic tests, making 
them more accessible for widespread use. Additionally, they 
are user-friendly and require minimal training to use. How-
ever, challenges related to their fabrication, stability, and 
potential interference leading to false positive results, must 
be addressed to fully realize their potential. A study suggests 
that a method called shuffle shepherd optimization-based 

deep convolution fuzzy network (SSO-GDCFN) diagnoses 
COVID-19 with 99.99% accuracy. This system uses a vari-
ety of biosensors, including electrochemical sensors, and is 
integrated with AI for improved performance [141].

Surface Plasmon Resonance (SPR)

Surface plasmon resonance (SPR) is a widely used optical 
sensing technology for real-time, label-free analysis of pro-
tein–protein interactions. It helps in determining the kinetic 
and equilibrium properties of these interactions [142]. SPR 
biosensors offer a cost-effective and less time-consuming 
alternative to complex instrumentation and target-labeling 
procedures. In clinical settings, they are used for various 
applications such as detecting cancer biomarkers, food aller-
gens, and pathogens [143–145]. The SPR-based binding 
technique involves immobilization of a ligand on the surface 
of a sensor chip connected to a gold surface. Optical bio-
sensors, including SPR and LSPR, have been commercially 
available since the early 1990s and have been widely utilized 
in lab settings to identify viral strains, such as those linked 
to SARS and MERS, as extensively reviewed by [146]. SPR 
biosensors have emerged as a powerful tool in COVID-19 
diagnostics.

SPR-based sensors can detect specific nucleocapsid anti-
bodies against SARS-CoV-2 in undiluted human serum 
as opposed to oropharynx swabs. SPR sensor coated with 
a peptide monolayer and functionalized with the recom-
binant protein of the SARS-CoV-2 nucleocapsid detects 
anti-SARS-CoV-2 antibodies in the nM range. It is a fast, 
label-free bioassay that diagnoses samples within 15 min of 
sample/sensor contact [147]. Utilizing photonic crystal fiber 
(PCF) in conjunction with a multilayered surface plasmon 
resonance (SPR) biosensor based on PCF (Au/BaTiO3/gra-
phene) is helpful in terms of speedy detection of the novel 
coronavirus and is recommended. The biosensor quickly 
detects COVID-19 in scenarios where the virus spike recep-
tor-binding domain (RBD) acts as an analyte and mono-
clonal antibodies (mAbs) as a probe ligand or vice versa 
[148]. Through the interface, a coupling medium is required 
for the excitation of photon energy [149]. The fiber-optic 
absorbance platform (P-FAB) biosensor-based SPR with a 
gold nanoparticle coating detects COVID-19 [150] without 
requiring pre-processing of patients’ saliva samples.

Severe Acute Respiratory Syndrome (SARS) kinetics was 
measured and characterized using SPR. Following its pres-
ence in 2002–2003, a study assessed the kinetics of SARS 
binding to RNA during the phosphorylation and nonphos-
phorylation of the SARS N-protein. The SPR analysis sug-
gested that nonphosphorylated and phosphorylated N protein 
bound with the same affinity to viral RNA [151]. SARS N- 
protein can be detected using an optical QDs-based RNA 
aptamer chip at as low as 0.1 pg/ml. In this method, the 
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immobilized SARS-CoV nucleoprotein (N-protein) can be 
selectively hybridized with an RNA aptamer coupled with 
quantum dots (QDs) on the surface of a glass chip. The opti-
cal signal fluctuation of an RNA aptamer supported by QDs 
serves as the basis for the detection [152].

A five-layer SPR biosensor coated in graphene has been 
proposed as a quick way to identify the spike protein (S-pro-
tein) of the SARS-CoV-2 virus in the early stages without 
producing false positives. The suggested sensor not only 
identifies the virus spike protein, but also the spike protein 
blocking COVID-19, and the virus single-stranded RNA 
in a fast, less expensive, and more accurate manner [153]. 
Recently, a novel surface plasmon resonance (SPR) biosen-
sor utilizing sandwiched structures has been described to 
identify the spike S1 protein of SARS-CoV-2. The sensor 
exhibits a low detection limit of 12 fg/ml (S/N = 3) with a 
wide linear range of 0.0001 to 1000 ng/ml and combines 
a Ti3C2-MXene nanosheets modified with polydopamine 
(PDA)-Ag nanoparticle (AgNP)/anti-SARS-CoV-2 spike S1 
protein nanoconjugate signal enhancers. The MXene-based 
SPR biochip for SARS-CoV-2 antigen recognition offers 
a quick and easy method for diagnosing COVID-19 and 
encourages the use of 2D nanomaterial-based sensing chips 
in clinical diagnosis and disease screening [154]. Similarly, 
a surface plasmon resonance (SPR) biosensor based on the 
dual signal-amplification strategy of Au@Ag@Au nanopar-
ticles (NPs) and graphene oxide (GO) was developed and 
a sandwich immunoassay was utilized to sensitively and 
efficiently detect SARS-CoV-2 N protein in artificial saliva 
simulated samples. In this method, Au@Ag@Au nanopar-
ticles amplify the SPR response signal which was further 
augmented by GO due to its larger surface area and abun-
dant oxygen-containing functional group. The biosensor effi-
ciently detects SARS-CoV-2 N protein with a detection limit 
of 0.083 ng/ml, and a linear range of 0.1 ng/ml ~ 1000 ng/
ml [155].

SPR in microscale and LSPR in nanoscale viral sens-
ing systems are believed to be beneficial as next-generation 
detection techniques. In comparison to SPR on a single sub-
strate such as a thin metal film, localized SPR (LSPR) is the 
plasmon phenomenon produced by irradiating light on metal 
nanoparticles. In SPR, the optical alterations generated upon 
binding of the virus with a prism connected to a metal film 
are used as a signal whereas in LSPR the strong plasmons 
produced locally on the nanoparticles are utilized as a signal 
or as an enhancer to increase the intensity of fluorescent 
compound. Thus, SPR and LSPR reduce false-positive and 
false-negative results that are common in current viral detec-
tion methods [156] and can effectively detect low viral load 
at an early stage.

A facile wavelength-based SPR sensor built using 3D 
printing technology with air-stable Near Infrared (NIR)-
emitting perovskite nanocomposites as a light source 

provides a suitable biosensor that is lightweight, compact, 
plug-less, portable, and appropriate for onsite sample detec-
tion. Experimentally, the detection limit of the NIR SPR 
biosensor is comparable with that of state-of-the-art port-
able SPR sensors for refractive index change i.e. 10–6 RIU 
(Refractive index unit). The biosensor was capable of effec-
tively diagnosing COVID-19 patients from health subjects 
within 15 min due to the high specificity of the used anti-
body against SARS-CoV-2 [157].

Because of high sensitivity, quick reaction, and no labe-
ling required, surface plasmon resonance (SPR) detection 
technology has developed quickly and has become a com-
mon quantitative analysis method in the domains of biosens-
ing, biomedicine, biochemistry, and biopharmaceuticals. 
However, SPR faces some limitations such as the design 
and operation of SPR biosensors can be complex, requir-
ing specialized knowledge and equipment. These biosensors 
are susceptible to surface fouling, negatively affecting their 
accuracy and reproducibility, and have limited multiplexing 
capabilities allowing few targets to be detected at a time. The 
initial setup and operation costs can also be high compared 
to other diagnostics making them less suitable in resource-
limited settings.

Localized Surface Plasmon Coupled Fluorescence 
(LSPCF)

Localized surface plasmon stimulates the LSPCF fiber-optic 
biosensor, which is made up of a complex of immobilized 
biomolecules stacked in a sandwich pattern on the surface 
of an optical fiber. Numerous benefits come with this bio-
sensor, including early disease identification, simplicity, 
and convenience of use [158]. The LSPCF system is a chip-
based assay that accurately measures viral proteins in serum, 
both quantitatively and qualitatively, and has been used in 
COVID-19 diagnostics. LSPCF fiber-optic biosensor com-
bining a sandwich immunoassay with the LSP technique 
employing gold nanoparticles (AuNPs) can detect very low 
concentrations (approx. 1 pg/ml) of recombinant SARS-CoV 
N-protein (GST-N) in serum. A linear range was observed 
from 0.1 pg/ml to 1 ng/ml in diluted serum/buffer solution. 
Using the same monoclonal antibodies, the detection limit of 
the LSPCF fiber-optic biosensor for the GST-N protein (was 
improved at least 104 fold in comparison with conventional 
ELISA. Hence, it is suitable for the diagnosis of SARS infec-
tion even before the symptoms appear [116, 159].

The N-protein can also be detected by plasmonic fiber-
optic absorbance biosensor (P-FAB), which is a portable 
device based on a U-bent optical fiber probe. The P-FAB 
platform detects the N-protein using the label-free and 
labeled assay [150]. The label-free probe can be used for 
diagnosis of COVID-19 by introducing the patient’s saliva 
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sample. The binding of SARS-CoV-2 or free N-protein 
results in a decrease in the light intensity within 15 min. In 
labeled bioassay, detector antibodies were labeled with gold 
nanoparticles. The sample from the infected individual was 
combined with conjugated detector antibody for 5 min, and 
this complex was added to the bent probe’s detecting area 
formed by immobilization of capture antibody on the U-bent 
fiber optic probe. The interaction leads to an absorption shift 
generating signal within 5 min and can identify viral loads as 
low as 106 particles/ml, which is sufficient to induce infec-
tion [150].

Hence, LSPCF significantly enhances the fluorescence 
signals, leading to improved sensitivity in detecting virus 
particles. It allows for label-free, rapid detection of the virus, 
simplifying the diagnostic process and reducing the time 
and cost associated with labeling. However, the technique 
requires precise control over the experimental condition and 
can be complex to set up and interpret. Similar to other plas-
monic techniques, LSPCF also suffers from surface fouling 
producing false positive results in some cases. The high ini-
tial equipment set-up cost may also limit its accessibility in 
resource-limited settings.

Biosensor Field‑Effect Transistor (Bio‑FET or BioFET)

Field effector biosensors (FETs) are ideal for undertaking a 
quick, real-time, and label-free detection of many biological 
analytes, including viruses, cancer biomarkers, and envi-
ronmental toxins, since they are sensitive to surface charge 
[114, 160]. They also play a role in personalized medicine by 
assessing individual response to drugs. To detect a biologi-
cal element and to enhance the generated electrical signal, 
the surfaces of the biosensors are replaced with biocompat-
ible and conductive materials.

A unique type of FET utilized for sensing biomolecules 
in a fluid system is the biofield effect transistor. Because the 
BioFETs follow electro-analysis of charged biomolecules 
such as virus-related biomarkers, they are among the best 
options for coronavirus detection [161]. The source, gate, 
and drain electrodes; make up the three terminals of a tra-
ditional field effect transistor. A gate controls the current 
flow between the source and the drain in a similar way that 
a valve controls fluid flow because of the pressure difference 
between two locations in a pipe. Utilizing silicon nanowires 
in BioFETs with the integration of microfluidics (channels, 
valves, etc.) on the same chip forms a fully functional system 
for at-home diagnostics of viruses and infectious diseases or 
routine health checkup functions [162].

The term "BioFET sensors" refers to any family of FETs, 
including gene-, enzyme-, and cell-FETs. They are spe-
cifically designed to assess charge-induced field effects in 
various bio-interface contexts. BioFETs need to have their 
surface functionalized with specific biorecognition elements 

(BREs) to detect antigen, antibody, nucleic acid, etc. with 
high accuracy and specificity. Certain BREs can be immo-
bilized in their ideal configuration to form complementary 
complexes, which alter the conductance of the channel area. 
Chem/BioFETs can be broadly divided into three groups: 
apta-, geno-, and immunosensors. Chem/BioFET are rapid 
detectors with a LOD down to fM, incredible sensitivity in 
comparison to other biosensors. Thy are of lower cost when 
integrated with complementary metal oxide semiconductor 
(CMOS) technology, and hence have the potential to be used 
for at-home point of care (POC) diagnostics for COVID-19 
detection.

A FET-based biosensor for detecting SARS-CoV-2 in 
bodily fluids was demonstrated by Seo and associates in 
which graphene sheets were modified as sensing materials 
for the device using a monoclonal antibody that was specific 
to the SARS-CoV-2 spike protein. This method success-
fully detected SARS-CoV-2 in clinical samples and culture 
medium, with LODs of 1.6 × 101 pfu/ml and 2.42 × 102 cop-
ies/ml, respectively. As a result, this COVID-19 immuno-
sensing method that uses an off-chip readout system appears 
promising and doesn’t require sample pre-processing [163].

In a similar approach, electrical field effect sensors 
utilized crumpled graphene for probing the charge in the 
biological entities. Three kind of proteins were captured 
with specific antibodies including two COVID-19-related 
proteins, nucleocapsid (N-) and spike (S-) proteins and 
IL-6. The biomarkers were detectable with the highest 
sensitivity and extremely low LODs (Hwang et al. 2021). 
A saliva-based portable COVID-19 antigen test using the 
electrical double layer (EDL)-gated field-effect transistor-
based biosensor (BioFET) has been developed to be used 
by medical providers and frontline health workers. It detects 
SARS-CoV-2 nucleocapsid (N) with LODs of 0.34 ng/ml 
(7.44 pM) and 0.14 ng/ml (2.96 pM) in phosphate buffer 
saline (PBS, 1x) and artificial saliva, respectively [164]. 
This is in line with another study where the EDL-BioFET 
detects the SARS-CoV-2 N-gene cDNAs and viral RNAs in 
diluted human saliva, with a detection limit of ≈1 fm within 
20 min. [165]. In addition, another study by Torel Lopez 
et al. provides evidences that graphene BioFET (GBioFET) 
can detect SARS-CoV-2 with high sensitivity and accuracy 
[166].

Based on the carbon nanotube field-effect transistor 
(CNT-FET), Zamzami and colleagues have created a rapid 
(2–3 min), user-friendly, affordable, and quantitative elec-
trochemical biosensor that enables digital detection of the 
SARS-CoV-2 S1 in fortified saliva samples for prompt and 
precise detection of SARS-CoV-2 S1 antigens. The bio-
sensor was created via CNT printing on a Si/SiO2 surface. 
Through non-covalent contact, the SARS-CoV-2 S1 anti-
body was immobilized on the CNT surface and the com-
mercial SARS-CoV-2 S1 antigen was employed to assess the 
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CNT-FET biosensor’s electrical output. The CNT-FET bio-
sensor successfully identified the SARS-CoV-2 S1 antigen at 
concentrations ranging from 0.1 fg/mL to 5.0 pg/mL in the 
10 mM AA buffer pH 6.0. The developed CNT-FET biosen-
sor had a limit of detection (LOD) of 4.12 fg/mL and higher 
selectivity (no reaction to SARS-CoV-1 S1 or MERS-CoV 
S1 antigen). The biosensor is time-saving, incredibly sensi-
tive, and may provide a useful platform for quickly detecting 
SARS-CoV-2 S1 antigen in patient saliva. [167]

Thus, Bio-FETs provide highly sensitive, and label-free 
real-time detection of COVID-19 and is suitable for port-
able, point-of-care devices. Incorporation of graphene, metal 
nanoparticles, and nanotubes further enhances their perfor-
mance. However, complex fabrication, stability issues, and 
interference issues limit its use. In addition, current CNT 
-FET based biosensors are typically capable of detecting 
only one analyte at a time, limiting their use in complex 
diagnostic situations. Detection of viruses in complex media 
such as saliva or blood also poses challenges in the detection 
of specific signals leading to false positives or negatives.

Colorimetric Biosensor

Colorimetric biosensors are frequently incorporated with 
biomarker detectors and have the following characteristics: 
easy to use, less expensive, simple interpretation, visibil-
ity, etc. Colorimetric paper-based biosensors are in high 
demand and most appealing as the presence of a specific 
pathogen can be easily detected by a simple change in 
color, which can be differentiated with the naked eye with-
out the use of expensive and complex apparatus [168]. 
They have been used as point-of-care devices for the detec-
tion of pathogenic bacteria in clinical and environmental 
settings [169, 170]. Low sensitivity is the main drawback 
of colorimetric assays since it might be challenging to con-
vert observable signals into a color readout [171]. Utiliz-
ing nanomaterial in calorimeter biosensors enhances the 
detection capability of biosensors [157, 172]. Noble metal 
nanoparticles (gold/silver) incorporated into colorimetric 
biosensors have increased sensitivity for identifying target 
biological molecules, including pathogenic bacteria and 
viruses, DNA, poisons, proteins, and others [172, 173]. 
Due to their ease of synthesis, chemical and physical sta-
bility, superior biocompatibility, distinctive optoelectronic 
behavior, and ease of modification with organic and bio-
active substances, gold nanoparticles (AuNPs) are widely 
utilized in colorimetric biomedical assays [170, 174–176]. 
AuNPs have a very important property called localized 
surface plasmon resonance (LSPR). The change of mono-
dispersed AuNPs to an aggregated state is observed by 
a change in color. Thus, size-induced LSPR effects of 
AuNPs have been exploited for colorimetric detection 
[174]. The antibody-functionalized AuNP are even more 

useful for rapid colorimetric screening of pathogenic 
viruses [174]. In the case of detection of the COVID-19 
virus in human saliva, intense color changes were noted. 
The observations were made with the naked eye owing 
to plasmon coupling when f-AuNPs form clusters on the 
virus, with high sensitivity and a detection limit of 0.28 
PFU/ml (PFU stands for plaque-forming units). Plasmon 
coupling was corroborated with computer simulations 
using the finite-difference time-domain (FDTD) method 
and the diagnosis was carried out with a smartphone cam-
era. It provides COVID-19 diagnosis with 100% accuracy 
for small quantities of saliva samples [177].

For the simultaneous detection of DNA linked to bacterial 
and viral infectious illnesses, including human papillomavi-
rus (HPV), Mycobacterium tuberculosis (MTB), and Mid-
dle East respiratory syndrome coronavirus (MERS-CoV), a 
multiplex paper-based colorimetric DNA sensor (PAD) was 
created. AgNPs were employed in DNA detection based on 
acpcPNA-induced nanoparticle aggregation as a colorimet-
ric reagent. Regarding single-base mismatch, two-base mis-
match, and noncomplementary target DNA, this colorimetric 
DNA sensor demonstrated excellent selectivity. The LOD 
for MERS-CoV, MTB, and HPV under optimal conditions 
was determined to be 1.53, 1.27, and 1.03 nM, respectively. 
Thus, this multiplex colorimetric PAD could be a dispos-
able, low-cost substitute instrument for quick screening and 
detection in infectious disease diagnostics [178] and can be 
utilized for COVID-19 diagnostics.

The RNA-extraction-free nano-amplified colorimetric 
test is another approach that utilizes plasmonic gold nano-
particles capped with an antisense oligonucleotide (ASoS) 
to provide rapid and naked-eye molecular diagnosis of 
COVID-19. A unique dual-prong approach that integrates 
nucleic acid (NA) amplification and plasmonic sensing for 
point-of-care detection of severe acute respiratory syndrome 
coronavirus 2 (SARS-CoV-2) was employed in this test, with 
a detection time of less than 1 h. The accuracy, specificity, 
and sensitivity of the test were found to be very high and 
was > 98.4%, > 96.6%, and 100%, respectively when tested 
for clinical samples, with a detection limit of 10 copies/μl 
[120].

Thus, colorimetric biosensors provide a simple, low-cost, 
portable, and rapid quantitative screening tool with mini-
mal instrumentation for the diagnosis of COVID-19. These 
devices can be used in point-of-care settings in places with 
low resources. The results can often be visualized with the 
naked eye; without the need for complex instruments, which 
is beneficial in resource-limited settings. However, compared 
with other diagnostic methods, colorimetric biosensors are 
less sensitive and have potential for interference which could 
result in a high rate of false negatives. Also, while they are 
good for qualitative results, they may not provide precise 
quantitative data in various testing environments.
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CRISPR‑Cas Based Biosensors

Clustered regularly interspaced short palindromic repeats 
(CRISPR)-based detection techniques have emerged as a 
novel rapid diagnostic approach for accurately detecting 
pathogens (such as viruses or bacteria) by targeting their 
genetic material [179]. They have been explored for detect-
ing the RNA genome of SARS-CoV-2 in patient samples in 
less than an hour. Different research groups around the world 
have developed methodologies to detect COVID-19 more 
quickly as reviewed by [180, 181]. Recently, in the United 
States, an easy-to-implement and accurate CRISPR-Cas12-
based lateral flow assay has been developed for the detection 
of SARS-CoV-2 from RNA extracted from the respiratory 
swab in less than 40 min. The method has been validated 
using contrived reference samples and clinical samples from 
patients affected with COVID-19 infection (n = 36 patients) 
and with other viral respiratory infections (n = 42 patients). 
The CRISPR-Cas-based assays are emerging as a promising 
alternative to RT-PCR assay with 95% and 100% positive 
and negative predictive agreement, respectively [182].

Mammoth Biosciences in 2018, introduced a technique 
named DETECTR (DNA Endonuclease-Targeted CRISPR 
Trans Reporter). It detects sensitive DNA using LbCas12a 
isolated from the Lachnospiraceae bacterium ND2006. 
DETECTR accompanied by RT-LAMP (Reverse-transcrip-
tion-Loop Mediated Isothermal Amplification) is used to 
detect SARS-CoV-2 with high precision within 30 min 
[164]. Based on this method, a research group from Saudi 
Arabia developed a robust molecular diagnostic device 
“iSCAN”, to facilitate the effective management and control 
of COVID-19. The group exploited the specific detection 
ability of SARS-CoV-2 by CRISPR-Cas12 to develop a one-
step nucleic acid amplification method known as Reverse 
transcription-loop-mediated isothermal amplification (RT-
LAMP). RT-LAMP is conducted at a single temperature 
and is utilized for colorimetric virus detection along with 
CRISPR-Cas12 and CRISPR-Cas13 systems which perform 
indiscriminate RNA and single-stranded deoxyribonucleic 
acid (ssDNA) cleavage, respectively. The module is highly 
efficient, fast, sensitive, specific, and user-friendly for SARS-
CoV-2 detection and when combined with lateral flow cells 
enables highly efficient point-of-care SARS-CoV-2 detection 
[183]. iSCAN-V2, a one-pot reverse transcription-recombi-
nase polymerase amplification (RT-RPA)-coupled CRISPR/
Cas12b-based assay is another point-of-care assay devel-
oped for SARS-CoV-2 detection. The assay is coupled with 
a low-cost, commercially available fluorescence visualizer to 
enable on-site detection of the virus at a single temperature 
in less than an hour. Cas12b was more efficient than Cas12a 
in the iSCAN-V2 detection platform. iSCAN-V2 detection 
exhibited 93.75% sensitivity and 100% specificity when 
clinically validated with RT-qPCR on patient samples [184].

Another rapid, sensitive, one-pot point-of-care assay 
for visual SARS-CoV-2 detection is the All-In-One Dual 
CRISPR-Cas12a (AIOD-CRISPR) assay. This assay targets 
SARS-CoV-2’s nucleoprotein gene and two CRISPR RNAs 
without protospacer adjacent motif (PAM) site limitation 
and detects the nucleic acids with a high sensitivity. Using a 
low-cost hand warmer (approximately $0.3) as an incubator 
for the AIOD-CRISPR assay enables the detection of clini-
cal samples within 20 min. This allows for instrument-free, 
visual SARS-CoV-2 detection at the point of care [185].

Kumar et  al. Developed a lateral flow test capable 
of detecting a Cas9 protein that binds to a nucleic acid 
sequence present in a specific mutant strain of SARS-CoV-2. 
If used only for diagnosis, it can detect mutations in the 
SARS-CoV-2 virus at a fraction of the price of next-gen-
eration sequencing (NGS) approaches. It not only offers a 
quick and cheap method to monitor the spread of mutant 
SARS-CoV-2 strains; but also provides a way to determine 
vaccine efficacy against new viral strains [186]. FnCas9 Edi-
tor Linked Uniform Detection Assay (FELUDA) utilizes a 
direct Cas9-based enzymatic readout for detecting nucle-
obase and nucleotide sequences without trans cleavage of 
reporter molecules. FELUDA is 100% accurate in detecting 
single nucleotide variants (SNVs), including heterozygous 
carriers, and presents a simple web tool JATAYU to aid 
end-users. FELUDA uses a lateral flow readout and dem-
onstrates 100% sensitivity and 97% specificity for detecting 
the virus in clinical samples within 1 h, across all ranges 
of viral loads. When combined with RT-RPA and a smart-
phone app called True Outcome Predicted via Strip Evalua-
tion (TOPSE), FELUDA provides a prototype for detecting 
CoV-2 closer to home [187, 188].

Thus, CRISPR assays are rapid, customizable, and scal-
able, with high specificity and sensitivity to detect SARS-
CoV-2 and its variant strains at home or any point of care 
with limited resources. Although, simpler than RT-PCR, 
CRISPR-Cas based biosensors, still require some level of 
equipment and technical expertise to perform the assay accu-
rately. Therefore, further improvements and adaptations are 
needed to overcome the current limitations of its widespread 
application.

Conclusion

The global COVID-19 vaccination effort has demonstrated 
efficacy in combatting the debilitating SARS-CoV-2 virus, 
which posed a significant threat to humanity in recent 
years. Despite this progress, the presence of various virus 
mutations and increased genetic diversity continue to pose 
challenges to effective treatment. In addition to vaccina-
tion, it is crucial to manage critical COVID-19 patients to 
reduce disease severity and mortality caused by different 
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COVID-19 variants. Rapid detection of pathogenic DNA/
RNA sequences or variants through point-of-care diagnos-
tics has proven the be valuable in expediting clinical prog-
nosis during the recent COVID-19 outbreak. Traditional 
diagnostic techniques such as qRT-PCR, CT scans, and sero-
logical assays are labor-intensive, time-consuming, and may 
not be readily applicable in remote or resource-constrained 
settings due to the requirement for laboratory infrastructure.

Biosensors have made significant advancements as an 
effective diagnostic tool, although they come with associ-
ated advantages and limitations. Developing biosensors in 
point-of-care settings, such as clinics or pharmacies, can 
facilitate swift screening and alleviate the burden on central-
ized laboratories. Various commercially available point-of-
care devices; including chip-based and paper-based biosen-
sors, offer low-cost and user-friendly solutions. Additionally, 
nanomaterial-based biosensors provide biocompatibility, 
selectivity, sensitivity, wearability, and a limit of detection in 
home settings, making them suitable for large-scale screen-
ing techniques.

Approaches such as; nanomaterial-assisted paper-based 
microfluidics hold great potential in managing the pandemic 
by providing rapid and accessible results. Further research 
and innovation to improve the sensitivity, specificity, and 
scalability of paper-based microfluidic tests will create 
exciting possibilities for point-of-care testing and clinical 
diagnostics. Furthermore, the current nano biosensors for 
COVID-19 diagnostics are multiplexed. Several strategies 
can be considered to simplify the practical implementation 
of multiplexed nano sensors. These include integrating nano 
sensors into portable devices, employing AI and machine-
learning algorithms for automated data analysis, and utiliz-
ing smartphone components for reading diagnostic assays, 
thereby reducing the need for specialized technical expertise.

Moreover, enhancing production scalability, collaborating 
with regulatory bodies, and increasing public awareness and 
training can strengthen the acceptance and effective utiliza-
tion of nanomaterial-based biosensors. The early and accu-
rate diagnosis, superior performance, and mass production 
of nanomaterial-based biosensors could yield long-term cost 
savings and benefit public health initiatives.
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