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Abstract
In the context of Internet of Things (IoT)-based Wireless Sensor Networks (WSNs) for smart agriculture, ensuring efficient 
resource utilization, prolonged network lifespan and robust security mechanisms is paramount. This paper addresses these 
challenges by introducing an optimized secure cluster-based routing protocol with blockchain. The algorithm initiates with 
node ID assignment, followed by the use of Distributed Fuzzy Cognitive Maps (DFCM) to select Cluster Heads (CHs) based 
on energy, proximity to the Base Station (BS) and neighbor count. DFCM aims for balanced CH distribution to optimize 
energy usage. The secure routing protocol, employing Earthworm-based Deer Hunting Optimization Algorithm (EW-DHOA) 
and blockchain, ensures reliable data transmission. Through extensive comparative analyses with existing techniques, includ-
ing GA-PSO, CI-ROA, ACI-GSO and P-WWO, our approach consistently outperforms in critical parameters. At varying node 
densities, the proposed method demonstrates a substantial improvement in network lifetime, achieving a 60% increase over 
GA-PSO and maintaining a superior average of 3200 rounds. Energy consumption is notably reduced, with a 33.3% improve-
ment compared to GA-PSO at a density of 100 nodes. The packet delivery ratio reaches 98%, showcasing a 4% enhancement 
over the best-performing existing technique P-WWO. Throughput at a density of 500 nodes achieves an impressive 33.3% 
increase, reaching 0.8 Mbps. Notably, our methodology excels in preserving active nodes, sustaining a network lifetime of 
66.7% more than competing techniques at the 3500th round. The proposed approach demonstrates a higher detection rate, 
ranging from 75% to 90% and exhibits a significantly higher convergence rate. Therefore, our Optimized Secure Cluster-Based 
Routing Protocol with Blockchain-Based Integrity Checking presents a comprehensive and superior solution for enhancing 
the efficiency, resilience and security of WSNs in smart agriculture.
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1  Introduction

In recent years, the integration of WSN and smart agri-
culture has emerged as a transformative force, revolution-
izing traditional farming practices. This integration holds 
immense potential for real-time monitoring, data-driven 

decision-making, and resource optimization [1–4]. As 
agriculture increasingly adopts IoT solutions, the role of 
WSNs becomes pivotal, offering the promise of enhanced 
crop yield, resource efficiency, and environmental sustain-
ability. Motivated by these factors, this paper addresses the 
critical need for an advanced and secure cluster-based rout-
ing protocol within WSN structures, specifically tailored 
for the intricacies of smart agriculture. The applications 
of WSNs in smart agriculture are diverse and profound. 
From monitoring soil conditions and climate parameters to 
tracking livestock health, these networks provide a gran-
ular understanding of the agricultural landscape. Preci-
sion agriculture, enabled by WSNs, empowers farmers to 
make informed decisions, optimize resource allocation, 
and mitigate environmental impact [5–7]. Achieving an 
equitable distribution of CHs to ensure balanced energy 
usage and extended network longevity remains an ongoing 

 *	 Kapil Kumar Nagwanshi 
	 dr.kapil@ieee.org

1	 Department of Computer Science & Engineering, Amity 
School of Engineering & Technology, Amity University, 
Rajasthan, India

2	 SoS E&T, Guru Ghasidas Vishwadiyalaya (A Central 
University), Bilaspur, India

3	 Department of Computer Science & Engineering, Amity 
School of Engineering & Technology, Amity University, 
Uttar Pradesh, India

http://crossmark.crossref.org/dialog/?doi=10.1007/s12083-024-01748-1&domain=pdf


	 Peer-to-Peer Networking and Applications

challenge. Existing methods such as Power Efficient Gath-
ering in Sensor Information Systems (PEGASIS), Distrib-
uted Energy Efficient Clustering (DEEC), and Distributed 
Routing for In-Network Aggregation (DRINA) [8–13] face 
significant challenges related to CH selection, energy con-
sumption, and overall network lifespan.

Moreover, the integration of blockchain-based integ-
rity checking, a promising avenue for enhancing security, 
demands specialized attention for seamless adoption in 
WSNs tailored for smart agriculture. The research domain 
thus presents a nuanced landscape, wherein the fusion of 
advanced routing protocols, energy efficiency consid-
erations, and security mechanisms becomes imperative. 
Existing secure routing protocols, such as Secure Rout-
ing Protocol (SRP) [14], Security Protocol for Sensor 
Networks (SPINS) [15], and Secure Cluster-based Route 
Planning (SCRP) [16], have made strides in addressing 
security concerns in WSNs. However, their adaptation to 
the unique requirements of smart agriculture is an area that 
warrants exploration and enhancement.

This paper aims to tackle critical research challenges 
within the realm of smart agriculture and WSN. One of 
the key issues is the necessity for an efficient and secure 
routing protocol to manage data transmission in WSNs 
deployed for agricultural monitoring. In particular, opti-
mizing cluster-based structures, notably in the selection of 
CHs, presents a significant challenge that requires solutions 
to balance energy consumption, enhance network lifespan, 
and ensure an even distribution of CHs. Moreover, main-
taining data authenticity and security during the transmis-
sion process is imperative. The proposal of this work is 
motivated by the urgent need to overcome these identified 
critical research problems in smart agriculture and WSN. 
As we delve into the complexities of WSNs tailored for 
agricultural monitoring, the paper explores innovative 
solutions to address existing challenges in the efficient and 
secure transmission of data within these networks.

Our focus extends to the optimization of cluster-based 
routing protocols, leveraging the Earthworm-based Deer 
Hunting Optimization Algorithm (EW-DHOA) and incor-
porating Distributed Fuzzy Cognitive Maps (DFCM) for CH 
selection. The proposed protocol not only aims to rectify the 
limitations of current methods but also endeavors to provide 
a comprehensive solution that enhances the efficiency, secu-
rity, and resilience of WSNs in smart agriculture contexts. 
Through this research, we aim to contribute to the evolving 
landscape of agricultural technology, fostering sustainable 
and data-driven practices for the benefit of farmers and eco-
systems alike. The major contributions of this paper are as 
follows:

•	 The integration of the Enhanced Whale Optimiza-
tion Algorithm with Differential Harmony Search and 

Crowding Mechanism (EW-DHOA) routing protocol sig-
nificantly improves energy efficiency. This is achieved 
through intelligent routing decisions that minimize 
energy wastage and contribute to the extended longevity 
of the network.

•	 The incorporation of a blockchain-based integrity 
checking mechanism adds an extra layer of security to 
the WSN. This ensures the authenticity and integrity of 
transmitted packets, reducing the risk of packet loss or 
corruption caused by malicious attacks.

•	 The EW-DHOA algorithm optimizes routing decisions, 
resulting in reduced latency and maximized utilization 
of available network resources. As a result, the proposed 
method achieves higher throughput compared to existing 
techniques, contributing to more efficient data transmis-
sion and communication within the WSN.

•	 The Distributed Fuzzy C-Means (DFCM) method effec-
tively distributes and balances energy usage among sen-
sor nodes. This innovative approach reduces the risk of 
early energy depletion, sustaining a higher number of 
active sensor nodes over time and contributing to the 
resilience of the WSN.

•	 The proposed method demonstrates superior performance 
in terms of malicious node detection. The incorporation 
of advanced detection mechanisms contributes to the 
enhanced security and robustness of the WSN, ensuring 
the integrity and confidentiality of transmitted data.

•	 The integration of the DHOA and EWA methods in the 
EW-DHOA algorithm results in a significantly high con-
vergence rate. This indicates that the proposed method 
converges to optimal solutions more efficiently than 
other techniques, benefiting from the strengths and char-
acteristics of both optimization approaches.

The subsequent sections of this document are outlined as 
follows: Section 2 offers a comprehensive overview of the 
existing literature. Section 3 elucidates the proposed rout-
ing protocol. Section 4 presents the simulation results and 
a comparative analysis. Lastly, Section 5 presents the con-
cluding remarks.

2 � Related work

This section covers an in-depth analysis of the secure rout-
ing schemes that are currently in use for wireless sensor 
networks.

Yao et al. [17] introduced an energy-efficient routing 
protocol with multi-threshold segmentation (EERPMS), 
which aims to enhance the rationality of the formation of 
cluster and CH selection. It groups sensor nodes into clusters 
based on the node angle and number variance principles. 
The Otsu algorithm is utilized to cluster the nodes, leading 
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to improved load distribution among cluster heads and distri-
bution homogeneity. Moreover, a CH selection algorithm is 
introduced, which optimizes the selection of CHs depending 
on their best location and residual energy of nodes to pro-
long network lifetime. Moreover, because of overhead prob-
lems and improper clustering allocation, which reduce the 
network lifetime, the CH selection method suffers. In order 
to overcome this, researchers focus on improving the CH 
selection procedure using machine learning and optimization 
strategies that emphasise the best possible outcome. To get 
the overall best solution, metaheuristic models were used. 
Both the sink movement data transfer and the CH selection 
are optimised using a hybrid strategy suggested by Sahoo 
et al. [18] that takes into account the genetic algorithm (GA) 
and particle swarm optimization (PSO) respectively.

The Butterfly Optimization Algorithm (BOA) was intro-
duced by Maheshwari et al. [19] in order to enhance the 
overall packet transfer to BS while lowering the energy con-
sumption of the sensor nodes. The residual energy of nodes, 
the proximity of the neighbours and BS, and the node degree 
and centralization all play a role in the CH selection. Ant 
Colony Optimization (ACO) determines the optimal path-
from the BSto the CH. Yadav and Mahapatra [20] suggested 
a Cuckoo Insisted-Rider Optimization Algorithm (CI-ROA) 
for energy-aware CH selection. Moreover, the selection is 
based on parameters like energy stability, minimising the 
distance between nodes, and minimising transmission 
latency. By choosing the best CH, the lifespan is extended. 
For homogeneous and heterogeneous settings, respectively, 
Zachariah and Kuppusamy [21] presented HECK and 
HOCK - energy efficient clustering techniques that extend 
the network lifespan. Both of these methods were developed 
utilising the Cuckoo search and the Krill herd. Whereas the 
ideal cluster heads are chosen based on Cuckoo search and 
the coordinates of optimal cluster centroid are calculated by 
employing Krill herd method.

None of the methods mentioned above are capable of 
withstanding attacks, which can render many nodes that 
rely on security measures that are based on trust ineffec-
tive. As a result, Han et al. [22] introduced a WSN routing 
protocol, which is energy-efficient and based on trust using 
adaptive genetic algorithms (TAGA). This protocol inte-
grates a trust security process and AGA to consider energy 
conservation and security when routing data. It improves 
security by creating an adaptive trust model that evaluates 
the overall trustworthiness of each sensor and can resist both 
common and specific trust attacks. The CH selection thresh-
old is enhanced based on changes in trust and energy levels, 
ensuring that malicious nodes cannot act as CHs. Anand 
and Sharma [23] proposed an advanced and efficient clus-
ter key management scheme (AgroKy) to address the dif-
ficulties of setting up and managing web interfaces for IoT 
sensor nodes and managing cryptographic keys for clusters. 

AgroKy utilizes deep learning techniques to identify and 
avoid unsafe interactions with potential attacks. In addition, 
a web interface is created to collect feedback from nodes and 
manage notifications after detecting signals from the sen-
sors. Even though trust-based systems have improved their 
ability to handle a variety of problematic node behaviours, 
certain issues such as energy-draining nodes, communica-
tion bottlenecks, and attacks still remain. To solve these 
problems, Hu et al. [24] suggested the trust-based secure 
and energy-efficient routing (TBSEER) method. It can 
more quickly identify faulty nodes and efficiently recognise 
attacks like sinkholes, selective forwarding, hello floods, and 
black holes. Moreover, the nodes use a multi-path search 
mechanism based on the model to identify a secure and 
energy-efficient way, actively avoiding wormhole attacks.

In order to provide safe and effective routing, load bal-
ancing is a crucial technique since it helps avoid network 
congestion. Unfortunately, the current routing system always 
sends packets to the node with the greatest trust value, add-
ing to CH workload. Thus, a secure and load-balanced 
routing (SLBR) strategy is presented by Thahniyath and 
Jayaprasad [25] for heterogeneous cluster-based WSNs. In 
addition to balancing load across CH, SLBR offers a supe-
rior trust-based security that solves the issue of sensors that 
repeatedly switch between positive and negative states. 
Hence, it helps to improve security, packet transport, and 
energy efficiency. Moreover, Singh and Singh [26] presented 
the hierarchical clustering and routing (HCR) method for 
clustering while considering scalability, dependability, and 
energy. In that Secondly, a hierarchically layered architec-
ture is developed to divide the network into circular layers 
for effective hierarchical data transfer. The choice of CHs 
is then made using an ant lion optimizer to assure scalable, 
energy-balanced, and dependable cluster creation.

One of the network’s primary duties is to strike a bal-
ance between energy efficiency and network integrity. 
These metrics are not balanced in the existing approaches. 
So, Gopinath et al. [27] implement Secure cluster based 
efficient energy routing (SCEER) in order to avoid these 
issues and increase network lifespan. The optimal packet 
transfer is initially initialised using network and routing 
constraints. The cluster’s stability metric is then chosen to 
enhance energy efficiency. Lastly, the initialization of the 
ideal cluster design model balances energy efficiency and 
network integrity. The effectiveness of several optimization 
methods was demonstrated in terms of increased lifespan, 
reduced energy usage, and improved efficiency. Unfortu-
nately, it suffers from the slow convergence speed and local 
optimal problems. Moreover, the overlap difficulties, stabil-
ity, expanding node coverage, and efficiency of energy in 
such technologies are still need to be addressed. As a result, 
Reddy et al. [28] introduced a brand-new hybrid technique 
called ACO integrated Glowworm Swarm Optimization 



	 Peer-to-Peer Networking and Applications

(GSO) approach (ACI-GSO). As opposed to previous 
approaches, this technique shows the performance utilising 
the objective function’s inclusion of physical layer meas-
urements like energy, distance, and latency. Whereas only 
physical layer measurements are taken into account in the 
objective function, here the cross-layer performance through 
throughput is explored as well. To find the best way without 
compromising transmission reliability, Khot and Naik [29] 
presented the Particle-Water Wave Optimization (P-WWO) 
safe routing method. The routing path with the smallest dis-
tance and the least amount of delay is considered the best 
way in this method. The aspects like latency, trust, consist-
ent, energy, and manageability are taken into account while 
calculating the fitness metric. Another one approach that 
uses three attributes to identify malicious node called Trust 
Based Secure Intelligent Opportunistic Routing Protocol 
(TBSIOP) is introduced by Bangotra et al. [30]. The attrib-
utes considered in this approach are forwarding data packets 
and acknowledgment sincerity, and depletion of energy.

To avoid complexity in existing approaches, Fang et al. 
[31] developed lightweight trust management scheme (LTMS) 
to protect against internal attack using binomial distribution. 
Blockchain technology is a secure, decentralized, and tamper-
proof way of managing transactions and data in WSNs, mak-
ing it a better choice than other optimization techniques for 
secure cluster-based routing. Hence, Lazrag et al. [32] used 
Blockchain to communicate network activity in real-time 
and improve the routing. This method enhances the routing 
phase’s security while lowering interference levels and better 
balancing traffic load. However, the system becomes more 
challenging in terms of device efficiency when determining 
routes through complex computations, greatly raising the cost 
of the nodes. Revanesh and Sridhar [33] presented an effec-
tive and trustworthy inter-correlated routing strategy based 
on meta-heuristics, blockchain, and deep learning. The dis-
tributed routing data in the network is maintained utilising 
a block-chain method, and the Salp Swarm optimization is 
employed to enhance the routing process. The deep network 
technique is employed to optimize routing decisions, account-
ing for variations in routing data among the nodes. It provides 
a high level of security against malicious attacks. However, 
the use of multiple algorithms may require significant com-
putational resources, which can be a challenge for wireless 
sensor networks with limited resources.

Tabatabaei et al. [34] presented an eco-friendly clustering 
approach for WSNs employing the Fuzzy Logic and Lion 
Pride Optimizer Algorithm (LPO). The technique grouped 
sensor nodes into clusters by assessing their remaining 
energy and proximity to the sink, thereby enhancing energy 
efficiency. LPO identified leaders within the clusters by 
evaluating battery power and proximity to the sink, while 
the remaining nodes connected to the nearest leader, result-
ing in the formation of optimized clusters. Tabatabaei [35] 

proposed, a novel clustering method for WSNs was intro-
duced, known as the Social Spider Optimization (SSO) algo-
rithm. This algorithm was inspired by the social coopera-
tive behaviour observed in spider colonies. In the proposed 
method, sensor nodes imitated the interactions of a group 
of spiders, following biological rules that govern colony 
behaviour. This unique approach aimed to optimize fault 
tolerance and energy efficiency in WSNs through the emula-
tion of natural cooperative strategies observed in spiders and 
also, Tabatabaei [36] introduced a novel routing protocol, 
targeting enhanced efficiency of energy within MANETs. 
The protocol incorporated both the TOPSIS multi-criteria 
algorithm and the Cuckoo Optimization Algorithm, with 
the primary goal of optimizing energy consumption in the 
network. The TOPSIS algorithm played a crucial role by 
effectively selecting relay groups based on multiple crite-
ria, enhancing the proposed routing protocol’s capability for 
energy optimization in MANETs.

Moreover, Akbari and Tabatabaei [37] presented a novel 
approach for determining highly reliable routes in the IoT 
using a combination of Reinforcement Learning and Fuzzy 
Logic. The main aim of their research was to enhance net-
work lifetime by introducing an innovative energy-efficient 
mechanism. The suggested approach entailed the fusion of 
fuzzy logic and reinforcement learning, emphasizing consid-
erations like remaining node energies, accessible bandwidth, 
and proximity to the sink. Gorgich and Tabatabaei [38] 
introduced a novel energy-aware routing protocol to tackle 
the challenge of optimal power utilization in WSNs. Their 
proposed method leveraged the Fish Swarm Optimization 
algorithm to optimize power consumption within WSNs. 
By utilizing this bio-inspired algorithm, the research aimed 
to bridge existing gaps in energy-efficient routing protocols 
for WSNs. Ebrahimi and Tabatabaei [39] presented a meth-
odology aiming to optimize power consumption in hierar-
chical WSNs by employing the Soccer League Competition 
Algorithm. The process involved initializing the network and 
utilizing the algorithm to dynamically cluster sensor nodes 
based on competitive performances. This smart clustering 
method, characterized by its hierarchical arrangement, was 
leveraged to enhance power consumption efficiency within 
the WSN.

Therefore, Mamaghani et al. [40] presented an innovative 
clustering protocol for WSNs employing the Willow But-
terfly Algorithm to improve data diffusion efficiency. The 
methodology involved initiating the Willow Butterfly Algo-
rithm to intelligently cluster sensor nodes. Drawing inspira-
tion from nature, this algorithm offered a unique approach 
to clustering, optimizing the distribution of data across the 
network. Tabatabaei and Rigi [41] introduced a dependable 
routing algorithm for WSNs, emphasizing clustering and 
a mobile sink to tackle challenges. Their strategy aimed at 
attaining load balance and consistent energy usage across 
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the network. This technique, labelled the distributed cluster-
ing reliable routing protocol, functioned in a decentralized 
fashion with the primary goal of minimizing reported delays 
within the network.

Furthermore, Tabatabaei [42] proposed an energy-con-
scious routing protocol for WSNs. The approach integrated 
both a mobile sink and the Bacterial Foraging Optimiza-
tion Algorithm. A distinctive aspect of this strategy was 
the computation of sensor node quantities, hinging on 
two pivotal factors: the amount of energy still available 
on the battery surface and the proximity to the sink. Miri 
and Tabatabaei [43] introduced a novel methodology to 
address challenges in VANETs routing. An innovative 
approach leveraging Fuzzy Logic for adaptive and context-
aware decision-making. This novel methodology aimed 
to contribute to more efficient routing in the dynamic and 
challenging environments of VANET. Tabatabaei [44] 
introduced an innovative routing method for MANETs 
by incorporating the Symbiont Organism Search (SOS) 
algorithm. The proposed methodology harnessed the adap-
tive and intelligent capabilities of the SOS algorithm to 
address the challenges of dynamic MANET environments.

3 � Proposed secure and optimal  
routing protocol

Our proposed routing protocol consists of two stages: cluster for-
mation and transmission of data. In the cluster formation phase, 
the network is divided into clusters, with a CH assigned to lead 
each cluster. The CHs are responsible of aggregating and trans-
mitting the data collected by the cluster members to the sink. In 
the next phase, the data is forwarded from the CHs to the sink 
using a blockchain-based secure routing scheme. The blockchain 
guarantees that the data is transmitted securely and accurately, 
and that the integrity of the data is checked at every step of the 
routing process. The overall architecture of proposed optimized 
secure cluster based routing protocol for IoT-based WSN in Fig. 1.

3.1 � Phase 1: Data sensing and initialization

In our proposed secure routing protocol, the effectiveness 
hinges on the accurate and timely acquisition of data from 
the agricultural environment. The sensing process is meticu-
lously designed to capture pertinent information crucial for 
smart agriculture applications. Our system incorporates a 

by 

Fig. 1   Overall architecture of proposed optimized secure cluster-based routing protocol for IoT-based WSN
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diverse array of sensors—soil moisture sensors, temperature 
sensors, and humidity sensors—strategically placed across 
the field, ensuring comprehensive coverage for holistic envi-
ronmental monitoring. The data collection process involves 
sensors continuously gathering information on key environ-
mental parameters. This collected data undergoes processing 
at the sensor nodes to generate meaningful datasets. Each 
sensor node is equipped with processing capabilities to per-
form initial analysis and aggregation, reducing the volume of 
transmitted data and optimizing energy usage. Our sensing 
strategy is event-driven, with sensors actively monitoring 
changes in environmental conditions. Upon detecting sig-
nificant deviations or predefined thresholds, sensors trig-
ger the data transmission process. To enhance energy effi-
ciency, the sensing approach incorporates adaptive sensing 
intervals, dynamically adjusting sensing frequencies based 
on the urgency and criticality of observed environmental 
changes. When data transmission is deemed necessary, the 
sensor node initiates a secure communication process by 
sending a request to the nearest Cluster Head (CH). This 
request includes relevant information about the sensed data 
and the urgency of transmission. This meticulous approach 
ensures our routing protocol operates on high-quality, real-
time data, enabling precise decision-making in smart agri-
culture applications.

In the initialization process, all nodes (IoT devices) in 
the network are initialized with a unique ID, a random value 
for their residual energy, and a pre-defined threshold value.

3.2 � Phase 2: Cluster formation

The WSN nodes should be divided into clusters based on 
their proximity and energy level. A cluster head should 
be selected for each cluster based on its energy level and 
distance from the BS. The proposed Distributed Fuzzy 
Cognitive Maps based Clustering (DFCMC) algorithm is 
a distributed approach for cluster formation in WSNs that 
aims to address the problems of randomness, scalability, and 
single-hop communication in the existing clustering process.

In the first round, nodes with residual energy greater 
than the threshold value broadcast a message to their 
neighbours, indicating their willingness to become cluster 
heads. Nodes that receive multiple such messages choose 
the sensors with the highest residual energy as their CH. 
The selected nodes then broadcast a message to their neigh-
bours to inform them of their selection. FCM approach 
uses optimal fuzzy sets and membership functions to select 
CHsbased on the input parameter. FCM can handle more 
complex and uncertain information and reduce the subjec-
tivity in rule generation. The DFCMC algorithm aims to 
balance the energy usage and increase the lifespan of WSN 
by distributing the CHs evenly throughout the network.

Residual energy  The residual energy refers to the remaining 
energy level of a sensor node. Nodes with higher residual 
energy are typically preferred as cluster heads since they 
can efficiently perform the additional communication and 
coordination tasks required by the clustering algorithm. The 
fuzzy cognitive approach takes into account the remaining 
energy of each sensor and assigns a weight or degree of 
membership to represent the node’s energy level. Nodes with 
higher energy levels will have a higher membership value 
and are more likely to be selected as CHs.

whereEintial represents the initial energy and Ecosum signifies 
the energy consumption.

Distance from the BS  The distance of a SN from the BS 
plays a crucial role in determining its suitability as a clus-
ter head. Typically, nodes closer to the BS are more likely 
to become cluster heads because they can directly com-
municate with the BS, thereby reducing the total energy 
consumed by the network. In the fuzzy cognitive-based 
approach, the distance from the BS is considered as a 
parameter, and a degree of membership is assigned based 
on this distance. Nodes with a shorter distance will have 
a higher membership value, indicating their potential to 
become CHs.

The distance between the BSqand the nodes pwith loca-
tion (Yp, Yq)and (Xp, Xq)is computed using Eq. (2).

Number of neighbours  The number of neighbours 
refers to the count of neighbouring sensor nodes within 
a specific range. In clustering algorithms, nodes with a 
higher number of neighbours are generally preferred as 
cluster heads because they can potentially provide better 
coverage and connectivity to the network. In the fuzzy 
cognitive-based approach, the number of neighbours is 
considered as a parameter, and its degree of membership 
is computed based on the specific clustering algorithm’s 
requirements. Nodes with moreneighbours will have a 
higher membership value, increasing their chances of 
being selected as CHs.

By incorporating these factors and assigning appro-
priate degrees of membership, the fuzzy cognitive-based 
CH selection algorithm aims to identify the most suitable 
nodes to act as CHs in WSN. The weights or membership 
values assigned to each factor can be adjusted based on 
the specific requirements of the network and the desired 
trade-offs between energy efficiency, distance, and con-
nectivity. The steps involved in the CH selection process 
is explained as follows:

(1)Eres = Eint ial − Ecos um

(2)d(p, q) =

√(
Xp − Yp

)2
+
(
Xq − Yq

)2
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3.2.1 � Define input parameters and membership functions

In the model used for the implementation of nodes and 
Cluster Head (CH) selection, several critical input param-
eters, including residual energy, distance from the Base Sta-
tion (BS), and the number of neighbors, are meticulously 
identified. Fuzzy logic is employed to address the inherent 
uncertainty and imprecision associated with these param-
eters, ensuring a nuanced and adaptive CH selection process 
within the Wireless Sensor Network (WSN). For residual 
energy, fuzzy sets such as “High,” “Medium,” and “Low” are 
defined, each with assigned triangular or trapezoidal mem-
bership functions. Similarly, for distance from the BS, fuzzy 
sets like “Near,” “Intermediate,” and “Far” are established 
with corresponding membership functions. The number of 
neighbors is characterized by fuzzy sets such as “Sparse,” 
“Medium,” and “Dense,” each governed by triangular or 
trapezoidal membership functions. These functions deter-
mine the degree to which a node’s characteristics belong 
to specific categories, enabling the model to effectively 
capture the nuanced relationships among input parameters. 
This fuzzy logic-based approach, combined with the chosen 
membership functions, facilitates an adaptive and compre-
hensive CH selection process in the WSN, demonstrating the 
model’s efficacy in handling complex and imprecise infor-
mation for enhanced network performance.

Identify the input parameters that will be used for CH 
selection. Here, the relevant input parameters are residual 
energy, distance from the BS, and the number of neighbours. 
Then the fuzzy sets for each input parameter are defined as 
given in Fig. 2. For example, fuzzy sets for residual energy 
is “high,” “medium,” and “low,” while fuzzy sets for dis-
tance from the BS is “near,” “intermediate,” and “far”. The 
fuzzy sets for number of neighbours is “sparse,” “medium,” 
and “dense”. Assign membership functions to each fuzzy 
set. Membership functions determine how each input value 
belongs to each fuzzy set. They can be defined using various 
mathematical functions, such as triangular or trapezoidal 
membership functions.

3.2.2 � Construct fuzzy cognitive maps

Build the FCM to model the relationships between the input 
parameters and the selection of CHs. Each FCM consists 
of a set of nodes, representing the input parameters and 
the selection of CHs, and directed edges, representing the 
relationships between the nodes. This approach enhances 
the selection process by considering three input parameters. 
The direction of the edges indicates the influence of one 
node on another. Positive edges indicate direct positive 
influence, while negative edges indicate direct negative 
influence. The weights assigned to the edges represent the 
strength of the influence.

FCMs play a crucial role in representing fuzzy sequential 
connections between concepts. Figure 3 presents an illustra-
tion of an FCM consisting of three nodes. FCMs, typically 
composed of P1, P2, …, Pn concepts. These concepts, also 
referred to as nodes, are commonly defined using fuzzy sets.

3.2.3 � Train the FCM

In this step training data is used to determine the optimal 
weights for the edges in the FCM. Training data can be 
obtained from previous simulations, real-world deployments, 
or by using optimization algorithms. The training process 
aims to find the optimal weights that best represent the rela-
tionships between the input parameters and the CH selection.

The FCM model can be defined equivalently using a 
square matrix known as the connection matrix or weight 
matrix. This matrix stores the weight values assigned to the 
edges connecting concepts within the map. If the system 
consists of n nodes, the weights of the linkages between 
them can be represented in a n × nweight matrix denoted as 
given in Eq. (3).

Each element Qijof the weight matrix signifies the 
strength of the connection from the jthconcept to the ithcon-
cept. These weights, which fall within the range of [−1, 1], 
quantify the level of association between the concepts.

3.2.4 � Activation and propagation

Each node in the FCM are activated based on its input value 
and the weights of the incoming edges. Here, the activation 
level of each node is calculated by combining the input values 
and the weights using appropriate aggregation methods (e.g., 
max-min or max-product). Then propagate the activation level 
from the input nodes to the output nodes, considering the 
direction and weights of the edges. The activation and propa-
gation process is repeated until a convergence criterion is met.

An FCM, where the activation at a specific discrete time 
moment is represented by a vector y = [y1, y2, …, yn]T, with 
each yi belonging to the interval [0, 1], produces a subse-
quent vector of concept activations at the next discrete time 
moment denoted as z = [z1, z2, …, zn]T. Each zi also belongs 
to the interval [0, 1].

A FCM responds to a current discrete time moment with 
an activation vector denoted as E. The FCM then produces 
a vector of concept activations in the next discrete time 
moment, represented as B which is expressed in Eq. (4).

The ∗ operation represents the multiplication of a matrix 
and a vector. It is common practice, both in literature and 

(3)Q =
[
Qij

]
, Qij ∈ [−1, 1], i, j = 1, 2,⋯ , n

(4)z = Q ∗ y
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Fig. 2   Membership functions

(a) Residual energy

(b) Distance from the BS

(c) Number of neighbours
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in this study, to perform the matrix and vector product 
first, followed by the application of a squashing function 
that modifies all elements. Continuing with a more specific 
description regarding the activation of an individual node, 
the following is obtained fori = 1, 2, ⋯, n.

The function f is responsible for squashing the product 
into the [0, 1] interval. In many cases, the sigmoid func-
tion is employed as fwhich includes a steepness parameter 
denoted asε > 0. Therefore, the function can be expressed as 
the sigmoid function with the parameterε:

The resemblance between the shape of function and the 
unit step function increases as the value of ε grows larger. 
The sensitivity to different activation strengths is determined 
by the value ofε.

Determine the CH selection on the basis of the activa-
tion levels of the output nodes. The sensors with higher 
activation levels are more likely to be selected as CHs. If 
multiple nodes have the same highest activation level, the 
node with the highest residual energy is chosen.

3.2.5 � Update FCM and repeat

Update the FCM weights based on the selected CH and 
the actual performance of the network. For example, 
if the selected CHis efficient in terms of data trans-
mission& energy efficiency, increase the weights of 
the edges leading to that node. Repeat the process for 

(5)zi = f

(
n∑

j=1

Qij ⋅ yj

)

(6)f (v) =
1

1 + e−�v

subsequent rounds or whenever it is necessary to select 
new CHs. The remaining nodes join the cluster of the 
nearest CH based on their distance from the CH.

After a certain number of rounds, each node updates its 
residual energy based on the energy consumed in trans-
mitting and receiving data. Nodes with residual energy 
below the threshold value become part of the un-clustered 
nodes and can participate in the next round of CH selec-
tion. To address the problem of single-hop communi-
cation, DFCMC allows CHs to communicate with each 
other using multi-hop communication. This enables the 
sensors that are far away from the BS to relay data through 
intermediate cluster heads, which increases the network’s 
scalability.

Algorithm 1    Algorithm 1 DFCMC based CH selection

Step 1: Initialize the FCM algorithm parameters:
- Set the number of sensors in the WSN.
- Set the maximum iteration to control the convergence of the algorithm.
- Set the learning rate to control the rate of updating the cognitive map.
- Set the threshold to determine convergence.

Step 2: Create a Fuzzy Cognitive Map (FCM) with nP nodes, each representing a factor for CH selection. 

Initialize the FCM weights randomly or with predefined values.
Step 3: Repeat the following steps until the convergencecriteria is met:
Step 4: For each node in the FCM, calculate the activation level based on the inputs and weights.
Step 5: Update the state of each node in the FCM based on the activation levels and the current state of the 
nodes. Use a fuzzy logic function to determine the new state, considering the activation levels and the current 
states of the nodes.
Step 6: Calculate the difference between the previous and current states of the FCM nodes. If the difference 
is less than the threshold, stop the iteration and proceed to the next step.
Step 7: Update the weights of the FCM edges based on the current states of the nodes and the desired states. 
Use a learning rule, such as the Hebbian learning rule or the delta rule, to update the weights.
Step 8: Repeat from step 4.
Step 9: Choose the CHs based on the final state of the FCM. The node(s) with the highest activation level or 
the most significant influence on the CH selection can be chosen as the CHs.
Step 10: Return the selected CHs.

3.3 � Phase 3: Data transmission

The proposed secure EW-DHOA based blockchainrouting 
protocol is employed to transmit the data packets from the 
sensor nodes to the BS via the CHs. In the EW-DHOA-based 
blockchain routing protocol, each sensor maintains a local 
blockchain that stores information about the network topol-
ogy, node identity, and routing decisions. When a node wants 
to transfer data, it sends a request to the nearest CH, which 
then uses the EW-DHOA algorithm [45] to determine the 
optimal path for the data transmission. The CH then broad-
casts the routing decision to the other nodes in the network, 
which update their local blockchains accordingly. By using 
blockchain to store and distribute routing information, the 
EW-DHOA algorithm can provide a secure and tamper-proof 
routing protocol that can protect against attacks such as node 
compromise or packet injection. Additionally, EW-DHOA’s 
ability to adjust to varying network circumstances can help 
to improve the energy efficiency and scalability of the WSN.

Fig. 3   Fuzzy Cognitive Map
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3.3.1 � Blockchain based security

Blockchain Implementation: A blockchain-based distributed 
ledger is used to store the hash values of the data packets. 
Each block in the blockchain contains a set of hash values 
and a reference to the previous block. This ensures that the 
data cannot be altered without detection.

Blockchain Authentication: The blockchain-based distrib-
uted ledger is used to authenticate the data packets during 
transmission. Each node in the network has a copy of the 
blockchain and can use it to validate the integrity of the 
data packets.

The data packets are checked for integrity during trans-
mission to ensure that they have not been tampered with 
or modified in any way. This is done using hash functions. 
The WSN comprises CHs, sensor nodes (SNs), BS, and end 
users. Considering the limited storage capacity and com-
putational power of the SNs, they gather data and transmit 
it to their respective CHs. The CHs then receive the data 
and transmits it to nearby BSs, which are equipped with 
ample resources including computational power, energy, and 
storage. To realize this model, a hybrid approach utilizing 
both public and private blockchains is employed. The pub-
lic blockchain is implemented on the BS, while the private 
blockchain is implemented on the CHs.

The authentication scheme consists of several steps, 
including initialization, registration, and authentication. 
During the initialization phase, the BS initiates the initiali-
zation process for all the nodes within the network. The BS 
generates private and public keys for the SNs, CHs, and 
itself. These keys are utilized for secure communication and 
authentication within the network. Each node is assigned a 
distinctive Media Access Control (MAC) address, and the 
IDs of the BS, CHs, and the sensors are denoted as BSID, 
CHID, and SNID, respectively.

The registration process for CHs is carried out through 
the utilization of smart contracts implemented on the public 
blockchain. The public blockchain stores the identity infor-
mation of the CHs. The smart contract validates the authen-
ticity of the CH’s MAC address as well as the accuracy of 
its identity. Upon successful completion of these verification 
steps, the CH’s identity is recorded in the public blockchain. 
In case the identity verification fails, an error is returned.

Conversely, the registration of nodes occurs within the 
private blockchain. Upon registration, nodes are granted 
permission to join the blockchain network. The registration 
procedure for the nodes follows a similar approach to that 
of CHs. The identity of the sensors are stored within the 
private blockchain. Once deployed, the member nodes are 
paired with their corresponding CHs, establishing a bind-
ing relationship between them. WSNs face the risk of two 

types of attacks: external attacks from outside sources and 
internal attacks carried out by compromised nodes within 
the network. To counter external attacks, the registration and 
authentication process ensures that only authorized nodes 
are allowed into the network, preventing intrusion attempts.

However, internal nodes can still pose a threat by dissemi-
nating false or misleading information within the network. 
To address this, nodes must undergo registration before join-
ing the network. When a SN interacts with a CH, the CH 
validates the identity of the SN by referring to the private 
blockchain. Similarly, when a CH communicates with the 
BS, the BS verifies the identity of the CH by consulting 
the public blockchain. Moreover, during communication 
between two CHs, a process of mutual authentication is 
conducted. Both CHs send authentication requests to the 
BS, ensuring the authenticity and integrity of the commu-
nication between them.

In the case of an internal attack, nodes may exhibit self-
ish or malicious behaviour within the network. It isvital to 
recognize and exclude these malicious sensors during the 
registration process. This is achieved through the computa-
tion of trust values for the nodes, which helps in identifying 
and removing the malicious ones. Algorithm 2 outline the 
process involved in evaluating the trust of the nodes.

Algorithm 2   Blockchain based integrity verification [46]

1. Initialization:
- Initialize the WSN nodes with unique IDs and public keys.
- Set up a private blockchain network with a designated trusted node acting as the blockchain administrator.
- Establish a public blockchain network where all participating nodes can access the blockchain ledger.

2. Data Sensing and Encryption:
- Sensor nodes collect data from the environment.
- Encrypt the collected data using a hybrid homographic-blowfsh encryption algorithm [46].
- Attach a digital signature to the encrypted data using the sender's private key.

3. Data Transmission:
- Sensor nodes transmit the encrypted data to neighboring nodes.
- Verify the authenticity of the receiving nodes using their public keys.

4. Data Aggregation and Blockchain Validation:
- Aggregator nodes receive data from multiple sources and perform aggregation operations.
- Aggregator nodes validate the integrity and authenticity of received data by verifying the digital signatures.
- If any data is found to be tampered with or untrustworthy, mark it as suspicious.

5. Blockchain Logging and Consensus:
- The aggregator nodes create a block containing the verified data.
- The blockchain administrator validates the block and appends it to the private blockchain.
- Consensus mechanisms like Proof of Stake is employed to ensure agreement on the validity of the block.

6. Public Blockchain Update:
- The verified block is broadcasted to the public blockchain network.
- Participating nodes in the public network validate and append the block to the public blockchain.
- Consensus mechanisms, such as Proof of Work or Byzantine Fault Tolerance, are utilized to achieve 

agreement on the validity of the block.
7. Trust Evaluation:

- Each sensor in the network maintains a trust evaluation mechanism based on the behavior and 
performance of other nodes.

- Trust scores are updated based on successful validation and verification of data.
8. Data Retrieval and Integrity Verification:

- Users or applications can retrieve data from the blockchain by querying specific blocks or transactions.
- Data integrity can be verified by validating digital signatures and checking the consensus mechanism used 

for the block.
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3.3.2 � EWO‑DHOA optimization algorithm

In the WSN routing context, the earthworms can be seen as 
the routes or paths that are explored to find optimal routing 
solutions. Each earthworm represents a potential routing 
solution in the population. Deer mimic the behavior of deer 
hunting for prey, which is analogous to exploiting promising 
routes in the WSN routing problem. The deer select the best 
routes or paths discovered by the earthworms and use them 
to refine the solutions further. The population is usually ini-
tialized with a set of randomly generated routing solutions.

(i)	 DHOA Algorithm

The conventional Deer-Hunting Optimization 
Algorithm(DHOA) is derived from the hunting behaviour of 
humans towards deer, drawing inspiration from specific charac-
teristics of deer. These characteristics include their exceptional 
visual sense, superior sense of smell, and ability to perceive 
ultra-high-frequency sounds. The mathematical formulation of 
the conventional DHOA consists of four distinct steps.

The initial population of hunters in the conventional 
DHOA is established and represented by Eq. (7).

where, the variable m represents the overall count of hunters, 
while P represents the population size of the hunters.

The Objective function, f(x) is computed using Eq. (8).

where, α, β, and γindicates the weight values such 
thatα + β + γ = 1.Higher weights are assigned to Eresand  
Ttot, while assigning a lower weight to the distance. Spe-
cifically, the weight are set as follows: γ = 0.05, β = 0.45, 
&α = 0.5. Using the fitness value computed through Eq. (4), 
the source node transmits the data packet to the next-hop 
neighbour with the optimal fitness value, ensuring the best 
possible choice.

To begin, set the initial values for the position and wind 
angle. The mathematical equation utilized to calculate the 
wind angle, which is derived from the circumference of a 
circle, is presented in Eq. (9).

The wind angle is denoted by the symbolψ. The value 
of the random number h falls within the range of 0 to 1. 
The present iteration is represented by t. The mathematical 
formulation for the position angle is provided in Eq. (10), 
where the angle of position is represented by the symbolβ.

(7)P =
[
P1,P2,… ,Pk

]
; 1 < l ≤ m

(8)f (x) =
1

3

[
�Ttot + �Eres + �D

]

(9)�t = 2�g

(10)�t = � + �

In Step 3, we focus on the propagation of position. We 
examine two positions: the leader position Pldand the suc-
cessor positionPsuc.

The propagation process involves the position of the 
leader. The updating of the hunters’ positions begins, assum-
ing an optimal position to search for the best solution. Here, 
the encircling behaviour is represented in Eq. (11).

In the current iteration, the positions of the hunters is 
represented asPt. The updated position is represented asPt + 1. 
ais a random variable in the range [0, 2] that is introduced 
to account for the speed of the wind. The coefficient vectors 
Jand R, computed using the mathematical formulas provided 
in Eq. (12) and (13) respectively, are associated with the 
aforementioned notation.

The maximum number of iterations is represented by tmax.
The parameterb, employed in the equation for computing the 
coefficient vectors that takes values ranging from −1 to 1, 
and cis a random number that falls in the range [0, 1].

The propagation process entails the adjustment of the 
position angle by incorporating a novel parameter, denoted 
as et, which is calculated based on the disparity between the 
visualization angle and wind angle, as expressed in Eq. (14). 
The visualization angle, denoted as rt, associated with the 
prey, can be computed using Eq. (15).

The search agent’s successor position is assigned as Pld. 
The position angle updating process is accomplished using 
Eq. (16). Additionally, the hunter’s position is updated 
according to the position angle, as described in Eq. (17).

The propagation process involves determining the suc-
cessor’s position. In this approach, the encircling process 
concept is employed by adjusting the vector R during the 
exploration stage. Initially, a random search is performed, 
with the vector R<1. The hunter’s position is subsequently 
updated according to the position of the successor, as out-
lined in Eq. (18).

(11)Pt+1 = Pld − J ⋅ a ⋅ ||R × Pld − Pt
|
|

(12)J = 1∕4 log

(

t +
1

tmax

)

b

(13)R = 2 ⋅ c

(14)et = �t + rt

(15)rt = g ×
�

8

(16)�t+1 = �t + et

(17)Pt+1 = Pld − a ⋅ ||cos (�) × Pld − Pt
||
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If R<1, the selection of the search agent will be stochas-
tic. Conversely, if R ≥ 1, the best solution is chosen to update 
the positionof the search agent.

During the final phase, the position update is performed 
for all iterations until the best position is attained.

	 (ii)	 EWO algorithm

The traditional EWO is derived from from the contri-
butions of earthworms to nature. Within earthworms, two 
types of reproduction, namely Reproduction 1 and Repro-
duction 2, occur.

Reproduction 1 involves hermaphrodites, where one 
parent is capable of giving birth. The mathematical for-
mulation for this reproductive process is presented in Eq. 
(19).

where, the position of the earthworm with index o is 
denoted as Po, n, while the new position of the oth earth-
worm is denoted as Po1, n. The lower and upper positions of 
the earthworm are denoted as Pmin, nandPmax, n, respectively. 
The similarity factor is represented byγ.

When γ is small, it indicates a higher degree of local 
search. Conversely, if γ = 0, the distance between them is 
large, as illustrated in Eq. (20).

An optimal-based learning method, which is referred to 
as a global search, is achieved when the similarity factor 
γ = 1, as derived in Eq. (21).

To balance the exploration and exploitation stages in 
reproduction 1, adjustments are made to the value of γ. This 
ensures a harmonious interplay between the two phases.

Reproduction 2 involves the determination of Po2 using M 
offspring whenM = 1, 2, and 3. This process is mathemati-
cally derived in Eq. (22).

Within Eq. (23), the weight factor is represented by μn, 
and its derivation can be found in Eq. (24).

(18)Pt+1 = Psuc − J ⋅ a ⋅ ||R × Psuc − Pt
|
|

(19)Po1,n = Pmax,n + Pmin,n − �Po,n

(20)Po1,n = Pmax,n + Pmin,n

(21)Po1,n = Pmax,n + Pmin,n − Po,n

(22)Po2 =

M∑

n=1

�nPM,n

(23)�n =
1

M − 1

∑M

y=1,y≠n
Hy

∑M

y=1
Hy

In Eq. (19), the fitness of the yth offspring is denoted 
as Hy, δ represents the proportional factor that adjusts the 
value of Po1Po2. The position of o for the next generation is 
computed using Eq. (25) after the two stages of reproduc-
tion. The next iteration of δ, denoted as δt +1 is determined 
by Eq. (26).

where,τ represents the cooling factor, which remains con-
stant throughout the process.

	 (iii)	 EW-DHOA algorithm

The traditional DHOA workson the basis of the hunting 
techniques used by humans to pursue deer. DHOA is highly 
effective in solving comprehensive test problems and stands 
out as a competitive and logical algorithm compared to oth-
ers. On the other hand, Earthworm Optimization Algorithm 
(EWA) is well-suited for parallel computing and offers a 
balanced approach between reinforcement and diversifica-
tion. However, the conventional DHOA has certain limita-
tions, such as a higher probability of getting trapped in local 
optima and a gradual decrease in search speed. To address 
these drawbacks, EW-DHOA is proposed by integrating 
EWA with DHOA. This exhibits a high level of balance, 
exceptional searching ability in favourable regions, and 
high reliability. Furthermore, the input parameters of the 
proposed EW-DHOA are independent, making it versatile 
for application in large-scale and nonlinear power systems. 
The earthworms explore the search space by traversing dif-
ferent routes, and the deer exploit the best routes found by 
the earthworms to refine the solutions.

Furthermore, the solution is updated according to the 
position of the leader fitness. Once the solution is updated, 
the next update procedure is conducted using the EWA 
approach. In this process, the fitness is computed for all 
the solutions, and the position of the leaderis selected. The 
selected position of the leader is then updated using Eq. (27).

To prevent getting stuck in local optima as well as toen-
hance the search efficiency, the EWA method incorporates 
the use of the CM technique. The integration of the CM in 
EWA is described by Eq. (27) and Eq. (28). Throughout 
the process, the fitness function is constantly assessed, and 
when the minimum fitness is attained, the algorithm con-
cludes. The fitness evaluation is carried out for all the solu-
tions that have been updated through DHOA, and the leader 
position is chosen based on this assessment. The position of 

(24)

�n =
1

M − 1

+Hn+1 +⋯ + HM−1 + HM

H1 + H2 +⋯ + Hn−1 + Hn + Hn+1 +⋯ + HM−1 + HM

(25)P�
o,n

= Po,n +Wtn ∗ y

(26)�t+1 = ��t
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the selected leader is subsequently updated by utilizing the 
CM technique from the conventional EWA.

where, the nth position of the oth earthworm is represented as 
Po, n. The whole population is denoted by Tpop, Wtn indicates 
weight vector, andy indicates a random number extracted 
from the Cauchy distribution. On comparison, if the new 
fitness is better than the old fitness, the existing solution 
isupdated with the new ones. This iterative process continues 
until the termination criteria are met, resulting in the identi-
fication of optimal routing solutions in the WSN.

4 � Simulation results and analysis

The efficacy of the suggested method is validated using the 
MATLAB platform, employing a configuration of 100 sen-
sors in the designated area of200m × 200m. The simulations 
is carried out in a NS3 simulator. The attack is executed by 
inundating the sensors with RREQ packets. Each node pos-
sesses a communication range of 30 m. The comparison of 
existing WSN routing protocols and the simulation param-
eters can be found in Tables 1 and 2.

4.1 � Evaluation metrics

The metrics used for evaluating the performance are given 
as follows:

(i)	 Throughput: It is the rate at which data is successfully 
transmitted from source nodes (sensors) to the desti-
nation or sink node over the network. It measures the 
amount of useful data that can be transferred within a 
given time frame.

where, T signifies the time period and Tdp denotes the sum 
of delivered packets.

	 (ii)	 Delay: It refers to the time it takes for data to travel 
from a source node (sensor) to a destination or sink 
node in the network. It represents the latency or time 
delay experienced by the data packets during trans-
mission.

(27)Wtn =
∑Tpop

o=1
Po,n∕Tpop

(28)P�
o,n

= Po,n +Wtn ∗ y

(29)Throughput =
Tdp

T

(30)Delay =
Tarrival − Tsend

Tconn

where, Tconn denotes the quantity of connections, Tavrrival 
indicates the arrival time, and Tsendrepresents the timestamp 
indicating the time when the packet was transmitted.

	 (iii)	 Energy Consumption: It refers to the sum of energy 
consumed by individual sensor nodes or the network 
as a whole during their operation. Energy efficiency 
is a critical concern in WSNs due to the limited 
energy resources of the sensor nodes, typically pow-
ered by batteries or other energy-constrained sources. 
It is computed using Eq. (34).

where, the variable Erxrepresents the energy dissipated dur-
ing reception, while where the variable Etxrepresents the 
energy dissipated during transmission.

(iv)	 Network Lifetime: The network lifetime is the duration 
during which 75% of the sensors in the network cease 
to function or, alternatively, as the duration when the 
remaining energy of 75% of the nodes reaches zero

(v)	 PDR: It is a metric that quantifies the efficiency of 
packet transmission within a WSN. PDR represents the 
ratio of successfully delivered packets to the total num-
ber of packets sent by a source node in the network.

where, Psent represents the sum of data packets sent by the 
SN and pdel represents the sum of packets obtained at the 
DN.

	 (vi)	 Detection Rate: It refers to the effectiveness of a sys-
tem or algorithm in detecting and identifying mali-
cious or unauthorized activities within the network. 
It represents the percentage or proportion of detected 
malicious activities out of the total number of actual 
malicious events occurring in the network.

where, Tdet indicates the count of detected malicious nodes, 
while Tmal represents the total number of malicious nodes.

In the design and simulation of our proposed Wireless 
Sensor Network (WSN) model for smart agriculture, we 
have strategically incorporated network overhead param-
eters to thoroughly analyze and optimize the system’s per-
formance. The consideration of the number of headers and 
footers per packet serves as a valuable metric, allowing us 
to delve into the intricacies of additional data transmit-
ted for addressing, error-checking, and control purposes. 
This insight is instrumental in optimizing the efficiency 
of packet delivery within the network. Simultaneously, the 

(31)Econ = Etx + Erx

(32)PDR =
pdel

Psent

× 100

(33)DR =
Tdet

Tmal
× 100
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Table 1   Comparison of existing WSN routing protocols

Author Name Proposed Method Features Limitation/Gap

Yao et al. [17] EERPMS Minimized energy usage. It has higher computational and com-
munication overhead due to the use 
of the multi-threshold segmenta-
tion algorithm and require accurate 
location information for optimal CH 
selection, which is not always be 
feasible in practical applications.

Sahoo et al. [18], 2021 GAPSO-H Enables the selection of the most 
efficient CH nodes for improved 
network performance and

optimizes sink mobility to minimize 
energy usage and prolong network 
lifetime

Data loss or corruption can occur 
during transmission, leading to inac-
curate or incomplete data.

Maheshwari et al. [19], 2021 BOA-ACO • Improved network lifespan due to 
the energy-efficient CH selec-
tion and data transmission route 
development.

• Reduced nodes’ energy usage 
while transferring the packets.

Using integrated optimization 
algorithms is complex and require 
additional computational resources.

Yadav and Mahapatra [20], 2021 CI-ROA Conserve more energy. Routing overhead is increased.
Zachariah and Kuppusamy [21], 

2022
HOCK and HECK Minimized energy consumption. Enhancing security measures may 

increase energy consumption.
Han et al. [22], 2022 TAGA​ Improves network security, energy 

efficiency, scalability, and reli-
ability.

Complex and time-consuming process.

Anand and Sharma [23] AgroKy Enhanced network lifespan. High computational time.
Hu et al. [24], 2021 TBSEER Reduced energy usage. Increased routing overhead
Thahniyath and Jayaprasad [25], 

2022
SLBR Minimize overhead among CH by 

utilizing a metric for load balanc-
ing routing.

Consuming additional energy 
resources.

Singh and Singh [26], 2021 HCR Load balancing and a multi-level 
clustering design prevent the pre-
mature failure of WSNs.

Computationally intensive.

Gopinath et al. [27], 2021 SCEER Balance between network security 
and energy efficiency is achieved 
by using a cryptography-based 
energy routing scheme.

Managing encryption keys is complex 
and time-consuming process.

Reddy et al. [28], 2021 ACI-GSO Minimize energy usage by reducing 
the distance among selected node.

Implementing optimization algorithms 
require additional resources such as 
memory and energy.

Khot and Naik [29], 2021 P-WWO • Reduced path failure due to PSO 
algorithm.

• Uses only few number of param-
eters.

The packet loss ratio has increased, 
and the effectiveness in mitigating 
attacks is low.

Bangotra et al. [30], 2022 TBSIOP • Conserving energy is accom-
plished by using an energy trust 
value calculator.

• Reduce retransmissions by divid-
ing up a node’s transmission work 
among its neighbours.

More severe attacks on WSN are not 
handled by this approach.

Fang et al. [31], 2021 MSCR The network lifespan is extended by 
the consideration of environmental 
factors.

Slow convergence rates and reduced 
reliability and accuracy due to com-
plex network topologies

Lazrag et al. [32], 2021 Blockchain based routing Decentralized, and tamper-proof way 
of managing transactions and data 
in WSNs

Increases the cost of node due to com-
plex computations.
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meticulous assessment of latency parameters provides a 
comprehensive understanding of the temporal delays intro-
duced by overhead components. This analysis is pivotal 
for ensuring the responsiveness of our WSN, particularly 
in real-time applications critical to smart agriculture. Fur-
thermore, the evaluation of energy consumption param-
eters is a cornerstone of our approach. By tracking the 
energy expended on processing control messages, trans-
mitting acknowledgment packets, and managing routing 
information, we gain crucial insights into the energy effi-
ciency of our model. This in-depth energy consumption 
analysis helps identify energy-intensive processes and 
informs potential avenues for optimization, contributing 
to the overall sustainability of the WSN in agricultural 
scenarios. In tandem with overhead considerations, our 
model employs various performance metrics to holistically 
evaluate the system’s efficacy.

4.2 � Comparative analysis

The proposed protocol demonstrates clear superiority over 
existing techniques, namely GA-PSO, CI-ROA, ACI-GSO, 
and P-WWO, as evidenced by a comprehensive compara-
tive analysis illustrated in Fig. 4. The evaluation, conducted 
by varying sensor node density, underscores the remarkable 
performance of the proposed method in enhancing network 
lifetime. At a density of 100 nodes, the proposed protocol 

achieves an average of 2500 rounds, surpassing the perfor-
mance of GA-PSO (1800 rounds), CI-ROA (2000 rounds), 
ACI-GSO (1900 rounds), and P-WWO (2100 rounds). This 
initial comparison already signifies the proposed method’s 
capability to outperform existing protocols. As the node 
density increases to 500, the proposed protocol continues to 
excel, achieving an average of 3200 rounds, while GA-PSO, 
CI-ROA, ACI-GSO, and P-WWO attain 2500, 2800, 2600, 
and 2700 rounds, respectively. The graphical representation 
of this comparative analysis consistently places the proposed 
method’s y-axis values higher than other methods across 
varying node densities on the x-axis, affirming its consistent 
and substantial improvement in network lifetime. The pro-
posed protocol’s success can be attributed to its optimized 
cluster formation, ensuring efficient resource utilization and 
balanced energy distribution, along with its adaptability to 
diverse node densities, positioning it as a robust and promis-
ing solution for enhancing the overall efficiency of WSNs.

The energy consumption comparative analysis presented 
in Fig. 5 unequivocally establishes the superior perfor-
mance of the proposed method when compared to exist-
ing techniques. At a node density of 100, the proposed 
method excels, achieving an average energy consumption 
of 0.3 mJ, outperforming GA-PSO, CI-ROA, ACI-GSO, 
and P-WWO, which register higher energy consumption 
levels of 0.4 mJ, 0.45 mJ, 0.5 mJ, and 0.55 mJ, respectively. 
This initial comparison underscores the proposed method’s 
efficiency in resource utilization, resulting in significantly 
reduced energy consumption. As the node density esca-
lates to 500, the energy consumption performance of the 
proposed method further strengthens. Remarkably, the pro-
posed method attains the lowest energy consumption, aver-
aging at 0.2 mJ, outshining GA-PSO, CI-ROA, ACI-GSO, 
and P-WWO, with consumption levels of 0.3 mJ, 0.35 mJ, 
0.4 mJ, and 0.45 mJ, respectively. This consistent trend rein-
forces the proposed method’s prowess in achieving enhanced 
energy efficiency, especially in scenarios with higher node 
densities. The underlying reasons for the improved energy 
efficiency of the proposed protocol are multi-faceted. Firstly, 
the optimized cluster formation embedded in the proposed 
method ensures judicious resource allocation and mitigates 
unnecessary energy dissipation. By strategically distribut-
ing energy-intensive roles within the network, the proposed 
method minimizes the risk of premature energy depletion 

Table 1   (continued)

Author Name Proposed Method Features Limitation/Gap

Revanesh and Sridhar [33], 2021 Integration of the Block 
chain based DCNN

Provides a high level of security 
against malicious attacks by inte-
grating multiple algorithms

• Multiple complex algorithms, 
make it difficult to implement and 
maintain.

• Use of multiple algorithms requires 
significant computational resources.

Table 2   Parameter Setup

Parameter Value

Nodes Deployed 100–500
Area 200 × 200m2

Transmitter amplifierεamp 0.0013 pJ/bit/m4

The initial energy of the node 0.5 J
εfs 10 pJ/ bit/m2

Packet Size (bits) 4000
Transmitter and Receiver ElectronicsEelec 50 nJ/bit
Population size 50
Maximum iteration 100
No. of headers 200 headers
No. of footers 267 footers
Latency 7 ms
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in specific nodes, thus contributing to prolonged network 
lifespan. Additionally, the incorporation of the Earthworm-
based Deer Hunting Optimization Algorithm (EW-DHOA) 
in the routing protocol plays a pivotal role in achieving 
superior energy efficiency. The EW-DHOA routing protocol 
facilitates effective data transmission, optimizing the routing 
path and minimizing energy wastage. Its adaptive and bio-
inspired approach allows for efficient adjustment to varying 
network conditions, further enhancing energy efficiency in 
data transmission. In summation, the proposed protocol’s 
advantageous features, including optimized cluster forma-
tion and the incorporation of the EW-DHOA routing proto-
col, culminate in significantly improved energy efficiency, 
standing out as a promising and efficient solution.

Upon scrutinizing the performance depicted in Fig. 6, 
it becomes evident that the proposed method consistently 
outshines existing techniques, particularly in terms of packet 
delivery ratio (PDR). At a node density of 100, the proposed 
method excels with an average PDR of 98%, surpassing GA-
PSO (94%), CI-ROA (93%), ACI-GSO (95%), and P-WWO 
(96%). This initial comparison underscores the proposed 
method’s efficacy in ensuring reliable and efficient data 
transmission, leading to a higher PDR. Across different 
node densities, the proposed method maintains its superior-
ity, consistently outperforming existing techniques in terms 
of PDR. This noteworthy trend emphasizes the robustness 
and adaptability of the proposed protocol to varying network 
conditions, solidifying its position as a reliable solution for 
achieving high PDR in Wireless Sensor Networks (WSNs). 

The proposed routing protocol plays a pivotal role in facili-
tating efficient and reliable data transmission by minimiz-
ing packet loss and optimizing routing paths. The integra-
tion of the blockchain-based integrity checking mechanism 
further contributes to the enhanced PDR by ensuring the 
integrity and authenticity of transmitted packets. This inte-
gration significantly reduces the chances of packet loss or 
corruption, thereby fortifying the reliability of data delivery 
in the proposed method. In summary, the proposed proto-
col’s consistent outperformance in PDR is attributed to its 
efficient routing strategies, minimization of packet loss, and 

Fig. 4   Network lifetime

Fig. 5   Energy consumption
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the incorporation of a blockchain-based integrity checking 
mechanism. These features collectively position the pro-
posed method as a superior choice for achieving reliable 
and robust data transmission compared to existing protocols.

In the realm of Wireless Sensor Networks (WSNs), 
achieving high throughput is paramount for efficient data 
transmission and communication. Figure  7 provides a 
comprehensive overview of throughput results, where the 
x-axis represents the density of sensor nodes ranging from 
100 to 500, and the y-axis denotes throughput measured 
in megabits per second (Mbps). The results of the analysis 
unmistakably highlight a significant advantage of the pro-
posed method over existing techniques in terms of achieving 
higher throughput. At a node density of 500, the proposed 
method exhibits an impressive average throughput of 0.8 
Mbps. In comparison, GA-PSO achieves 0.6 Mbps, CI-
ROA achieves 0.7 Mbps, ACI-GSO achieves 0.6 Mbps, and 
P-WWO achieves 0.7 Mbps. This substantial improvement 
in the performance of the proposed method can be attributed 
to the incorporation of the Earthworm-based Deer Hunt-
ing Optimization Algorithm (EW-DHOA). The EW-DHOA 
algorithm optimizes routing decisions, effectively reducing 
latency and maximizing the utilization of available network 
resources. The adaptive and bio-inspired nature of EW-
DHOA allows the proposed method to dynamically adjust 
to varying network conditions, resulting in optimized routing 
paths that minimize delays and enhance overall throughput. 

By efficiently leveraging the routing capabilities of EW-
DHOA, the proposed method outperforms existing proto-
cols, ensuring a more efficient use of network resources and, 
consequently, achieving higher throughput. This strategic 
combination of optimized routing decisions and the adapt-
ability of EW-DHOA positions the proposed protocol as a 
superior choice for enhancing throughput in WSN’s.

In Wireless Sensor Networks (WSNs) dedicated to smart 
agriculture, the longevity and resilience of sensor nodes play 
a pivotal role in ensuring sustained network connectivity 
and functionality. The insightful analysis presented in Fig. 8 
underscores the superiority of the proposed method in pre-
serving a higher number of active sensor nodes compared 
to existing techniques, including GA-PSO, CI-ROA, ACI-
GSO, and P-WWO. As the simulation progresses through an 
increasing number of rounds, the proposed approach con-
sistently outperforms other methods in sustaining a greater 
number of alive sensor nodes. In the early stages of the 
simulation, all methods commence with the same number 
of nodes. However, the proposed method exhibits a slower 
decline in the number of alive nodes as the rounds advance, 
highlighting its resilience and efficiency in preserving net-
work connectivity. The divergence in performance becomes 
more pronounced as the simulation unfolds. At the 3500th 
round, the proposed method sustains approximately 250 
alive sensor nodes, whereas GA-PSO and CI-ROA have 
around 150 and 152 nodes, ACI-GSO has around 100 nodes, 

Fig. 6   Packet delivery ratio
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and P-WWO has around 120 nodes. This substantial differ-
ence is a testament to the efficacy of the proposed Distrib-
uted Fuzzy Cognitive Maps (DFCM) method in distributing 
and balancing energy usage among sensor nodes, thereby 
mitigating the risk of early energy depletion. Furthermore, 
the incorporation of the blockchain-based mechanism in 
the proposed protocol enhances the security and reliabil-
ity of the network. This added layer of security prevents 
malicious attacks that could compromise the functionality 
of sensor nodes, contributing to the sustained vitality of the 
network over extended periods. In summary, the proposed 

protocol excels in maintaining a higher number of alive 
sensor nodes, attributed to the effective energy distribu-
tion facilitated by the DFCM method. The integration of 
blockchain-based security mechanisms further fortifies the 
network’s reliability.

The evidence presented in Fig. 9 unequivocally estab-
lishes the consistent outperformance of the proposed method 
in terms of detection rate, solidifying its superiority over 
other examined methods. With a detection rate ranging from 
75% to 90%, the proposed method excels in identifying mali-
cious nodes within the network, showcasing a higher level of 
efficacy compared to alternative approaches. This superior 
detection rate underscores the proposed method’s capabil-
ity to effectively recognize and mitigate various security 
threats, contributing to the overall security and robustness 
of the Wireless Sensor Network (WSN). Achieving the high-
est detection rate among the examined methods emphasizes 
the proposed approach’s prowess in safeguarding the net-
work against potential malicious activities. This outcome 
is particularly significant in the context of WSNs used for 
smart agriculture, where data integrity and confidentiality 
are paramount. The proposed method’s ability to consist-
ently detect and address security threats enhances the overall 
security posture of the WSN, ensuring the trustworthiness 
and confidentiality of the transmitted data. The justifica-
tion for the proposed protocol’s superiority lies in its adept-
ness at implementing advanced security measures, possibly 
facilitated by the integration of the blockchain-based integ-
rity checking mechanism. This additional layer of security 

Fig. 8   Alive node analysis

Fig. 7   Throughput
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enhances the network’s ability to detect and respond to mali-
cious nodes effectively.

The assessment depicted in Fig. 10 unequivocally demon-
strates the proposed method’s exceptional convergence rate, 
establishing its superiority over other analyzed techniques. 

The innovative approach of combining the Deer Hunting 
Optimization Algorithm (DHOA) and Earthworm Algo-
rithm (EWA) in the EW-DHOA algorithm contributes 
significantly to this high convergence rate. By harnessing 
the unique strengths and characteristics of both DHOA and 

Fig. 9   Detection ratio

Fig. 10   Convergence analysis
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EWA, the proposed method achieves a synergistic effect that 
surpasses the convergence rates of alternative approaches. 
DHOA’s proficiency in updating solutions based on fit-
ness and the position of the leader enhances the algorithm’s 
ability to explore the search space effectively. This adapt-
ability ensures that the algorithm can dynamically adjust to 
evolving conditions, preventing premature convergence and 
facilitating continuous exploration of potential solutions. On 
the other hand, EWA brings its own set of advantages by 
incorporating the Crowding Mechanism (CM), which pre-
vents the algorithm from getting trapped in local optima and 
promotes a more thorough exploration of the solution space. 
The integration of these two powerful techniques within the 
EW-DHOA algorithm allows for a holistic and nuanced 
exploration of the solution space, leading to a remarkably 
improved convergence rate. This convergence rate is piv-
otal in optimizing the efficiency and effectiveness of the 
proposed protocol, particularly in scenarios where quick 
and accurate decision-making is essential. In summary, the 
proposed method stands out due to its ability to leverage the 
complementary strengths of DHOA and EWA, resulting in 
a superior convergence rate. This comprehensive explora-
tion of the solution space ensures that the proposed protocol 
converges towards optimal solutions more effectively than 
other existing protocols.

5 � Discussion and failure analysis

The proposed model represents a groundbreaking advance-
ment in the domain of secure and efficient routing for Wire-
less Sensor Networks (WSNs) deployed in smart agriculture. 
A distinctive feature is the integration of the Earthworm-based 
Deer Hunting Optimization Algorithm (EW-DHOA) with 
blockchain technology, creating a resilient and tamper-proof 
routing infrastructure. This synergy ensures that data trans-
mission in the network is not only secure but also optimized 
for the dynamic conditions of agricultural environments. The 
introduction of Distributed Fuzzy Cognitive Maps (DFCM) 
for Cluster Head (CH) selection marks another significant 
contribution, elevating the protocol’s adaptability and intel-
ligence. Unlike conventional routing protocols, our hybrid 
solution ingeniously combines bio-inspired algorithms with 
blockchain-based integrity checking, establishing a robust 
framework for data transmission. Moreover, the protocol 
introduces a novel mechanism through the dynamic updating 
of local blockchains, allowing real-time adjustments in rout-
ing decisions. This dynamic adaptation enhances the system’s 
resilience in response to the ever-changing conditions of smart 
agriculture. In concert, these innovations tackle the challenges 
of energy efficiency, scalability, and security in WSNs, posi-
tioning our protocol as a pioneering and promising advance-
ment in the realm of smart agriculture.

While the proposed hybrid protocol introduces innovative 
features and advancements in secure and efficient routing for 
Wireless Sensor Networks (WSNs) in smart agriculture, it 
is crucial to acknowledge certain limitations and potential 
failures that may impact its practical implementation.

a)	 Practical Implementation Challenges

•	 Failure Analysis: The practical implementation of the 
proposed model may encounter challenges related to 
computational and communication complexities, hin-
dering its feasibility in dynamic wireless sensor network 
environments.

•	 Mitigation Strategy: Adopting a comprehensive approach 
that involves algorithmic optimizations, energy-efficient 
consensus mechanisms, and adaptive communication 
strategies addresses the practical implementation chal-
lenges. Integrating hardware optimizations and dynamic 
participation in consensus further enhances the model’s 
adaptability to real-world constraints.

b)	 Communication Overhead

•	 Failure Analysis: Relying on blockchain for maintaining 
local blockchains and ensuring secure routing introduces 
communication overhead. The broadcasting of routing 
decisions and frequent updates across the network may 
result in additional message exchanges, impacting com-
munication bandwidth and introducing latency.

•	 Mitigation Strategy: Implementing selective blockchain 
usage, batch processing, and compression techniques can 
significantly reduce communication overhead. Asynchro-
nous communication, adaptive update frequencies, and 
dynamic participation in consensus mechanisms contrib-
ute to more efficient communication and reduced net-
work congestion.

6 � Conclusion

This paper presented an optimized secure EW-DHOA rout-
ing protocol for smart agriculture. The algorithm begins 
with an initialization phase, followed by the selection of 
CHs using a FCM approach. This approach enhances the 
selection process by considering distance from the BS, resid-
ual energy, and number of neighbours. The DF algorithm 
ensures balanced energy usage and increases the network’s 
lifespan by distributing CHs evenly. The EW-DHOA algo-
rithm determines optimal paths for data transmission, while 
the use of blockchain technology guarantees the integrity 
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and reliability of routing information. The comparative 
analysis show that the proposed method consistently outper-
forms the alternatives, achieving longer network lifetimes, 
lower energy consumption, higher packet delivery ratios, 
improved throughput, and a higher number of alive sensor 
nodes. In the future work, exploring techniques to incorpo-
rate mobility support in the proposed method would enable 
more realistic modelling of dynamic network topologies.
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