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Abstract

The concept of unstructured Peer-to-Peer (P2P) systems—setting free from any structural constraints—has put forward an
appropriate paradigm for sharing a wide assortment of resources in a distributed-sharing manner efficiently. More importantly,
unstructured P2P systems’ architecture and concepts have permeated diverse spheres of today’s successful and world-famous
computer science areas, including NoSQL databases for excellently sharing data. However, pinpointing any given appropriate
resource in such massive systems, namely unstructured P2P systems, is a challenging task; the two of the most dispensable
rationales behind this proclaim are large scales of such systems and unstructured nature of overlay networks. Finding a decent
resource with low response time, low bandwidth consumption, and high success-rate has played a crucial role in both the overall
system performance and the functionality of P2P systems. Briefly, an efficacious resource discovery mechanism is the lifeblood
of any productive P2P system. Given these points, in this study, we present an exhaustive survey on state-of-the-art resource
discovery mechanisms employed in file-sharing pure unstructured P2P systems; we offer a new resource discovery categorization
accordingly. Furthermore, we deeply delve into a plethora of resource searching methods and their merits as well as demerits to
furnish the paper with an in-depth evaluation.
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1 Introduction today’s distributed applications can rely on the P2P paradigm
to become both flexible and efficient [1].

Distributed systems are introduced to transparently connect Peer-to-Peer (P2P) systems are comprised of a network of

resources and users in a scalable manner. This is because the
traditional solution—client/server—is no longer proper for
large-scale distributed applications. Peer-to-Peer (P2P) sys-
tems as a kind of distributed systems enable scalable and
high-throughput resource sharing among peers. Hence,
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connected nodes, having comparable capabilities and roles,
sharing their resources in a distributed way [2—6]. P2P systems
provide access to a massive pool of shared self-organized
resources—this is the main philosophy behind the P2P con-
cept. In other words, the key idea behind the P2P paradigm is
to utilize idle resources to do useful things like content sharing
or cycle sharing [1]. There is an increasingly perpetuating
interest in exploiting the P2P concepts and its architecture in
a plethora of different modern commercial applications and
technologies. Popular applications and technologies emanat-
ing from P2P systems include File-Sharing Applications,
Video as well as Audio Streaming, NoSQL Databases,
Content Distribution Networks, Cloud Storage Systems, and
Blockchain protocol [2, 3]. These applications enjoy multiple
benefits from P2P systems such as reliability, scalability, ro-
bustness, shared computing, shared storage platform, autono-
my, fault-tolerance, and applicability [7-11].

P2P systems assume a logical overlay network for the ar-
rangement of nodes and are classified into two classes:
unstructured P2P systems and structured P2P systems.
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Overlay networks are formed at application layer on top of the
underlying physical networks; nodes are connected through
virtual/logical links, and each path in the overlay network may
be equivalent to many physical links in the underlying net-
work [5]. Figure 1. illustrates the architecture of an overlay
network. Nodes intending to join an overlay network should
find at least one node that is already part of the overlay
network—this operation is known as bootstrapping [4, 5].

Structured P2P systems impose a strict role on forming a
well-structured overlay network for the sake of ensuring high
performance of search mechanisms; some examples of struc-
tured P2P systems include Chord, CAN, and Tapestry, to
name but a handful [7, 12]. Maintaining as well as updating
such a rigid structure with a high peer churn-rate has a mount-
ing overhead on the whole system performance—high overlay
maintenance cost. One of the distinct features of the P2P sys-
tems that distinguishes them from other types of distributed
systems is peer churn—peer arrivals and departures; different
studies show that most nodes stay in the systems for less than
10 min [6].

In this paper, we focus on pure unstructured P2P systems
putting no strain on the network structure—organize nodes
randomly to form a network graph [3]. In this regard, without
any single shadow of a doubt, one of the indispensable chal-
lenges in such P2P systems is finding an appropriate resource
for a resource request. Resource discovery is also crucial for
scaling unstructured P2P networks.

Both distributed nature and dynamicity of P2P systems
profoundly affect the resource searching process. Other con-
tributing factors, exerting an influence over searching process,
include skewed user query patterns, uneven distribution of
workloads, unreliability of nodes, and node heterogeneity
[12-16].

In this study, in comparison to other existing surveys in this
scope [1, 5, 6, 17-28] we illustrate an exhaustive literature
review of resource discovery issue in pure unstructured P2P
systems; more importantly, our survey encompasses a new
class for resource discovery mechanisms—bio-inspired
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@ Springer

mechanisms—being omitted from other proposed surveys.
Furthermore, a new categorization for blind search mecha-
nisms are suggested. Section 2 presents an introduction to
the essential concepts of the P2P paradigm and its models.
Section 3 focuses on introducing resource discovery concepts
and contributing factors with particular emphasis on designing
efficient resource discovery mechanisms. Section 4 proposes a
novel classification of resource discovery mechanisms in pure
unstructured P2P systems and reviews some important search
mechanisms in each group alongside their comprehensive ap-
praisals. Section 5 concludes the paper.

2 Peer-to-peer systems and their underlying
concepts

2.1 Peer-to-peer systems

P2P technologies are classified into two main groups, namely
P2P applications and P2P infrastructure (Fig. 2.). The P2P
application group entails the content distribution service,
while P2P infrastructure merely provides some frameworks,
and services such as routing, and reputation management ser-
vices. The P2P application group is in turn divided into two
classes: file exchange systems and content publishing as well
as storage systems, wherein a content distribution medium is
established as well [7-14].

2.2 The architecture of a P2P node in a file-sharing
P2P system

Different units of every P2P node can be classified into three
parts (Fig. 3.) [7-16]:

1. A user interface whose main thrust is to record a received
query.

2. A data management layer that oversees the actions, in-
cluding query processing and management of metadata
information.

3. A P2P infrastructure that encompasses both a network of
P2P nodes and a relevant overlay network.

When the user interface unit receives a query, it passes the
query to the components in the data management layer. The
query manager unit processes the query; it uses the rewards of
both stored metadata and semantic mapping units to find the
nodes having the requested resource. The query manager then
invokes the related services offered by the underlying infra-
structure to contact with the relevant nodes.

Moreover, in super-node/super-peer systems, only super-
nodes process the query. In other systems, the outcomes of
query processing are stored in some intermediate nodes for the
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sake of faster response to similar forthcoming queries; the
data cache manager unit stores the above results to expedite
response to future queries. When it comes to the updating of
data, the update manager has the responsibility of updating
and keeping diverse versions of replicated data consistent.
The P2P network sub-layer unit can be implemented as
either an unstructured or a structured network to provide com-
munication service for the data management layer accordingly
[7-22, 24,29, 30]. Due to the importance of data management
layer, we briefly explain some of its functionalities hereunder.

2.2.1 Data management layer
P2P systems have resources such as files, CPU cycles, band-

width, and storage space; system nodes can perform opera-
tions such as searching, inserting, deleting, and finding files.

Consequently, any data/resource management unit as a key
component in a P2P system should be able to carry out the
following operations:

* Content Deletion and Update: Although this is not a
common function of a resource management unit in
P2P systems, it calls for an effective synchronization
process. These operations can be implemented by some
sequence of immutable files as in the MojoNation sys-
tem [22].

» Content Versioning: This is a complicated function and is
implemented in the OceanStore system [22] via a version-
based archival storage system.

* Directory Structure: The Mnemosyne system [22] has this
structure and introduces a group of files with a defined
name and key.
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Fig. 3 A Typical Architecture of a P2P Node
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* Content Searching: Resource searching in the unstruc-
tured P2P systems is done via keyword searching, though
convenient, it suffers from low-performance resource
searching mechanisms. In contrast, structured P2P sys-
tems have an efficient search mechanism, but these
structural-based mechanisms impose additional overheads
on systems; this overhead is due to the maintenance and
update of the structured P2P overlay under churn.
Moreover, structured P2P systems fail to conduct key-
word search—they are solely proper for an exact match.

Any search mechanism encircles two units:

*  Query Processing: This defines a node’s ability in terms of
processing of any given query.

* Data Location: This determines the node’s capability in
terms of finding the related nodes having the requested
resource.

» Storage and Bandwidth Management: This unit is put into
practice differently in various systems; for instance, the
MojoNation system has utilized economic factors to share
hard disk space among nodes.

» Content Expiration: This is implemented by using a set of
well-defined timestamps, e.g., as in the FreeHaven system
[23].

* Metadata Management: The use of metadata facilitates the
search process by including information such as file name,
file size and file description.

* Replication and Data Consistency: The resource manage-
ment unit should take the responsibility of striking consis-
tency among different versions of data; this is because data
is disseminated and cached in different nodes.

* Data Integration: When data is shared among system
nodes based on various schemas and tree structure models,
all nodes should be able to find any requested data despite
these heterogeneities.

* Load Balancing: Load balancing function tries to bring the
idle nodes into play and assign them some of the work-
loads, thereby reducing the overloading issue in the whole
system [7—-16].

2.3 Classification of resource management
mechanisms in P2P systems

P2P systems can be grouped into three classes (Centralized,
Pure, and Super-Node) with regard to the location of both
index and information of resources; these information are
used in the processing of any given query, routing, and
searching for preferred resources. Figure 4. shows these
three classes.

1) Centralized Model: In this model (Fig. 4. a)), all indexes

of system files are stored in one server, or a cluster of
servers, and these servers will be in charge of directing
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the searching process. Although this model ensures a
high-speed searching process, it is not scalable. This is
because of being dependent on a group of servers—
causing single-point-of-failure problem. Napster, eMule
system [7, 12] and the BitTorrent system [7, 12] follow
this model [16, 24, 25, 30, 31].

2) Pure Model: In this model (Fig. 4. b)), every node
acts both as server and client. Furthermore, each node
stores the information and the indexes of their files;
overall, all system nodes are equal in terms of func-
tion. Gnutella version 1.0 [7, 12, 32] belongs to this
model [23, 33, 34].

3) Super-Node Model: In this model (Fig. 4. c)), there are a
special group of nodes, namely super-nodes, which, in
turn, keep supervision of a small group of nodes. They
imitate the function of a central server for just a handful
number of nodes; hence, they store the file indexes of the
nodes under their memberships; the super-nodes them-
selves connect in a decentralized manner. Gnutella ver-
sion 2.0 [7, 12] and KaZaA [7, 12] belong to this model
[26, 35-38].

Table 1 summarizes a comparison of the above-
mentioned models. Although the centralized model has
higher search performance, it suffers from lack of both
scalability and fault-tolerance due to dependency on a sin-
gle server. The pure model enjoys higher scalability and is
more fault-tolerant in comparison to the centralized model;
however, its main issue is low search performance; in the
pure model, there are more workloads on nodes that are
involved in any given search process. The super-node
model trades off scalability for better search performance.
Its scalability is somehow between the centralized and pure
models.

3 Resource discovery
3.1 Search mechanism definition

When a (sender) node wants a resource, it creates a query.
Then, based on the defined search mechanism, the query
will be sent to some nodes; if the node receiving the query
has the requested resource, it sends a response message to
the sender from the reverse of the same path passed by the
query message. It is worth mentioning that a suitable
search mechanism should strike a balance between cost—
bandwidth consumption in terms of the number of gener-
ated messages per query—and benefit in terms of the num-
ber of finding resources; an efficient search mechanism
should also find the requested resource in low response-
time. These factors should be weighted according to the
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a) b)

c)

Fig. 4 a Centralized, b Pure, and ¢ Super-Node Models

purposes and requirements of any application [14, 34, 39,
40].

3.2 Summary of steps in a search mechanism

*  Query sending mechanism

* Selection of candidate nodes and the number of candidate
nodes that are going to process the query

*  Query message format

*  Query processing algorithm in each node

* Both indexes and information locally stored and updated
in each node [29]

3.3 Estimating the performance of a search
mechanism

* Success-rate: the number of response messages is a
quality service considered by a user; in fact, success-
rate is presented as a fraction of successful searches
for a requested resource [41].

* Response time: an overhead imposed on the net-
work, defined as an interval between the initiation
of a search and the time when the resource is found
[41].

* Bandwidth consumption: the number of total generat-
ed and propagated messages, an overhead imposed on
the network [42].

4 Taxonomy of resource discovery
mechanisms in pure unstructured P2P
systems

We categorize the resource discovery mechanisms in pure
unstructured P2P systems into five groups: Blind, Informed,
Group-based, Hybrid, and Bio-Inspired Meta-Heuristic
(Fig. 5.).

4.1 Blind search mechanisms

Blind mechanisms store no information regarding resources to
direct the search process; thus, the search process fails to reach
the nodes that are more capable to respond positively to the
query in an informed way [43]. These mechanisms force many
nodes to process the query in a search process to achieve the
result; in this regard, they bring about additional overhead and
bandwidth consumption [42, 44].

Because blind mechanisms have failed to store any relevant
information concerning the resources, they send a query mes-
sage as much as possible to a large number of nodes.
Accordingly, this trend generates traffic jams and eats away
network resources. Two fundamental search mechanisms lay
the basis for many search mechanisms in both informed and
blind groups: flooding and random walk [14-16, 29]. We
have proposed a new category for blind search mechanisms,
which are grouped into three major classes: flooding, random
walk, and popularity-aware. To put it simply, the flooding
class uses flooding, the random walk class utilizes random

Table 1 Comparison of

Centralized, Pure, and Super- Performance Metrics Search Scalability ~ Resilience to Single-Point-of-
Node Resource Management Resource Management Performance Failure
Models Architecture

Centralized Model High Low Low

Pure Model Low High High

Super-Node Model Medium Medium Medium
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Fig. 5 Taxonomy of Resource

Discovery Mechanisms in Pure Resource Discovery Mechanisms in Pure Unstructured

Unstructured P2P Systems P2P Systems
. Group- . Bio-Inspired
Blind Informed based Hybrid meta-Heuristic

Fig. 6 Classification of Blind Search Mechanisms
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For each node x receiving the query
If x has the requested resource then
Send a response message in reverse path direction
End if
If (--TTL>0) then
Send the query message to all neighbors in a parallel fashion

End if

Fig. 7 Pseudocode of the Flooding Mechanism

walk, and the popularity-aware class considers popularity of
resources to orient the search process as its main goal. In other
words, the popularity-aware group tries to put into practice the
best searching method according to estimated popularity of
files. Figure 6. shows this classification.

4.1.1 Flooding

TTL-based flooding search mechanism This mechanism uti-
lizes the breadth-first mechanism for search. The search depth
or the number of hops that should be passed by the query
message is defined in the message as the TTL value.
Figure 7. shows the pseudocode of the flooding mechanism.
Since the breadth-first search or flooding mechanism con-
tinues the search until the TTL value equals to zero, it leads
to high traffic. The flooding search squanders network re-
sources drastically, and it causes overshooting; overshooting
means finding many response messages, i.e. more than re-
quired. The flooding mechanism is beneficial for searching
rare resources; however, when it comes to finding a popular
one, it consumes network resources [27, 44].

Modified-BFS or random-BFS search mechanism Modified-
BFS (MBFS) has been introduced to resolve the flaws of the
flooding mechanism to dwindle the generated traffic and less-
en the number of nodes involved in query processing. To this
end, a query will be sent only to a sub-group of neighbors
opted randomly [27, 44]. Although MBFS reduces the traffic,
it still creates traffic overhead.

Normalized flooding search mechanism This mechanism,
whose main thrust is traffic reduction, sends the query to a
subset of neighbors randomly. If the minimum degree of a
node in the system—that is, the number of neighbors of each
node—is d, the query will be sent to only d nodes at each hop.
This mechanism fails to consider node heterogeneity.
Furthermore, the value of d parameter is an important value
for search performance, as it should be able to cover all useful
nodes [45].

Alpha breadth-first search (a-BFS) search mechanism A newer
version of BFS like Alpha Breadth-First Search (x-BFS)
mechanism [15] tries to diminish the network resources wast-
age. Even though this mechanism reduces the average mes-
sage traffic compared to the flooding scheme, it still generates
too much overhead and suffers from uninformed query
forwarding. Hence, it causes performance degeneration.

Iterative deepening (expanding ring) search mechanism This
mechanism intends to reduce the number of returned response
messages, which are more than the required ones—
overshooting issue. This mechanism is efficient for applica-
tions emphasizing the number of returned response messages.
However, this mechanism brings about prolonged response
time due mainly to waiting time between each search step. It
also squanders network resources by sending duplicate query
message every time. Precisely speaking, the Expanding Ring
(ER) mechanism defines a set of depths, namely TTLs, by
which the query should be sent to all of the neighboring nodes
by the flooding method. In the first depth, ER waits until the
requester node receives their responses. If the number of re-
sponses is adequate, the search ceases; otherwise, the search
will continue a second depth value; all of the nodes on the
previous depth will receive the query again, but they will drop
it.

To solve the defects of the ER, some Dynamic Query
mechanisms [46-50] have been suggested to stop sending a
query to repetitive nodes at each stage. They also pay attention
to both overloading issue and resource popularity, so they
dynamically put an end to the search, when it is required.

4.1.2 Random walk

Random walk search mechanism Random walk (RW) solves
the traffic issue resulting from flooding by sending a query at
each hop to just one neighbor that is elected randomly. When
the result is found, the search process stops. Although RW
leads to traffic reduction and load balancing, it causes
prolonged response time and lower success-rate after all.
This mechanism fails to take into consideration resource pop-
ularity, node heterogeneity, and storing of metadata to guide
the search process [45].

K-random walkers search mechanism To resolve the
prolonged delay and low success-rate of the random walker
technique, the K-Random Walkers technique has been pro-
posed. In this technique, at each search step, instead of send-
ing one random walker, K random walkers are sent
simultaneously—each of these K queries is called a random
walker. Although the K-Random Walkers technique improves
the time-delay by K factor, the network traffic increases.
Termination of search process can be implemented by either
checking the TTL value or contacting at each step with the
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query sender to be informed whether the result has been re-
ceived or not [45, 50, 51].

Two-level random walk search mechanism In the K-Random
Walker technique, it is plausible that random walkers col-
lide with the search scopes of each other, since they may
send the same query message to identical nodes many
times. In light of this, a two-level random walk mechanism
starts sending a query with a small value for both K and
TTL. Shortly afterward, when it is assured that walkers do
not have overlapping search scopes, the query is sent with
higher values for both K (K=2 K) and TTL. It is worth
mentioning that widening of the search scopes after the
first hops imposes a delay on the search process due main-
ly to the fact that walkers take a long path from the sender
[45, 46].

4.1.3 Comparison between two major blind search
classes—flooding and random walk

We consider TTL=T and D=d, i. e. the average degree of
nodes. As we can see in Table 2., the overhead of flooding
explodes exponentially in terms of T, whereas in random
walk, it grows linearly with T and K. Researchers who want
to devise an efficient resource discovery algorithm should
adaptively set TTL and K in order to satisfy a desired level
of performance [41].

4.1.4 Popularity-aware blind search mechanism

The popularity of each resource has a profound impact on
the performance of any given search mechanism.
However, estimating resource popularity in a dynamic
P2P system is a difficult task; a query initiator node can-
not determine the popularity of resources confidently
without any feedbacks from previous searches.
Moreover, popularity of resources can vary due to in-
sert/delete/replication of resources, nodes join/leave, or
any other dynamicity in the P2P systems.

Furthermore, when a satisfactory number of resources is
found, the search process should be ceased to reduce the
traffic and the overshooting issue—an excessive number of
returned response messages exceeding the required

Table 2 Comparison between Flooding and Random Walker
Algorithms

Search Algorithm Order of Generated Messages
Flooding O((d-1"T)

Random Walk O(K*T)

@ Springer

number. In this regard, the following mechanisms are
proposed:

*  Mechanisms that control the search scope via TTL value.

*  Checking mechanisms that contact the sender after a cer-
tain number of hops to determine whether the search
should be stopped.

* Chasing mechanisms in which the resource owner sends
some packets over the network to stop other random
walkers, when the requested resource is found [16, 51,
52].

Clone+RW search mechanism Flooding is so robust in finding
rare resources, and random walk is fruitful in pinpointing the
popular ones, so both lead to less traffic and high probability
of success for finding the rare and popular resources, respec-
tively. In this regard, Clone+RW tries to combine the above-
mentioned facts and start by random walk via small TTL. If
the resource is rare and not found by RW, random walkers
turn to flooding to find the resource by creating a dominating
set. Dominating set contains nodes with high degrees and
many resources to ensure finding rare resources; dominating
set also eliminates sending repetitive messages resulting from
the flooding mechanism [43, 53].

Flooding with K-random walkers search mechanism This
method combines the benefits of both flooding and random
walker mechanisms. Accordingly, first, the query initiator
floods a query by TTL =1 to pinpoint K nodes, and if during
flooding the requested resource is found, the search will cease;
otherwise, each of the K nodes starts a search using the RW
method. In light of these, not only does network traffic from
flooding reduces, but also random walkers can find rare re-
sources in farther distances from the sender. Furthermore, the
overlapping of search scopes is avoided [45].

Expanding ring search mechanism A query is flooded via a
low TTL. If an adequate number of resources is not found, the
search continues with a higher value for TTL. This mecha-
nism suffers from delays and sending repetitive messages to
previous nodes.

Dynamic querying search mechanism The rationale behind
devising this method is that the search process should be dif-
ferent for finding rare and popular resources to reduce network
costs. This method first floods a query with low TTL to esti-
mate the resource popularity based on returned results. Then,
it tries to come up with the right value for TTL, and then sends
the query to merely one node at each step by calculated TTL.
As aresult, this method leads to a decline in traffic, eliminates
the situation in which nodes receive repetitive messages, and
takes into account resource popularity. Nonetheless, it causes
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latency; moreover, it presumes that network topology should
have super-nodes whose degrees are more than 15 by which
the search mechanism can be able to work efficiently [32, 54].

Improved-dynamic querying search mechanism This mecha-
nism solves the delay of the Dynamic Querying mechanism
by exploiting one confident function to assign a higher value
to TTL at each step. Although the response time is improved
in comparison to the Dynamic Querying search mechanism,
the Improved-Dynamic Querying search mechanism still suf-
fers from delay [54].

Selective dynamic querying search mechanism This mecha-
nism takes advantage of the benefits of low response time of
the Expanding Ring and low traffic of the Dynamic Querying
mechanisms; to achieve this, it sends a query at each hop to
more than one node by considering diversity in nodes’ degrees
[55].

Hurricane flooding search mechanism This method is similar
to Expanding Ring; it, however, expands the search scope
gradually rather than sharply. Firstly, the sender splits their
neighbors into 7 groups and sends a query to the first group
with low TTL, which, in turn, is flooded to neighbors of nodes
of the first groups as well. If the result is not found, the query
is sent to the second group with a rise in TTL value, and so
forth in a spiral pattern. If the result is not found, the query is
cyclically sent to the first group again. Generally, this mech-
anism reduces response time compared to ER [56].

GUESS search mechanism Search mechanisms are categorized
into Non-Forwarding and Forwarding groups (Fig. 8.). This
classification is grounded on whether or not the sender is able
to control the search scope; controlling the search scope is
defined in terms of both selecting specific candidate nodes
and the number of candidate nodes.

If the search mechanism tries to control the search scope, it
will belong to a non-forwarding group; although the non-
forwarding group is more efficient, it eats away system re-
sources due to the requirement to store information
concerning other nodes. The forwarding group can be classi-
fied based on probabilistic or certainty aspect; the forwarding

Non-Forwarding Forwarding ‘

Fig. 8 Classification of Search Mechanisms based on Controlling Search
Scope

group encompasses search mechanisms like Expanding Ring,
Adaptive Probabilistic Search, Directed-BFS, Local Indices,
Routing Indices, BFS, Intelligent Search Mechanism, and K-
Random Walker.

GUESS can control the number of candidate nodes and
node selection process—search scope—by considering the
resource popularity. In this regard, GUESS belongs to the
non-forwarding group. At first, the query with low TTL is sent
to one super-node—unicast process. After some time, if the
required number of resources is not received, the query is sent
to the next super-node. It is obvious that each node should be
aware of many nodes whereby we have a network topology
that ensures a successful search, but it causes overhead. The
performance of GUESS is better than both Gnutella and
Iterative Deepening, as it sends a parallel query at each hop
[57-60].

4.2 Informed search mechanisms

Informed methods use some information to direct the search
process to the nodes more probable to respond to the query.
This group takes advantage of feedback from previous
searches, thus storing some information to guide future
searches. However, this leads to the overhead of updating
such information and indexes, thereby overloading some
nodes [16]. In summary, although the informed group enjoys
lower response time compared to the blind group, it culmi-
nates in more traffic due to updating of indexes.

4.2.1 Classification of informed search mechanisms based
on information gathering methods

Informed search mechanisms can be grouped in two classes
(Fig. 9.), proactive and reactive, with regard to the methods
they use for storing information.

* Proactive Methods: Information regarding resources are
distributed among nodes before the search process starts,
like the Routing Indices mechanism [16].

* Reactive Methods: This group stores information based
on the feedback from returned results of previous
searches. Therefore, in reactive methods in comparison

Proactive Reactive

Fig. 9 Classification of Informed Search Mechanisms based on Gathered
Information
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to proactive ones, system resources are not wasted by
storing information on rare resources; rare resources may
not ever be searched at all. However, the reactive group
suffers from not updating information to boost search per-
formance over time. The Intelligent Search Mechanism
(ISM) [16] belongs to this group. The information
employed by informed search mechanisms—reactive
group—are as follows:

—  The number of returned responses from previous searches
— A previous search has the smallest response time

—  Smallest query message queue

— Recent searches result in shortest response time

—  Nodes with highest degree

—  Overall maximum returned responses

—  Overall minimum response time

—  Similarity of requested resources

The main disadvantage of informed search mechanisms is
that all of them use merely one of the factors mentioned above
to guide the search process while in real-world implementa-
tion prototypes, all of the factors should be considered simul-
taneously to lead to an acceptable performance/result.

4.2.2 Ant search mechanism

The free-riding problem consists of two types; firstly, it is
mentioned that 63% percent of users are reluctant to share
any files, and in the second type, users share unpopular files
subject to no query anymore. In this regard, some specific
nodes in the system having popular files are prone to become
overloaded.

The ant search mechanism aims to solve the free-riding
issue. In the ant search mechanism, all nodes store a list of
recent success rates of their neighbors by which they try to
send their queries solely to K% of neighbors who have recent-
ly won the most success-rate. This mechanism is analogous to
the Dynamic Querying method. Although it reduces sending
repetitive query messages by resolving the free-riding issue, it
still suffers from latency and overshooting issues [61, 62].

4.2.3 Intelligent search mechanism

The Intelligent Search Mechanism (ISM) intends to sort out
the lack of scalability issue of the flooding mechanism. Hence,
in ISM, nodes learn from previous responses of their neigh-
bors and try to send their queries to their best neighbors, hav-
ing a higher probability of owning the resource. The pivotal
issue of ISM is that it is possible that each time some specific
nodes are selected as candidates, and they elect each other
repeatedly. However, none of the selected candidates pos-
sesses the resource; to solve this flaw, at each step, some
nodes should be selected arbitrarily [63, 64].
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4.2.4 Ranked neighbor caching search mechanism

The Gnutella network is a power-law network; in power-law
networks (scale-free networks), there are only a few nodes
whose degrees are much higher than other nodes in the net-
work, i.e. power-law distribution—this is a common feature of
real-world networks. Moreover, in Gnutella, 63% of users are
reluctant to share any files. These features impose extra work-
load on only the high-degree nodes, thus overloading the
network.

The Ranked Neighbor Caching method solves this issue by
sending the query to one neighbor at each hop. It selects the
neighbor that is more likely to respond based on their previous
responses. Furthermore, the ranked neighbor caching mecha-
nism utilizes a caching facility to redirect the query to the
nodes recently downloading the requested resource, for the
sake of load-balancing [65].

4,2.5 Differentiated search mechanism

Although the main goal of the P2P concept is to treat all nodes
equally by eliminating server/client roles, nodes have different
capabilities; for instance, only small groups of nodes share
resources. Therefore, the Differentiated search method tries
to consider another factor, namely the number of files for the
super-node selection. Thus, each query is flooded by consid-
ering this factor among super-nodes [66].

4.2.6 Local indices search mechanism

In this mechanism, each node stores the information about the
resources of the nodes that are in r-hop distance from them.
Besides, there is some well-defined policy to determine the
depth in which nodes that receive a query should process the
query or not. Therefore, the local indices mechanism searches
more nodes while preserving the quality of service [46].

4.2.7 Directed BFS search mechanism

Since the iterative deepening method—belonging to the blind
group—causes prolonged delay due mainly to waiting time
between each search step, Directed BFS (D-BFS) strives to
reduce the response time by sending a query only to the best
neighbor at each step [46].

4.2.8 Percolation search algorithm

This algorithm tries to solve the traffic issue, which is gener-
ated by the flooding search mechanism. The Percolation
search algorithm reaps the rewards of high-degree nodes like
a bridge to the best nodes of the system—having many re-
sources. However, this method, comprising of three steps, is
practical only in the power-law network.
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In the Percolation search algorithm, when a new node joins
the system, it broadcasts information regarding its resources to
its neighbors by RW of TTL = LogN (V is the total number of
system nodes). In this way, at least one high-degree node
stores the resource information of that new-join node. When
it comes to searching, the requester node starts a search pro-
cess by RW of TTL = LogN to implant its query in at least one
high-degree node. Ultimately, all nodes storing the query mes-
sage initiate searching in parallel. The time complexity order
of this algorithm is of the order of log [46].

4.2.9 HPF search mechanism

Partial coverage problem Informed search mechanisms re-
duce network traffic, and based on simulation results, they
lead to a decline in both bandwidth consumption and process-
ing power by 28% and 38%, respectively. However, they do
not cover many nodes, as they either select a handful of nodes
or opt for best neighbors with regard to merely one factor.
These result in partial coverage issues, meaning that many
nodes are not contacted.

In this regard, HPF uses some function to select some
nodes by considering some parameters; these parameters in-
clude the number of resources, link latency, processing power,
response time, and so forth. In addition, HPF assigns some
weights to the parameters above as well [28]. HPF utilizes the
termination policy used in the iterative deepening method.

4.2.10 Routing indices search mechanism

The purpose of the Routing Indices (RI) mechanism is to
reduce the network traffic and encircles three groups: com-
pound (CRI), hop-count (HRI), and exponential (ERI). In
CRI, the number of documents of each neighbor is considered
as a selection factor. However, it fails to consider the cost of
searching in terms of the number of hops. In HRI, the number
of hops to the destination is deemed as a selection factor lead-
ing to more storage consumption. ERI considers only the rank
of the neighbor in selecting the candidate node, resulting in
some imprecision. Overall, RI leads to a rise in response time
and a fall in traffic compared to flooding [67].

4.2.11 Adaptive probabilistic search mechanism

Adaptive Probabilistic Search (APS) is an informed as well as
probabilistic mechanism—forwarding group— wherein each
node stores a table. The table contains information on received
requests and the responding probability of each of the node’s
neighbors per that requested resource. In this regard, each
query receiver node makes up its mind to send the query to
the & best neighbors via the k-random walker method. In ad-
dition, APS updates the ranks of neighbors based on the

received feedback. APS has shown better performance than
both flooding and GUESS [50, 68].

4.2.12 MP-ISRL and ISRL search mechanism

MP-ISRL and ISRL mechanisms have higher performance
than the random walk. ISRL searches for only one copy of
the requested resource, and MP-ISRL searches for multiple
ones. These mechanisms are the first ones exploiting rein-
forcement learning to learn about the best search path in terms
of the minimum number of hops. These mechanisms send the
query to the best neighbors via a k-random walk by probabil-
ity Py, and also they send the query to new paths by probabil-
ity (1-Pg) [69].

4.2.13 Gia search mechanism

The workload of any given node in the Gnutella network is
increased when the number of received queries increase—
culminating in a system that is not scalable. The Gia network
has been proposed to solve the scalability problem of
Gnutella. It improves scalability four or five times by
exploiting biased random walk rather than random walk to
direct search process to high-degree nodes. Gia considers
node heterogeneity in terms of processing power, disk latency,
and access bandwidth, similar to KaZaA. Moreover, Gia has a
topology adaptation mechanism to compel nodes to attach to
high-degree nodes in a short distance to ensure search success
[70].

4.2.14 Dynamic multi-level feedback-based search
mechanism

Dynamic Multi-Level Feedback-Based Search (DMFS) tries
to enhance the overall search performance by using some
mathematical formulas; these formulas calculate the ranks of
neighbors, when it comes to the search selection process.
Moreover, it takes into account the dynamic popularity of
resources. The superiority of DMFS is in the introduction of
some temporal parameters as compared to other informed
search mechanisms in order to adapt to dynamic nature of
P2P systems dynamically. Meanwhile, DMFS updates the
ranks of neighbors consistently based on the most recent feed-
back [29].

4.2.15 Hybrid search mechanism

This hybrid method combines both non-forwarding and
forwarding methods to expand the search scope to two hops
under the supervision of query originator node; therefore, this
mechanism improves performance and reduces search cost.
However, this method is not suitable for large-scale networks;
it is more appropriate for super-node systems [71].
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4.2.16 Dominating set-based search mechanism

This mechanism tries to boost the success-rate by producing a
Connected Dominating-Set (CDS) of nodes in which the
search process is accomplished by using a random walk meth-
od. CDS is a network of high-degree nodes by which the rest
of the network nodes can be accessible by only one hop;
molding a minimum CDS in a graph is an NP-complete prob-
lem [72].

4.2.17 Location-aware topology search mechanism

The main issue regarding tremendous traffic of flooding has
its root cause in incompatibility between physical and overlay
networks, in which nodes are far-off from each other in reality;
this gives rise to both latency and traffic. In this regard, the
Location-Aware Topology search mechanism (LAT) tries to
construct an improved overlay network topology based on the
physical network to enhance search performance, and it con-
siders the dynamicity of P2P systems as well [73].

4.2.18 Local minima search mechanism

The Local Minima Search Mechanism (LSM) uses DHT [74]
to assign an ID to both nodes and resources; each node repli-
cates its resources on their neighbors until hop = 2. As a result,
LSM can only search a small surrounding to ensure the suc-
cess of resource finding due to the lack of global knowledge
[75]. The order of searching nodes with random walk method
in a local neighborhood whose ID is closest to ID of the
requested resource is higher than O(logN).

4.2.19 Scalable query routing search mechanism

In the Scalable Query Routing search mechanism (SQR), each
node stores information about the resources of their neighbors
in a data structure called Exponentially Decaying Bloom Filter
(EDBF); in this way, the routing information is compressed.
SQR uses this information to orient the search process via a
random walk method [75].

4.2.20 Flooding with random walk with neighbors table
search mechanism

Some other new resource discovery mechanisms like
Flooding with Random Walk with Neighbors
Table (FRWNT) leverage a combination of the blind as well
as the informed search mechanisms in resource searching
[16]. However, FRWNT suffers from being negligent on
updating information, the popularity of resources, and the dis-
tinct capacity of each node.
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4.2.21 Dynamic popularity-aware search mechanism

The Dynamic Popularity-Aware search mechanism (DPAS),
as an informed search mechanism, strives to improve search
performance in comparison to its counterparts. To do this, it
considers the dynamic popularity of resources, dynamic re-
sponsiveness status of nodes, heterogeneity of nodes, and
dynamicity of P2P systems by devising some mathematical
formulas. Hence, DPAS guides and controls the search pro-
cess dynamically at each step [76].

Table 3. tabulates a comparison among flooding, random
walk, and informed search groups in terms of eight perfor-
mance metrics. As a matter of fact, any search mechanism
should be deployed according to the application’s require-
ments. Overall, informed search mechanisms overshadow
the blind ones due to storing information as well as learning
process; however, informed mechanisms incur overhead and
costs in terms of storage and processing. In other words, in
informed mechanisms, nodes have to store some indexes/
information and also process some data before redirecting
the search request or making any decision in this regard.
Given these points, in real-world applications, an end user
should make a trade-off among diverse performance metrics
and use a proper search mechanism that meets his/her needs.

4.3 Group-based search mechanisms

In this group, nodes having similar resources form a group
[77]. As a result, the query will be sent to the group whose
resources are more analogous to the requested resource.
Although in this mechanism both precision and quality of
resources are guaranteed, in a network comprising of many
diversified resources, and each node owning a few resources,
this mechanism ends up in failure; this is because
distinguishing similarity among nodes is difficult.

4.3.1 Interest-based shortcut search mechanism

This mechanism intends to resolve the scalability issue of
Gnutella by allowing the nodes with similar interests to con-
nect above the Gnutella network. Precisely speaking, interest-
based locality means that if node x wants a specific resource
responded by node y previously, it will be highly likely that
node y has other resources that will be requested by node x in
the future as well. This mechanism reduces Gnutella traffic by
factor of three to seven [77].

4.3.2 Semantic overlay network search mechanism

This mechanism forms some groups, each of which consists
of nodes with similar contents. Therefore, any given query by
virtue of a central database is forwarded via the flooding
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Table 3  Comparison among Flooding, Random Walk, and Informed Search Mechanisms
Performance Delay Success-  Traffic- Storage Precision Load- Restriction on Search  Considering Resource
Metrics Time Rate Generation Cost Balancing Scope Popularity
Mechanism
Flooding Good Good Bad No No No No No
Mechanism
Random Walk ~ Bad Bad Good No No Yes No No
Informed Medium Medium  Medium Yes Yes No Yes Yes
Mechanism

mechanism to the group entailing resources similar to the re-
quested one [78].

4.3.3 SETS search mechanism

In this method, sites containing similar documents form a
topic-segment, as documents relevant to a specific topic can
respond to similar requests. SETS uses flooding for searching
in each topic-segment [79].

4.3.4 GES search mechanism

GES is the first search mechanism that uses the concepts of
information retrieval area, page ranking, and vector-space
model. Thus, a vector represents each node’s resource, and a
node vector shows a brief representation of the node’s con-
tents. Accordingly, similar nodes based on their node-vectors
form a semantic group, and a query is forwarded to a similar
group by a biased-random walk. If that group contains the
desired resources, the query is flooded in the group; otherwise,
it is forwarded to the next candidate group via biased-random
walk—GES reduces the number of nodes involved in query
processing [80].

4.3.5 Comparison between GES, SETS, and random walk

In terms of search cost and success-rate, both SETS and GES
are superior to random walk; however, GES due mainly to its
central architecture is better than SETS.

4.3.6 Flaws of previously mentioned group-based search
mechanisms

In group-based mechanisms—taking into consideration the
similarity of nodes’ contents to form logical groups—
determining the similarity among nodes will be a difficult
task. For example, when there are various types of resources
in the network, and each node merely stores a few resources,
identifying the similarity is challenging [34].

Other group-based mechanisms exploit locality-interest or
the Sripanidkulchai method [77]; that is, if node p is capable of

responding to query of node ¢, p probably owns other re-
sources that will be requested by ¢ in the future. Thus, a short
path is established between p and ¢. These mechanisms also
suffer from the previous issue—difficulty in identifying sim-
ilarity among nodes’ contents.

Some mechanisms use the benefits of semantic vectors to
exhibit resources and exploit Euclidean distance to estimate
the similarity between vectors. However, in these mecha-
nisms, it is difficult to represent every property by numbers
to calculate the Euclidean distance.

4.3.7 UIM search mechanism

The UIM search mechanism tries to use symbols to solve the
issues mentioned above. UIM uses Log-Linear Conditional
Probability, Pr(fj| fi) to find similarity between files; in fact,
Pr(fj| fi) is the probability that user p has also file fj, given that
p has already had file fi. Hence, using statistical patterns to
describe resources is more flexible and efficient. In UIM, ev-
ery node has a list of nodes that have previously responded to
its requests successfully and to those the node can direct its
future queries [81-84].

4.3.8 State-based search mechanism

In the State-Based Search mechanism (SBS), a query is sent to
the most similar group by considering another vital factor—
node’s status. Node’s condition is regarded since if the query
receiver node is overloaded, it will fail to respond. SBS puts
into practice both a fuzzy controller and the Grey theory [83,
84] to estimate a node’s status in terms of its static and dy-
namic states ahead of time [42].

4.3.9 State-based versus other group-based search
mechanisms

SBS enjoys both better response time and success-rate, in that

it tries to avoid sending queries to the failed nodes, overloaded
ones, or some having a long query queue.
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4.3.10 Class-based search mechanism

The GES search mechanism—using the VSM model to pres-
ent node’s resources—is only efficient when nodes have even
distribution of resources; however, if there is a high diversity
in the types of node’s resources, the resulting vector will be
inaccurate. Given these points, the CSS search mechanism has
been put forth to solve this imprecision by introducing class-
vector rather than node-vector for each resource. Therefore,
CSS clusters resources of a node in a granular-scale, and each
cluster has a virtual node. Ultimately, all virtual nodes con-
nect. Overall, CSS is more efficient in terms of search cost,
response-time, and success-rate as compared to GES [85].

4.4 Hybrid search mechanisms

Although it is announced that most queries target popular
resources in the Gnutella network, searching for rare resources
should also be considered, which produce some traffic in the
network. In light of this requirement, hybrid methods are in-
troduced to combine advantages of both unstructured and
structured systems to find both rare and popular resources
with high success-rates [86-90]. If a resource is rare, it will
be searched by DHT, and if it is popular, it will be found by
flooding. Note that maintaining the structured network for
finding rare resources is costly.

Hybrid search mechanisms are categorized into two groups
based on the method they use to estimate popularity of
resources:

»  SimplyHybrid or Detection-Based group in which the
search process starts by flooding. If an adequate number
of resources is not found, it will estimate that the resource
is rare, and try to find it by DHT. Finding rare resources
has latency, and flooding at the first phase is resource
consuming.

» The Gossip-Based group in which the search process uses
the gossip technique to calculate the resource popularity.
Then, the search mechanism can decide to exploit
flooding or DHT for resource searching. This group is
superior to the previous one in terms of performance.
The gossip method is used to gain some global knowledge
regarding both nodes and resources. It stands to reason
that gossip-based techniques are of paramount importance
to P2P systems due to their simplicity, scalability, and
fault-tolerance.

4.4.1 SimplyHybrid search mechanism
This mechanism uses DHT for searching for rare resources

and flooding for popular ones. Firstly, flooding with a small
TTL occurs to find a requested resource, and if it is not
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successful, DHT will be used. Updating as well as maintain-
ing the DHT structure are expensive, especially by consider-
ing the content publishing phase in DHT [86].

4.4.2 GAB search mechanism

The SimplyHybrid mechanism is not efficient due to its first-
stage flooding to calculate the popularity of resources, causing
network traffic. As a result, GAB uses gossiping to estimate
the popularity of requested resources to apply either DHT or
flooding. GAB employs the super-node architecture [87], pro-
duces less traffic and has lower response time compared to
SimpleHybrid [88].

4.4.3 QRank search mechanism

Previous mechanisms misestimate resource popularity, as
they assume that if a query receives many responses, it means
that many nodes store that requested resource. However, it
may be wrong, and maybe a few nodes store many similar
resources. The rationale behind this proclamation is that in
P2P systems, there is a locality interest concept. In other
words, any given user is inclined to store identical resources
in their storage. As a result, this user can respond to the forth-
coming queries of a user downloading one of its resources.
Overall, QRank tries to map some weights to keywords in a
query string based on their frequencies. Hence, QRank can
estimate the number of nodes receiving a query—giving rise
to better performance [89].

4.4.4 PASH search mechanism

PASH is superior to the previous search mechanisms in the
hybrid search group. This is because it tries to consider a
concept, namely the dynamic popularity of any given resource
to its calculation. Consequently, PASH enhances search per-
formance in terms of lower response time, less traffic, and
better success-rate. It is worth mentioning that the dynamicity
of P2P systems in terms of insertion/deletion of nodes or their
resources has a profound impact on resource popularity. Thus,
PASH deems the dynamicity of P2P systems by using both
the gossip method and some sensor nodes to estimate the
dynamic popularity of resources [90]. Table 4. tabulates a
comparison of the informed, group-based, and hybrid search
groups. Although the group-based mechanisms in comparison
to other search groups in Table 4. guarantee precision, they
suffer from additional traffic due to formation of sub-groups
and their update under churn. Furthermore, the hybrid search
group tries to satisfy the success-rate for both popular and rare
resources.
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Table 4 Comparison of Informed, Group-Based, and Hybrid Search Groups

Considering Resource

Partial Coverage
Popularity

Load-

Precision

Storage cost

Traffic

Success-
Rate

Latency

Performance Metrics

Mechanism

balancing

Yes

No Yes
No

Medium
Good
Bad

Yes, but inefficient
No

Medium

Medium
Good

Medium
Good

Informed

Yes

Yes

Very Bad
Bad

Group-based
Hybrid

No Yes

Yes

Yes, and it is also efficacious

Very Good

Suitable for popular resources

and Bad for rare ones

4.5 Bio-inspired meta-heuristic search mechanism

We have considered a fifth group—called bio-inspired meta-
heuristic group. Researchers strive to involve organic and bi-
ological concepts—bio-inspired techniques—to deal with is-
sues in computer science domains, including the search mech-
anism area [6, 91-95]; this search group is termed bio-inspired
meta-heuristic search mechanisms.

In this regard, some search mechanisms [85, 91-94] have
been inspired by the humoral immune system (IBS) [92],
structure of fungi, or cellular slime mold life cycles
(Dictyostelium Discoidem) (SMP2P) [91, 92]. However, this
search group has some pitfalls too. For instance, the SMP2P
class suffers from considering some rules/structures for peer
position and overlay network to map slime mold bio-
mechanism to P2P lookup operation; this brings about extra
overhead.

Other mechanisms use the food-foraging behavior of either
bees or ants—whose focuses are on using swarm intelligence to
resolve complex problems [94, 95]. For example, food-forager
ants—similar to query process—try to search for a desired
resource by depositing chemical substances, namely phero-
mone as trials. The IACO search mechanism [6] utilizes
inverted ant colony optimization to consider load-imbalance
issues as compared to ACO [95]; this is done by diminishing
the pheromone impact on the used paths. However, IACO fails
to adapt well to frequently changing conditions of P2P systems.
Furthermore, IACO does not consider the candidate node status
before sending queries. These flaws lead to a situation in which
the system suffers from additional network traffic, overloaded
nodes, low success-rate, and long response time.

5 Conclusion

Resource discovery is of paramount importance in perfor-
mance and productivity of any given distributed system, in-
cluding Peer-to-Peer (P2P) systems. Therefore, it is challeng-
ing to come up with an efficient resource discovery mecha-
nism. In this regard, we have expounded on fundamental con-
cepts, underlying parameters, and attendant models in re-
source discovery issue in unstructured P2P systems. Any re-
source discovery mechanism should be selected according to
the application’s requirements and purposes; in fact, the ap-
plication considers as well as assigns diverse weights for the
search performance metrics whereby a suitable search mech-
anism will be identified. In this paper, we have also offered a
novel taxonomy for classification of search mechanisms in the
pure unstructured P2P system. Meanwhile, some conclusive
evaluations between various search classes have been incor-
porated as well. This literature review can also help re-
searchers to devise more efficient resource discovery
mechanisms.
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