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Abstract Registered peers to a P2P service can share and
exchange information with other peers without servers using
P2P network. In such P2P networks, there are frequent leaks
of'the internal privacy data of an organization through P2P file
sharing. Today, DLP which is a privacy data leakage preven-
tion technology is applied P2P network blocking and file en-
cryption methods. However restricting all the services and
normal users is difficult due to the number of ports used by
P2P including the port 80. Thus, we propose a privacy data
leakage prevention method by releasing a P2P sharing file that
does not include privacy data using a privacy data removing
technology with a privacy data leaking risk factor. The pro-
posed method provides higher security and performance com-
pared with a DLP method as privacy data is removed from a
P2P sharing file.
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1 Introduction

Although recently P2P networking, which is a popular
network service on the Internet, has been applied to var-
ious areas, a number of security threats are rising due to
the inherent weak point of a P2P network. Since a P2P
network is an overlay network based on the Internet, it
has security issues similar to the existing Internet environ-
ment. However the major security issue of the P2P file
sharing system today is the privacy data leakage. Privacy
data leakage is not only a personal matter, but also can
impact on the entire organization as the leaked informa-
tion also can contain the critical information of the orga-
nization in many cases. Therefore organizations use a
number of privacy data leakage prevention technologies
to prevent personal information leakage by P2P file shar-
ing. The most popular privacy data leakage prevention
technology is a DLP(Data Loss Prevention) technology.
DLP restricts transferring all files with potential internal
privacy data to the outside of an organization. However
DLP technologies have some disadvantages. For example,
it may restrict transferring a normal file to the outside of
an organization due to the high detection-error rate, and it
also can invade the privacy of the internal staffs for the
data filtering. Thus we propose a technology that can
overcome the disadvantages of existing privacy data leak-
age prevention technologies, and particularly prevent pri-
vacy data leakage of an organization through P2P file
sharing. The proposed method provides higher security
and performance. Since it removes the privacy data on
the file shared on a P2P network, it prevents the internal
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privacy data leakage, and improves 16 % of the process-
ing performance compared with an existing encryption
method for a file with personal information. The structure
of this paper is firstly in the Section 2, the issues around a
P2P file sharing method are analysed; secondly in Sec-
tion 3, a privacy data leakage prevention technology is
proposed to prevent privacy data leakage in an organiza-
tion by identifying the privacy data and a privacy data
leaking risk factor; and thirdly in the Section 4, the per-
formance of a proposed method is evaluated, and lastly
the conclusion in the Section 5.

2 Related work
2.1 Peer-to-peer network

On a P2P (Peer-to-Peer) network, all computers are con-
nected each other and shares resources, and all partici-
pants are servers and clients simultaneously which are
different concept from a conventional client—server net-
work. Registered peers to a P2P service configure a P2P
overlay network, which is a virtual network separated
from a physical network configuration [1-4]. Peers on
an overlay network can share and exchange information
with the other peers without the aid of a server. This P2P
concept means the direct connection between computers,
and also provides faster and safer network-resource shar-
ing and data processing. P2P networks can be classified
into a centralized P2P network and a distributed P2P net-
work by overlay network configuration. A distributed P2P
network is classified as a structured P2P network and an
unstructured P2P network by an operation mode and a
structure [5]. Table 1 shows P2P classification scheme
by network configuration.

Recently the most popular file sharing method of a P2P
network is direct transferring between computers without a

server. This approach does not upload a sharing file to the
server on a P2P network. It stores the file on the des-
ignated file on a user’s computer, and connects the fold-
er to the Internet using the P2P software. Users using
the P2P software can download the stored file from the
folder of the other peers through the Internet. Using the
approach a P2P network can share a file without a cli-
ent—server configuration. Additionally the number of
participants to share the file on the P2P network in-
creases, it allows a more efficient downloading process.
The most popular P2P softwares are BitTorrent,
eDonkey, emule, KaZaA, and WinMX.

Figure 1 shows the method to share a file using a P2P
network. Peer C downloads a sharing file from peer A, peer
B and peer D. The P2P network shares the file based on the
piece which is a group of a small fraction of a file. Thus peer C
downloads the file consists of 5 pieces from peer A (piece 1
and piece 3), peer B (piece 2 and piece 4) and peer D (piece 5).
Using this method, the file from all participants. More than
86 % of companies use a P2P sharing application, and the
usage rate increases by 14 % from 61 % in 2012 to 75 % in
2013. The most popular P2P file sharing application is
BitTorrent with a share of 63 % followed by Soulseek
(25 %), eDonkey (14 %), Xunlei (13 %), and Box Cloud
(10 %) [6].

2.2 Privacy data leakage on the P2P file sharing

Due to the convenience and efficiency, the usage rate of a P2P
file sharing system by the staffs of an organization using their
network has increased rapidly. In accordance with the increas-
ing trend, the privacy data leakage of the customers and the
staffs through the P2P file sharing has increased too.
Although misuse and abuse of a P2P file sharing method is
one of the reasons for the privacy data leakage through a P2P
file sharing, the major factor is a malicious virus or malicious
code that causes the privacy data leakage by sharing all the

Table 1  P2P networks by network configuration
Classification Content Disadvantage
Centralized P2P A central sever manage all peers and transfers messages ~ The increasing number of peers can increase the
that provides continuous service to support the server load that causes the extensibility issue,
efficient information searching and storing of each peer. ~ and an issue of the central server can affect
the entire network.
Distributed Structured P2P A distributed structure that provides the It consists of a structural self-network. it requires

P2p distributed indexing for mapping contents
and peers in a single address space.

(e.g., Kademlia and eDonkey)
Unstructured

Gnutella, KaZaA, and BitTorrent)

A structure that provides a messaging service and
P2P maintaining the P2P network by the voluntary
participation of peers without a central server (e.g.,

a complex routing algorithm, and a high cost of
the network maintenance to handle the participation
and withdrawal of the peers.

It generates higher network traffic compared with
the other P2P networks due to the inefficient use
and search of the distributed network resource.
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Fig. 1 File sharing of a P2P network

files of a user. When a user of an organization downloads the
code which includes hidden malicious code on a P2P network,
the malicious code will infect all internal user’s PC, and col-
lect and send all document files to the attacker [7, 8].

For example, a computer worm called Antinny was
spreaded through P2P in Japan. Antinny indicated a
fault error message, changed the Windows settings to
run itself, and duplicated itself. The duplicated Antinny
was shared automatically on the Winny network to in-
crease the number of the infection subjects. Antinny
was modified to the other forms such as Antinny.B,
Antinny.G, Antinny.K, and Antinny.LL after the expan-
sion. Antinny and the other modified worms which ex-
panded infected PCs leak various data including busi-
ness data and secret data on the infected PC to the
outside [9]. FTC (US Federal Trade Commission) pros-
ecuted two companies that leaked 95,000 of customer’s
privacy data including medical codes, driving license
numbers, social security codes, names, addresses, and
date of birth of 3800 hospitals using P2P malicious
code in US in June 2013.

2.3 Privacy data leakage prevention technologies

Many technologies are applied to prevent the internal
privacy data leakage of an organization through P2P file
sharing. The most popular privacy data leakage preven-
tion for an organization is a DLP technology. DLP is
developed as an internal security technology to prevent
leakage of an important information of an organization.

@ Springer
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However as the privacy data has been rising as a social
issue, the internal information leakage prevention tech-
nology is considered as a privacy data leakage preven-
tion technology. DLP is a technology that checks the
data on a user’s computer or a transferring data on a
network, and if the data pattern is identical or similar,
detects and blocks the data. For the data leakage pre-
vention, DLP performs media control, packet control,
program execution prevention and PC control. The in-
formation leakage prevention system like DLP is based
on the content searching. There are two DLPs such as
network-based DLP and end-point DLP based on the
data searching point. Network DLP detects outgoing
traffic on the central server. End point DLP monitors
the data activity of a user using an installed agent on
a client device such as a laptop or a PC, and controls
the data leakage. Figure 2 shows the method to prevent
information leakage using DLP approach. Analyse out-
going traffic to an external network, categorize and ex-
tract the information using a semantic analysis, and en-
crypt a file or block information leakage. A current
DLP system uses a PIE(Parametric Information Extrac-
tion) method that performs syntax analysis for informa-
tion using the parameters, extracts and stores in a data-
base automatically [10, 11].

However, the information leakage prevention system using
DLP has some disadvantages.

Firstly, DLP needs traffic and content controls for
privacy data leakage prevention. The traffic control re-
stricts uses of protocols and services. It can restrict the
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Fig. 2 Privacy data leakage prevention using a DLP technology

use of services such as P2P, FTP and messengers with
potential information leakage. However it is difficult to
restrict all the services and normal users from service,
since P2P uses a number of different ports including the
port 80. Additionally the content control detects outgo-
ing information with various routes, and judges whether
or not to transfer. However for the content control tech-
nology of DLP, identifying the internal privacy data and
defining the risk factor is difficult due to the different
importance-criteria of contents by organizational
characteristics.

Secondly, DLP cannot protect the privacy data of in-
ternal staffs. Since originally DLP is developed to prevent
business secretes trading, it uses a content searching tech-
nology. However the private information of an internal
staff along with customer’s information can be included
when identifying all packet contents during the content
searching process. From the perspectives of privacy pro-
tection, protecting the privacy data of an internal staff is
also important to the same level of protecting the privacy
data of customers. The main reason that there has been
continuous criticism of a DLP system from US and Eu-
rope is the invasion of privacy of staffs.

Therefore in this paper a privacy data leakage prevention
method is proposed to prevent the privacy data leakage of
customers and internal staffs by identifying the privacy data
and a privacy data leaking risk factor.

3 Design of the privacy data leakage prevention
system for P2P file sharing

The privacy data leakage prevention system for P2P
proposed on this paper identifies the internal privacy
data, defines the level, and decides the privacy data
leakage prevention policy suitable for each organization

Organization 1

248 P SRR

Organization 2

Organization n

by measuring the leakage risk using the each combina-
tion of the privacy data level.

Below is the privacy data leakage process from the
proposed system. When an internal staff uses a P2P file
sharing program, the entire organization is considered as
one peer to connect with the external users. The exter-
nal peers request an internal peer for a file. When the
internal peer sends the file, the proposed system detects
if the sharing file contains any personal information by
detecting the P2P sharing file using a firewall. If the
privacy data is included, the proposed method analyzes
it using a keyword analysis depends on the level of
privacy data leakage risk, and the privacy data is re-
moved from the file using a regular expression. Thus
privacy data leakage can be prevented since the new
sharing file on a P2P network does not contain any
privacy data. Then the file without a privacy data is
transferred to the external peer. Figure 3 shows the pro-
cess of the proposed system.

3.1 Privacy data identification and privacy data leaking
risk factor

The internal privacy data that must be handled and
protected should be identified, and privacy data leaking
risk factor should be defined to prevent privacy data
leakage [12, 13]. The proposed system categorized to
private identity information, Privacy;p 3 {social security
number, driving license number, and passport number},
financial information, Privacygjnance @ {credit card num-
ber, and account number}, personal identity number in-
formation, Privacypersonal mfo 2 {telephone number, E-
mail, and address}, and social privacy information,
Privacysocial mfo 2 {job, title, religion, and club activi-
ty}. The level of privacy data leaking risk factor is
classified into six levels from the top P1 to the bottom

@ Springer
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Fig. 3 Process of the proposed Internal
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The possibility of the privacy data leakage (0<P <I)
is defined using logistics regression to define the priva-
cy data leakage prevention policy based on the level of
the privacy data leakage risk factor. The privacy data
leakage prevention policy can be decided by an organi-
zation based on the probability of the privacy data leak-
age risk. The equation for probability of the privacy
data leakage risk (P) is Eq. (1). Table 2 shows defining
the level of privacy data leaking risk factor.

6. P2P File sharing —I |
7. Identifying Privacy Dat:
8. Inspecting Privacy Data
9. Removing Privacy Data|
10. Send Sharing|File without Privacy Data
|

P(Y: l‘xl, Xo, t1, xp)

_ eXp(ﬁo + Byx1 + ﬂsz.”ﬂpxp)
1+ exp(By + B1x1 + Box2B,%p)

A= ﬂO + (/61 X PrivacyLevel 1) + (62 X PrivaCyLevel 2)

+ (63 X PrivaCyLevel 3) =+ (/84 X PrivacyLevel 4)

+ (ﬂS X PrivaCyLevel 5) + (/66 X PrivacyLevel 6)

Table 2  Defining the level of privacy data leaking risk factor
level The combination of The description of the combination The description of the risk
the privacy data
Level 1 P1+P2 The combination of the private identity The private identity exposure and the
information and the financial information potential financial damage are expected.
Level 2 P1+P3 The combination of the private identity information The private identity can be exposed
and the personal identity number information
P1+P4 The combination of the private identity
information and the social privacy information
Level 3 P2+P3 The combination of the financial information The private identity exposure and the
and the private identity information potential financial damage are expected.
Level4 P2+P4 The combination of the financial information The potential financial damage are expected.
and the social privacy information
Level 5 P3+P4 The combination of the personal identity It is possible to estimate the identity and personal details
number information and the social privacy information
Level 6 P4 Social privacy information Barely possible to obtain the personal details, however

it is possible to impersonate.

@ Springer
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The proposed system can prevent privacy data leakage by
identifying the internal privacy data, defining the level of the
privacy data leakage risk factor, and using the probability of

the risk factor. The algorithm for identifying the internal pri-
vacy data and the probability of the privacy data leakage risk
is below.

the privacy data leakage risk

Algorithm: Identifying the internal privacy data of an organization and the probability of

Function Privacy Grade ()

{
Switch(Privacy)

{

Break;

Break;

Break;

Break;

H

Return Grade;

H
Function Probability ()

{

Return p;

Let Privacyp = {social security number, driving license number, passport number }
Let Privacyrinance = {credit card number, account number}
Let Privacypersonal mfo = {telephone number, E-mail, address}

Let Privacysocial mfo = {jODb, title, religion, club activity}

Case 1: If (Privacy = Privacymp ) then Grade = "P1”;

Case 2: If (Privacy = PrivacyFrinance ) then Grade ="P2”;

Case 3: If (Privacy = Privacypersonal nfo) then Grade = “P3”;

Case 4: If (Privacy = Privacysocial nfo) then Grade = “P4”;

A= By + (B X Priva_c}’Leuez 1)+ (B2 X PrivaFYLevez 2) + (B3 X Priva‘CyLevels)
+ (Bs X Privacypeper4) + (Bs X Privacypepers) + (B X Privacyievers)

P = 1+ exponential A / exponential A x 100;

3.2 Privacy data leakage prevention for P2P file sharing

The proposed system consists of a privacy data identifying
module, a privacy data leaking risk factor measuring module,
and a privacy data leakage prevention module. The privacy
data leakage prevention module consists of a privacy data
detecting-area defining part, privacy data detecting part,

privacy data verifying part, and a privacy data removing part
from a sharing file. The privacy data detecting-area defining
part of a sharing file reads a file from the first line to the last
line. If the read file has an identical privacy data pattern on the
privacy data detecting-pattern database, the text information
and the location of the local file is stored in a privacy data
detecting log. The privacy data detecting log is verified by
comparing with the privacy data generating rule in the

@ Springer
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Fig. 4 Privacy data leakage

prevention module
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verification database. Finally, the privacy data verified is re-
moved from the sharing file, and create a new file with the
privacy data. Figure 4 shows the design of the privacy data
leakage prevention module.

The privacy data filter that can filter the privacy data using
a regular expression is designed to detect the privacy data
from the sharing file. A regular expression is a pattern

description made of a meta language to describe a particular
type of strings that describe meta characters of a particular
string patterns. Table 3 shows the privacy data detection filter
of the proposed system. The privacy data detecting filter is
stored and managed in the database.

Each privacy data item of the detected privacy data detect-
ing log is verified using the privacy data detecting filter. Since

Table 3  Defining the privacy data detecting filter

Privacy data detecting items

Regular expression filter

Resident registration
number

E-mail address
Telephone number

Address

Financial information

WoNd {23(((0[1,3,5,7,8]|10]12)((O[1-9)|([1,2][0-91)[30/3 1))|((O[4,6,911T)(O[1-9DI([1,2][0-9])30))I(02((0
[1-9DI([1,2][0-9D))N\\s*-\\s*[1,2,3,4\d {6}

bW+ @[N]+ \w)+
WbO[1-9T\d{0,2 \s*\s*[ 1-9][0-9]42,3 1 \s*-\s*[0-9] {4}
\WbO[1-9T\d{0,2 \s[1-9][0-9]{2,31\s[0-9] {4}

\\b(\S+[Dobooknam]\\s*)?\\S+Gun\\s *\\S+{Eup,Myeon]|\\s*((\\S+[Dong|Lee]\\s*\\d+
)O\S+Ro\s*\d+Gil?)|(\\d+Gil))\\s*\\S*

\\b(\S+[Dobooknam]\s*)2\S +Si\\s*(\S+Gul\s*)2((\S+Dong\s*\\d+
IS +RoNs*\d+Gil?)|(\d+ Gil)\s*\S*

Wb(((11216/9)\d {3 }\s*N\s*\d {4 N\s* N\ \d {4 \s* A\ \d {4})| (3N {3} \s*-\s*¥\d {4} \s*-
NN {4 \s*As*(\d {3} N2 ))I(@[5Nd {3 Ms* A 0d {4 \s* s \d {41 \s*\s*\d {3}))
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a regular expression is a pattern technology based on a meta
language, the detected privacy data should be verified
whether it is privacy data or not. The verification of each
privacy data item uses the generating rule to verify if
the detected privacy data detecting logs match with the
privacy data generating rule. For detected credit card
numbers, the proposed system stores a value set A
which is a sum of all numbers multiplied by 2 exclude
every second values from the left. (if the multiplied
value exceeds 9, the sum of two digits are used. For

example, if the value is 10, then perform 1+0). Then
every second values are stored in a value set B. If the
both value sets A and B can be divided by 10, the
algorithm defines the value as a credit card number.
The privacy data detecting log is verified using the
methodology. When the privacy data verifying process
is finished, a new file without the privacy data is gen-
erated from the sharing file and transferred to a P2P
network. The privacy data leakage prevention algorithm
of the proposed system is below.

Algorithm : Preventing the privacy data leakage on the P2P sharing file.

{

var Privacy detection [];

{

If (Read Text =
detection[text, location]

}
location
Construct P2P share File;
Return P2P share file;
§

Let Privacy Pattern <— Regular Expression

Let Privacy verification < Privacy Generating Rule

Function Privacy Prevention (P2P share File)

For (Page = 1; Page <= Last Page; Page ++)

Privacy Pattern) then save Privacy

Return privacy detection;

IF (Privacy detection = Privacy verification) then delete text with

4 Evaluating the performance of the proposed system

The proposed system is developed using Java on Windows.
The system is installed upstream of the security system of an
organization to evaluate the performance. The P2P traffic-
identity information is obtained using the security system. If
the outgoing traffic is P2P, the file inspection is performed.
Figure 5 shows the configuration of the privacy data leakage
prevention system proposed for P2P.

The proposed system shared files in the shared folder of the
P2P file sharing system user group of the some computer in
the organization for 3 days. As a result, 6915 files were shared
with the external peers, and the proposed system removed all
the privacy data for the external sharing. However, DLP sys-
tem blocked 5815 files. The privacy which it is unable to

block in DLP system was 502 addresses, 202 job, 195 title.
In DLP system, because the contents about the privacy
was unable to be determined, the address, job and title
were unable to be distinguished. In addition, because of
blocking the privacy which the privacy detection filter in
DLP system coincides with the set regular expression pat-
tern, the privacy false detection was generated. For exam-
ple, in the case of 2013-0001-0012-0121 patterns like the
serial number, it false detection due to the verification
functional unpreparedness about the privacy item with
the credit card number and it blocked. In the proposed
system, the verification for each privacy item was per-
formed and the false-positive rate could be reduced. In
addition, there is the defect that there is still the possibil-
ity of the leakage of privacy because 5815 share files

@ Springer
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Fig. 5 Proposed system for privacy data leakage prevention in P2P file sharing

blocked in DLP system are still stored to the shared folder
including the privacy.

In the proposed system, in case of implementing the pre-
vention of leakage individual information (the probability of
the privacy data leakage risk P=100) about all leakage of
privacy risk levels the privacy about 6915 files was distin-
guished and it removed.

From total 6915 P2P sharing files, the algorithm detected
3274 privacy data including 344 resident registration number
(10.51 %), 164 financial information (5.01 %), 2369 personal
identity number information (72.36 %) and 397 social privacy
information (12.13 %). According the analysis, the majority of
the leakage was the personal identity number information of
customers, and more than 10 % of the private identity

@ Springer

information, which is the most sensitive leaked. The proposed
system prevents privacy data leakage by removing the detect-
ed privacy data. Figure 6 shows the details of the privacy data
classification.

Using document coordinate (*, Font, X, Y, Page), the priva-
cy was substituted with * character using. Figure 7 shows the
result of removing of the privacy data by the proposed system.

The performance of the P2P sharing file text reading part,
the personal information detecting and verifying parts, and the
privacy data removing part were evaluated separately for eval-
uating the performance of the proposed system. With the 100
P2P sharing file the text reading part required average 0.41 s,
the privacy data detecting and verifying module required av-
erage 3.88 s, and the privacy data removing part required
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process.

Compared with the AES encryption algorithm applied
to DLP technologies, the proposed system provides
about 16.2 % of performance improvement. Additionally
even though DLP technologies encrypt the sharing files,
the privacy data was still included in the file. However
the proposed method have an advantage of preventing
privacy data leakage fundamentally since it removed the
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information from the sharing file. Figure 9 compares the
processing performance by the size of a sharing file
between the proposed method and an AES encryption.

5 Conclusions

Registered peers to a P2P service can share and exchange
information with other peers without servers using P2P

RESUME
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Telephone

e-mail
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JOB EXPERIENCE
+ Sep. 2010~ Nov. 2014
+ Position : Manager
* Role & Responsibilities : Sales Activities & Customer service
Internet Marketing & Consultation
Set up marketing strategy
Organize promotional event (Exhibition, Seminal etc.)
Communication with headquarters

Fig. 7 The result of removing of the privacy data included in the internal P2P sharing file using the proposed system
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Fig. 8 Detecting and removing
time from the privacy data
included in the internal. P2P
sharing files using the proposed
system 16

14

Execution Time (sec)

network. This P2P concept means the direct connection
between computers, also provides faster and safer network
resource sharing and data processing. Due to the advan-
tage the usage rate of a P2P file sharing system increases
it has a disadvantage that the privacy data of internal
staffs and customers can leak through the P2P file shar-
ing. Thus, we proposed the system that can prevent inter-
nal privacy data leakage of the staffs and the customers of
an organization through a P2P network. The proposed
system identified the privacy data, and removed the

20 -
B rrivacy Remove

18 E Privacy Extraction and Verification

- File Read

ki
AR

File 40

P2P Share File

File 20 File 60

information by the privacy data leaking risk factor from
the sharing file. This process solved the issues of DLP
systems, such as the high detecting-error of the privacy
data and invasion of privacy issues. The assessment con-
firmed that various privacy data could leak when file
shared on a P2P network. In this paper, the proposed
system prevented the privacy data leakage of a P2P shar-
ing file. However for the future research the privacy data
leakage prevention technology for all outgoing files to an
external network will be studied.

Fig. 9 Performance comparison
between the proposed method and
an AES encryption 3

24

Time (Sec)
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