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1 Introduction

1.1 Additive symbiotic networks

The public pressures on environmental assets, the higher 
levels of competition, and the strict regulations have pushed 
firms to include environmental concerns in their strategic 
planning (Manupati et al. 2020) and gradually adopt circu-
lar business models (Maranesi and De Giovanni 2020). The 
circular economy has become a recommended approach to 
economic growth aligned with self-sustaining, productive 
systems (Genovese et al. 2017). Its primary focus is closing 
the loops in industrial systems by returning residual wastes 
(and other resources) to production processes through shift-
ing classical production business patterns from linear to 
circular (Husain et al. 2021; Nikolaou et al. 2021). Indus-
trial symbiosis falls under the circular economy’s approach, 
being recognised as a strategy to support the transition from 

  Inês A. Ferreira
inesdaferreira@gmail.com

1 UNIDEMI – Department of Mechanical and Industrial 
Engineering, NOVA School of Science and Technology, 
Caparica, Portugal

2 B-PET, C/ Botiguers. 3 Oficina 1J Edificio Onofre, Valência, 
Spain

3 CIICESI, ESTG, Politécnico do Porto and CRACS & INESC 
TEC, Porto, Portugal

4 ADiT-Lab, Instituto Politécnico de Viana do Castelo & 
INESC TEC, Viana do Castelo, Portugal

5 Laboratório Associado de Sistemas Inteligentes, LASI, 
Guimarães 4800-058, Portugal

Abstract
Adopting innovative technologies such as blockchain and additive manufacturing can help organisations promote the 
development of additive symbiotic networks, thus pursuing higher sustainable goals and implementing circular economy 
strategies. These symbiotic networks correspond to industrial symbiosis networks in which wastes and by-products from 
other industries are incorporated into additive manufacturing processes. The adoption of blockchain technology in such 
a context is still in a nascent stage. Using the case study method, this research demonstrates the adoption of blockchain 
technology in an additive symbiotic network of a real-life context. The requirements to use a blockchain network are 
identified, and an architecture based on smart contracts is proposed as an enabler of the additive symbiotic network 
under study. The proposed solution uses the Hyperledger Fabric Attribute-Based Access Control as the distributed ledger 
technology. Even though this solution is still in the proof-of-concept stage, the results show that adopting it would allow 
the elimination of intermediary entities, keep available tracking records of the resources exchanged, and improve trust 
among the symbiotic stakeholders (that do not have any trust or cooperation mechanisms established before the symbiotic 
relationship). This study highlights that the complexity associated with introducing a novel technology and the technol-
ogy’s immaturity compared to other data storage technologies are some of the main challenges related to using blockchain 
technology in additive symbiotic networks.

Keywords Circular economy · Additive symbiotic networks · Blockchain technology · Blockchain architecture · Smart 
contracts · Case study

Received: 26 January 2023 / Revised: 14 May 2024 / Accepted: 4 July 2024
© The Author(s) 2024

A blockchain architecture with smart contracts for an additive 
symbiotic network - a case study

Inês A. Ferreira1  · Guido Palazzo2 · António Pinto3  · Pedro Pinto4  · Pedro Sousa3 · Radu Godina1,5  · 
Helena Carvalho1,5

1 3

http://orcid.org/0000-0002-3096-2935
http://orcid.org/0000-0002-5583-5772
http://orcid.org/0000-0003-1856-6101
http://orcid.org/0000-0003-1244-5624
http://orcid.org/0000-0002-1588-0579
http://crossmark.crossref.org/dialog/?doi=10.1007/s12063-024-00508-x&domain=pdf&date_stamp=2024-7-11


I. A. Ferreira et al.

a linear to a circular economy (Yazan and Fraccascia 2020; 
Abreu and Ceglia 2018). According to Yazan and Fraccas-
cia (2020) and Ponis (2021), industrial symbiosis networks 
aim to improve resource efficiency by transforming waste 
streams and other resources into new value-added products 
or materials that can be further used in other processes. This 
exchange of resources between independent but intercon-
nected organisations creates a value network composed 
of different stakeholders exchanging value flows between 
them that are designated by industrial symbiosis networks 
(Albino et al. 2016; Ponis 2021).

Industry 4.0 has been identified to potentially provide 
opportunities to unlock the implementation of circular eco-
nomic systems (Xin et al. 2022; Rajput and Singh 2019b), 
and it has been defined as an integration of real-time com-
munication and digital technologies to automate manufac-
turing systems and achieve precision, accuracy, and a higher 
degree of automatisation (Järvenpää et al. 2021; Rajput and 
Singh 2019a). Despite the relevance of this topic, there is 
a need for studies that evaluate Industry 4.0 technology-
related uncertainties and circular economy (de Lima et 
al. 2021). Additive manufacturing (also commonly desig-
nated by 3D printing) has been considered a critical driv-
ing force behind Industry 4.0 (Ponis et al. 2021; Tavares 
et al. 2020). It has been highlighted as a technology that 
could significantly change the economy due to its potential 
to encourage repair and remanufacturing activities, reduce 
production wastes, reduce obsolescence risks and inven-
tory costs, and consequently, be an enabler of the circular 
economy (Kravchenko et al. 2020). The literature provides 
evidence of the intersection between additive manufactur-
ing and the circular economy. For example, Gaikwad et al. 
(2018) have proven that it is possible to regenerate plastic 
from electronic waste into sustainable filaments for use in 
additive manufacturing. Zander (2019) shows the increas-
ing interest in using recycled plastics in material extrusion 
additive manufacturing, emphasising the low rate of plastic 
recycling, estimated at approximately 9.5%. Shanmugam 
et al. (2020) explored the opportunities for using recycled 
polymer (plastic) materials in additive manufacturing pro-
cesses and their ability to accommodate a design towards a 
circular economy. Kunovjanek and Reiner (2020) showed 
that additive manufacturing could directly reduce raw mate-
rials inventory by approximately 4%. Furthermore, Ferreira 
et al. (2021) have demonstrated the potential to develop 
industrial symbiosis networks within the additive manufac-
turing industry, stressing the current use of waste streams 
from other industries (external wastes) as inputs for additive 
manufacturing processes. Even though only a few recent 
studies have focused on these intersections (Ferreira et al. 
2023a; Hettiarachchi et al. 2022).

Thus, considering the potential of additive manufacturing 
technologies to use or incorporate waste streams in its pro-
cesses, industrial symbiosis networks may potentially arise 
within this context, promoting the exchange of resources 
between different industries or sectors. These industrial 
symbiosis networks in which wastes are used in additive 
manufacturing processes as material inputs are designated 
by additive symbiotic networks (Ferreira et al. 2023a)As 
industrial symbiosis networks, these additive symbiotic net-
works can be understood as value networks constituted by 
several stakeholders. Among the different actions that can 
occur within a symbiotic relationship, this study focuses on 
the exchange of wastes between various stakeholders, spe-
cifically plastic wastes that appear in urban waste streams 
and that can be used to produce recycled filament for 3D 
printers.

1.2 Industrial Symbiosis Networks and Blockchain 
Technology

Another Industry 4.0 technology enabling the implemen-
tation of circular systems is the blockchain (Mukherjee et 
al. 2022), introduced by Nakamoto (Nakamoto 2008) and 
primarily used to support the existence of the Bitcoin cryp-
tocurrency. Still, since then, it has gained recognition and is 
globally used (Zheng et al. 2018). A blockchain or block-
chain technology refers to the concept in which a system 
uses cryptographic mechanisms to relate the integrity of 
future data blocks to past data blocks, hence creating a chain 
of blocks (Han and Rani 2022; Morkunas et al. 2019). It is 
also referred to as Distributed Ledger Technologies (DLT), 
which consists of a ledger of transactions with multiple cop-
ies stored in a network of equals and competing peers, form-
ing a distributed network (Bai and Sarkis 2020). Therefore, 
the expression blockchain technologies are used to describe 
a set of blockchain solutions from different manufacturers, 
such as Bitcoin, Ethereum, Hyperlegder Fabric, among oth-
ers (Evans-Greenwood et al. 2016). These technologies can 
potentially reduce the technological uncertainties associated 
with industrial symbiosis networks (Ferreira et al. 2023a; 
Gonçalves et al. 2022). Blockchain technologies promote 
transparency, traceability, and security (Saberi et al. 2019), 
since they are based on a robust, distributed, and immutable 
ledger of transactions.

Additionally, these technologies can play a significant 
role within Industry 4.0, where the systems are expected to 
intensively use different technologies by digitising all pro-
cesses within a trusted ecosystem (Cano-Marin et al. 2023; 
González-Tejero et al. 2023; Wang et al. 2022). According 
to Upadhyay et al. (2021), blockchain technologies can con-
tribute to the circular economy, particularly considering the 
aspects of sustainability or social responsibility. Blockchain 
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characteristics can help to reduce transaction costs, auto-
mate communications between relevant parties, and reduce 
a system’s carbon footprint (Bai and Sarkis 2020). Accord-
ing to Boakye et al. (2022), in finance, blockchain could 
promote general banking services, improve current baking 
systems, encourage digital payments and financial auditing, 
and offer a substantial change in derivative transactions. 
Blockchain presents potential solutions to trust issues in 
trade finance, allowing the automation of transactions based 
on self-enforcing rules, making the whole process entirely 
secure and error-free (Difrancesco et al. 2023; Zhou et al. 
2023; Sharma et al. 2023; Martinez et al. 2022). Further-
more, by ensuring that transactions occur in a mutually 
agreed manner, blockchain technology reduces the need to 
trust trading partners (Kowalski et al. 2021). Moreover, if 
we consider using a smart contract-enabled blockchain, spe-
cific features, such as human rights protection, can also be 
automatically enforced.

A consortium blockchain is ideal in an industrial symbio-
sis setting where all stakeholders must have approval and 
have a shared responsibility for the blockchain. Consortium 
blockchains are more decentralised than private block-
chains, providing more security and lower operation and 
maintenance costs (Dib et al. 2018). A centralised adminis-
trator does not need to be involved in defining access control 
policies since the data owner should determine them and 
applied throughout the entire network (Wang et al. 2021; 
Chen et al. 2020). In this type of blockchain, pre-authorised 
nodes control the consensus process. Also, several entities 
can share responsibility for maintaining a blockchain, and 
pre-selected entities determine who can process transactions 
or access, i.e., the right to read the blockchain can be public 
or limited to specific participants (Liu et al. 2022). By using 
the consortium blockchain in industrial symbiosis networks, 
it is possible to track the source of raw materials, wastes, and 
by-products, the amount of energy used during production, 

the type of energy consumed throughout their life cycle, and 
the impact of the energy on the environment and resources 
(Shojaei et al. 2021). Most often, using by-products and 
waste resources frequently involves interactions between 
public and private entities, necessitating a concerted effort 
to ensure that the existing options and associated regula-
tions are suitable for such purposes (Lybæk et al. 2021). A 
consortium blockchain blends public and private implemen-
tation elements, with a collective of participants achieving 
consensus. This approach ensures swift transaction execu-
tion while maintaining a decentralised governance structure 
(Creydt and Fischer 2019). As highlighted by Kouhiza-
deh et al. (2020), the objectives of Circular Economy can 
catalyse collaboration among consortium members within 
a blockchain platform. Figure 1 visually represents a smart 
contract between a hypothetical industrial unit participant, 
a prosumer, and two companies. It presents the network in 
the physical and digital domains. It also shows how both 
domains interact with each other through smart contracts.

A smart contract is merely a program stored on a block-
chain that runs when a set of conditions is met. The use-
fulness for industrial activity and supply chain transactions 
is warranted since business rules can be transformed into 
computer programs using smart contracts (Dolgui et al. 
2020). The importance of smart contracts in this context is 
due to the ability to make automated agreements, which are 
usually used to automate the execution of an agreement in 
which all parties are assured of the outcome instantly, with-
out any intermediaries involved (Hewa et al. 2021).

Böckel et al. (2021) concluded that the connection 
between the areas of blockchain technology and the circu-
lar economy is still in a nascent stage, both in practice and 
research. Specifically, in the context of industrial symbiosis, 
few studies exist exploring the use of blockchain to pro-
mote an industrial symbiosis network. Ponis (2021) devel-
oped a business model to encourage industrial symbiosis 

Fig. 1 Visual representation 
of a smart-contract formalisa-
tion between an industrial unit 
participant and prosumer and two 
companies
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polyethene terephthalate (PET) bottles that appear in urban 
waste streams that, combined with the appropriate 3D print-
ing technology, allow the production of recycled filament 
as material input for 3D printing equipment. This paper is 
structured as follows: after this introduction section, Sect. 2 
presents the materials and methods used to carry out this 
research. Section 3 contains the main results and discussion 
around the proposed blockchain architecture. Finally, con-
clusions are highlighted in Sect. 4.

2 Methodology

Finding solutions that are adequate socially, environmen-
tally, and economically to the problem of solid waste has 
become a rising concern for environmentalists, local gov-
ernments, academics, and the overall community (Gutberlet 
2012), especially in developing countries. The informal col-
lection of valuable solid waste by waste pickers partially 
solves this problem. Around 1% of the world’s urban pop-
ulation is involved in the process of valuable solid waste 
recovery; in Africa, Asia, and Latin America, the work of 
these people accounts for almost 30% of the valuable solid 
waste recovery process (Botello-Álvarez et al. 2018). Hav-
ing a long tradition in human society, informal recycling 
is still prevalent in countries in the global South America. 
In Brazil, for example, similarly to other countries in the 
Global South, a significant part of the population is start-
ing to live based on material recuperation through organised 
and informal cooperative recycling (Gutberlet 2012). Here, 
the waste pickers’ activities are beginning to be established 
as urban cooperatives (Botello-Álvarez et al. 2018).

These cooperatives and other organisations, such as 
national recyclers or technology-related companies, can 
transform plastic waste streams into value-added 3D-printed 
products. Therefore, studying the development of addi-
tive symbiotic networks and finding tools that support the 
exchanges occurring within these networks is critical in this 
context.

The case study method is most suitable in early explor-
atory investigations, where the phenomenon is not entirely 
understood and there are still unknown variables. However, 
it can represent a detailed empirical description of the phe-
nomenon itself using several sources of evidence (Yin 1994; 
Voss et al. 2002). Considering that this study is exploratory 
in its nature, the case study method was considered. Simi-
larly to other authors, such as Ferreira et al. (2023a); Gon-
çalves et al. (2022), a single case study was conducted, as it 
allowed to gain a more in-depth understanding of the topics 
under study. A case study based on a real setting within the 
additive manufacturing industry was used to carry out this 
study. The selected case is related to post-consumer waste 

relationships supported by a blockchain-based marketplace 
that enabled the exchange of materials and by-products 
securely and reliably. Gonçalves et al. (2022) proposed a 
blockchain architecture design to enhance an industrial 
symbiosis network, providing the required transparency and 
trust. Thus, illustrating the potential of smart contracts to 
boost the development of industrial symbiosis networks. On 
the other hand, Bruel and Godina (2023) suggested using 
blockchain technology to digitise industrial symbiosis, mak-
ing it more transparent and secure. Lastly, Liu et al. (2023) 
analysed the potential of digital twins for industrial sym-
biosis, promoting the use of digital twins for supply chain 
collaboration in industrial symbiosis.

1.3 Exploring blockchain technology in the additive 
symbiotic networks context

In the additive symbiotic networks context, Ferreira and 
Carvalho (2023) highlighted, in their review, that there is 
a research gap regarding the knowledge of how these sym-
biotic networks can be developed. The literature exploring 
the adoption of blockchain technology in this context is 
still very scarce. Ferreira et al. (2023a) identified a set of 
requirements for using blockchain technology in an addi-
tive symbiotic network context, highlighting the role of the 
technology as a supporting tool for implementing additive 
symbiotic networks. In another study, Ferreira et al. (2023b) 
explored the implications of blockchain technology adop-
tion in an additive symbiotic network, proving that adopt-
ing the technology impacts the supply chain structure of an 
additive symbiotic network. Specifically in the power dis-
tribution between the stakeholders involved in the network. 
Even though the combination of additive manufacturing and 
blockchain technology might be particularly promising in 
the industrial symbiosis context and in an additive symbi-
otic network, as the literature shows, few studies have been 
developed exploring their mutual adoption, and the poten-
tial reciprocal implications between these two technologies 
remain unexplored (Ferreira et al. 2023a; Kurpjuweit et al. 
2019). Moreover, only two studies highlighted the deploy-
ment of blockchain technology in an industrial symbiosis 
context (Bruel and Godina 2023; Gonçalves et al. 2022). 
Thus, this research intends to contribute to the existing 
research gap regarding the applicability of blockchain tech-
nologies in industrial symbiosis networks, specifically in an 
additive symbiotic network setting.

Using a case from a real additive manufacturing indus-
try setting, this paper demonstrates the adoption of block-
chain technology in the additive manufacturing context. It 
presents the requirements and an architecture of a block-
chain network through smart contracts as an enabler of an 
additive symbiotic network. The case under analysis uses 
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The expert was a technical advisor to the leadership team 
with over 15 years of experience and belonged to B-PET, 
a 3D printing equipment and services company located in 
Buenos Aires, Argentina.

Within this study’s case, waste pickers from a local coop-
erative in Argentina, Cooperative Correcaminos, collect 
post-consumer PET (PCR PET) bottles from urban waste 
collection activities. The local cooperatives transform these 
post-consumer PET waste streams into bales and sell them 
to one of Argentina’s recyclers – ALPEK. In exchange, 
ALPEK sells PET pellets or flakes prepared to be incorpo-
rated in 3D printers to local cooperatives. Simultaneously, 
B-PET (a technological company that sells additive manu-
facturing technologies and services) sells 3D printing tech-
nology and services to local cooperatives, allowing them to 
use PET pellets or flakes to produce recycled filament for 
3D printers. A funder is needed to help the local coopera-
tives acquire funds to invest in 3D printers and related tech-
nology. Finally, after producing the recycled filament, local 
cooperatives can make customised products using their own 
3D printers or sell them to customers, such as prosumers or 
schools. Figure 2 represents the additive symbiotic network 
considering the different stakeholders and their interactions 
(named “flows”).

The interactions between the stakeholders of the addi-
tive symbiotic network under study are described in detail 
in Table 1.

Phase ii) of the case study’s development corresponds to 
the proposed blockchain solution to enable the additive sym-
biotic network described, which will be detailed in the next 

– i.e., plastic bottles collected by waste pickers, which 
are later used to produce recycled filament to be incorpo-
rated into 3D printing equipment. This case constitutes an 
example of a real additive symbiotic network that aimed to 
use blockchain technology to concretise all the interactions 
between the stakeholders involved. Thus contributing to 
the still scarce literature around the use of blockchain tech-
nologies in additive symbiotic network contexts. Different 
blockchain technologies can be deployed in an additive 
symbiotic network; hence, the aim is not to generalise the 
results. Instead, this single case study, similar to Ferreira et 
al. (2022a) and Naghshineh and Carvalho (2022), is used as 
a pilot case to act as a base for future research considering 
multiple case studies, and like this, is regarded as an essen-
tial contribution to knowledge (Yin 2014). Specifically, 
blockchain’s applicability in additive symbiotic networks 
proves that this technology supports their development.

The development of the case study was conducted in 
two phases: phase (i) map and characterise the additive 
symbiotic network under study (a similar methodology to 
Ferreira et al. (2023b) was used) and phase (ii) proposal of 
a blockchain-based architecture to support the symbiotic 
network (a similar approach to Gonçalves et al. (2022) was 
followed).

In phase i), primary data was collected through struc-
tured and unstructured interviews with one expert from 
one of the stakeholders involved in the additive symbiotic 
network under study to map and characterise the network. 
The expert represented the network’s focal organisation and 
knew about all the exchanges and stakeholders involved. 

Fig. 2 Additive symbiotic net-
work from B-PET’s case study
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3 Results and discussion

This section presents the requirements and details regarding 
the proposed blockchain architecture for the additive sym-
biotic network under study.

3.1 Requirements and Blockchain Technology 
Selection

Technical requirements must be considered to adopt block-
chain technology effectively in the additive symbiotic net-
work under study. The system needs to accept new nodes 
into the network without downtime or setup, process trans-
actions between the additive symbiotic network, and cre-
ate and list products as well as orders (i.e., buy” or “sell” 
type that can be in “open” or “closed” state). The system 
should also prevent unauthorised personnel from accessing 
the data; in other words, it should be confidential.

section. In this solution, data processing is done transpar-
ently using smart contracts. These smart contracts are avail-
able in the online appendix at DOI: https://doi.org/10.5281/
zenodo.6941231. However, it is essential to note that this 
solution is still in the proof-of-concept stage, to be further 
tested in the future.

In the proposed solution, the red-coloured (product sale) 
or blue-coloured (service sale) exchanges presented in 
Fig. 2 are recognised as sell orders. The entity desiring to 
sell a product creates a listing to sell that specific product or 
service. The data sent to the network entailed in these sell 
orders is presented in Table 2.

The green-coloured (monetary interaction) exchanges in 
Fig. 2 are recognised as buy orders. The entity creates a list-
ing to buy a specific product or service. Table 3 presents the 
data sent to the network entailed in these buy orders.

Table 1 Description of the flows between the stakeholders in the additive symbiotic network under study
Flow number Description
1 The local cooperative needs to invest in appropriate 3D printing technology and equipment; thus, a funder is needed. The local 

cooperative presents its project, along with a funding request. Once funding entities have evaluated the project, funds may be 
made available (if they like it).

2 After collecting post-consumer PET (PCR PET) bottles from urban waste streams, the local cooperative sends the collected 
bales of PCR PET bottles to ALPEK (one of Argentina’s certified recyclers), which converts them into PET pellets or flakes. In 
return, ALPEK pays the local cooperative.

3 The local cooperative sends monetary aid to ALPEK to convert the waste (bales of PCR PET bottles) into PET pellets or 
flakes. Once this process is complete, the result (PET pellets or flakes) is returned to the local cooperative.

4 B-PET offers the local cooperative 3D printing technology and consulting services necessary to use PET pellets or flakes to 
produce recycled filament for 3D printers. In return, the local cooperative pays B-PET a fee.

5 The local cooperative can produce recycled filament from PET pellets or flakes. They can use this filament for their own pur-
poses and projects or sell it to customers. The customers, in exchange for the product, offer payment.

6 The local cooperative can also sell recycled filament to 3D printing services companies, which in return offer a monetary value.
7 The 3D printing services with recycled filament can engineer customised products and produce them for their customers, who 

pay for the products a monetary value.

Table 2 Required data sent to the additive symbiotic network entailed in the sell orders of the proposed blockchain architecture
Variables Required data sent to the additive symbiotic network for sell orders
id The unique ID used to reference the sell order (used to create buy orders)
amount The amount of the product (or service) available for sale
price value The amount of monetary value that the whole amount of product will cost
price exponent The decision of the decimal cases the amount has
price currency The type of currency to be used (EUR, USD, GBP, …)
type The type of order: SELL or BUY. In this case, it is SELL.
organisation id The unique ID of the organisation selling the product (or service)
product id The unique ID of the product
unit id The type of unit chosen (KG, LBS, …)

Table 3 Required data sent to the additive symbiotic network entailed in the buy orders of the proposed blockchain architecture
Variables Required data sent to the additive symbiotic network for buy orders
id The unique ID used to reference the buy order (needed for the transaction to be viewable)
amount The amount of the product (or service) that is being bought
organisation id The unique ID of the organisation buying the product (or service)
order id The unique ID that references the sell order of what the user is buying
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Currently, these are run through a Command-Line Interface, 
such as Linux’s bash.

This DLT features Peer and Orderer nodes. The Peer 
node is responsible for hosting the ledger and chain code. 
It is not wrong to call these the foundation of a blockchain 
network. Among these types of nodes exist: Commitment 
peers focused entirely on storing the ledger and Endorse-
ment peers, which can also run chaincode, allowing these 
nodes to run smart contracts. These nodes can do two types 
of requests - queries or updates. Queries are evaluations of 
transactions that will not write anything to the ledger, and 
all information required to complete them should be avail-
able in the peer’s local ledger. As such, the return is imme-
diate, and there is no need for contact with other nodes. 
However, update requests (invoke) require approval from 
other peers to be completed (known as consensus). In this 
case, the transaction is sent to the Orderer node. In the case 
of the network under study, all its stakeholders (Coopera-
tive Correcaminos, ALPEK, B-PET, Prosumers, 3D Print-
ing Services, and Funding Users) will run Peer nodes. As for 
Orderer nodes, the entity responsible for hosting is Coop-
erative Correcaminos.

The Orderer node controls channel access, ensuring only 
those with the proper permissions can read and write data. 
Channels are private subsections of the network that allow 
for two or more specific network members to exchange 
transactions confidentially. The Orderer node is also respon-
sible for the transaction order, split into three phases (Fig. 3).

In the first phase, a client sends a proposed ledger change 
to a trusted peer (Endorsement peer), which executes the 
proposed transaction and returns an endorsed transaction to 
the client. Then, in the second phase, the endorsed trans-
action is forwarded to the Orderer, which packages it into 
a block alongside other endorsed transactions. After this 
block is created, it is distributed and communicated to all 
peers on the channel. Finally, in the third phase, each peer 
will validate every transaction and confirm that the ledger 
remains valid with the block in question. If the process is 
still valid by the end, the block gets added to the ledger.

All data is stored in five different data structures, as repre-
sented in the Entity Relationship Diagram (Fig. 4), namely:

Hunhevicz and Hall (2020) proposed a framework to 
help decide whether a DLT is better suited (over a traditional 
database) for a project and also which type of DLT would be 
best. This framework is split into three stages, each one hav-
ing multiple questions. The first stage determines if a DLT 
is necessary for the project. The second stage focuses on 
selecting the best DLT design for the project. The third and 
final stage is focused on the constraints of the project, which 
may influence the results of the previous stages depending 
on how much importance is put into one constraint. For 
example, the constraint of throughput, ensuring that the 
system can process a certain minimum number of requests 
simultaneously at all times, may be of greater importance in 
some cases and lower in others.

For the case under study, in regards to the first stage of 
Hunhevicz and Hall’s (2020) framework, the usage of a tra-
ditional database would not be possible since there would be 
a requirement for these transactions to be tracked and, as a 
whole, the integrity must be guaranteed. There are also mul-
tiple writers or stakeholders who have the power to update 
the ledger. There is no interest in using a Trusted Third 
Party since that would imply another organisation outside 
the network to access the data. Though stakeholders do not 
know each other, the system knows who each stakeholder is. 
Furthermore, the stakeholders’ interests are also not aligned 
since they exchange different resources among themselves, 
thus affecting the power distribution in the network (i.e., 
stakeholders hold more power in the network than others). 
Concerning the second phase, public verifiability is not 
desired as organisations might share sensitive and private 
information, and there is a requirement to impose control at 
the protocol level. Considering all these points, according to 
Hunhevicz and Hall (2020), a Private Permissioned DLT is 
the better choice for the case under study.

3.2 Proposed Architecture

The chosen DLT is Hyperledger Fabric, and the smart con-
tracts are written in the Go programming language. Smart 
contracts allow industrial symbiosis participants to define 
their relationships within the system and how they interact. 
They also establish industrial symbiosis control and process 
procedures, such as participant certifications and approvals. 

Fig. 3 How new blocks are added 
to the ledger
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project funding. It stores a unique ID, description of the 
project, and status of the request.

 ● Offer structure is created when a funding-related user is 
willing to offer funding towards the proposed project. A 
unique ID, the amount provided, and the organisation’s 
and request’s IDs are stored.

The proposed solution uses Hyperledger Fabric Attribute-
Based Access Control to manage what users can do in the 
network by adding attributes to each user’s certificate. For 
example, if a user wants to create a new order, they must 
have the attribute “order.create” in their certificate. Every 
user in the network is required to have their own cer-
tificate. Of the available databases in Hyperledger Fabric, 
CouchDB was the one chosen. As for the ordering service, 
Raft is being used since it is recommended in Hyperledger’s 
documentation.

The Case Use Diagram, presented in Fig. 5, describes 
what each member of each organisation involved in the net-
work can do in the system.

In the additive symbiotic network under study, the 
founder, represented by the Cooperative Correcaminos, is 
responsible for managing organisations in the system and 

 ● Organisation structure stores each organisation’s name, 
address, and phone. Each organisation has a unique ID 
and represents a different entity;

 ● Unit structure, which represents the proper metric of 
measurement to use, stores a name and description as 
well as an ID;

 ● Product structure, which represents the product, stores a 
name and description and has a unique ID;

 ● Order structure is responsible for storing all data related 
to selling or buying product requests. Each order has 
a unique ID and stores the amount being sold or pur-
chased, the price of it (which includes the total value as 
well as the currency), the type of order (if it is a request 
to sell or buy), and the status of the order (if it is still 
available or if it has already been completed);

 ● A transaction structure is created when an organisation 
buys or sells a product from another organisation’s or-
der. It stores the amount purchased and the transaction 
status (e.g., whether it is open, closed, cancelled, wait-
ing for payment, paid, delivering, etc.). It also stores a 
unique ID for each transaction.

 ● Request structure created by the system moderator 
(a member of Cooperative Correcaminos) to request 

Fig. 4 Entity Relationship Diagram
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entity responsible for creating orders to buy/sell, creating 
transactions, and any query functions (functions responsible 
for listing data). Within this case study’s network, most of 
the stakeholders that participate in it and are involved in 
the transactions will have “Company User” roles – these 
correspond to the stakeholders Cooperative Correcaminos, 
ALPEK, B-PET, the Prosumers, and the 3D printing ser-
vices companies. Users of the remaining stakeholders dedi-
cated to funding will have a different role – “Funding User”.

Figure 6 represents the proposed blockchain architecture 
solution for the additive symbiotic network under study.

There are only four Certification Authorities (CA): one 
for the founder peer and orderer node, another for the mod-
erators, and finally, each organisation also gets a CA, which 
is used to add users to the system (“CompanyUser” role). 
All of these nodes communicate with each other through a 
single transaction channel. As such, all transactions in the 
system are transparent to the stakeholders while not being 
visible to anyone outside the system.

can add new ones or edit/delete existing ones. The founder 
role is also responsible for giving the moderator role to 
another user. The moderator, which also corresponds to the 
Cooperative Correcaminos within this case study, is respon-
sible for adding products/units to the system. For example, if 
B-PET wants to provide a new type of service, it first needs 
to contact a moderator with information about the service 
offered. A moderator adds the new service to the system, and 
only then can B-PET create a new order to sell that service. 
The moderator can also generate funding requests, which 
present a project to users from various organisations capable 
of providing monetary support. Funding-related users can 
access a list of funding requests within the system and cre-
ate offers with a monetary value of their own choosing.

The founder is also responsible for giving the administra-
tor role to a member of each organisation within the network. 
This administrator member is responsible for attribut-
ing the “Company User” role to other members within its 
own organisation. The “Company User” role represents the 

Fig. 5 Case Use Diagram 
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Firstly, ALPEK (attempting to sell a product - in this 
case, the PCR PET pellets) must make an order to sell. To 
do that, they must verify the ID of the product they want to 
sell, which can be done with the following command, which 
returns all products in the ledger:

An example is given to demonstrate the necessary steps 
to occur for a transaction to be successfully completed. This 
example focuses on the flow that represents the exchange 
of PET pellets from ALPEK to the cooperative in exchange 
for money (corresponding to Flow 3 from Fig. 2). Thus, the 
Cooperative Correcaminos organisation wants to buy PCR 
PET pellets from the ALPEK organisation.

Fig. 6 Proposed blockchain archi-
tecture solution for the additive 
symbiotic network under study

 

If the product they wish to sell is unavailable, they would 
have to contact an entity with higher permissions, a modera-
tor (in this case, the Cooperative Correcaminos), to add that 
type of product to the system. For example, if ALPEK wants 

to sell 2000 kilos of PCR PET pellets for a total of 1000 
EUR, they would run the following command to create a 
new order to sell with the unique ID “order1”:
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With the order’s ID, the cooperative can run the follow-
ing command to create a transaction and buy what ALPEK 
sells. In this case, the cooperative is buying 500 kilos of the 
total 2000 kilos for sale. This transaction gets the unique ID 
“transaction1”.

With the new order to sell created successfully, the coop-
erative can buy the product that ALPEK is selling. This is 
done by confirming the order ID through a command simi-
lar to the first one - instead of “GetAllProducts”, “GetAl-
lOrders” is used. This will return a list of all orders in the 
ledger.

If a member of the system wants to verify information 
regarding transactions for the order created by ALPEK, the 
only thing required is to make a query request, calling the 

function “GetTransactionsOrder” with the ID of the order 
(in this case, “order1”):

3.3 Discussion and research implications

3.3.1 Discussion of results

This research highlights how blockchain technology can 
be applied to an additive symbiotic network. Through the 
development of the case under study, in a first stage, it was 
possible to infer the requirements to be considered when 
developing a blockchain architecture for an additive sym-
biotic network. These are: integrity needs to be guaranteed, 
there are multiple writers in the network, there is no need 
for using a Trusted Third Party, the system knows who each 
participant is, participants’ interests are not aligned, public 
verifiability is not desired, and there is a need to impose 
control at the protocol level. Considering these and the addi-
tive symbiotic network under study, a blockchain architec-
ture was developed in a second stage. The proposed solution 
employs the Hyperledger Fabric Attribute-Based Access 
Control, which allows the management of what users can do 
in the network and features Peer and Orderer nodes. In this 
blockchain architecture, only four Certification Authorities 
exist, and the nodes communicate with each other through 
a single transaction channel. Using smart contracts, the 

proposed solution allows industrial symbiosis participants 
to define their relationships within the system and how they 
interact with one another.

Even though the literature is still very scarce on 
these topics, this study allows to retrieve some general 
conclusions about deploying blockchain technologies 
in an additive symbiotic network context. Through the 
exploratory case study that was carried out, the proposed 
blockchain solution, as demonstrated beforehand in sub-
Sect. 3.2, presents several advantages when compared to 
traditional data storage technologies. It allows the elimi-
nation of intermediary entities, as there is no longer a 
need for a third party to be involved in the transactions 
within the network, and the transactions run quicker 
and smoothly since there is no requirement to wait for 
responses. This advantage is highlighted by Kouhiza-
deh and Sarkis’s (2018), who proposed a blockchain 
approach for greening supply chains. Even though the 
architecture of Kouhizadeh and Sarkis’s (2018) study fol-
lows different flows from the current study, the ability to 
track information and communicate without needing an 
intermediary is seen as an important advantage of block-
chain technology. Moreover, using smart contracts saves 
time and reduces costs since the contract terms are agreed 
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availability allows businesses to be conducted at any time, 
considering that in additive symbiotic networks, sometimes 
the stakeholders involved may be geographically distant 
from each other.

Despite all the above advantages, adopting such inno-
vative technology as blockchain in an additive symbiotic 
network context poses several challenges. One main chal-
lenge identified in this research relates to the complexity 
associated with introducing a novel technology, such as 
blockchain technology, in an emerging industry, such as 
the additive manufacturing industry, which requires train-
ing staff or acquiring new IT infrastructures. This challenge 
is also highlighted by Bruel and Godina (2023) as a barrier 
that may interfere with implementing blockchain technolo-
gies in industrial symbiosis networks due to the lack of IT 
infrastructures to host the system and technical know-how 
to operate blockchain technologies. Furthermore, Ferreira et 
al. (2023a) have also emphasised the same challenge when 
studying the technological implications of blockchain tech-
nology in an additive symbiotic network.

Another challenge of adopting this disruptive technol-
ogy in such an additive symbiotic context is the technol-
ogy immaturity of blockchain when compared to other 
data storage technologies, such as database servers. These 
remarks are emphasised by Bruel and Godina (2023), who 
concluded that the immaturity of blockchain technologies 
and lack of rewards and incentives to promote blockchain 
technologies are some of the main barriers to adopting 
blockchain technology in an industrial symbiosis context. 
Although most of the advantages obtained by the adoption 
of blockchain technologies are applicable in a broader con-
text, like the circular economy (Basile et al. 2023) and the 
additive manufacturing context (Piscicelli 2023; Nandi et al. 
2021), which includes industrial symbiosis networks (Bruel 
and Godina 2023; Gonçalves et al. 2022; Ponis 2021), this 
study proves that these advantages are also extended to the 
context of additive symbiotic networks. Thus contributing 
to the existing research gap regarding the applicability of 
blockchain technologies in an additive symbiotic network 
setting and contributing to ensuring a sustainable use of 
technologies and enabling the implementation of systems 
and infrastructures to support the development of additive 
symbiotic networks (González-Tejero et al. 2023).

3.3.2 Theoretical contributions

This research highlights how blockchain technology can 
be applied to an additive symbiotic network. Even though 
the literature is still very scarce on these topics, this study 
allows to retrieve some general conclusions about deploying 
blockchain technologies in an additive symbiotic network 
context. Through the exploratory case study that was carried 

upon and set between additive symbiotic stakeholders. A 
third party does not have to verify them. Thus, the whole 
process takes less time. This advantage is also corrobo-
rated by Ponis (2021), that highlighted the marginal costs 
of developing a new contract or replacing one with an 
improved version are expected to be lower with block-
chain, and all the exchanges (i.e., transactions between 
the stakeholders) are self-executed and the transmis-
sion of ownership, value, information and products 
takes place autonomously. Additionally, the transaction 
transparency offered by blockchain reduces friction and 
infraction within the symbiotic network, as the records of 
each transaction cannot be changed at any point. Block-
chain improves the security of records; thus, each trans-
action among the stakeholders is permanently recorded 
on the blockchain and made available to the stakeholders 
with proper permission. These findings are corroborated 
by Gonçalves et al. (2022), who suggested a blockchain 
architecture design to enhance an industrial symbiosis 
network within the Pulp, Paper and Cardboard sector.

Another advantage of using blockchain in an additive 
symbiotic context is that the integration into the system is 
also much more straightforward since trust is not required 
to be built between all entities. Blockchain helps to improve 
trust among the symbiotic stakeholders, supporting coop-
eration and trust mechanisms between them. Indeed, in their 
study, after verifying that blockchain technology fulfils the 
requirements to be adopted in additive symbiotic networks, 
Ferreira et al. (2023a) have concluded that this innovative 
technology can improve trust imbalances between sym-
biotic stakeholders. Furthermore, these findings are also 
corroborated by Bruel and Godina (2023) and by Ponis 
(2021), who went into detail on blockchain technology 
applied to industrial symbiosis through smart contracts and 
highlighted the role of the technology in improving trust 
between the symbiotic stakeholders. Kouhizadeh and Sarkis 
(2018) have also considered using smart contracts in their 
study and mentioned the possibility of using cryptocurrency 
because it is considered more secure.

Moreover, in an additive symbiotic network context, 
blockchain allows keeping available a tracking record of the 
resources (products and wastes) exchanged - namely, ori-
gin and details, especially in cases of the source of wastes 
comprising AM filaments. This advantage has also been 
emphasised by Bruel and Godina (2023) in the industrial 
symbiosis context and by Ferreira et al. (2023a) in the addi-
tive symbiotic context, most AM processes are sensitive to 
the input material characteristics, so it is critical to trace 
the origin of wastes and residue flows. Blockchain facili-
tates collaboration, as all blockchain technologies are col-
laborative in nature, supporting the exchange of resources 
between the additive symbiotic stakeholders. The platform 
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(2018) have also considered using smart contracts in their 
study and mentioned the possibility of using cryptocurrency 
due to being considered more secure.

Moreover, in an additive symbiotic network context, 
blockchain allows keeping available a tracking record of the 
resources (products and wastes) exchanged - namely, ori-
gin and details, especially in cases of the source of wastes 
comprising AM filaments. This advantage has also been 
emphasised by Bruel and Godina (2023) in the industrial 
symbiosis context and by Ferreira et al. (2023a) in the addi-
tive symbiotic context, most AM processes are sensitive to 
the input material characteristics, so it is critical to trace 
the origin of wastes and residue flows. Blockchain facili-
tates collaboration, as all blockchain technologies are col-
laborative in nature, supporting the exchange of resources 
between the additive symbiotic stakeholders. The platform 
availability allows businesses to be conducted at any time, 
considering that in additive symbiotic networks, sometimes 
the stakeholders involved may be geographically distant 
from each other.

3.3.3 Practical contributions

Despite all the above advantages, adopting such innovative 
technology as blockchain in an additive symbiotic network 
context poses several challenges. One main challenge iden-
tified in this research relates to the complexity associated 
with introducing a novel technology, such as blockchain 
technology, in an emerging industry, such as the additive 
manufacturing industry, which requires training staff or 
acquiring new IT infrastructures. This challenge is also 
highlighted by Bruel and Godina (2023) as a barrier that 
may interfere with implementing blockchain technologies 
in industrial symbiosis networks due to the lack of IT infra-
structures to host the system and technical know-how to 
operate blockchain technologies. Furthermore, Ferreira et 
al. (2023a) have also emphasised the same challenge when 
studying the technological implications of blockchain tech-
nology in an additive symbiotic network.

Another challenge of adopting this disruptive technol-
ogy in such an additive symbiotic context is the technol-
ogy immaturity of blockchain when compared to other 
data storage technologies, such as database servers. These 
remarks are emphasised by Bruel and Godina (2023), who 
concluded that the immaturity of blockchain technologies 
and the lack of rewards and incentives to promote block-
chain technologies are some of the main barriers to adopting 
blockchain technology in an industrial symbiosis context. 
Although most of the advantages obtained by the adoption 
of blockchain technologies are applicable in a broader con-
text, like the circular economy (Basile et al. 2023) and the 
additive manufacturing context (Piscicelli 2023; Nandi et al. 

out, the proposed blockchain solution, as demonstrated 
beforehand in sub-Sect. 3.2, presents several advantages 
when compared to traditional data storage technologies. It 
eliminates intermediary entities, as there is no longer a need 
for a third party to be involved in the transactions within the 
network, and the transactions run quicker and smother since 
there is no requirement to wait for responses. This advan-
tage is highlighted by Kouhizadeh and Sarkis (2018), who 
proposed a blockchain approach for greening supply chains. 
Even though the architecture of Kouhizadeh and Sarkis’s 
(2018) study follows different flows from the current study, 
the ability to track information and communicate without 
needing an intermediary is seen as an important advantage 
of blockchain technology.

Moreover, the use of smart contracts allows for saving 
time and reducing costs since the contract terms are agreed 
upon and set between additive symbiotic stakeholders, and 
a third party does not have to verify them. Thus, the whole 
process takes less time. This advantage is also corrobo-
rated by Ponis (2021), who highlighted that the marginal 
costs of developing a new contract or replacing one with 
an improved version are expected to be lower with block-
chain, and all the exchanges (i.e., transactions between the 
stakeholders) are self-executed. The transmission of owner-
ship, value, information and products takes place autono-
mously. Additionally, the transaction transparency offered 
by blockchain reduces friction and infraction within the 
symbiotic network, as the records of each transaction cannot 
be changed at any point. Blockchain improves the security 
of records; thus, each transaction among the stakeholders is 
permanently recorded on the blockchain and made available 
to the stakeholders with proper permission. These findings 
are corroborated by Gonçalves et al. (2022), who suggested 
a blockchain architecture design to enhance an industrial 
symbiosis network within the Pulp, Paper and Cardboard 
sector.

Another advantage of using blockchain in an additive 
symbiotic context is that the integration into the system is 
also much more straightforward since trust is not required 
to be built between all entities. Blockchain helps to improve 
trust among the symbiotic stakeholders, supporting coop-
eration and trust mechanisms between them. Indeed, in their 
study, after verifying that blockchain technology fulfils the 
requirements to be adopted in additive symbiotic networks, 
Ferreira et al. (2023a) have concluded that this innovative 
technology can improve trust imbalances between sym-
biotic stakeholders. Furthermore, these findings are also 
corroborated by Bruel and Godina (2023) and by Ponis 
(2021), who went into detail on blockchain technology 
applied to industrial symbiosis through smart contracts and 
highlighted the role of the technology in improving trust 
between the symbiotic stakeholders. Kouhizadeh and Sarkis 
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al. (2022), the private architecture seemed to be the better 
choice for the current case study.

The potential for blockchain technology to maintain 
and foster additive symbiotic networks in different con-
texts and countries is still in its infancy, with barely any 
recorded practical application yet (Ferreira et al. 2023b). 
This research intended to foster knowledge around adopt-
ing innovative tools, such as blockchain technology, to 
enhance the development of additive symbiotic networks. 
The current research demonstrated the potential of block-
chain technology to be adapted to resources that have a spe-
cific value and are processed through several intermediaries, 
particularly in organised networks of industrial synergies, 
where traceability becomes increasingly challenging. More-
over, even though the advantages of adopting blockchain 
technologies have started to be emphasised in the literature 
around circular economy and the additive manufacturing 
context (Nandi et al. 2021; Piscicelli 2023) and in industrial 
symbiosis networks (Bruel and Godina 2023; Gonçalves 
et al. 2022), in additive symbiotic contexts, these advan-
tages remain unexplored. This research extended the ben-
efits highlighted in the literature to the additive symbiotic 
context. These advantages include eliminating intermedi-
ary entities, ensuring secure tracking records of resources’ 
origin and details, improving transaction transparency and 
platform availability to conducted businesses at any time, 
and easing collaboration. Despite these advantages, adopt-
ing such disruptive technology in an additive symbiotic net-
work context poses challenges highlighted in this research, 
such as the need for training staff or acquiring new IT infra-
structures and the technological immaturity of blockchain 
technologies compared to other traditional databases. These 
findings are corroborated by Bruel and Godina (2023) for an 
industrial symbiosis context.

There are several limitations concerning this research. 
Even though the proposed blockchain architecture for an 
additive symbiotic network is based on the case study’s 
specific context, the solution can be adapted to other con-
texts with the required changes (by adding or eliminating 
flows, stakeholders, and products or creating and alter-
ing smart contracts terms). The data management in an 
industrial symbiosis business model through the proposed 
blockchain architecture has its own specificities due to the 
potential involvement of trusted third parties for informa-
tion verification and contract certification, among others. 
Yet, the proposed blockchain architecture can be adapted 
to fit in a supply network producing secondary materials. 
Moreover, another limitation concerning this research, 
is that the current system requires the payment to happen 
outside of the network. The system only creates a record 
that this exchange has happened. Thus, implementing cryp-
tocurrency could be a way to quicken transactions further, 

2021), which includes industrial symbiosis networks (Bruel 
and Godina 2023; Gonçalves et al. 2022; Ponis 2021), this 
study proves that these advantages are also extended to the 
context of additive symbiotic networks. Thus contributing 
to the existing research gap regarding the applicability of 
blockchain technologies in an additive symbiotic network 
setting and contributing to ensuring a sustainable use of 
technologies and enabling the implementation of systems 
and infrastructures to support the development of additive 
symbiotic networks (González-Tejero et al. 2023).

4 Conclusions

Industry 4.0 technologies, such as blockchain technology 
and additive manufacturing, can support organisations 
towards sustainable objectives and engage in circular busi-
ness models, encouraging the development of industrial 
symbiosis relationships and promoting additive symbiotic 
networks. Despite the clear benefits of adopting blockchain 
technology in industrial symbiosis settings, there is a lack 
of research exploring the adoption of blockchain in an addi-
tive symbiotic network, and the literature relating these two 
topics is still scarce.

In this research, an architecture of a blockchain network 
using smart contracts is proposed to enable an additive sym-
biotic network. An illustrative case study was developed 
in two phases to carry out the research – phase (i) mapped 
the additive symbiotic network under study, and phase (ii) 
proposed a blockchain-based architecture to support the 
network. The case study is based on a real setting and repre-
sents an additive symbiotic network in which plastic bottles 
from urban waste are collected and transformed into pellets 
to produce recycled filament for 3D printers.

The development of the case study reflects the require-
ments and details that must be considered when develop-
ing the proposed blockchain architecture. For the specific 
network under study, these requirements included: (i) integ-
rity needs to be guaranteed, (ii) there are multiple writers in 
the network, (iii) there is no need for using a Trusted Third 
Party, (iv) the system knows who each participant is and 
(v) participants’ interests are not aligned. These require-
ments have already been recognised in the literature by 
Ferreira et al. (2023a) as the main requirements for using 
blockchain technology in an additive symbiotic network 
context. Furthermore, this research identified additional 
requirements to use the technology in such symbiotic set-
tings, namely: (i) public verifiability is not desired, and (ii) 
there is a need to impose control at the protocol level. Con-
sidering these requirements, the proposed solution employs 
the Hyperledger Fabric Attribute-Based Access Control. 
Similarly to Bruel and I Godina (2023) and Gonçalves et 
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removing the necessity for payments to occur outside of the 
network and making these processes more transparent since 
the record of the payment going through will be available to 
be consulted. Future research in implementing cryptocur-
rency to enhance an additive symbiotic network is needed.

The first experiments in various blockchain applications 
need vital funding, which could yield remarkable benefits. 
Also, there are no existing regulations for blockchain tech-
nology, and as it rapidly develops, a gap is becoming appar-
ent between the current legislation and the implications it 
could have on additive symbiotic networks. Future studies 
could focus on a practical application of additive symbiotic 
networks, initially with few participants. Other studies can 
be made by addressing the widening gap between the lack of 
legislation and the rapid development of IT infrastructures 
based on blockchain technology. As a result of blockchain 
technology applied to additive symbiotic networks, there 
are many future potential applications, such as increasing 
the complexity of the networks, developing more multifac-
eted pricing models, adding more commodities, trying new 
business models, and including new types of participants 
and/or prosumers.
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