
Vol.:(0123456789)1 3

Medical Oncology (2023) 40:207 
https://doi.org/10.1007/s12032-023-02074-x

REVIEW ARTICLE

Current advances in microbial‑based cancer therapies

Areej Shahbaz1 · Tehreem Mahmood2 · Muhammad Uzair Javed2 · Bilal Haider Abbasi2 

Received: 23 February 2023 / Accepted: 5 June 2023 / Published online: 18 June 2023 
© The Author(s), under exclusive licence to Springer Science+Business Media, LLC, part of Springer Nature 2023

Abstract
Microbes have an immense metabolic capability and can adapt to a wide variety of environments; as a result, they share 
complicated relationships with cancer. The goal of microbial-based cancer therapy is to treat patients with cancers that are 
not easily treatable, by using tumor-specific infectious microorganisms. Nevertheless, a number of difficulties have been 
encountered as a result of the harmful effects of chemotherapy, radiotherapy, and alternative cancer therapies, such as the 
toxicity to non-cancerous cells, the inability of medicines to penetrate deep tumor tissue, and the ongoing problem of rising 
drug resistance in tumor cells. Due to these difficulties, there is now a larger need for designing alternative strategies that are 
more effective and selective when targeting tumor cells. The fight against cancer has advanced significantly owing to cancer 
immunotherapy. The researchers have greatly benefited from their understanding of tumor-invading immune cells as well 
as the immune responses that are specifically targeted against cancer. Application of bacterial and viral cancer therapeutics 
offers promising potential to be employed as cancer treatments among immunotherapies. As a novel therapeutic strategy, 
microbial targeting of tumors has been created to address the persisting hurdles of cancer treatment. This review outlines 
the mechanisms by which both bacteria and viruses target and inhibit the proliferation of tumor cells. Their ongoing clinical 
trials and possible modifications that can be made in the future have also been addressed in the following sections. These 
microbial-based cancer medicines have the ability to suppress cancer that builds up and multiplies in the tumor microenvi-
ronment and triggers antitumor immune responses, in contrast to other cancer medications.
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Introduction

Cancer is publically a serious health problem and is the 
second major reason for all the mortalities and morbidities 
around the globe. Based on data gathered by the National 
Center for Health Statistics, it is estimated that in 2023, 
there will be 1,958,310 new cases of cancer and 609,820 
cancer-related deaths in the United States. Over the period of 
2014–2019, the incidence of prostate cancer saw an annual 
increase of 3%, resulting in an extra 99,000 new cases. In 
general, though, the incidence trends were more favorable 
for men compared to women [1]. Apart from the lifestyle 
choices, genetic factors and environmental reasons, other 
primary factors behind immensely increasing number of 
cancer patients are the quick rise of population and to some 
extent, the lack of research in this regard [2]. The growth 
and progression of the tumor is usually reliant on several 
closely related aspects such as the meantime for the cell to 
mitotically divide, a fraction of the growth, and the entire 
burden of cancer. The diverse variability of these aspects 
is the reason behind the different growth rates of different 
tumors [3, 4]. Cancer treatments that are conventionally 
employed such as radiotherapy, chemotherapy, and surgery 
are not completely successful in eliminating the cancer and 
moreover, are reported to show different side effects. A num-
ber of researchers are thus triggered to find other strategies 
to treat cancer [5]. There is a growing evidence emerging 
that microbes can be manipulated and can be proved as the 
best choice for improving cancer treatment [6].

The goal of microbial-based cancer therapy is to treat 
patients with difficult-to-treat cancers by using infectious 
microorganisms that are particular to their tumors [7]. 
Microbial therapies are usually originated from micro-
organisms that occur in nature and are genetically altered 
to show a reduction in pathogenicity and an enhancement 
in anti-cancer efficiency. Microbial therapies can focus on 
nearly all types of cancer such as solid tumors in the repro-
ductive and digestive system, cancers of bone and blood, 
sarcoma, and melanoma. By employing several mechanisms, 
malignant tissues can be eliminated by the use of microbial 
therapies. Such mechanisms may include the in situ genera-
tion of immunostimulatory substances as well as cytolytic 
compounds in the vicinity of tumor beds [8].

Microbial therapies have the ability to re-sensitize the 
tumors to the immune system. The tumors are needed 
to undergo re-sensitization because, within the environ-
ment of cancer, the tumors often show the suppression 
of immune response at their late stage, and lead to the 
immense proliferation of cancer cells. This problem can be 
reversed by the employment of microbial therapies as anti-
cancer mechanisms are amplified and consequently lead 
to the clearance of tumor tissue as well as the reduction 
in rejuvenation of the cancer cells. Moreover, microbial 
therapies have the ability to cure a number of cancers and 
make some cancers frequently treatable (Fig. 1). As con-
ventional therapies are unable to meet some of the clinical 
needs, the microbial therapies can address all the problems 
associated with the additional treatments. Such problems 

Fig. 1   Objectives of microbial 
therapies to treat Cancer
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may include the ability of some cancers to eliminate the 
immune response, cancers that can resist a number of 
medications as well as cancers that show metastasis [9].

The metastasis of the tumors is one of the leading 
causes of death by cancer and is mostly targeted by these 
microbial therapies. The cancer phenotypes that show 
resistance to the anti-cancer drugs and limit the efficiency 
of small molecules-based treatments can now be treated 
efficiently by microbial therapies. Viruses that are loaded 
with carrier-cell or bacteria which are in their motile stage 
have been designed to pass through the tumorous sites that 
are otherwise not accessible to the standard small mole-
cules-based drugs [10, 11]. Moreover, microorganisms are 
engineered in such a way that their cancer-treating abilities 
are significantly enhanced. For instance, microbial genes 
can be expressed in a varying manner and this difference 
is created by the aspects of the environment such as the 
absence of oxygen or the cancerous properties of cells. 
A very large dose–response index may be made possi-
ble by recombinant microbiota that incorporates genetic 
characteristics that are turned on or off in the context of 
cancer-specific alterations, boosting safety while strength-
ening the anticancer benefits [12]. These factors lead to the 
potential use of microbial therapies for generating tumori-
cidal effects that mimic the immunotherapeutic responses 
and can show a reduction in the damage and toxicity to 
the tissues.

During recent years, the usage of microbes as a cancer 
therapy has shown a high success rate owing to the plastic-
ity as well as diversity of prospective microbes. The time it 
takes to develop a hypothesis and do preclinical proof-of-
concept trials before moving on to clinical testing has been 
significantly shortened because of ongoing advancements 
in genetic modification, and this trend is anticipated to 
continue [13]. However, a number of problems have been 
reported regarding microbial therapeutics, but addressing 
such concerns will lead to the advancement and unifica-
tion of the viruses and bacteria concerning research soci-
eties. Thus, this paper aims at specifically outlining the 
main obstacles that microbial therapies still face and what 
has to be done for the encouragement of better translation 
into clinical use, particularly when combined with other 
cutting-edge approaches like cancer immunotherapy.

Microbial therapies against cancer are considered as 
the older ones, benefits and drawbacks of this field are 
not well-investigated, because the use of medical tools for 
research is limited. Recent advancements in the subjects 
of oncology including microbial pathogenesis, the study of 
tumors, immunity against cancer and advances strategies 
employed in molecular biology has been reviewed in this 
article that will allow to retreat the former concept with 
advanced perspectives.

Impact of microbes on cancer therapy

The exploration of microbes as potential anti-cancer tools 
has garnered substantial interest. Once the mucosal bar-
riers are breached, microbes interact with the elements of 
the immune system of host and lead to a pro-inflamma-
tory effect or the suppression of immune response. The 
induction of tumorous growth as well as the regulation of 
various receptors, which are engaged in the activation of 
NF-κB, is reliant on a number of different inflammatory 
factors [14]. Within the environment of tumor, the interac-
tion of microbes can lead to either the induction [15, 16] 
or the elimination of carcinogenesis. A variety of cancers 
are also described by the presence of specific microbi-
omes. Various microbiomes that show enhanced activities 
related to a specific cancer type can also be employed for 
the early diagnosis of particular carcinoma by acting as 
a biomarker [17, 18]. The role played by prebiotics and 
probiotics in the elimination of different types of cancer 
has been revealed by the recent advancements. Likewise 
a weakened microbiome holds a high potential in cancer 
treatment by the regulation of numerous immunomodu-
latory responses [18]. Different metabolites are secreted 
by numerous microbes that can cause toxicity to the can-
cer cells because of the apoptotic and anti-inflammatory 
properties they exhibit; this feature is adaptable in few 
microbes for contending counter to other organisms within 
an environment [19].

There are several cases reported in which the efficiency 
of the anti-cancer therapies are enhanced by the action of 
microbes [19, 20]. The activity of IFNγ is enhanced by the 
employment of Salmonella at the site of carcinoma. This 
augmented action of IFNγ is associated with the mediation 
of CD8+ and CD4+ cells production. Salmonella-based 
vaccines have also been reported to show anti-tumor prop-
erties in mice models [21]. In contrast to the tumorous 
ones, the healthy tissues of breast are reported to have high 
number of Streptococcus and Lactobacillus as these bac-
terial species are observed to act as the inducer of tumor 
suppression and also as a natural killer.

Moreover, reduction in the damage to DNA is reported 
by the Streptococcus species [22]. The potential of prebiot-
ics (PEB) and probiotics (POB) to work against colorec-
tal cancer can be manifested by various mechanisms. For 
instance, the employment of Lactobacillus rhamnosus to 
eliminate the carcinogens can work either by biotransfor-
mation of cancer-causing substances or by binding with 
carcinogens. Butyrate like acidic substances are produced 
in the gut by PEB and can lead to the regulation of apop-
totic cell death, modulation of cells growth and the trans-
formation of ROS. Once the competence of the antibod-
ies that control tumorous growth and the functionality of 
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NF-κB is increased, it leads to the immunomodulatory 
effects. These augmentations are reported to be caused 
mainly by the L. rhamnosus, B. longum, B. breve, and L. 
casei.

The signaling pathways of carcinomas are altered by the 
action of POBs and can ultimately lead to the apoptotic cell 
death [18]. Mice models with colorectal cancer are reported 
to be treated efficiently with the employment of geneti-
cally altered strains of L. monocytogenes. Such strains are 
engineered to yield high number of CD8+ cells because of 
the antigen expression that is related to the suppression of 
tumors. The memory of T-cells is also improved leading to 
the reversal of tumor recurrence by employing the species 
mentioned above. The inhibition of ovarian cancer is also 
reported by the use of T. gondii that has the ability to induce 
high levels of C8+ and CD4+ T cells. In mice with ovarian 
cancer, Listeria monocytogenes strain boosted macrophage 
entrance at tumor sites and improved macrophage anticancer 
activity. In mice having cervical cancer, L. monocytogenes 
produced a comparatively less potent antitumor response 
because its tumor-suppressive response was dependent on 
the activity of αβ-T cells [21].

Microbes and their mechanisms 
for microbial‑based cancer therapy

The medical application of microbiotas primarily includes 
viruses and bacteria [23]. It has been discovered by William 
Coley’s that bacterial extracts can be employed for treating 
the metastatic cancers, specifically those which are at the 
last stage. Bacterial species that have more potential for this 
purpose are Serratia marcescens and Streptococcus pyo-
genes. This discovery has led to the emergence of microbial 
therapeutics against cancer [24]. Till date, a great number 
of researches have been documented to show the correlation 
among the microbial species and the regression of tumors 
[14, 25].

Researchers have contributed significantly in the field of 
microbial therapeutics against cancer and now advancements 
are being made in the field of synthetic biology to design the 
microbes in such a way to show anti-tumor potential [26]. 
Microbe-based therapies can employ different mechanism 
to eliminate the tumorous tissues. Such mechanisms may 
include the ability of re-sensitizing the tumors, augmenta-
tion of the anti-tumor effects for stimulating the immune sys-
tem and the ability to clear the focus of metastatic tumors. 
Moreover, such therapies may involve the generation of 
immunostimulatory substances [13].

During the past few years, the research against cancer is 
also giving attention to the early stage diagnosis of cancer 
as well as designing new strategies to combat this disease by 
developing the personalized medicines that target the tumors 

at the molecular level. All the aforementioned mechanisms 
are exceptional and hard to attain with other medications 
and the synthetic drugs. Thus, it has become possible by 
using these mechanisms, that advanced and centrally impor-
tant therapeutics can be made against cancer, particularly 
in order to treat the cancers that show obstinate malignan-
cies [13, 27, 28]. Microbes that are extensively investigated 
against different cancer types are listed in Table 1 and the 
mechanisms adopted by viral- and bacterial-based therapies 
are discussed in the following section.

Bacteria‑based cancer therapy

It is essential to use a variety of strategies that particularly 
target cancer cells by focusing on certain components of the 
bacteria to progress the development of BBCT (Bacterial-
Based Cancer Therapy). Targeting the microenvironment 
of tumor, secreting cytotoxic chemicals, modifying bacte-
rial virulence agents, and using modified bacterial vectors 
for the development and discharge of tumoricidal proteins 
are some of the strategies responsible for anti-cancer action 
(Fig. 2) [69].

Bacterial targeting of the tumor microenvironment

Bacterial species that are able to survive without oxygen can 
also target the hypoxic cores of the tumor and thus drives 
the main attention toward the use of bacterial-based therapy 
against cancer [29]. The partial pressure of oxygen in the 
tumor environment is usually below 10 mmHg [70]. In the 
absence or the limited supply of oxygen, bacterial metabo-
lism results in the production of lactic acid as a by-product. 
Due to this, acidity is enhanced in the tumor microenviron-
ment [71].

Additionally, the tumor microenvironment has enhanced 
tissue necrosis, which is the death of tumor cells as a result 
of nutrition deprivation and unchecked growth [72]. Rapidly 
growing solid tumors are characterized by hypoxia, which 
is thought to be caused by the tumor’s' growth outside of 
the range of the available blood supply [73]. Tumors have 
functionally aberrant blood artery structure, which causes 
erratic blood flow throughout the tissue and consequently 
results in oxygen deprivation [74]. Tumors are forced by 
the hypoxic environment to modify their genetic makeup so 
that they can withstand the cell death and tissue necrosis that 
hypoxia causes [75].

MDR1 (a multidrug-resistant gene) and P-glycoprotein 
genes, which are in charge of the expansion of multidrug 
resistance to several anticancer medicines, are recognized 
to be related with greater expression in the hypoxic tumor 
region [76]. However, the hypoxia brought on by these 
damaged blood arteries provides an exclusive environment 



Medical Oncology (2023) 40:207	

1 3

Page 5 of 20  207

Table 1   Examples of some of the extensively studied microbes against cancer

Microbe (bacteria/virus) Strain used Cancer type Mechanism observed References

Salmonella typhimurium YB1; ST8 Breast cancer, colon cancer Defects in the synthesis of 
diaminopimelic acid (DAP)

[29]

A1-R Prostate cancer Auxotrophic strain that is 
unable to synthesize leucine 
and arginine

[30]

VNP20009 Metastatic melanoma, glio-
blastoma, pancreatic cancer, 
colon cancer, breast cancer

Production of adenine occurs 
insufficiently

[31]

MvP728 Colon carcinoma, DBT glio-
blastoma, Melanoma

Production of heat shock pro-
tein response against tumors

[32]

VNP20009 Benign tumors caused by neu-
rofibromatosis type 2 (NF2)

Decreased angiogenesis, apid 
stimulation of Th1 responses, 
and immunological memory 
response

[33]

Salmonella typhimurium X4550 Osteosarcoma Production of cyclic adenosine 
monophosphate occurs in a 
disabled manner

[34]

SB824 Melanoma Defective in pathogenicity 
island

[35]

MPO378 Breast cancer cell line insufficient biosynthesis of 
purine bases

[36]

FlaB Colon cancer Engineered FlaB from Vibrio 
vulnificus-secreting bacteria

[37]

DP-L4029 Colon cancer, lung cancer Defects are produced in the 
surface bound polypeptide

[38]

(Luc-S.T.ΔppGpp) Diverse cancers Inhibit tumor metastasis [39]
Listeria monocytogenes DP-L4017 Lung cancer Production of lymphocytes that 

are specific to the tumor-
associated antigens

[40]

CS-L0001 Colon tumor lung metastases Cell to cell spreading of tumor 
is inhibited

[41]

Clostridium novyi NT Glioblastomas neurosphere, 
Colon cancer

Production of toxins that work 
against cancer

[42]

Streptococcus pyogenes OK-432 Lymphangioma intraoral ranula Increase in the count of white 
blood cells

[43, 44]

Mycobacterium bovis BCG Pasteur Bladder cancer Triggering of immune system, 
cancerous cells phagocytosis

[45, 46]

Bifidobacterium breve UCC2003 Head and neck tumor Active against tumors, cause 
apoptotic death of cancerous 
cells

[47]

Lactobacillus rhamnosus SHA111; SHA112;SHA113 Colorectal cancer, Cervical 
adenocarcinoma, Breast 
cancer

Death of cancerous cells due 
to apoptosis, downregulation 
of genes that are involved in 
breast cancer

[48]

Bifidobacterium longum B. longum-C-CPE-PE23 Breast cancer Suppression of tumor growth 
without any side effect

[49]

Alphavirus M1 Strain Various cancers Anti-proliferative actions [50]
Adenovirus Ad3, Ad35, Ad37, and Ad52 Breast cancer Coxsackie adenovirus receptor-

independent function
[51]

Ad serotype 3 (Ad3) Renal cell carcinoma Expression of decorin is 
induced in the extracellular 
matrix assembly

[52]

Ad type 5 Lung cancer stem cell Increase in the cytotoxicity due 
to tumor necrosis factor

[53]
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for anaerobic bacteria to thrive [77]. As a result, by using 
microbes as medication and gene delivery vehicles, it is now 
possible to specifically target the parts of cancers that were 
previously the most resistant to treatment [78]. It has been 
demonstrated that the processes for motility and survival of 
bacteria, as well as how dependent they are on oxygen, are 
both necessary for their growth and survival in tumors [27]. 
Salmonella sp. and Clostridium sp. have been shown to tar-
get and multiply preferentially in the core anaerobic region 
of tumors [79]. So, the problem of specificity in medication 
and gene delivery for cancer therapy may be resolved by 
microorganisms.

Bacteriobots

Bacteriobots refer to the devices that are engineered by 
employing bacteria to be used as a micro-sensor or micro 
actuators in order to transport different kinds of chemothera-
peutics and other curative substances to the inner environ-
ment of tumor site [80, 81]. The speed of chemotaxis and 
their migration to the site of cancer is regulated by designing 
appropriate bacteriobots. Bacteriobots attack the tumors at 
targeted site where they get attached to the cancerous cells 
as shown in Fig. 3. Moreover, they are designed for secreting 
the anti-tumor substances leading to the death of cancer cells 

Table 1   (continued)

Microbe (bacteria/virus) Strain used Cancer type Mechanism observed References

Herpesvirus HSV-1716 Malignant glioma necrosis within tumor [54]

G207 Anaplastic astrocytoma, glio-
blastoma, and gliosarcoma

Selective viral replication in 
dividing (tumor) cells

[55]

NV1020 Colorectal, gastric, and hepatic 
cancer

Anti-tumor efficacy causing 
tumor reduction

[56]

Zika virus Immune-sensitized ZIKV strain Glioblastoma multiforme Tumor clearance [57]
Measles virus MV-CEA Ovarian cancer Tumor regressions occurred 

during natural measles 
infections, immunogenic cell 
death

[58]

MV-NIS Ovarian cancer, multiple 
myeloma

Infected mesenchymal stem 
cells directly carried tumor-
killing compounds to the 
ovary

[59]

Newcastle disease virus (NDV) NDV AF2240 Breast cancer Cytokine-related apoptosis [60]
NDV/FMW Lung cancer Cancer cell death due to 

autophagy or apoptosis
[61]

NDV/HK84 strain Hepatocellular carcinoma Suppression of in vitro migra-
tion and invasion of hepa-
tocellular carcinoma cells, 
reduction of tumor size

[62]

rNDV-mOX40L CT26 cell lines Anti-tumor immunity by stimu-
lating tumor-specific T cells

[63]

NDV Iraqi strain Mammalian adenocarcinoma 
AN3

Reduction in the volume of 
solid tumor

[64]

Oncolytic NDV attenuated 
AMHA1 strain

AMJ13 and MCF7 breast 
cancer cell lines

Decrease in the glycolysis 
activity of the NDV infected 
tumor cells

[65]

Reovirus Reovirus type 3 Dearing strain 
(ReoT3D)

Lung cancer Cytotoxic activity observed in 
lung cancer cells

[66]

Avian reovirus (ARV) S1133 strain Cancer cell lines (A549, B16-
F10, and HeLa)

σA structural protein regulates 
metabolic pathway that can 
stimulate host cells to pro-
duce more energy for virus 
replication and compete with 
cancer cells thereby achieving 
an anti-cancer purpose

[67]

Vaccinia virus MVA Melanoma, colon cancer Adaptive antitumor responses, 
cytokines response

[68]

WR Lung cancer Apoptosis and necrosis [68]
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[82]. By gauging the binding affinity of streptavidin which 
is present on the outer surface of liposome which is loaded 
with drug and biotin which is presented on the proteins’ 
outer surface, the motility of bioengineered bacteriobots has 
been demonstrated [83]. A number of different bacterial spe-
cies can be used for designing bacteriobots such as E. coli, 
S. Typhimurium, S. marcescens, and magnetotactic bacte-
ria. Nevertheless, because of augmented pathogenicity and 
developed resistance, the applications of bacteriobots are 
somehow limited. Moreover, particular nutritional needs and 
problematic expansion can further complicate the applicabil-
ity. Though, it has been anticipated that by engineering the 

bacteriobots with those bacteria that can target the tumors, 
advances in the cancer diagnosis and treatment can be made.

Bacterial virulence factors

Virulence factors refer to the cellular bodies, molecules, and 
the controlling systems that allow the microbes-derived path-
ogens to accomplish the growth and colonization in the host 
as well as immunosuppression. Moreover, the withdrawal 
of nutrients as well as the entrance and departure from the 
cells can also be achieved [84, 85]. Therefore, it is neces-
sary to standardize the bacterial virulence in contradiction 

Fig. 2   Pathways used in bacterial-based cancer therapy

Fig. 3   Representation of bacte-
riobot employed for bacteriot-
herapy
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of immune structure of host. Nevertheless, a few of the viru-
lence factors might be accountable for the anti-cancerous 
affect. Therefore, by manipulation or elimination of such 
factors can decrease the anti-cancerous responses of bac-
terial species. It is essential to weaken a bacterial strain 
deprived of changing the anti-tumor response.

The strain VNP20009 of bacteria Salmonella typhimu-
rium, which has been extensively investigated because of 
its anti-cancer affectivity is changed by removing the main 
genes of virulence. These virulence genes are usually purI 
and msbB [86]. A deletion mutation the gene named msbB 
results in the lipid myristoylation. The risk of sepsis can be 
reduced by a constituent of LPS which can lead to the induc-
tion of TNF production. Mutational changes in some genes 
such as rfaD and rfaG can lead to the generation of truncated 
LPS within host, as a result of which toxicity is reduced and 
anti-cancerous response is generated [87].

Deletion of genes SpoT and relA- from the species of 
Salmonella results in the production of mutants that are not 
capable of synthesizing a signaling peptide, ppGpp, which is 
considered to play a role in expression of genes in bacteria. 
However, the resulting mutants show reduced toxicity and 
exhibits anti-cancerous activities. Moreover, they can lead to 
the activation of IPAF and NLRP3 inflammasomes and vari-
ous pro-inflammatory cytokines can also get expressed [88].

The deletion of genes that play role in invading cells 
can lead to the reduced cytotoxic effect of Listeria mono-
cytogenes. The secretion of phagolysosomes can also get 
defected by the deletion of Hyl gene [46, 89]. The diffu-
sion across the cells can gets abrogated by the mutation in 
ActA and actA genes [90, 91], and altered variant of inlA 
and inlb exhibit the loss of invasion-related characteristics 
[41, 92]. As depicted in Fig. 4, infection with Clostridium 

and Cornyebacterium spp. results in the secretion of several 
toxins that disrupt intracellular processes, including hemo-
lysins, phospholipases, actin-specific ADP-ribosyltrans-
ferase, and others [93, 94].

The bacterial secretion system

Bacteria can utilize their secretion processes for the trans-
portation of virulence factors that can undergo exploitation 
and manipulation with the aim of being employed in novel 
anti-cancer therapies. Necessarily, this includes the signal-
ing compounds that are essential for delivery and then their 
fusion with the therapeutic agents in order to attain an effec-
tive delivery of the drugs to their target [95].

Type III secretion system which is referred to as T3SS 
is most widely applied secretion system in the field of 
anti-cancer therapeutics. This secretion system works by 
the injection pf bacteria-derived peptides directly into the 
cytoplasm [96]. A number of investigations pay attention 
to the efficiency of T3SS and involve the genetic fusion of 
T3SS with the antigen, Survivin, that is associated with a 
tumor, leading to the regression of tumor [97]. Several stud-
ies have also reported that TAA/TSA can gets expressed and 
released via type 1 (T1SS) secretion system of a bacterial 
specie known as Salmonella typhimurium [98]. It has been 
demonstrated that the development of tumor can be inhib-
ited by the activation of immune response that is mediated 
by CD8+ T lymphocytes. This activation is usually caused 
by the releasing of prostate-specific antigen (PSA) from S. 
typhimurium via HlyA (T1SS) system [98].

In an experimental mouse model of fibrosarcoma, the 
secretion of peptides from the Listeria monocytogenes 
p60 protein imitate the tumor antigen via T3SS of S. 

Fig. 4   The impacts of bacte-
rial toxins on cancerous cells. 
A High osmotic pressure, 
brought by pore-forming toxins 
such Clostridium perfringens 
enterotoxin, causes apoptosis 
(CPE). B ADP-ribosylation 
of elongation factor-2 (EF-2) 
and subsequent apoptosis are 
caused by the receptor-mediated 
administration of diphtheria 
toxin (DT)-based immunotoxin, 
which inhibits protein synthesis
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typhimurium, indicating that 80% of animals inoculated with 
p60 peptide were immune after being challenged with fibro-
sarcoma tumor cells [99]. A living strain of Pseudomonas 
aeruginosa has been genetically altered to enter mammalian 
cells via the T3SS carrying the Yersinia (T3SS) YopE and 
YopH proteins. This strain induces CTL responses in vivo 
against encroaching malignancies [100].

Bacterial mutations

There exists a number of rod-shaped bacterial species that 
constitute both Gram-negative and Gram-positive species. 
All these bacterial groups have been reported to be capable 
of producing minicells because the cells divide abnormally. 
Minicells are achromosomal cells that range in size from 100 
to 400 nm and are typically created by aberrant cell division 
in the mother cell poles of rod-shaped bacteria [101]. The 
minicells produced in turn mimic the usual cell membrane 
in terms of characteristics. Moreover, they contain the same 
type of RNA, proteins, and ribosomes but bacterial chromo-
some is not present in them [97]. By developing the muta-
tional changes in the machinery involved in cell divisions, 
rod-shaped bacteria like Salmonella enterica or Escherichia 
coli can be modified on the genetic level in such a way that 
the minicells created by them have the chemotherapeutic 
drugs loaded onto them [102].

Minicells continue to be an effective approach for the 
delivery of drugs and are considered to be a vital advance-
ment in the field of anti-cancerous research. Minicells still 
keep all the virulence characteristics that are required for tar-
geting the tumors. Additionally, the gene transfer character-
istics of the bacteria are also involved in the targeted deliv-
ery of drugs. It has been demonstrated by several in vitro and 
in vivo studies that the bacteria that reside inside the cells 
are thought to transfer the genes inside the cells of mam-
mals. Salmonella, invasive E. coli, Shigella, Listeria, Pseu-
domonas, and other bacteria have all been investigated and 
experimented with for their potential as vectors to deliver 
genes. In order for the transfected genes to be expressed at 
the cellular level, attenuated bacteria must first release plas-
mid DNA into the host cells's cytoplasm [103].

Using RNA interference, this can be further tailored to 
silence genes that encourage tumor growth. Small hairpin 
RNAs (shRNAs) expressed on a plasmid must be trans-
ferred in order to become small interfering RNAs (siRNAs), 
which subsequently work to encourage the destruction of 
target mRNA in malignancies. Listeria monocytogenes 
and S. enterica ssp. Typhimurium-exhibiting targets, such 
as CTNNB1, Stat3, or Bcl2, all of which are connected to 
tumor persistence, have been the subject of some research 
into this mechanism. Testing has been done on a mutant 
strain of Salmonella typhimurium VNP20009 that has 
changed motility as well as other traits including adhesion 

and invasion of mammalian cell cultures. When compared to 
controls, the mutant VNP20009 reduced tumor development 
in schwannoma models and brought about cytokine and 
immune effector cell profile alterations that were consistent 
with enhancing innate and adaptive host immune responses. 
Additionally, the mutant strain caused death in tumor cells, a 
decline in tumor angiogenesis, and a slowing of the develop-
ment of the injected schwannoma tumors [102].

Another study by Felgnet et al. [104] showed that the 
deletion of aroA dramatically increased the virulence of 
attenuated Salmonella in mouse models. Mutant bacteria 
lacking aroA elicited increased levels of the proinflamma-
tory cytokine tumor necrosis factor alpha (TNF-α) after 
systemic application in cancer cells. Thus, introducing the 
mutations in bacterial strains can possibly offers a promising 
pathway for treating cancer.

Genetically modified bacteria in cancer 
therapy

Gene therapy is considered to be a substitutive strategy to 
cancer therapy and is more focused on the advancements. 
Gene therapy holds promising benefits such as the specific 
targeting and the killing of cancerous cells [27, 105]. Bac-
teria that are genetically altered can also become capable 
of lowering the pathogenicity as well as increasing the effi-
ciency of anti-tumor response [106].

Currently, several studies have reported the development 
of novel strategy against cancer by employing the geneti-
cally modified bacteria with the aim of expressing cyto-
toxic agent, anticancer proteins as well as the expression 
of reporter genes and antigens that are specific to several 
tumors [107]. It has been reported that within the cancer-
ous tissues, genetically engineered bacterial species show 
more substantial multiplication as compared to the tissues 
which are normal [108]. Bacterial species that have the abil-
ity to specifically colonize cancerous tissues can be used as 
a vector for delivering the therapeutic genes. Such bacterial 
species include strain VNP20009 of Salmonella typhimu-
rium serovar and Clostridium butyricum M55. Such bacterial 
species are also free from any sort of complicated immune 
response or the side effects that can lead to toxicity. But the 
results obtained from researchers, are however, less favora-
ble than anticipated [27, 109]. Some strains of Clostridia 
such as C. beijerinckii and C acetobutylicum can be designed 
successfully for the expressions of genes that code for the 
particular enzymes of bacteria such as nitroreductase and 
cytosine deaminase.

Expression of murine tumor necrosis factor alpha (m‐
TNFα) can also be achieved thus leading to more efficient 
effects against tumors [110]. It has been investigated by 
a number of researchers that the factors that can induce 
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hypoxia can bind to the antibodies that are produced by 
certain bacteria. An example of such factor is 1α which is 
involved in the transcription as well as the development 
of tumor [111]. Clinical trials have shown that the engi-
neered S. typhimurium and Clostridium novyi NT expressing 
HlyE or Stx2 (an acidic pH responsive promoter) or recA 
(a 38 kDa protein absolutely vital for the maintenance and 
repair of DNA) stimulated the immune system of host for 
expressing cytokines like interleukin 2 (IL2), IL4, IL18, 
and CC chemokine 21, and as a result caused the tumors 
to regress [112]. These investigations revealed that a novel 
and effective strategy for treating cancer would involve com-
bining bacteriotherapy with radiation, immunotherapy, or 
chemotherapy.

Clinical trials for bacteria‑based therapy

The intricacy of pathways that favors the growth as well 
as those that control the signaling molecules or neuronal 
schemes that contribute to the tumor development, can make 
the cancer a more complicated disease. Therefore, there is a 
dire need to facilitate the discovery of a drug that can multi-
target the tumor sites with reduced side effects. The advance-
ments must be made so that only the cancerous tissues are 
made target instead of targeting the normal ones [113].

Azurin is considered to be one of the medicines that show 
no toxicity and also exhibits the ability of targeting multiple 
sites. In addition to p28, a diverse number of domains are 
present in Azurin. The drug is highly potent against cancer 
because of the least development of resistance, no produc-
tion of toxic side effects and the efficiency that can be dem-
onstrated by clinical trials. In the first phase of clinical trials, 
one patient of sarcoma and 7 patients of melanoma were 
investigated along with 1 patient suffering from prostate can-
cer, 1 patient of pancreatic cancer as 4 colon cancer patients. 
All the patients were administered with 5 levels of dosage. 
It was reported that there were no signs of toxicity and the 
rate at which patients were surviving was increased [114].

A group of researchers conducted a second human study 
in which 15 patients received brief infusions of p28 three 
times per week for a total of four weeks. As no patient 
showed signs of drug toxicity and no immunological reac-
tion was triggered in response to the treatment, it was shown 
that p28 from azurin blocked p53 ubiquitination [115]. 
These studies showed that azurin only affects malignant cells 
and not healthy ones, which may account for the absence 
of any adverse effects after delivery. Azurin’s treatment via 
twice-weekly injection in healthy individuals with a family 
history of breast cancer and BRCA1 and BRCA2 polymor-
phism may be linked to another significant function in the 
reduction or prevention of cancer initiation [116]. In a clini-
cal trial with 18 pediatric patients who had central nervous 

system tumors, researchers administered intravenous p28 
injections for four weeks on a schedule of three times per 
week. Children tolerated the phase II indicated dose quite 
well, and the data showed no toxicity [117]. Every drug's 
oral administration is essential to its effectiveness, and this 
process is now ongoing alongside clinical studies.

Virus‑based cancer therapy

Cancerous cells can get infected by viruses more signifi-
cantly in contrast to the normal tissues. As a result of infec-
tion, antigens that are associated with tumors get presented 
leading to the activation of “danger signals” which produce 
a microenvironment around tumor that shows least immu-
nity. Viruses can also be employed as a transduction vehicle 
so that immunomodulatory or inflammatory cytokines can 
get expressed [118]. Recently, with the aim of overcoming 
these problems, the advancements in medical genetics look 
forward for increasing the significance and efficiency of a 
few viruses so that abnormal cells can get infected by differ-
ent processes like gene deletion or by merging the immune 
checkpoint inhibitors (ICIs) with the employment of viruses 
[119].

Oncolytic viruses (OVs) refer to the organisms that are 
capable of infecting, identifying, and lysing various cells 
present at the tumor site with the aim of stabilizing and 
decreasing the progression of tumors. They can exhibit 
an inherent affinity for cancer cells or can be genetically 
positioned to recognize particular targets [120]. In clinical 
studies, a wide range of OVs are under investigation as prob-
able cancer treatments [11]. Additionally, the OVs have the 
capacity to contribute to the immune system's stimulation 
against the tumor cells, affecting the emergence of an anti-
tumor response [121].

There is a diverse range of mechanisms by which tumor 
microenvironment gets invaded. The invasion of the site can 
trigger the immune system’s downregulation and shows a 
positive effect over the disease’s progression [122]. The 
action of T-cells can be discouraged by preventing the 
antigen-presenting cells (APCs) from the presentation of 
tumor-associated antigens [123]. The cytotoxic T lympho-
cyte-associated antigen 4 and apoptotic cell death protein 
1/programmed death ligand 1 (PD-L1), both of which are 
connected to the downregulation of the inflammatory reac-
tion and immune system homeostasis making a contribution 
to cell death and suppression of T cell proliferation, can be 
stimulated abnormally by certain types of tumors [124].

Additionally, an important method of immune evasion is 
the overproduction of tumor-associated macrophages, which 
are the primary lymphocytes in the inflammatory response 
against the tumor and are similar in function and appear-
ance to type M2 macrophages that are in charge of repairing 
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tissues and controlling immune response. Consequently, the 
downregulation of inflammation and the aberrant accelera-
tion of tumor growth rates have been linked [125]. In order to 
change the tumor microenvironment from an immunological 
desert brought on by evasion processes to an inflammatory 
condition where the immune cells are capable to eradicate 
abnormal cells, the clinical usage of OVs becomes increas-
ingly important [126]. Furthermore, the viruses have several 
mechanisms that could cause infected cells to undergo cell 
lysis, which would cause the tumor cells to die and boost the 
effectiveness of the immunotherapy [119].

General mechanism of oncolytic virus 
in cancer therapy

Oncolytic viruses have the ability of infecting the cancerous 
cells via targeting specific sites. Such targeted sites are usu-
ally the compounds that are secreted by the cancerous cells 
and include, for instance, prostate-specific antigen, osteo-
calcin, CD20, folate receptor, human telomerase reverse 
transcriptase, surface markers as prostate-specific membrane 
antigen, Her2/neu, and cyclooxygenase-2 [120]. Moreover, it 
is also possible that the selective targeting of cancerous cells 
as well as reduction in oncolytic viruses’ aggression toward 
the normal cells can be achieved in a laboratory by deleting 
the genes from the pathogenic viruses [127]. The route by 
which OVs are administered are naturally interrelated to the 
kind of tumor that needs to be treated. It is because that the 
pathways that are taken by the viruses have an effect over 
the success rate of the therapy depending upon either there 
is an access to the virus on-site or not. Moreover, it is also 
effected by the presence of any naturally occurring blockade 
toward antigen in host.

The virus can spread by intratumoral, intrathecal, intra-
peritoneal, or subcutaneous route that offers the regulation 
of viral amount at tumor site and can result in least toxic 
side effects. Intravenous route can also be established that 
is linked with treating distantly metastatic cancers [128]. 

Depending upon the mechanism that is selected by tumors 
for invading the immune system, cancerous cells can alter 
the way in which certain mechanisms are activated, for 
instance, the alteration of interferon 1 signaling pathway 
and, protein kinase R in retaliation to the programmed cell 
death, inflammatory cells’ maturation and the infections by 
virus (Figs. 5, 6). OVs can live longer in cancer cells due 
to changes in the antiviral response, viral factors that can 
block apoptotic pathways, completion of their developmental 
stages, and maturation to the lytic phase [129].

DNA, viral proteins, viral capsid, RNA, and pathogen-
associated molecular patterns (PAMPs) are some of the 
viral structure-associated immune signs, the recognition of 
which is stimulated by several viruses present in humans 
[130]. Once the PAMPs are recognized by toll-like receptors 
(TLRs), dendritic cells can lead to the stimulation of inflam-
matory agents such as tumor necrosis factor alpha (TNF-
alpha) and type 1 interferons. The production of cytokines 
like interleukin 2 (IL-2) can also get stimulated. Moreover, 
the inflammatory microenvironment is maintained and the 
immune cells are recruited [131]. The expression of class 1 
major histocompatibility complex in cell membranes, as well 
as the caspase enzyme's activity and cell apoptosis in vari-
ous malignancies, are all positively regulated by TNF-alpha 
in response to viral infection [132]. Through processes that 
promote necrosis and apoptosis, this interferon can encour-
age the death of cancer cells. Its antiangiogenic activities 
can also cause thrombotic events, which may result in the 
elimination of several vascular channels necessary for the 
tumor's blood supply [133]. TNF-alpha is also linked to the 
maturation of antigen-presenting cells, an increase in natural 
killer cell cytotoxicity, and the activation of T helper cell 
type 1 (Th1) reactivity [132].

It has been reported by several studies that the activa-
tion of T cells’ action as well as the cytotoxic lymphocytes’ 
response is related to IL-2, playing a role in natural killer 
cells’ expansion and maturation. CD4+ T cells (TCD4) are 
also positively regulated. IL-2 also has the ability to regu-
late the homeostasis and T regulatory cell act, leading to 

Fig. 5   Mechanism of oncolytic 
virus in cancer therapy
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the production of an inflammatory microenvironment that 
favors the fight against cancer [134]. The Th1 inflammatory 
profile was also linked to a decline in T regulatory cells, an 
increase in TCD4 and TCD8 effector cell counts, stimula-
tion and differentiation of T lymphocytes, and maturation of 
dendritic cells, all of which help reverse the immunosuppres-
sive condition of a tumor and encourage an inflammatory 
reaction [134].

Further adding to the destruction brought by the inflam-
matory reactions, the lytic cell death of the abnormal cells 
is also affected by another factor that is the action of virus 
within the cells. A few of the organelles including lysosome, 
endoplasmic reticulum, or mitochondria lost their functions 
due to the presence of OVs. Additionally, the presence of 
viruses can promote the production of reactive nitrogen spe-
cies leading to the stimulation of oxidative stress. Endo-
plasmic reticulum stress is also created and these aforemen-
tioned stress conditions are linked to an enhancement in 
the levels of intracellular calcium [131], thus causing the 
reduction in tumor. It aids in the development of an inflam-
matory response against the tumor. The use of OVs and cell 
checkpoint blockers in combination is a crucial strategy to 
boost the rates of viral persistence in the human body.

The tumor can evade the maturation of T cells and the 
immune system by negatively regulating PD-L1. In this 
manner, TCD8 cells against the tumors appeared as a result 
of PD-L1 suppression, promoting natural killer cell activity, 
and generating a reaction with a Th1 profile [135]. Addi-
tionally, research has shown that administering OVs and 
monospecific antibodies that block the activity of cytotoxic 
T lymphocyte-associated antigen 4 increased the efficacy of 

immunomodulatory treatment [136]. As a result, immune 
markers for cell damage called damage-associated molecu-
lar patterns (DAMPs), such as highly mobile group box 1 
protein and Adenosine triphosphate, are produced. The 
cross-presentation of the DAMPs and the cancer antigens, 
which results in the continuation of the inflammatory reac-
tion phase, contributes to the antigen presentation and to 
the promotion of dendritic cell maturation [137]. Therefore, 
cellular breakdown enables virus liberation in the extracel-
lular space and subsequent septicity of more tumor cells, 
resulting in a cascade of antitumor effects [130]. In addition, 
cell death causes the discharge of tumor-associated antigens 
that can be recognized by immune cells in an inflammatory 
milieu, causing the OVs to respond by attacking tumor cells 
even those that are not infected [129].

Oncolytic viruses commonly employed 
in cancer therapy

The role of various oncolytic viruses (Fig. 7) are as follows.

Adenovirus

When recognized by the immune system, the proteins of 
adenovirus help the formation of an antiviral response [138]. 
These viruses have a strong affinity for a variety of organ tis-
sues, including the ophthalmic, respiratory, intestinal, renal, 
and lymphoid ones, and they can enter host cells using a 
number of receptors, including the human coxsackie-adeno-
virus receptor, CD86, CD46, and CD80 [139]. Adenoviruses 

Fig. 6   Attack of oncolytic virus on tumor cell
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have also been employed for the creation of numerous 
immunological therapies [140] because of their propensity 
to act as viral vectors [138], a variety of routes for cellular 
entry, resistance toward the chemical or thermal degradation 
outside the cell, and extensive knowledge of their biology. 
Beginning inside the cell nucleus, the viral replication pro-
cess causes the expression and release of certain proteins in 
the cytoplasm, including E1a and E1b, which are connected 
to the activation of the pathways of autophagy. Organelles or 
even the entire cell might die as a result of this mechanism, 
which causes the creation of some autophagosomes that can 
subsequently fuse with lysosomes [141]. Additionally, stud-
ies have indicated that the expression of E1a in tumor cells 
may be linked to the induction of autophagic complex syn-
thesis, and E1b may assist the amplification of operations of 
these complexes, both of which help to stabilize and shrink 
the tumor [142].

Protoparvovirus

The Parvoviridae family can infect mammalian cells, includ-
ing human cells, by utilizing fixation factors such as the 
transferrin receptor or glycosidic compounds like N-acetyl-
neuraminic acid. These factors are expressed on the cellu-
lar membrane and create a favorable environment for viral 
attachment within the cell [143]. The primary capsid protein 
VP1 is a protein that controls the endocytosis process used 
by protoparvoviruses to enter their host cells. This process 
also allows for the dissolution of the endocytic vesicle within 
the cell and additional viral protein delivery in the cyto-
plasm. Additionally, VP1 possesses nuclear localization cues 
that help the viral protein to reach the nucleus of cell. From 
this point on, the virus can survive by remaining dormant till 
the start of the cellular division when the cellular genome 

stops replicating, through the action of the protein NS1, and 
the incorporation of viral material with the hereditary infor-
mation of the host cell is permitted to ensure viral survival 
[144].

Through the activity of the NS1 protein inside the cell, 
H-1PV can cause a condition characterized by elevated oxi-
dative stress by increasing the amounts of nitrogen as well 
as reactive oxygen species. The control of RNA virus repli-
cation, which results in the loss of hereditary material and 
the stimulation of apoptotic pathways with subsequent cell 
death, is similarly related to NS1. Additionally, the virus 
can promote the transport of proteases into the cytoplasm 
from the lysosome, which results in the necrosis of tumor 
cell membranes [131].

Vaccinia virus

After smallpox was eradicated in 1796, the scientific appli-
cation of poxviridae is now focused on developing vaccines 
and treatments for other pathologies [145]. Pexa-Vec (pexas-
timogene devacirepvec, JX-594) is a member of this family 
that has been genetically altered to contain the GM-CSF 
and the TK gene deletion in order to boost its affinity for 
tumor cells and restrict its replication to cells that display 
abnormal levels of TK [146]. The activation and production 
of GM-CSF and IL-24, two molecules that collectively may 
help to stabilize and give tumor cell death, were associated 
to the delivery of VACVs in the tumor environment. Den-
dritic cells and neutrophils, immune system cells, contrib-
ute to the generation of an inflammatory environment that 
makes it possible to fight the tumor, are associated with the 
maturation and differentiation of GM-CSF, and IL-24 inhib-
its tumor angiogenesis, which has a positive impact on the 
pathways that lead to programmed cell death, the develop-
ment of an antitumor reaction, and the inhibition of tumor 
metastases [147].

Reovirus

The Reoviridae family of viruses, which includes the res-
piratory enteric orphan virus (Reovirus), infects a variety of 
hosts, including plants, mammals, fungi, and fish [148, 149]. 
This name was given to the virus as a result of its isolation 
in the digestive and respiratory tracts and its incapability to 
set the basis for any recognized human diseases [150, 151]. 
It’s interesting to note that this final quality is also highly 
associated with the effectiveness of reoviruses in oncolytic 
therapy. When a study revealed that reoviruses had a tropism 
for “transformed cells” and that normal cells are resistant 
to the virus, the first link between reoviruses and an onco-
lytic function was made in 1977 [152]. Further research was 
conducted to assess the potential of reoviruses as a cancer 
treatment substitute as a result of this information.

Fig. 7   The various oncolytic viruses that are used in cancer therapy
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Herpes simplex virus type I

The alpha-herpesviruses subfamily includes the herpes 
simplex virus-1 (HSV-1) [153, 154]. Given that it may be 
easily changed to enhance its oncolytic characteristics and 
patient safety, its big genome is crucial [153]. HSV-1, unlike 
reoviruses, is harmful to humans and may infect the skin, 
mucosa, and central nervous system. This indicates that 
more transgenes must be deleted and inserted in order to 
create an effective oncolytic virus therapy [155].

Clinical trials for virus‑based therapy

Clinically speaking, the use of viruses to treat cancer is 
still in its infancy in the modern period. The introduction 
of wild type viruses at first raised the possibility of unfa-
vorable outcomes brought on by viral replication in healthy 
tissues. However, the first oncolytic virotherapy product 
for cancer was approved in 2004 in Latvia and a few other 
nations. It was called Rigvir (an ECHO-7 virus) [156], an 
oncolytic picornavirus with some inherent tumor selectiv-
ity. The second oncolytic virus was purposefully created to 
target certain tumor types. This adenovirus, known as H101 
(Oncorine), has been utilized in China since 2005 to treat 
solid tumors.

Notably, neither of these viruses has an arming mecha-
nism. Scientists have been able to harness the immunological 
properties of oncolytic viruses as a result of the recognition 
that repurposing the immune system to perform antitumor 
functions may give a promising method to treating cancer 
[157]. For instance, adding immunological transgenes like 
the GMCSF has been a well-liked strategy. One of the ear-
liest oncolytic viruses created to increase immunity was 
Talimogene Laherparepvec, a herpes simplex-1 virus that 
codes for GMCSF and is also known as T-vec or Imlygic®. 
A randomized phase III clinical investigation resulted from 
its clinical use (OPTiM). Patients with unresectable stage 
IIIB/C and IV metastatic melanoma who received intratu-
moral T-vec in this trial showed a 19.3% durable response 
rate, more than 80% of which were full responses [158]. The 
Food and Drug Injection (FDA) and European Medicines 
Agency approved GM-CSF subcutaneous administration in 
2015 despite its lower efficacy (1.4% durable response rate 
and 0.7% complete response) (EMA) [158].

The medical world is optimistic about continuing to dis-
cover and enhance oncolytic viruses for cancer therapy, par-
ticularly adenoviruses, as a result of this historic approval 
in Western nations. Later, when the virus was coupled with 
pembrolizumab in a similar patient population, 62% of the 
patients’ experienced responses, of which 33% were com-
plete. As anticipated, after treatment, a significant amount 
of cytotoxic T cell infiltration was found in the tumors [159]. 

T-vec enhanced the response rate of ipilimumab as com-
pared to ipilimumab alone, according to a recent phase II 
clinical trial in metastatic melanoma patients (38% vs 18%, 
respectively) [160]. Importantly, adverse events were not 
compounded, in contrast to combinations of checkpoint 
inhibitors. This shows that checkpoint inhibition and onco-
lytic viruses can be used together without posing a risk to 
patient safety [161].

Future prospects

Apart from the abundant benefits provided by the microbial-
based cancer therapy, some of the mechanisms offer several 
limitations. In order to overcome such hurdles, the next criti-
cal step to incorporating microbes into cancer therapy on a 
regular basis may very well be the careful manipulation of 
microbes. Moreover, extracellular matrix modulators and 
capsid modifications must be used to avoid the spread of 
tumors and the passive targeting. With advances in genomics 
and molecular biology, it is becoming increasingly possible 
to tailor microbial-based therapies to individual patients. 
By analyzing the genetic makeup of a patient's tumor, sci-
entists can design viruses or bacteria that are optimized to 
target specific molecular features of the cancer cells. This 
new level of control may be applied to each patient's spe-
cific tumor type, thus it suggests enormous applications as 
a tailored therapy.

Hypoxia is another challenge that is encountered while 
designing a cancer treatment for a specific type of tumor. 
The optimum microbial therapy, according to theory, com-
bines a non-pathogenic but effective species with several 
strains chosen for their particular targets before being paired 
with other efficient standard therapies for the highest level 
of efficacy. To target the remaining tumor areas with higher 
oxygen content, various treatment approaches can be paired 
with microorganisms. Additionally, Hypoxia-response ele-
ment containing promoter can be employed to avoid this 
situation. Microorganisms' genetic adaptability might actu-
ally be their greatest asset, enabling fine-tuning of tailored 
therapy for optimum cytotoxic effects.

There is still a long way to go before the concept of 
treating cancer using microorganisms as delivery systems 
reaches the level of acceptance that current standard treat-
ments have. Before microorganisms may be trusted in the 
field of cancer therapy, toxicity concerns and cultural stig-
mas must be overcome. More rigorous scientific research 
must be done in order to eliminate the persistent draw-
backs and side effects of bacteriotherapy and virotherapy, 
which are still considered to be rather innovative fields of 
medicine. Due to the abundance of favorable means that 
can be used to target tumors and enhance treatment conse-
quences, the potential of both therapies, however, cannot 
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be ignored. Few investigations have resulted in clinical 
trials, despite good in vitro and in vivo results of cancer 
immunotherapies. The scientific and medical sectors must 
thus start planning more clinical studies to look into and 
maximize the effectiveness of these microbial-based can-
cer medicines. Although microbial-based cancer therapy 
shows promise, it is still a developing field, and further 
research is needed to fully understand its potential and 
optimize its application.

Conclusion

The term “cancer,” which refers to any one of a vast range 
of diseases characterized by the formation of aberrant cells 
that divide uncontrollably and have the capacity to invade 
and destroy normal body tissue, is considered as the sec-
ond-leading cause of mortality in the world. The goal of 
microbial-based cancer therapy is to treat patients with 
difficult-to-treat cancers by using tumor-specific infectious 
microorganisms. Although clinical and preclinical data 
have demonstrated excellent efficacy for microbe-based 
cancer therapy, more effective treatment approaches are 
required to establish long-term tumor control in humans. 
Thus, different strategies are being used to increase the 
effectiveness of bacteria and viruses. It is anticipated the 
decades of work by the scientific and medical community 
will soon result in better treatment alternatives. We will 
probably get a better grasp of the unique patient-tumor 
immune state, which will improve our ability to provide 
medical care for individuals with advanced stage illness. 
Probably, the future multimodality approaches will still 
include bacteria and viruses in order to efficiently achieve 
the elimination of different types of cancers. Conclusively, 
microbial-based therapies have the potential to revolution-
ize cancer treatment in the coming years.
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