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Abstract
The microbiome modulates key processes in metabolism, inflammation, and immunity and plays pivotal roles in many 
gastrointestinal and liver diseases. Recent experimental studies have demonstrated a key role of the microbiome in hepa-
tocarcinogenesis. Dysfunctions of the gut bacterial flora have a significant effect on liver disease. Dysbiosis is found to be 
associated with chronic liver diseases. Hepatocellular carcinoma (HCC) is the sixth most common cancer and the third 
leading cause of cancer-related mortality. The majority of HCC develops in patients with chronic liver disease, caused by 
chronic viral hepatitis, nonalcoholic fatty liver disease (NAFLD), and alcohol-related fatty liver disease. This review dis-
cusses molecular mechanisms of gut microbiome–related hepatocarcinogenesis and the impact of dysbiosis on chronic liver 
disease progression.
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Abbreviations
BAs  Bile acids
CCL4  Carbon tetrachloride
CLD  Chronic liver disease
DCA  Deoxycholic acid
DEN  Diethylnitrosamine
DMBA  7,12-Dimethylbenz[a]anthracene
Ereg  Epiregulin
EtOH  Ethanol
HCC  Hepatocellular carcinoma
HSCs  Hepatic stellate cells
LPS  Lipopolysaccharide
LSECs  Liver sinusoidal cells
LTA  Lipoteichoic acid
MAMPs  Microbiota-associated molecular patterns
MDSCs  Myeloid-derived suppressor cells
nAFLD  Nonalcoholic fatty liver disease
NASH  Nonalcoholic steatohepatitis
NKT  Natural killer T cell
ROS  Reactive oxygen species
SASP  Senescence-associated secretory phenotype

SCFAs  Short-chain fatty acids
TLR  Toll-like receptor
TMA  Trimethylamine
TMAO  Trimethylamine N-oxide

Introduction

Hepatocellular carcinoma (HCC) is the sixth most common 
cancer worldwide and the third leading cause of cancer-related 
death [1, 2]. HCC is the most common primary liver cancer 
[1, 2]. HCC can be caused by chronic hepatitis B virus (HBV) 
infection, hepatitis C virus (HCV) infection, nonalcoholic fatty 
liver disease (NAFLD), and alcoholic liver disease [1–3]. Most 
HCCs develop in patients with long-term inflammatory liver 
damage and cirrhosis [1, 2]. HCCs are usually diagnosed at 
an advanced stage. Clinical outcomes remain poor, with only 
approximately one-third of patients eligible for curative treat-
ments such as ablation, surgical resection, and liver transplan-
tation [4, 5]. Currently, over 50% of patients with HCC are 
given systemic therapies that are barely effective and cause 
considerable toxic damage to the remaining normal liver [4, 5].

There is growing evidence that dysbiosis contributes to 
the development of obesity, metabolic disease, and chronic 
liver diseases [6, 7]. Dysbiosis also promotes HCC devel-
opment [6, 7]. The liver is not in direct contact with micro-
biota. However, the liver has anatomic links to the gut [8]. 
The physiologic transport of nutrient-rich blood from the 
intestine to the liver accompanied by low-grade exposure to 
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gut-derived metabolites and products, known as microbiota-
associated molecular patterns (MAMPs) [6]. Kupffer cells 
in the liver act as a firewall mediating mutualism to protect 
from bacterial infections [9]. Chronic liver disease (CLD) 
is found to be associated with qualitative and quantitative 
alterations of the gut microbiota, known as dysbiosis [6, 
10]. Additionally, changes in the intestinal barrier promote 
leakiness, causing hepatic exposure to MAMPs and bacterial 
metabolites in CLD [6, 10, 11]. All studies show that gut 
microbiota plays a key role in the progression of CLD and 
the development of HCC [10, 11]. Data accumulated during 
the last decade also suggest that the gut microbiome play a 
pivotal role in the regulation of immune responses, including 
antitumor responses following immunotherapy and chemo-
therapy [10, 11]. Given all data, the gut microbiome has 
dual roles which include promotion of cancer development 
in patients with CLD and the positive regulation of antitu-
mor response. This review will focus on different roles of 
gut microbiome in the development and clinical outcomes 
of HCC.

The Gut Microbiota and Chronic Liver 
Diseases

CLD is characterized by a chronic inflammatory injury to 
the liver parenchyma that causes liver fibrosis and end-stage 
liver disease [7]. The cycle of hepatocyte injuries and regen-
erations causes persistent inflammation and disrupts the 
regulation of intricately balanced relationship between the 
gastrointestinal tract and the liver [7]. The gut microbiome 
mediates this bidirectional interaction through the unique 
hepatic portal system, the enterohepatic circulation of bile 
acids (BAs), and the systemic circulation [7]. Homeostasis 
within gut-liver axis is further preserved through extensive 
relationship between the gut microbiome and the immune, 
metabolic, and neuroendocrine system [6, 7]. In the gut-liver 
axis, the composition and function of the gut microbiota 
are critical [6, 7]. At the beginning, majority of gut micro-
biota are commensal organisms, such as Firmicutes and 
Verrucomicrobia phyla, that maintain this balance by pre-
venting the overgrowth of pathogenic organisms, including 
Bacteroidetes and Protobacteria phyla [7]. Additionally, a 
healthy microbiome modifies BAs to be potent signals in the 
gut-liver axis and immune system, and metabolize dietary 
contents into short-chain fatty acids (SCTAs) as intermedi-
ates to the metabolic system [6, 7]. An intact gut epithe-
lium exhibits an integral role in modulating the gut-liver 
axis. Disruption of this barrier which results in increased 
intestinal permeability may be due to overgrown pathogenic 
bacteria [7].

During the last two decades, microbiome-related dis-
coveries have been made, using new gene sequencing 

technologies and bioinformatics [7, 12]. The human micro-
biota is found on all surfaces of the human body, includ-
ing the skin, the aerodigestive tract, the vaginal cavity in 
females, and the gastrointestinal lumen [7, 12]. Each of the 
surfaces contains a specific niche of the microbiome forming 
its own unique characteristics. The gut microbiome plays an 
integral role in metabolism, immune tolerance, and immu-
nocompetence [7, 12]. The gut microbiota which contains 
many microorganisms, including bacteria, viruses, fungi, 
and archaea, is considered to have over 100 trillion cells 
[7]. The gut microbiome genome is characterized by over 
9 million genes, which outnumbers the human genome by 
500-fold [13]. Developing the microbiome starts during 
birth and alters during life by environmental and behavio-
ral factors [14, 15]. Additionally, in the setting of diseases, 
including inflammatory bowel disease, liver cirrhosis, and 
gastrointestinal tumors, the gut microbiota is found to be 
associated with significant alterations [16]. It is well-known 
that the liver plays an essential role in the metabolic pro-
cesses and immune system via the gut-liver axis, which cre-
ates its unique connection between the gastrointestinal tract 
and portal circulation[17, 18]. Currently, sequencing of 16S 
ribosomal RNA (rRNA) has provided the detailed data on 
profiling of human gut microbiome. The 16S rRNA is a part 
of the small 30S subunit of bacterial ribosomes and it is a 
reliable phylogenic marker [19].

The majority of liver cancers develop in patients with 
liver cirrhosis. The leaky gut and dysbiosis are significant 
properties of the liver cirrhosis. The leaky gut and dysbiosis 
are thought to contribute to the hepatocarcinogenesis in cir-
rhotic patients [6, 7]. Increased bacterial translocation and 
dysbiosis are observed in earlier stage of CLD. These pro-
cesses promote inflammation, fibrogenesis, and progression 
to cirrhosis. Therefore, dysbiosis and leaky gut are signifi-
cant properties of all stages of CLD and promote progression 
to fibrosis, cirrhosis, and HCC [6, 9, 10]. While dysbiosis 
may contribute to a more permeable intestinal barrier, a 
leaky gut enables bacterial metabolites and MAMPs to more 
translocate and reach the liver [6]. Lipopolysaccharide (LPS) 
is a cell wall component of gram-negative bacteria that pro-
motes inflammation through Toll-like receptor (TLR) 4 that 
is the most commonly used marker of MAMPs [6, 7]. Portal 
levels of LPS increase in consistent with the degree of CLD 
[6, 9, 14]. The highest levels of LPS have been observed 
in patients with Child–Pugh C cirrhosis [6, 7]. Bacterial 
DNA levels, an agonist of TLR9, are increased in CLD. In 
patients with CLD, TLR ligands and other bacterial products 
and metabolites affect the chronically injured liver [6, 20]. 
Recent studies have shown dysbiosis in different stage of 
CLD. However, dysbiosis is the most prominent in cirrhotic 
and in HCC patients. Dysbiosis alters some processes that 
affect CLD progression and the subsequent development 
of liver cancer, such as inflammation, injury, fibrogenesis, 
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regeneration, and immunity [21, 22]. Studies have shown 
that the most prominent alterations in the gut microbiota 
are identified between healthy individuals and cirrhotic 
patients. However, data also indicated that there are differ-
ences between patients with cirrhosis and HCC [21]. Intesti-
nal overgrowth of Escherichia coli in HCC patients has first 
been observed in 2016 [6]. Recently, a study has investigated 
microbial diversity in patients with cirrhosis and HCC, by 
using the microbiome as a biomarker for HCC. Microbial 
diversity has been decreased from healthy individuals to 
cirrhosis. However, microbial diversity was increased from 
cirrhosis to early-stage HCC. In this study, Actinobacteria 
was found to be increased and Verrucomicrobia has been 
observed to be decreased [22]. The researchers have iden-
tified 30 microbial biomarkers in this study. Ponziani and 
colleagues published a study that compared the gut micro-
biome in patients with HBV-related HCC and non-HBV 
non-HCV-related HCC [23]. The researchers investigated 
whether specific variations of the gut microbiota and inflam-
matory cytokines are increased in patients with NAFLD and 
HCC. The study included 21 patients with NAFLD-related 
cirrhosis and HCC, 20 patients with NAFLD-related cirrho-
sis without HCC, and 20 healthy controls [23]. In addition 
to age, cohorts with cirrhosis have been matched on sever-
ity of liver disease and portal hypertension. The researchers 
observed similar dysfunctions of gut permeability in patients 
with cirrhosis. However, the authors suggested an increased 
intestine-derived permeability in patients with cirrhosis 
and HCC, revealed by increases in lipopolysaccharides and 
zonulin-1 plasma level compared with healthy individuals 
[23, 24]. The cytokine pattern supports an inflammatory 
microenvironment specific to patients with cirrhosis with 
or without HCC [23, 24]. Myeloid-derived suppressor cells 
(MDSCs) are bone morrow–derived cells, and their diagnos-
tic and prognostic significance have been observed in HCC 
patients [23, 24]. MDSCs promote HCC progression by sup-
pressing antitumor immunity and favoring tumor angiogen-
esis. Ponziani and colleagues found that proinflammatory 
molecules such as interleukin 8 (IL-8), IL-13, chemokine 
(C–C motif) ligand 3 (CCL3), CCL4, and CCL5 have been 
significantly increased in patients with HCC and positively 
correlated with the levels of circulating activated monocytes 
and MDSCs [23, 24].

The Gut Microbiota 
and Hepatocarcinogenesis

Most HCC develops in patients with CLD, particularly 
in cirrhotic patients, but can also develop in patients with 
chronic hepatitis B infection or NAFLD who have no liver 
cirrhosis [6]. In chronic inflammatory microenvironment, 
hepatocytes accumulate genetic and epigenetic reverse 

transcriptase (TERT) promoter, P53 gene, Wnt/B-catenin 
signaling pathway genes, playing pivotal roles in hepato-
carcinogenesis [1]. Additionally, tumor microenvironment 
has been thought to play relevant role in the development 
of HCC. The HCC microenvironment contains many cells, 
including HCC cells, hepatocytes, cancer-associated fibro-
blasts (CAFs), MDSCs, regulatory T cells (Treg), tumor-
associated macrophages (TAMs), tumor-associated neutro-
phils (TANs), dendritic cells (DCs), hepatic stellate cells 
(HSCs),  CD4+ T cells,  CD8+ T cells, natural killer cells 
(NK), and Kupffer cells (KCs) [25–27]. Tumor-associated 
cells have strong immunosuppressive effects which play 
critical roles both in the development and progression of 
HCC [28]. The HCC microenvironment also contains pre-
cancerous hepatocytes surrounded by fibrotic tissue and the 
innate and adaptive cells [7, 25]. These cells include KCs, 
HSCs, NKCs, NKTCs, and other innate lymphocytes [7, 
25]. As the liver processes foreign products through por-
tal circulation, a mildly immunosuppressive environment is 
maintained by these cells with a balanced release of pro-
inflammatory and inflammatory cytokines to prevent over 
activation of the immune system [25]. It is suggested that 
with persistent chronic inflammation and fibrosis, this bal-
ance is disrupted and results in reduced immune surveillance 
and hepatocarcinogenesis. Recently, studies have shown that 
the gut microbiota has an important role in this process [7].

To date, the relationship between gut-microbiota-liver axis 
and hepatocarcinogenesis was investigated in mice models. 
It has been suggested that CLD-related inflammation causes 
dysbiosis and intestinal barrier dysfunction (Fig. 1). There 
are no clinical studies demonstrating a correlation of specific 
microbial profiles with HCC risk or modulation of HCC risk 
[6]. Trials in germ-free mice and mice treated with micro-
bial metabolites or MAMPs showed that microbiota activates 
pathways to contribute to hepatocarcinogenesis [6]. MYC 
overexpression, the combination of 7,12-dimethylbenz[a]
anthracene (DMBA) and high-fat diet, and the combination 
of major urinary protein-urokinase plasminogen activator 
(MUP-uPA) overexpression with high-fat diet have been 
found significantly reduced in gut-sterilized or germ-free 
mice [29–32]. The majority of tumor-promoting signals from 
the leaky gut occur in late stages of DEN +  CCl4-induced 
hepatocarcinogenesis. The leaky gut in CLD results in high 
circulating levels of MAMPs, including LPS in hepatocar-
cinogenesis through multiple mechanisms. Bacterial translo-
cation causes a chronic inflammation that was attributed to 
LPS and its receptor TLR4 in DEN and DEN +  CCl4-induced 
hepatocarcinogenesis. TLR4 also promotes liver fibrosis and 
upregulated the expression of epiregulin in HSCs [6, 24, 25]. 
Genetic TLR4 inhibition suppresses DEN +  CCl4-induced 
hepatocarcinogenesis. Low-dose LPS infusion promotes 
hepatocarcinogenesis in mice. TLR4 promotes inflamma-
tory gene expression; additionally, TLR4 also promotes 
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tumor proliferation, preventing tumor death [6]. The impacts 
of TLR2 in NAFLD-related HCC is mediated by HSCs. Yu 
and colleagues demonstrated that elevated levels of plasma 
LPS have been observed in rats that developed HCC after 
DEN exposure [33]. The researchers also showed that the 
impacts of LPS are mediated by TLR4 in knock models. 
Lower incidence of HCC has been observed in TLR knockout 
models [33]. This models also showed lower levels of inflam-
matory cytokines, including IL-6 and tumor necrosis factor 
alpha (TNF-a). Other studies have also shown this impact on 
dysbiosis in DEN-exposed models having an increased inci-
dence of LPS-containing gram-negative bacteria, including 
Escherichia coli, Atopobium, Collinsella, Eggerthella, and 
Cariobacterium [7]. The use of high-dose probiotics in these 
animals improves dysbiosis and reduces the number and size 
HCC lesions. CLD-related dysbiosis can also cause suppres-
sion of the immune system, resulting in further progression 
of HCC [34]. The induction of HSCs in the stroma into a 
senescence-associated secretory phenotype (SASP) has been 
associated with the suppression of antitumor immunity [7, 
35]. Yoshimato and colleagues demonstrated that the devel-
opment of the SASP HSCs in obese animal models has not 
been observed to be mediated by the leaky gut pathway or 
TLRs, but it was associated with increased of deoxycholic 
acid (DCA) with increased prevalence in obesity-induced 
dysbiosis [35]. Other studies revealed that the gut micro-
biota in NAFLD-associated HCC animal models contains 
increased Bifidobacterium and Clostridiales, also known as 

Clostridium cluster XVIII. Both of these groups play roles in 
BA modification and implicated in the conversion of primary 
BAs to secondary BA [7, 32, 36].

Dysbiosis also changes metabolic pathways in the gut 
microbiota. One of the major alterations developing in mice 
fed a high-fat diet is the accumulation of gram-positive 
bacteria with an enhanced ability for the conversion of bile 
acids [6, 30]. Thus, a high-fat diet causes increased levels 
of secondary bile acids (DCA) that are generated by bac-
teria that promote hepatocarcinogenesis [6, 30]. DCA has 
been observed to increase TLR2 in HSCs that resulted in the 
tumor-promoting SASP [6, 30]. Gut microbiota–dependent 
alterations in the bile acid metabolism regulate HCC growth 
by driving hepatic expression of CXCL16- and CXCL16-
mediated NKT cell recruitment [29]. Experiments in mice 
treated with antibiotic or cholestyramine have shown a key 
role for primary bile acids in upregulating CXC16 in liver 
sinusoidal endothelial cells that causes the NKT cell recruit-
ment [29]. In another study, in NASH-related HCC, caused 
by a high cholesterol-high-fat NASH diet, antibiotics was 
observed to inhibit HCC development that was associated 
with a strong reduction of secondary bile acids (Yamada). 
Secondary bile acids, such as DCA, trigger the mTOR 
pathway in hepatocytes. However, mTOR activation was 
found to be reduced when NASH diet-fed mice have been 
treated with antibiotics [32]. Short-chain fatty acids, gener-
ated by bacterial fermentation of fiber and resistant starch, 
are thought to be health-promoting for the health of colonic 

Fig. 1  Gut microbiome–related 
mechanisms in hepatocarcino-
genesis
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epithelial cells; recent studies have demonstrated that diets 
with high inulin, which is converted to butyrate, promote 
hepatocarcinogenesis in mice with dysbiosis [22]. In addi-
tion to the tumor-promoting effect of butyrate, the research-
ers also observed that depletion of bile acids by cholesty-
ramine prevented the tumor-promoting effects of short-chain 
fatty acids (Shing). Other metabolites generated by gut bac-
teria, including trimethylamine (TMA) and its metabolite 
trimethylamine N-oxide (TMAO) as well as ethanol, may 
contribute to the development of HCC. TMA is generated 
by gut bacteria from dietary choline and carnitine and is 
converted to TMAO in the liver after intestinal absorption 
(Schwabe). TMAO has been found to be associated with 
cardiometabolic and colorectal carcinogenesis risk [37]. 
Decreased levels of choline may contribute to hepatotoxic-
ity (Schwabe). Additionally, high TMAO levels are associ-
ated with insulin resistance; therefore, it can contribute to 
the progression of NAFLD and to NASH-related HCC [38]. 
However, the effects of TMAO in NASH and HCC develop-
ment remain unclear. Ethanol is constantly generated by the 
intestinal microbiota and is increased in NASH patients [6].

HCC often develops in the setting of chronic inflamma-
tion. Although immune cells are key drivers in immuno-
surveillance, they may exhibit pro-tumor activity in hepa-
tocarcinogenesis in patients with CLD through increasing 
inflammation [25]. Antitumor effects of B and T cells have 
been shown in mice injected with DEN (Schwabe).  CD4+ 
T and  CD8+ T cells and NK cells eradicate the tumor cells. 
However, recent studies suggested that  CD8+ T cells may 
promote inflammation in the liver and probably promote 
development of NASH [39]. In another study, researchers 
have reported similar findings in a fumarylacetoacetate 
hydrolase knockout mice that develop HCC in the setting of 
chronic inflammation [40].  CD4+ T cells confer significant 
contribution to HCC immunosurveillance in the setting of 
NASH. A study suggested that NASH causes an accumu-
lation of linoleic acid, which can induce reactive oxygen  
species–mediated  CD4+ T cell death promoting tumor 
growth [29]. B cells also contribute to HCC immunosurveil-
lance. Immunosuppressive cells in stroma, such as MDSCs 
and Treg, have been demonstrated to impair effector T and 
NK cell function. How does gut microbiome affect hepatic 
immunosurveillance? Studies suggest that there has been a 
strong association between the gut microbiota and immune 
system. The gut microbiota drives both local immunity in 
the intestine and systemic immunity [6]. The gut microbiota 
stimulates myelopoiesis and different myeloid cells, includ-
ing macrophages, dendritic cells, and neutrophils. Effects 
may be related to MAMPs and bacterial metabolites, such 
as SCFAs and BAs. A study showed that the gut microbiota 
drives immune responses to HBV in mice and causes the 
failure to clear HBV [41]. Given all data, microbial altera-
tions can modulate immunosurveillance in HCC patients. 

Recent studies in mice and patients showed a key role of the 
gut microbiota in controlling antitumor immune responses in 
the setting of chemotherapy and immunotherapy [6].

Ponziani et al. performed a study regarding the gut micro-
biota composition by using the 16S RNA-based metagen-
omic analysis and found that patients with cirrhosis have a 
lower gut microbial diversity compared to healthy controls, 
independent of the presence HCC [23]. The researchers 
demonstrate cirrhosis affect the gut microbial composi-
tion. The dysbiotic fingerprint in patients with cirrhosis has 
alterations of specific bacterial families and genera. They 
detected the relative abundance in Enterobactericeae, Strep-
tococcus, Bacteroides, and Ruminococcus and the reduction 
in Bifidobacterium and Akkermansia [23].

Conclusion

A better understanding of the gut microbiome will be use-
ful in many ways, including for prevention, diagnosis, and 
treatment of HCC. The intestinal microbiota and related 
alterations are associated with CLD and HCC development. 
The alterations in intestinal microbiota generate an inflam-
matory hepatic microenvironment. Dysbiosis promotes to 
impair intestinal barrier that enhances TLR-mediated liver 
inflammation. Although there are clear relationship between 
dysbiosis-associated inflammation and HCC in animal mod-
els, we need further human microbiome studies to explain 
key role of the intestinal microbiome in hepatocarcinogen-
esis. The studies can generate new therapeutic approaches 
that improve overall survival.
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