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Abstract
SARS-CoV-2 (COVID-19) pandemic has been an unpredicted burden on global healthcare system by infecting over 700 
million individuals, with approximately 6 million deaths worldwide. COVID-19 significantly impacted all sectors, but it very 
adversely affected the healthcare system. These effects were much more evident in the resource limited part of the world. 
Individuals with acute conditions were also severely impacted. Although classical COVID-19 diagnostics such as RT-PCR 
and rapid antibody testing have played a crucial role in reducing the spread of infection, these diagnostic techniques are 
associated with certain limitations. For instance, drawback of RT-PCR diagnostics is that due to degradation of viral RNA 
during shipping, it can give false negative results. Also, rapid antibody testing majorly depends on the phase of infection 
and cannot be performed on immune compromised individuals. These limitations in current diagnostic tools require the 
development of nanodiagnostic tools for early detection of COVID-19 infection. Therefore, the SARS-CoV-2 outbreak has 
necessitated the development of specific, responsive, accurate, rapid, low-cost, and simple-to-use diagnostic tools at point 
of care. In recent years, early detection has been a challenge for several health diseases that require prompt attention and 
treatment. Disease identification at an early stage, increased imaging of inner health issues, and ease of diagnostic processes 
have all been established using a new discipline of laboratory medicine called nanodiagnostics, even before symptoms 
have appeared. Nanodiagnostics refers to the application of nanoparticles (material with size equal to or less than 100 nm) 
for medical diagnostic purposes. The special property of nanomaterials compared to their macroscopic counterparts is a 
lesser signal loss and an enhanced electromagnetic field. Nanosize of the detection material also enhances its sensitivity and 
increases the signal to noise ratio. Microchips, nanorobots, biosensors, nanoidentification of single-celled structures, and 
microelectromechanical systems are some of the most modern nanodiagnostics technologies now in development. Here, we 
have highlighted the important roles of nanotechnology in healthcare sector, with a detailed focus on the management of the 
COVID-19 pandemic. We outline the different types of nanotechnology-based diagnostic devices for SARS-CoV-2 and the 
possible applications of nanomaterials in COVID-19 treatment. We also discuss the utility of nanomaterials in formulating 
preventive strategies against SARS-CoV-2 including their use in manufacture of protective equipment, formulation of vac-
cines, and strategies for directly hindering viral infection. We further discuss the factors hindering the large-scale accessibility 
of nanotechnology-based healthcare applications and suggestions for overcoming them.
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Introduction

Nanotechnology is already influencing disease identification, 
care, and prevention, allowing for initial disease detection 
and diagnosis and accurate and successful treatment [1]. 
Due to their nanoscale sizes, nanoparticles have been easily 
incorporated in biological units such as DNA, RNA, and 
ribosomes in living cells and have thereby aided in screen-
ing, detection of any defect and infection. Diagnosis of infec-
tious diseases depends largely on laboratory methods since 
the clinical diagnosis of infectious diseases especially viral 
infections is difficult. The specialty of nanodiagnosis is that 
it can be carried out on a nanoscale, leading to a trend of the 
use of handheld devices which are portable, user friendly, 
and easy to market. Most important aspect is that they are 
simple designs, inexpensive, rapid, accurate, and can be used 
in point of care testing. Some of the implications of nano-
technology include surgical techniques, cancer detection and 
therapy, implant technologies, molecular imaging, tissue 
engineering, drug, protein, gene, and radionuclide delivery 
systems [2]. These materials are better and crucial in many 
fields of human interest due to their unique size-dependent 
properties. Several nanoparticles have shown promise in 
detecting illness symptoms, pre-cancerous cells, viral frag-
ments, particular proteins, antibodies, and other disease 
indicators, addressing the potential use of nanotechnology 
in medical diagnosis. Many advancements have already 
emerged and will have a significant impact on diagnostics 
in the future years [3]. Nanotechnology and biology have 
the potential to tackle a wide range of biomedical problems 

and revolutionize the healthcare industry [4]. Imaging tech-
nology, for example, is using nanotechnology to investigate 
the deepest corners of medical science targeted medication 
delivery [5], use of sensors, and gene delivery mechanisms 
[6, 7], and artificial implantation method [8, 9]. Nanoparti-
cles consisting of polymers, metals, or ceramics are the new 
era of medications, and they can fight cancer and dangerous 
germs in people [10, 11]. One example of novel therapeutic 
techniques is the development of targeted transport vehi-
cles that enable drug delivery to specific cells or cellular 
structures. The use of bioengineered nanoparticles to deliver 
diagnostic or therapeutic agents is of keen interest. The vari-
ous areas of usage of nanotechnology in medicine are rep-
resented in Fig. 1.

During the COVID-19 pandemic, there has been a tre-
mendous application of nanotechnology beginning from the 
fabrication of personnel-protective equipment and devices/
kits aiding COVID-19 diagnosis to the formulation of treat-
ment/prevention strategies. Nanofibers have been used for 
improving the efficiency of filtering masks [12]. In addition, 
nanotechnology has also been used in making protective 
gloves [13] and metallic nanoparticle-based disinfectants 
[14]. The COVID-19 diagnosis has also been aided using 
gold nanoparticles, magnetic nanoparticles, and carbon-
based nanomaterials [15]. The earliest vaccines that received 
approval for use in the USA developed by Pfizer and Mod-
erna were lipid nanoparticle-based mRNA vaccines [16]. In 
this article, we have discussed in-detail the various applica-
tions of nanotechnology in SARS-CoV-2 diagnosis, preven-
tion, and treatment. We further discuss the possible hurdles 

Fig. 1   The various arenas of usage of nanotechnology in medi-
cine. Applications and goals of nanomedicine in different sphere of 
biomedical research are offering numerous exciting possibilities in 

healthcare. Three important aspects of nanomedicine, diagnostic 
approach, therapeutic approach, and vaccine development
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for large-scale application of nanotechnology in healthcare 
and suggestions for overcoming them.

Advancements and challenges 
in SARS‑CoV‑2 detection

Since 2020, specific detection and analysis of SARS-CoV-2 
have been a critical part of the fight against the pandemic. It 
was a challenge for all biologists globally to track the right 
number of infected individuals taking into consideration 
the different variants and mutations that are occurring in 
the virus genome. Molecular and serological markers were 
taken into consideration for PCR as well as antigen-based 
rapid tests respectively. Reverse transcription polymerase 
chain reaction (RT-PCR)-based diagnostic tests (which 
detect viral nucleic acids) are considered the gold standard 
for detecting current SARS-CoV-2 infection. More recently, 
Nucleic Acid Amplification Tests (NAATs) have included 
isothermal amplification platforms, e.g., nicking endonu-
clease amplification reaction (NEAR), loop-mediated iso-
thermal amplification (LAMP), and transcription-mediated 
amplification (TMA). Laboratory-based NAATs generally 
have higher sensitivity than point-of-care tests [17]. The 
window period of NAATs is 7 days while serological tests 
need 21 days as they are dependent on the generation of an 
antibody response. Since the start of SARS-CoV-2 detection 
procedures, more than 80 serological factors are in consid-
eration by FDA for Emergency Use Authorizations (EUA) 
only [18]. Antigen tests can yield false positive results due 
to incomplete adherence to the instructions for antigen test 
performance. Serologic assays may detect IgM, IgG, or IgA 
antibodies, or certain combinations of these antibodies. 
Serologic assays that detect IgG and total antibodies have 
a higher specificity to detect past infection than assays that 
detect IgM and/or IgA antibodies or a combination of IgM 
and IgG antibodies. Cross-reactivity among different viral 
disease antibodies may also lead to false positive response 
[19].

The probability that the PCR test detects infection peaked 
at 77% (54–88%) 4 days after infection, decreasing to 50% 
(38–65%) by 10 days after the infection. While testing every 
other day would detect 57% (33–76%) of symptomatic cases 
prior to onset and 94% (75–99%) of asymptomatic cases 
within 7 days if test results were returned within a day [20].

The challenges associated with rapid antibody testing and 
RT-PCR-based testing to detect SARS-CoV-2 infections are 
summarized in Table 1.

Nanoparticles

Nanoparticles are a recent breakthrough that can transform 
many medicines, biological systems, cancer diagnosis, and 
treatment. Its applications in medicine have exploded in 
recent years, aimed towards preventing and treating human 
diseases [27]. Nanomedicine (health applications of nano-
technology) can provide promising solutions to many dis-
eases, raising high hopes for many patients for safer, more 
effective, and accessible healthcare. Moreover, it is a sub-
set of nanotechnology that involves highly targeted medi-
cal intermediation at the molecular level to treat disease or 
restore damaged tissues like bone [28], nerve, muscle, and 
coronary artery disease [29, 30]. From diagnosing diseases 
to discovering new drugs, nanoparticle-based technologies 
have shown to have a lot of potential in the medical sector 
[8].

Nanoparticle-based diagnostic methods have been used 
in various areas of the medical field. A combination of 
plasma, nano, and digital technologies was used in the form 
of a PillCam which has aided in diagnosis of the different 
gastrointestinal diseases [31–33]. Nanodiagnostics has also 
been used to detect the biomarkers for cardiovascular dis-
eases such as C-reactive protein [34, 35]. Another study has 
depicted the utility of surface enhanced Raman scattering in 
the assessment of hypertension-related blood autoantibodies 
[36] and microalbuminuria in urine [36] for the detection 
vascular or endothelial dysfunction [37]. Paramagnetic iron 
oxide nanoparticles have facilitated the detection of lymph 

Table 1   Shortcomings of 
RT-PCR-based and rapid 
antibody testing kits

Diagnostic technique Limitations

RT-PCR 1. Occurrence of false negative and positive results [21]
2. Time consuming and expensive [22]
3. Degradation of RNA during transport [23]
4. Detection of positive test results even after clearance of viral infection [24]

Rapid antibody testing 1. Technical problems in protein antigen production [25]
2. Identification of suitable protein for antibody generation [25]
3. False positive results due to sample contamination and antibody cross 

reactivity [26]
4. False negative results due to non-uniform immobilization of capture pro-

teins on substrate, background noise, type of antigen used, and the isotype 
of antibody being detected [26]
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node cancer while polymeric nanoparticles have been used 
in detection of prostate cancer [38–40]. Nanotechnology 
has also aided the detection of brain disorders such as Alz-
heimer’s disease as in a recent study in which fluorescent 
cyclic peptide nanoparticles were used to detect amyloid-
beta aggregates in cerebrospinal fluid and serum [41].

Established nanoparticle-based technologies must over-
come several challenges before they can be used in clinical 
settings in addition to nanoparticle delivery in a selective 
manner, possible cytotoxicity, nanoparticle imaging, and the 
efficacy of real-time therapeutic evaluation. Since nanoma-
terials are similar in size to most biological molecules, they 
can be employed in vivo and in vitro for biological research 
and applications [4].

Despite nanotechnology being a relatively emerging 
field, there are various nanomaterial-based devices that are 
currently being developed a few of which are summarized 
below:

1. Nanobots: Nanobots, also called as nanorobots, are 
made up of nanosize material which can perform func-
tion of sensing and controlled operations from a dis-
tance, which are generally regulated by a program. 
These devices are micro/nanosized machines that can 
convert various external stimuli such as light field, mag-
netic field, and sound field into motion [42]. Recently, 
a plasmonic-magnetic nanorobot-based detection assay 
for SARS-CoV-2 was developed with the basic block of 
Fe3O4/Au/Ag nanoparticles by sequential chemical reduc-
tion method. The DNA probes used for detection in these 
nanorobots were coated on the Ag surface and the process 
of hybridization of viral RNA with the probes resulted 
in the release of the complex. The quantification of the 
remnant probe based on the electrochemical properties 
of the nanorobots was then used to estimate the target 
viral RNA [43].
The main advantage of nanobots is that continuous moni-
toring of body functions can be performed with minimal 
invasive procedure [44]. Nanobots have been widely used 
in diagnostic applications as well as targeted delivery of 
drug at the tumor site [45–48]. Based on their ability to 
monitor body functions with minimal invasion, nanobots 
can be efficiently utilized for in vivo sensing of COVID-
19 viral infection or targeted drug delivery.
2. Microchips: In structure, microchips have a simple 
design in which a fluidics system allows the analyte 
sample to flow to the sensor system thereby generating 
a detectable signal. The advantage of microchips is that 
they are very sensitive to detect the samples in nanoliter 
range. These lab-on chips are very sensitive and have 
been utilized for detecting the very small number of ana-
lytes in the biological fluids [49]. Two recent studies have 
devised microchip-based detection systems for SARS-

CoV-2. The first study used chitosan-glutaraldehyde 
cross-linked SARS-CoV-2 N protein on a paper-based 
microfluidic chip with a sandwich ELISA-based detection 
method [50]. A second kit used a microchip-based RT-
PCR technique for SARS-CoV-2 detection. The micro-
chip was loaded with primers targeting the N gene of the 
virus and reduced the necessity of a larger sample volume 
required by conventional RT-PCR assays while being able 
to detect as low as 1 copy per sample [51].
3. Biosensor: Biosensors achieve the detection of a spe-
cific analyte using a biological molecule, for example, 
a protein, an enzyme, antibodies, or nucleic acid [52]. 
Depending on the signal that is used to assessment of 
the target, the biosensors can be classified as optical bio-
sensors, electrochemical biosensors, piezoelectric bio-
sensors, and thermal biosensors [53]. Several different 
biosensors have been recently studied for SARS-CoV-2 
detection [52] and are discussed in the proceeding sec-
tion.
4. Microelectromechanical systems (MEMS): This is 
a unique type of diagnostic system which relies on light 
emitting diode and metal oxide semiconductor camera 
encapsulated for non-invasiveness [54]. Microelectrome-
chanical systems are currently being studied for their use 
in COVID-19 diagnostics. Muhsin et al. have developed 
a microelectro-mechanical system-based impedance bio-
sensor for precise detection of SARS-CoV-2 [55].
5. Nanoidentifiers of single-celled structures: Nano-
particles combined with specific receptors can be used 
to identify and block the activity of SARS-CoV-2 virus. 
For example, a study on ACE2 nanodecoys derived from 
human lung spheroid cells has shown that these parti-
cles could identify and neutralize SARS-CoV-2 and 
protect host lung cells from infection. Inhalation of the 
nanodecoys by mice also resulted in effective clearance 
of SARS-CoV-2 mimics [56].

The above nanoparticle-based diagnosis approaches are 
important new pursuits in addition to other recent advances 
in COVID-19 treatment based on in silico analysis of poten-
tial candidates against SARS-CoV-2 and development of 
vaccine strategies [57].

Diagnostic devices, contrast agents, analytical proce-
dures, physical therapy applications, and drug delivery 
vehicles have all profited from the merging of nanomate-
rials with biology. To generate a quantifiable signal, size-
dependent features of nanoparticles, mainly optical and 
magnetic parameters, can be modified. When a nanoparticle 
label or probe binds to a target biomolecule, a detectable 
signal is generated that is specific to that biomolecule [58]. 
Furthermore, nanoparticles are being used as one-of-a-kind 
intravascular or cellular probes for diagnostic and therapeu-
tic applications, such as medication or gene delivery, which 
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could lead to new discoveries and play an essential role in 
medicine [59]. There are various biosensors used to execute 
the applications.

Biosensors

A biosensor is three-part analytical instrument that includes 
a bioreceptor, a transducer for detection, and a signal pro-
cessing unit [60–62]. “Self-contained devices capable of giv-
ing quantitative or semi-quantitative information through a 
combination of bio-receptor and transducer that are directly 
linked with one another and transform detected biological 
events into a measured signal,” according to the Interna-
tional Union of Pure and Applied Chemistry (IUPAC).

Nanobiosensors are useful in medical diagnosis because 
nanomaterials are chemically and biologically sensitive and 
can identify biomolecules, cells, or some areas of the body. 
Using florescence properties of quantum dots of some metals 
such as cadmium selenide and zinc sulfide, tumors within 
the body could be located by finding the fluoresced nanodot 
that was earlier injected in patient’s body. Enzymes, recep-
tors, entire microbial cells, parts of nucleic acid, parts of 
antibodies, plant/animal tissues, or polysaccharides may all 
be used as bioreceptors and serve as recognition elements 
in biosensors. The transducer can detect the various physio-
chemical changes such as current, electric potential, den-
sity, temperature, viscosity, conductance, and impedance. 
Biosensors are categorized into two groups: the first one is 
affinity biosensors are those in which the bioreceptor forms 
a complex with the analyte, and another one is catalytic bio-
sensors are those in which the bioreceptor interacts with 
the analyte [63]. DNA or geno-sensors, immunosensors, 
and receptor sensors are the three types of affinity biosen-
sors mentioned. As bioreceptors, DNA or geno-sensors use 
natural or synthetic nucleic acids [64]. Peptide nucleic acids, 
DNA and RNA aptamers, synthetic nucleic acids, and dena-
tured single-stranded DNA (ssDNA) as bioreceptors have 
all been identified as DNA sensors [65, 66]. Other immu-
nosensors are rapid detection systems that use immobilized 
antigens or antibodies as bioreceptors. Catalytic biosensors, 
including enzyme-based biosensors, use enzymes as biore-
ceptors that detect substrates and read the resulting forma-
tion of the product. To date, various enzyme-based catalytic 
biosensors have been reported [67].

Types of biosensors

The transducers in biosensors are used to classify them into 
various categories. A transducer is a component/device of a 
comprehensive system that changes a signal from chemical, 
physical, or biological form to an electrical signal with great 

sensitivity [67]. A variety of transducer systems have been 
developed, and more are in the works. Optical, piezoelectric, 
calorimetric, and electrochemical biosensors are among the 
most prevalent transducer systems used in biosensors. Metal 
nanoparticles, quantum dots, carbon nanotubes, nanowires, 
dendrimers, nanobots, and lab on chips are among examples 
of commonly used and potentially useful diagnostic nano-
structures [58] and the most popular nanostructured materi-
als used in biosensors [68], and the various probes are listed 
in Table 2.

Nanotechnology in SARS‑CoV‑2 detection

The diagnostic tools for COVID-19 can be classified into 
three different categories depending on the analytes being 
measured: (1) SARS-CoV-2 RNA detection; (2) antigen/
antibodies; (3) whole virus-based detection methods [80]. 
Of the three categories, detection of SARS-CoV-2 RNA, 
antigens, or the whole virus can aid in early detection of the 
virus since the generation of antibodies against the SARS-
CoV-2 occurs at least after a week post-viral infection. The 
advantages of using nanomaterial-based viral biosensors are 
higher specificity, reduced size, faster generation of results, 
and ease of performing the tests anywhere [81, 82]. Dis-
cussed below are the various nanomaterial-based diagnostic 
tools which have recently been introduced for detection of 
SARS-CoV-2.

Detection of SARS-CoV-2 RNA.
Nucleic acid-based biosensors are prominently used as in 

a recent study; the plasmonic photothermal (PPT) effect and 
localized surface plasmon resonance (LSPR) sensing trans-
duction were coupled in a dual-functional plasmonic biosen-
sor for the detection of nucleic acid from SARS-CoV-2. This 
COVID-19 detection without any sophisticated instruments 
comprises of colorimetric detection, which uses thiol-mod-
ified antisense oligonucleotides (ASOs)-coated with gold 
NPs. It was observed that thiol-modified ASOs aggregated 
in presence of SARS-CoV-2 target RNA sequence. There 
was also a distinct change in surface plasmon resonance 
[83].

Another group used reverse transcription loop-mediated 
isothermal amplification (RT-LAMP) in combination with 
nanoparticle-based biosensors to diagnose COVID-19 [84]. 
Detection of SARS-CoV-2 envelope (E) and RNA-depend-
ent RNA polymerase (RdRP) genes has also been shown by 
electrochemical measurements from signals detected by a 
screen-printed carbon electrode (SPCE) decorated with Au 
nanostars (AuNSs) and coupled to a battery operated thin 
film heater based on the LAMP technique [85].

SARS-CoV-2 viral RNA was also recently extracted using 
magnetic nanoparticles for RT-PCR-based detection [86]. A 
study has devised a rapid electrochemical biosensor in which 
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MXene nanosheets (Ti3C2Tx) and carbon platinum (Pt/C) 
were used for signal amplification to detect SARS-CoV-2 
RNA-dependent RNA polymerase (RdRp) gene region [87]. 
Probes targeting N and ORF1a have been designed with 
Au NPs@Ta2C-M-modified gold-coated tilted fiber Bragg 
grating (TFBG) sensors to achieve high signal transduction 
efficiency and high sensitivity [88].

Antibody/antigen-based diagnostic tests.
Antibody-based biosensors, such as biosensing devices 

based on field-effect transistors (FETs), are also particularly 
effective at detecting SARS-CoV-2 in clinical samples. Gold 
NPs can also be used for rapid SARS-CoV-2 detection. An 
assay integrating Au-nanoparticles on a nitrocellulose strip 
can identify biomarkers like IgG and IgM in COVID-19 
patients. When COVID-19 biomarkers interact with antibod-
ies present on the strip, color change is observed. Detection 
using gold NPs via rapid kit is sensitive, reliable, quick, 
and specific [89]. Additionally, a particular antibody against 
the SARS-CoV-2 spike protein was coated onto FET gra-
phene sheets to form the sensor. The sensor performance was 
evaluated using antigen protein, cultured virus, and naso-
pharyngeal swab samples from COVID-19 patients, which 
does not require sample preparation [90]. A fluorescent 

immunochromatographic assay has been developed with 
a unique two-dimensional Ti3C2-QD immunoprobe gener-
ated by the adsorption of dense quantum dots (QDs) on a 
light green monostromatic Ti3C2 MXene surface. The assay 
results in a light green colorimetric and superior fluores-
cence signal and has been shown to have good sensitivity 
and stability [91].

A new LFIA platform to detect SARS-CoV-2 spike-
S1 protein using mouse monoclonal antibodies costumed 
with quantum dot (QD)-loaded dendritic mesoporous silica 
nanoparticles that were modified further for -COOH group 
surface coating (Q/S-COOH nanospheres) has been created 
by a recent study and it was found to higher sensitivity in 
comparison to traditional AuNP LFIA- and ELISA-based 
detection methods [92].

Detection of SARS-CoV-2 nucleocapsid protein was also 
recently achieved using an electrochemical immunosensor 
with a novel polyaniline functionalized NiFeP nanosheet 
array and Au/Cu2O nanocubes as a signal amplifier. The 
coating of polyaniline on NiFeP was attained by electropo-
lymerization and this helped the antibody loading process. 
This electrochemical sensor was found to have a wide detec-
tion range and efficient analytical performance [93].

Table 2   Various types of nanoparticles used in biomedical research and drug delivery

Nanodevices Nanoparticles Diagnostic techniques Pros Cons References

Metal nanoparticles Gold nanoparticles
Quantum dots
Graphene

Diagnostics
Biosensor
Molecular imaging
Drug delivery
Permeation enhancer
Gene expression detection

Enhance Rayleigh scat-
tering

Surface enhanced Raman 
scattering

Strong plasma absorption
Biological system imag-

ing
Determine chemical 

information on metallic 
nanoscale substrate

Particles instability
Impurity
toxic, carcinogenic

[69–71]

Carbon nanotubes Biomolecular sensing
Delivery of vaccines or 

proteins

Rapid diffusion across 
the lipid membrane in a 
noninvasive manner

The lack of solubility in 
aqueous media

[72]

Nanowires Drug delivery
DNA sequencing

High throughput screen-
ing

Disease protein biomarker
Detection
DNA mutation detection 

(SNP)

Decrease cell internaliza-
tion in comparison to 
spherical nanoparticles

[73]

Dendrimers Drug carriers (CNS)
Image contrast agents
Gene delivery

Increased solubility
High potency and targeted 

drug delivery

Low hydrosolubility 
and high nonspecific 
toxicity

[74, 75]

Nanobots Targeted therapy such as 
only malignant cells 
treated

Non-invasive technique

Lack of accuracy
Expensive
Regulatory issues

[76, 77]

Liposomes (PEG)ylated immunoli-
posomes

Drug delivery
Gene encoding

Low toxicity and anti-
genicity

Biodegradable and 
metabolized in vivo

Blurring of vision after 
intraviterous injection

Limited storage condi-
tions

[78, 79]
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Along with graphene, gold nanourchins have also been 
used as sensors to detect the shape specificity of virus inter-
nalization [94]. CNTs have been used for detecting viruses 
including SARS-CoV-1 and SARS-CoV-2 in respiratory 
tract. CNT size-tunable enrichment microdevice (CNT-
STEM) increases virus detection sensitivity and isolation 
rate. It was helpful in detecting avian influenza virus strain; 
hence, it can be modified for SARS-CoV-2 RNA or pro-
teins [95]. In in vitro diagnostic kits, CNT was associated 
with electrochemical reaction based on reactive oxygen spe-
cies/H2O2 system [89]. Aspects relating nanotechnology to 
SARS-CoV-2 are shown in Fig. 2.

Fast diagnosis and inhibition of coronavirus 
using spike antibody attachment

In HEK293T cells that express angiotensin-converting 
enzyme 2 (ACE2), an enzyme by which SARS-CoV-2 
penetrates human cells, anti-spike antibody-attached gold 
nanoparticles reduce SARS-CoV-2 infection. Antibody-
coated gold nanoparticles bind to the SARS-CoV-2 spike 
protein, preventing the virus from attaching to cell recep-
tors and so stopping virus infection and propagation [96]. 
Chloroquine prevents cells from absorbing nanoparticles, 
and high dosages of the drug reduce the aggregation of 
synthetic nanoparticles in cell lines and the mononuclear 
phagocyte system of mice. Because synthetic nanoparticles 
and SARS-CoV-2 are the same size and shape, nanoparti-
cles can aid in drug research for COVID-19 prevention and 
therapy. The researcher designed NP-based peptides that 
mimic the virus-binding region of the ACE protein, which 
aids viral entrance, resulting in a customized NP mimetic 
(antagonist) that prevents the virus from infecting cells. 
According to this, inhalers containing the mimic would be 
effective in preventing virus activation in the lungs [97]. 
Scientists are working on nanoparticles to help in inflam-
mation management. Loaded lipid-based nanoparticles with 
immunomodulating and antioxidant molecules (adenosine 
and α-tocopherol, respectively) can preferentially deliver 
their therapeutic cargo to the areas of acute inflammation, 
modifying oxidative stress and cytokine response in the 
process. Clinical trials related to usage of nanotechnology 
in COVID-19 diagnostic and medical interventions as per 
clinical trial data [98] shown in Table 3 and as per WHO 
report in Table 4 [99].

Nanodiagnostic tools that have gained popularity are the 
ones which are based on optical biosensors. These diag-
nostic tools are rapid and have very high sensitivity [100]. 
However, Au nanoparticle–based lateral flow-immunoassay 
(LFIA) has a limitation that the signal produced is majorly 
qualitative in nature but is not able to generate the quantita-
tive estimation. For quantitative estimation, electrochemical 

biosensors have been widely developed, but these are limited 
by development of specialized equipment for data collection 
and analysis. Label-based biosensors enhance sensitivity 
and selectivity as compared to SPR-based biosensors [101]. 
Nanodiagnostic tools have emerging potential, but it needs 
better understanding of the properties of the matter to be 
successfully used as a comprehensive diagnostic tool.

Nanomaterials are being used to treat 
SARS‑CoV‑2 symptoms

Pneumonia is the most common symptom of COVID-19 
infection, and nanotechnology could be utilized to treat it 
[62]. From using nanomaterials to deliver anti-inflammatory 
drugs to developing inhalation methods, fabricating platelet-
derived nanomaterials that are actively targeted to inflam-
matory sites and allowing for controlled drug release, for 
using oxygen-generation nanomaterials, such methodologies 
may not only provide timely solutions but also stimulate 
future research. To manage the cytokine storm and detect the 
location of pneumonia, platelet-derived nanoparticles can be 
encapsulated with [5-(p-fluorophenyl)-2-ureido] thiophene-
3-carboxamide (TPCA-1) [102]. Furthermore, antioxidant 
nanomaterials, such as cerium dioxide nanoparticles, can 
also be employed to eliminate reactive oxygen species (ROS) 
from the inflammatory site [103]. Other technologies could 
be used with nanotechnology to make COVID-19 treatments 
easier and more effective. Artificial intelligence, for exam-
ple, has been investigated for COVID-19 diagnosis [104] 
and the validation of drugs that could be retooled to treat 
COVID-19 [105] should also be considered to aid in the 
isolation of drug/vaccine-loaded nanoparticles, therapeu-
tic nanomaterials, and nanomaterials that could alleviate 
pneumonia. We hope and believe that as our knowledge of 
SARS-CoV-2 and related research grows, nanotechnology 
will enable faster and more effective methods for dealing 
with SARS-CoV-2 and other emerging viruses in the future.

Nanotechnology in SARS‑CoV‑2 prevention

Blocking viral entry into the host

A FET biosensor for SARS-CoV-2 was developed; this 
device was a COVID-19 immunological diagnostic approach 
that did not require any sample preparation or labeling. Many 
HSPG mimicking materials, like zinc oxide nanoparticles, 
have been highlighted for their antiviral efficacy, and study-
ing their anti-SARS-CoV-2 potential could give an early 
therapeutic treatment for COVID-19. Balagna et al. coated 
face masks with a silver nanocluster/silica combination 
to prevent contamination. When tested for SARS-CoV-2, 
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this coating successfully lowered virus titers on the mask. 
To protect against SARS-CoV-2 viral contamination, such 
coatings can be employed on regularly exposed surfaces in 
public settings [106].

Virus inhibition without external stimulus

Graphene and graphene-related materials (GRMs) are suit-
able candidates for designing and creating high-performance 

Fig. 2   Approaches based on nanotechnology to counter COVID-
19. Various nanoparticles can be used for the detection, prevention, 
treatment, and vaccination processes against SARS-CoV-2 infec-
tion. Prevention: NPs can be used in the making of face masks, face 
shields, hand gloves, gowns, shoe covers, and head covers to deac-
tivate viruses on the very first contact. Detection: NPs can be used 
for detecting the SARS-CoV-2 infection. For example, spike-protein 

detection method, nucleic acid-based PPT effect detection technique, 
RT-LAMP method, gold NP–coated strips which changes color in 
contact with infected sample. Treatment: NPs can assist direct and 
safe drug delivery to specific target like alveolar cells. Vaccination: 
NP-mediated biological molecules can act as vaccine against SARS-
CoV-2 infection. NPs fit the purpose because of their scalability, 
safety, and long-lasting effects
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components and systems for the COVID-19 pandemic and 
other future disasters due to their unique physicochemical, 
electrical, optical, antiviral, antibacterial, and other charac-
teristics. Graphene and GRMs’ potential were examined in 
healthcare applications, as well as how they can aid in the 
fight against cancer. COVID-19 is a viral disease that can be 
treated with the same strategy [107].

Delivery of drugs and vaccines

The phase 3 clinical studies for the mRNA-1273 SARS-
CoV-2 vaccine are presently underway to investigate its 
safety and efficacy in preventing COVID-19 for up to 2 years 
following the second dose. Another study increased SARS-
CoV-2 antigen production by modifying the endogenous 
untranslated regions (UTRs) of mRNAs. Furthermore, when 
it came to delivering mRNA vaccines, TT3 nanoparticles 
outperformed FDA-approved lipid nanoparticles [108]. 
Aside from vaccines, nanotechnology has the potential to 
build vaccine adjuvants that boost antibody production. 

Since traditional aluminum hydroxide (alum) adjuvants, 
which seem to be plate-like microgels with a positive charge, 
are more likely to link to the membrane than being internal-
ized by dendritic cells, an oil/water interphase of particulate 
alum via Pickering emulsion (instead of just a surfactant-
stabilized emulsion) was generated that not only absorbed 
but also promoted antigen uptake [109].

Antiviral nanomaterials

In addition to functioning as a delivery platform for antiviral 
medications or vaccines, nanomaterials can directly combat 
viruses. To begin, a thorough understanding of the virus 
reproductive cycle is required to develop an effective anti-
viral strategy. While more research into viral life cycles may 
yield new insights, the current model comprises attachment, 
entry, biosynthesis, virus assembly, and release, with viral 
suppression achievable at each step. The immense promise 
of nanomaterials in this field has only recently begun to be 
realized. DNA origami technology has added to the original 

Table 3   Clinical trials related to usage of nanotechnology in COVID-19 diagnostic and medical interventions. Information is collected from 
clinical trial data [98]

No Current status NCT number Purpose or aim COVID-19 contribution

1 Completed NCT04459962 Usage of nanotechnology biomarker tagging in 
COVID-19 detection and breath profiling

Diagnostic test

2 Completed NCT04760639 Usage of nanotechnology biomarker tagging in 
COVID-19 detection and breath profiling — 
Ancon

Diagnostic test

3 Recruiting NCT04910971 Quantification of vaccine-induced humoral 
immune response such as binding and neutrali-
zation titers in HCWs over 1 year post their 
vaccination. In this, they proposed pGOLD™ 
COVID-19 high accuracy IgG/IgM nanotech-
nology assay

Antibody binding and neutralization quantification 
by SARS-CoV-2 antibody-avidity assay test

4 Not yet recruiting NCT05256589 It is a diagnostic test, which is a lateral flow assay 
to detect SARS-CoV-2 virus

Diagnostic test: Sona Saliva COVID-19 Rapid 
Self-tests

5 Recruiting NCT04877002 Evaluate the performance of Sona Salivary 
COVID-19 Rapid Self-tests. It is based on rapid 
antigen diagnostic device

Diagnostic test: Sona Saliva COVID-19 Rapid 
Self-tests

6 Completed NCT04761822 Evaluate the systemic allergic reaction to COVID 
mRNA vaccination

Treatment and to assess the side effects of mRNA 
vaccine

Table 4   The WHO reports 
(dated May 27, 2020) various 
preclinical stage nanoparticle-
based vaccine candidates [99]

Platform Type of candidate vaccine

Protein subunit Nanoparticle vaccine + matrix M (adjuvant) (based on recombinant 
SARS-CoV-2 glycoprotein)

Peptide antigens formulated in LNPs formulation
Nanoparticle vaccine (recombinant protein) (S protein and other 

epitopes based)
Nanoparticle vaccine

RNA LNPs formulation of mRNA
LNP-encapsulated mRNA cocktail encoding VLP
LNP-encapsulated mRNA encoding RBD LNP-encapsulated mRNA
Liposome-encapsulated mRNA
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nanomaterial library, despite its early stages of application 
in antiviral research.

DNA origami can provide a frame to transform nanopar-
ticles into desirable morphological materials [110]. Den-
gue virus activity can be suppressed by using spatial pattern 
interaction to design a DNA nanoarchitecture with a specific 
star configuration [111]. MUS acid-modified cyclodextrins 
have also been investigated for their antiviral capabilities 
[112], as the modified MUS acid can imitate HSPG to cause 
a virucidal response. Bacteriophage capsids with ligands 
that strongly bind the influenza virus have recently been 
introduced as part of a multivalent strategy to limit the virus’ 
invasion [113]. These “nanodecoys” trap the Zika virus and 
prevent it from infecting its intended targets. Nanosponges 
made from human macrophage cell membranes or plasma 
membranes made from human lung epithelial type II cells 
have recently been employed to mimic the host cell surface 
and trap SARS-CoV-2 for neutralization [64]. The spread 
of SARS-CoV-2 viral particle was not well understood by 
aerosol transmission. A systematic study has simulated the 
aerosols produced by the human patients [114]. In this study, 
the authors developed a vibrating mesh nebulizer which has 
replicated the production of aerosol containing nanoparticle 
(CorNPs). The study highlighted the drying impact on aero-
sol and evaluated the impact of environmental pollution and 
other factors in spread of infection.

We have high aspirations for the future of nanotechnology 
in antiviral research, as evidenced by the examples above.

Application of nanotechnology in viral 
infections

SARS, dengue fever, Asian flu, and other bacterial and viral 
infectious agents spread rapidly and cause high morbidity 
and mortality disease outbreaks [115]. Nanotheranostics is 
a revolutionary approach to diseases including cancer and 
neurological disorders in which a single multifunctional 
nanoplatform combines therapeutic and diagnostic functions 
[116]. Theranostic nanoparticles (NPs) have lately acquired 
popularity for aiding the targeted delivery of active therapeu-
tic compounds such as drugs and vaccines. They also allow 
non-invasive imaging approaches to image and track both 
the infection and treatment mechanisms [117]. Three factors 
must be considered while developing a prospective theranos-
tics-based nanoplatform: nanocarriers, the therapeutic drug, 
and imaging agent [118]. Multifunctional NPs are regarded 
as promising theranostic agents due to their physicochemical 
properties such as size, charge, solubility, ease of synthesis, 
targeted drug delivery, biocompatibility, biodistribution bio-
degradability, and enhanced retention inside tissues of inter-
est [119]. Biosynthesized NPs containing therapeutic com-
pounds and imaging agents were shown to have theranostics 

properties [120]. Due to their remarkable qualities, gold NPs 
and magnetic NPs are the most often utilized nanotheranos-
tics agents. MNPs can be utilized as contrast agents or drug 
carriers in magnetic resonance imaging [121]. Plaque tests, 
-galactosidase assays, confocal imaging assays, transmis-
sion electron microscopy (TEM), Western blot assays, flow 
cytometry, and RT-PCR are now used to assess the antiviral 
action of NPs [122]. However, due to their high cost, lack of 
precision and sensitivity, time consumption, and the necessity 
for well-equipped laboratory facilities and highly experienced 
technicians, most of these procedures are inappropriate for 
clinical usage or point-of-care diagnostics [123]. This analy-
sis examines various CoV therapeutic methods, emphasiz-
ing the use of nanomedicine to contain COVID-19 and other 
pathogenic CoVs shown in Fig. 3.

Development of a novel vaccine strategy

A glycoprotein-based vaccine production strategy has also 
been considered, during which the Spike S protein is glyco-
sylated by the virus. The glycosylation of viral spikes hides 
the immunogenic areas identified by the host immune sys-
tem. As a result, thereby enabling the invasion of the virus in 
the immune system of the host. This method is used by many 
viruses. However, the SARS-glycan CoV-2 profile revealed 
that the glycosyl density on the spikes is insufficient to suc-
cessfully protect the virus from host immune systems. This 
weakness in the virus’ glycan coating could be useful in the 
generation of powerful neutralizing antibodies, and hence in 
vaccine development [124]. Both humoral and cell-mediated 
immunity performs a protective role in the SARS-CoV-2 
infection. Nanoparticles have shown their ability to target.

Immunomodulation is another way for developing antivi-
ral vaccine. Physical and chemical properties of nanomate-
rials can prompt immune response in case of SARS-CoV-2 
infection. Nanoproducts based on their physicochemical 
properties can be developed combining nanoenabled product 
with desired-immunity design concept. Nanoproducts can 
act as immuno stimulators, immunosuppressors, and vac-
cines. Upon pathogen interaction, nanoparticles generate 
both humoral and cell-mediated immune response. Nanopar-
ticles activate macrophages and dendritic cells along with B 
and T cells. Nanoparticles stimulate apoptosis in APC cells, 
which causes immunosuppression. Nanoparticles can also 
adsorb cytokines in response to cytokine-storm in COVID-
19 patients. A virus-like or lipid nanoparticle can be used 
for vaccination [59]. Uptake of naked mRNA will be sub-
jected to lysosomal digestion; therefore, mRNA-loaded lipid 
nanoparticles can be used. Nucleic acid-based nanovaccines 
come with its own perks like can be easily altered for its 
size and shape, safety, and prolonged-expression of antigens. 
These lipid NPs are internalized in host cells and undergo 
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endosome escape and mRNA is released for protein forma-
tion and desired immune response is achieved [125]. Both 
Moderna and Pfizer-BioNTech mRNA vaccines are based on 
lipid nanoparticle [126]. In the emergence of SARS-CoV-2 
variant, new nanotechnology-driven strategies are developed 
[127]. Examples of such nanotechnology-based molecules 
are listed in Table 5.

Challenges and prospects 
of nanotechnology

In this article, we have summarized the applications of nano-
technology in healthcare, especially with respect to its role 
in diagnosis and protection against SARS-CoV-2 infections. 
There are, however, several factors that hinder the translation 
of nanotechnological research to the industry. The cost-effec-
tiveness of nanotechnology-based healthcare applications is 
an important factor that prevents its widespread adoption. 
The process of development of nanomaterial-based applica-
tions needs thorough analysis of the physical and chemical 
properties, toxicological properties, and pharmacokinetic 
properties of the nanomaterials being used [144, 145].

Assessment of these factors needs specialized machinery 
and devices and further manpower with specialized train-
ing for their operation. The process of manufacturing the 

nanomaterial also slows the pace at which it reaches the mar-
ket, due to the structural and physio-chemical complexity of 
the nanomaterials. The inherent high cost of nanomaterials 
and that incurred during the process of making the nano-
medical devices contributes to the roadblock [144, 145].

The high expense of nanotechnology-based healthcare 
applications eventually gets transferred to the patients, 
making its access to low-income groups much more dif-
ficult, especially in systems where healthcare is governed 
by insurance-based health systems [146, 147]. Large-scale 
manufacture of nanomaterial is also associated with issues 
related to the constituting particle’s toxicological features, 
in vivo biodegradability, and the difficulty in achieving bal-
ance between different constituents at a large scale [148].

The regulatory factors governing nanomaterials such as 
government policies, safety and quality control, and patent 
protection also affect the commercialization process of nano-
medical research. The absence of defined guidelines for the 
regulation and safety of the development of nanomaterial-
based healthcare products further increases the transition 
time to the industry [145, 149–151].

In addition to the inequality in access to nanomedical 
technology due to economic factors, inequity in access 
also exists due to geographical barriers. Developed nations 
such as the Republic of Korea, Canada, and Germany are at 
the forefront in nanomedical research as per the UNESCO 

Fig. 3   Nanomedicine, with its physicochemical properties, may be 
a promising therapeutic strategy to defeat CoVs and their host cells. 
SARS-CoV-2 and any re-emerging CoV could be treated with nano-
particles (NPs) studded with viral antigens or antibodies. This analy-

sis examines various CoV therapeutic methods, with an emphasis on 
the use of nanomedicine to contain COVID-19 and other pathogenic 
CoVs. Acronyms: VLPs, virus-like particles
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Science Report [152]. This has led to the accumulation of 
the knowledge and know-how related to the nanotechnol-
ogy-based healthcare applications in these nations, a lot of 
which is due the exclusivity granted by their high number 
of patents applications [147]. This limits the access of a lot 
of the life-saving nanotechnology applications to the devel-
oped world as there is again a huge cost of purchasing such 
products which is a barrier in the developing world. For 
example, mRNA-based COVID-19 nanovaccines BNT162b1 
and mRNA-1273 were produced by Pfizer-BioNTech and 
Moderna respectively and were globally the first ones to 
receive approval for administration [16]. However, due to 
the high cost of these nanovaccines and additional cost of 
their low temperature storage requirement, economically 
backward countries could purchase, and much later, the low-
cost adenovirus vector bases vaccine ChAdOx1 nCoV-19 
(AZD1222, Oxford-AstraZeneca) [153, 154]. In addition, 
people in developing countries, due to the associated eco-
nomic constraints, have a reduced access to nanochemical 
drugs and nanomedical devices [155, 156].

To overcome the inequality in access to nanotechnology 
in healthcare applications, efforts need to be taken globally 
to promote better exchange of ideas and technology and pro-
mote a way to make the nanomedical technology available 
at a lower cost to the patients in developing countries. A 
framework by the European nations called as the Responsi-
ble Research and Innovation (RRI) framework has been sug-
gested as possible strategy to overcome the barrier in equal 
access to nanomedical technology. This framework fosters 
collaborative efforts between various stakeholders develop-
ing novel technologies throughout the process. While this 
framework is restricted geographically, it has been suggested 
that its principles can be used for a broader global applica-
tion [157]. It has also been suggested that incorporating a 
priority towards the large-scale benefit to humanity in the 
regulatory policies can also help to reduce the inequality in 
access to healthcare applications of nanotechnology [147].

The initiative of COVID-19 Vaccines Global Access 
(COVAX) which was developed by Coalition for Epidemic 
Preparedness Innovations (CEPI), Global Alliance for Vac-
cines and Immunizations (GAVI), and WHO to allow for an 
equal distribution of COVID-19 vaccines globally is a good 
example of the collaborative strategies that can overcome the 
hurdle of unequal access to healthcare-related nanotechnol-
ogy applications worldwide [158]. Another good example is 
of the group which developed SARS-CoV-2 protective gar-
ments containing copper oxide nanoparticles and graphene 
nanosheets for antiviral activity without patenting the tech-
nology. This allowed for free and easy sharing of production 
technology and has been a great step in breaking barrier in 
technology access [153, 159].

To increase demand for nano-based formulations, the FDA 
should concentrate on three issues: (a) developing methods 

for characterization and quantification of nanomaterials’ toxi-
cological effects, (b) dealing with consumer acceptance and 
understanding through a public awareness campaign, and (c) 
product labeling [160]. Furthermore, the global marketing 
of nano-based formulations is restricted [112]. Future study 
should focus on (i) establishing the mechanism of action of 
nano-based formulations, (ii) comprehending the behavior 
and interaction of nanomaterials with the human body, (iii) 
assessing the possible toxicity and residual direct and indirect 
effects of nanomaterials, (iv) creating new nanomaterials, 
and (v) developing universal regulations [161]. Finally, it is 
an alarming time to understand and appreciate nanotechnol-
ogy’s enormous potential for the production of new and more 
effective tools and products. It is vital that continued research 
incorporates academics, corporations, research institutions, 
and government organizations to turn this technology into a 
commercial reality and offer alternatives for the identification 
and control of various diseases.

Conclusion

Nanotechnology in life sciences has become a revolution 
by providing many useful tools that can be applied for the 
detection of biomolecules and analytes especially for early 
disease diagnosis. Early diagnosis has been the goal for 
prompt arrest and management of various health conditions 
especially so in the diagnosis of infectious diseases. Anti-
body detection is not very useful in the concurrent diag-
nosis of infections except those infections with prolonged 
incubation period and chronic infection. Moreover, auto 
fluorescence and optical absorption of either the matrix of 
biological samples or reagents is a major limiting factor of 
ELISA technique. Using the principles of antigen antibody 
interaction, any combination of pathogen-specific antigen 
or antibody can be immobilized onto the surface of NPs 
for the diagnosis of infectious diseases. Use of microchips, 
biosensors, nanorobots, nanoidentification of single-celled 
structures, and microelectromechanical systems are cur-
rent techniques being developed for use in nanodiagnostics. 
These newer platforms have made diagnostics less cumber-
some and more sensitive because of their physical proper-
ties. Recent advances of this technology have now aided in 
integrating them into simple devices which can used even 
outside the laboratory with safety.

Despite the potential benefits of nanomaterials in COVID-
19 diagnostics and treatment as discussed in the review, 
there are certain associated drawbacks. Due to the nanoscale 
size of these materials, they have increased reactivity with 
other molecules, leading to oxidative stress. Nanomaterials 
are also associated with toxicity in the body, as clearance of 
these foreign materials is not well understood. Nanoparticles 
can get accumulated at the site of delivery to cause chronic 
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local or systemic inflammation. One report observed serious 
lung injury due to nanoparticles which can be deadly during 
SARS-CoV-2 infection [162]. Additionally, due to lack of 
knowledge about their interaction within the environment, 
it is very crucial to diligently study the proper disposal ways 
of diagnostic tools [154]. Most importantly, including the 
nanodiagnostics in the patient of care treatment can be very 
expensive because of its production cost. It will be a finan-
cial burden to access the comparable level of diagnostics for 
everyone. We need to invest extra efforts to reduce the cost 
of its production to be available to everyone. Another crucial 
ethical concern for nanodiagnostics is the informed decision 
during clinical trial to the participant.

Altered physio-chemical properties make engineered nan-
oparticles commercially attractive but, at the same time, they 
also raise concerns regarding potential risk to environmental 
and human health through consumer use, occupational, and 
environmental exposure. In addition to occupational expo-
sure, direct human exposures through medicinal application 
and ambient air pollution are major concerns [163]. Ultrafine 
particles (UFPs) or nanoparticles (NPs) by inhalation expo-
sure translocate through nasal, tracheobronchial, olfactory, 
and trigeminal nerves and then these nerves release tachy-
kinins and catecholamine which have direct effect on cardiac 
autonomic function. These nanoparticles also evade phago-
cytosis which is the defense mechanism of our body result-
ing in inflammation, pulmonary endothelial injury, upregu-
lation of ICAM-1 and VCAM-1, impairment in arteriolar 
dilation that causes increase in systemic blood pressure, and 
an increased risk for heart failure. When they translocate 
to systemic circulation, they reach various organs like the 
liver, the heart, the kidney, and the bone marrow and cause a 
predisposition to clot formation and cardiopulmonary events 
and may also lead to cancer due to the release of C-reactive 
protein, fibrinogen, ROS, cytokines, and chemokines [164].

Although the usage of nanoparticles has been proven 
to be tremendously advantageous for both diagnostic and 
therapeutic purposes, it is important to discuss about the 
associated safety and potential toxicity concerns. To meas-
ure the potential hazardous risks associated with nanopar-
ticles, physiology-based pharmacokinetic (PBPK) models 
and nanoquantitative structure–activity relationship (QSAR) 
models have been proposed. These proposed models help 
in analyzing in vitro and in vivo generated datasets using 
nanomedicine and understanding OMICS data in nanotoxi-
cology [165, 166].

Outlook

Extensive research has been conducted on various aspects 
of SARS-CoV-2 diagnosis, treatment, and prevention. Pre-
vention had been adopted as a first strategy to combat the 

disease during pandemic. Preventive measures relied on two 
major factors: (1) reducing the viral spread by contact (social 
distancing) and (2) maintaining the individual hygiene and 
health (face covering, handwashing). Early diagnosis has 
played a key role to stop the spread of infection. Despite 
RT-PCR being the gold standard for testing the infection, 
it has its limitations such as expensive instruments and the 
requirement of trained personnel. Efforts are still being put 
in diagnosis of SARS-CoV-2 viral infection. The diagnostic 
techniques can be divided into four categories based on the 
biomolecule tested: (1) nucleic acid based (RT-PCR, digital 
PCR, isothermal PCR); (2) serological (ELISA, lateral flow, 
antigen detection, quantum dots, protein chip); (3) biosensor 
based (SPR, LSPR, colorimetric); and (4) radiology (X-ray 
and chest imaging) [167]. These diagnostic techniques are 
still improving to become mainstream testing options. Arti-
ficial intelligence (AI) and machine learning (ML) have also 
been utilized in diagnosis of COVID-19 [168]. IKONOS, an 
AI tool developed by Gomes et al. [169], can differentiate 
which can differentiate COVID-19 from pneumonia by using 
machine learning algorithm on chest X-ray data [170]. In 
another study, ultra-low dose of CT scan examination has 
been performed to predict the data from normal dose of CT 
scan examination by utilizing deep learning methods [171].

A deep learning ResNet-101 system has also been devel-
oped which utilizes methods to identify COVID-19 with 
99% accuracy in CT scans [172]. These AI and ML algo-
rithm have also been utilized to predict the efficacy and tox-
icity of nanomaterials which is crucial before delivering it in 
clinical trials, and an excellent review has summarized this 
aspect of nanomedicine [165].

OMICS science and digital transformation has changed 
the diagnostic medicine in post-COVID-19 era. Digital plat-
forms have been developed to device nanobiosensors that 
can diagnose presence of nanomaterials in human use prod-
ucts to assess the safety measurements. One such nanobio-
sensor can detect SARS-CoV-2 in speech nanoparticle-sized 
aerosol/droplets from infected patients that causes transmis-
sion of COVID-19 [173, 174] We therefore need to carefully 
evaluate various aspect of nanomedicine for future use.

Post the diagnosis of SARS-CoV-2 infection, treatment 
also played a crucial role in saving the lives of patients. 
Therapeutic options can be divided into three categories: 
(1) antiviral drugs (remdesivir, baricitinib, dexamethasone) 
[175, 176]; (2) antibody-based therapy (convalescent plasma 
therapy, monoclonal antibody therapy, intravenous immu-
noglobulins therapy) [177–180]; and (3) cell therapy for 
COVID-19 treatment [181–184]. The pandemic has taught 
individuals, policymakers, and healthcare workers to be 
better prepared for any upcoming health disasters. Policy 
makers and healthcare workers have the key responsibility 
to develop strategies such as controlling the infection before-
hand, making an action plan to control future infections, and 
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developing the facilities where any kind of future pandemic 
can be controlled.

A survey conducted for nanotechnology usage in the area 
of medicine showed positive attitude among stakeholders 
[185]. The US Food and Drug Administration (FDA) formed 
nanotechnology task force to accelerate collaboration among 
researchers and stakeholders to expand usage of nanomate-
rial in public health. A few examples of such collaboration 
include FDA’s partnership with the National Institute of 
Standards and Technology (NIST) and the National Cancer 
Institute (NCI) to form the Nanotechnology Characterization 
Laboratory (NCL). It also collaborated with Johns Hopkins 
University and Houston-based Alliance for NanoHealth 
(ANH) along with its eight member institutions to conduct 
multi-disciplinary research in medical field [186].

Nanotechnology is often referred to as “future technol-
ogy” that can solve many problems. It will present new 
opportunities to make stuff of life better and cheaper, using 
fewer raw materials. Through wearable fitness technology, 
we can monitor our health by strapping gadgets to ourselves. 
By scaling down nanotechnology, this technology opens up 
the possibility of implanting or injecting tiny sensors inside 
our bodies. The properties of nanoparticles can be used to 
improve early diagnosis and treatment of neurodegenerative 
disease and cancer. There are endless possibilities ranging 
from monitoring inflammation and post-surgery recovery to 
more exotic applications whereby electronic devices actually 
interfere with our body signals for controlling organs. Nano-
materials and concepts are also currently being developed 
that show potential for producing energy from movement, 
light, variations in temperature, glucose, and other sources 
with high conversion efficiency [187].

In this study, we have provided an overview of the recent 
advances of nanotechnology against the COVID-19 disease. 
The discussion is based on the three important strategies 
that have been used for combating COVID-19, i.e., preven-
tion, efficient diagnosis, and treatment. The nanodiagnostic 
techniques discussed in this article include novel strategies 
such as nanobots, microchips, and MEMS. Recent work on 
the various types of biosensors for COVID-19 detection such 
as RT-LAMP-based biosensors, tilted fiber Bragg grating 
(TFBG) sensors, quantum dot-based immunochromato-
graphic assays, and electrochemical immunosensors has also 
been summarized in our study. The properties of nanomate-
rials being used in biosensor-based diagnostic devices and 
the associated advantages and disadvantages are important 
points that have also been covered in this study. We have 
also outlined the novel nanoparticle-based vaccine formula-
tions that are currently being developed, strategies by which 
nanomaterials can be used in preventing the viral infections 
and further discuss the challenges for the widespread appli-
cation of nanotechnology. While the different applications 
of nanotechnology in controlling COVID-19 are important 

advances, an area that needs further research is the study of 
toxicological properties of the nanomaterials, in vivo avail-
ability, and biodegradability. Furthermore, AI and machine 
learning-based techniques can aid in the vaccine design pro-
cess, toxicological analysis of nanomaterials, and design of 
diagnostic devices. A limitation of our study is the lack of 
in-depth discussion of the synthesis process for the different 
formulations of nanomaterials.

Nanotechnology has displayed tremendous potential in 
the control of COVID-19 by aiding the diagnosis, preven-
tion, and treatment processes. The very first mRNA-based 
vaccine formulations utilized lipid-nanoparticles, which 
were used to provide enhanced stability and efficient deliv-
ery. Such formulation strategies can therefore be used in 
future for developing immunity against other viral diseases. 
Furthermore, nanomaterials with antiviral properties play 
an important role in the manufacture of personnel protective 
equipment and this application of nanotechnology too has 
broader future implications. The rapid point-of-care SARS-
CoV-2 diagnostic kits have numerous advantages such as 
ease of use and detection, compactness, high sensitivity, 
and low cost in comparison to traditional RT-PCR-based 
techniques. The design strategies of such kits can also be uti-
lized for other virus-based infections, thus extending reach 
of nanotechnology in combating viral diseases.
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