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Abstract Mobile health (mHealth) apps are becoming much
more widely available. As more patients learn about and down-
load apps, clinicians are sure to face more questions about the
role these apps can play in treatment. Clinicians thus need to
familiarize themselves with the clinical and legal risks that apps
may introduce. Regulatory rules and organizations that oversee
the safety and efficacy ofmHealth apps are currently fragmentary
in nature and clinicians should pay special attention to categories
of apps which are currently exempt from significant regulation.
Uniform HIPAA protection does not apply to personal health
data that are shared with apps in many contexts which creates a
number of clinically relevant privacy and security concerns.
Clinicians should also consider several relatively novel potential
adverse clinical outcomes and liability concerns that may be
relevant to specific categories of apps, including apps that target
(i) medication adherence, (ii) collection of self-reported data, (iii)
collection of passive data, and (iv) generation of treatment rec-
ommendations for psychotherapeutic and behavioral interven-
tions. Considering these potential pitfalls (and disclosing them
to patients as a part of obtaining informed consent) is necessary
as clinicians consider incorporating apps into treatment.
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Introduction

The outpatient appointment is about to end when the patient
says there is Bone more thing^ she would like to discuss with
her psychiatrist. She reaches into her pocket, pulls out a
smartphone, and proceeds to ask if her psychiatrist recom-
mends an app that the patient has heard about which tracks
mood and offers Bon-the-go mindfulness exercises.^ The psy-
chiatrist realizes the potential for smartphone apps to offer
novel adjunctive monitoring and support services for some
patients but also wonders what may be the legal ramifications
of using or recommending apps in clinical care.

Patients now have direct access to a rapidly increasing
number of smartphone apps designed for healthcare—approx-
imately 165,000 is the latest number [1]. While these apps are
designed and marketed for virtually all healthcare conditions,
apps related to mental health actually compose the largest
single category [1]. Given the reality that today’s psychiatric
patients are increasingly web-connected [2], interested in apps
[3, 4] and likely to own smartphones, it is certain that these
persons will inquire about the role of smartphone apps more
frequently.

Although the proliferation, allure, and ownership of mental
health technologies like condition-specific smartphone apps
and wearable sensors continue to increase, evidence for their
clinical utility, efficacy, and safety is generally lacking [5, 6].
Additionally, there is an even greater lack of understanding (or
literature-based guidance) regarding attendant legal issues.
Clinicians need to understand not only the risks to patients
but also the risks they themselves assume when utilizing or
recommending digital technologies like smartphones as ad-
juncts to traditional psychiatric care. In this article, we review
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some of the basic principles governing legal liability for
smartphone app use and then provide a focused look at unique
facets of various app technologies.

Understanding the Basic Rules and Regulations

Novel developments like smartphone apps and digital health
technologies tend to spawn complex and rapidly evolving
liability issues. Clinicians need to be aware of some basic legal
principles and overarching federal rules while the finer points
play out in regulatory rulemaking, lawsuits, legislative ses-
sions, and the promulgation of updated professional standards.
Here, we briefly introduce several important regulatory rules
and organizations that govern much of the mobile health and
mobile psychiatry landscape—in particular, the Health
Insurance Portability and Accountability Act (BHIPAA^), the
Food and Drug Administration (BFDA^), and the Federal
Trade Commission (BFTC^).

Clinicians may presume that any app related to healthcare
falls under the ambit of HIPAA, a federal law mandating pri-
vacy and security standards for certain types of healthcare
data. Yet, this is frequently not the case. HIPAA applies only
to Bcovered entities^ (which are healthcare providers,
healthcare clearinghouses, or health plans), Bbusiness associ-
ates,^ or subcontractors of business associates. A business
associate is defined as a third party that receives, maintains,
or creates protected health information for or on behalf of any
of a covered entity [7••]. HIPAA protections apply to
protected health information, which is identifiable data that
pertain to past, present, or future physical or mental health
conditions, to the provision of healthcare, or to payment for
such services [8].

The invocation of HIPAA is all about context. For example,
it will initially be unclear whether HIPAA applies when a
smartphone app that collects information on a patient’s mood
symptoms appears to be collecting personal health informa-
tion as well. If a patient uses the app independently of a clini-
cian’s advice and does not transmit any of the data collected
by the app, it is likely that the app falls completely outside of
the HIPAA realm. By contrast, if a hospital contracts with this
app’s developers to provide it to the hospital’s patients and
then filter collected data to the hospital, then the developers
are most likely acting as business associates of the hospital
and its clinicians, which would in turn bring HIPAA protec-
tions to bear. The key to understandingwhether HIPAA comes
into play is understanding who is collecting the data, why the
data are being collected, and who will use the data.
Misassumptions about when HIPAA applies have led to sig-
nificant privacy concerns [7••, 9] that we explore below in
detail.

The FDA and the FTC both play roles in evaluating the
safety and marketing claims of mobile health technologies,

though neither agency is currently stepping in to provide full
oversight of all apps. The Congress granted the FDA authority
over medical devices—including medical software—with the
1976 Medical Device Amendment to the Federal Food, Drug,
and Cosmetic Act. Since that time, medical software has been
regulated by the FDA’s Center for Devices and Radiological
Health (CDRH) [10••]. The approval of new devices histori-
cally required stand-alone evidence of safety and effective-
ness. An easier Bme-too^ conduit (the B510(k) Pathway^)
has frequently been used, whereby a new device seeking ap-
proval establishes Bsubstantial equivalence^ to an already ap-
proved device.

The 510(k) Pathway is in substantial danger of being
swamped by the thousands of new smartphone apps now be-
ing released every month, or in some cases, may not apply to
novel innovative apps. In response, the FDA has chosen to
regulate apps based on the perceived level of concern they
engender, calling for regulators to estimate Bthe severity of
injury that a device could permit or inflict, either directly or
indirectly, on a patient or operator as a result of device failures,
design flaws, or simply by virtue of employing the device for
its intended use^ [11].

The FDA has also declined to regulate the large portion of
arguably healthcare-related apps that fall into a Bgeneral well-
ness^ category. Such apps Bpromote a healthy lifestyle^ but do
not make reference to any specific disease, diagnosis, or treat-
ment [10••]. Examples given by the FDA include apps that
provide information to users about gluten-free food, guide
them about questions to ask their physician during visits, or
help them to identify a pill based on its physical characteristics
[12]. Although the FDA maintains the right to exercise Breg-
ulatory enforcement discretion^ concerning such apps—and
has already done so with some that relate to psychiatry [11]—
the vast majority of apps are not FDA-regulated at this point in
time.

The FTC has begun policing marketing claims asserted by
various apps, and some have called for the FTC to provide
comprehensive oversight for telehealth in particular [9].
Examples of apps that have faced FTC action for making
claims lacking evidentiary support include (i) acne applica-
tions which purported to treat acne by shining a light from a
smartphone on the user’s face [13], (ii) an application which
claimed to calculate a mole’s risk of melanoma; [14], and (iii)
a $2 million settlement against a Bbrain training^ app
(Lumosity) which purported to reduce or delay cognitive im-
pairments associated with age or health conditions [15]. Given
the sheer volume of apps flooding the marketplace and a re-
active (rather than proactive) approach to the policing of
claims, the FTC is currently serving a rather limited role in
app regulation.

The private sector has also made limited forays into sys-
tematically certifying potential privacy and security vulnera-
bilities in medical apps. The startup Happtique reviewed the
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operability, privacy, security, and content of apps and received
some early attention but ultimately shut down after discover-
ing that two apps it certified had handled data insecurely
[16••]. The Consumer Electronics Association, which repre-
sents numerous technology member companies such as
Apple, Google, Fitbit, and roughly 2000 others, recently an-
nounced the voluntary guidelines for companies should ap-
proach privacy for health-related data [17]. At this point, how-
ever, it is unclear if the private industry as a whole will adopt
such guidelines, given that individual companies often have
very different privacy policies and procedures for managing
healthcare data and other related information.

Legal Concerns That Extend Across Application
Types

Privacy and Security

A major concern in mobile health relates to patient privacy
and security, concerning the potential for unintended breaches
of data as well as the intentional transfer or sale of data to third
parties [7••]. As discussed above, there are many contexts in
which the protections created by HIPAA do not apply to
healthcare apps. In these cases, the privacy policies that users
accept when installing the app govern the use of the data
generated or collected through the app. Relying on the privacy
policies of the app developers themselves is fraught with dan-
ger; for example, a recent study noted that of the 600 most
common apps, (1) only 31% had privacy policies at all, (2) the
required reading level of such policies was typically at a col-
lege level, and (3) 66 % of these privacy policies consisted of
legal Bboilerplate^ that did not even mention the specific app
in question [7••].

In the absence of HIPAA protections or strongly protective
agreements around privacy, it is very possible that healthcare-
related data may be collected and sold by the app company for
uses that the patient never imagined. At present, data brokers
may end up indefinitely owning the patient’s data and using it
for a variety of purposes—including generation of FICO
Medication Scores, targeted advertisements, or larger profil-
ing efforts [7••]. While some patients may accept the tradeoff
of privacy for the convenience or other services offered by the
app, others will not. Therefore, clinicians who recommend an
app to a patient should understand and discuss not only the
nature of the app but also who would own the data and how it
could be used. Patients may already grasp that in many in-
stances, HIPAA will not apply, but informed consent should
be obtained and documented.

The potential for a breach of data by hackers or human
error should also be considered. While we do not know of
any specific lawsuits related to data compromised via mo-
bile health apps, there have been lawsuits stemming from

electronic data breaches more generally. For example, a
class action lawsuit was recently filed after hackers poten-
tially gained access to up to 4.5 million patient health re-
cords [18].

When a breach occurs, the covered entity (the clinician or
healthcare facility) will likely face highly public and
embarrassing scrutiny. All parties involved may be subject
to a lawsuit, even if at first glance they may appear remotely
liable at best. Determining the potential for actionable liability
can be both time-consuming and expensive. Ultimately, there
will always be somemodicum of risk, as it is never completely
possible to Bcontract away^ the potential for legal action.

Validation and Potential Malfunction of Apps

In one recent survey, physicians cited a lack of evidence-
based content as one primary concern in recommending apps
for patients [19]. Recent reviews have also demonstrated a
paucity of data on the overall popularity of mobile health
apps [6, 20]. While some specific applications may have em-
pirical backing, it is likely—given the number of mobile
health apps available—that patients will present with apps
untested for specific clinical efficacy or safety and perhaps
wholly unknown to the clinician. If a clinician recommends
an app that does not have firm empirical backing, and an
adverse outcome occurs (for instance, when a clinician rec-
ommends an online app as treatment adjunctive to a pharma-
cological regimen, and the patient later attempts suicide), it
may be argued successfully that the applicable standard of
care was not met.

Unanticipated issues may well arise around the use of apps
that have not undergone rigorous safety and efficacy testing.
For instance, if an app provides inaccurate data that causes a
clinician to mismanage a condition, how should liability be
apportioned? Additionally, if a patient makes mistakes in the
use of an app and this results in mismanagement of her con-
dition, to whom will blame ultimately be assigned? [21]
Clinicians should thus consider any available evidence for
the efficacy of the app, in addition to the potential for damage
in a particular case should the app malfunction. Clinicians
should also consider whether they feel comfortable (and truly
capable of) educating the patient in the use of the app in the
same way that they would do so regarding the use of other
medical devices or courses of treatment.

Failure to Act on Information

Another potential source of liability is failure to act upon in-
formation that, for any number of reasons, is never reviewed
by the clinician. A patient might, for instance, enter informa-
tion about escalating suicidal thoughts or potential adverse
effects of medication in the mistaken belief that the clinician
will review and act upon this information in between visits. If
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app-generated data will not be automatically reviewed and
acted upon, this must be clearly stated to the patient, along
with a review of the practice’s existing methods of communi-
cation for relaying urgent information. Additionally, clinicians
who agree to review app-generated data at each visit and then
forget to do so may be ultimately be held liable for failure to
act appropriately on such information. If, however, the clini-
cian has explicitly declined to conduct such a review (for
instance, framing use of a medication adherence tracking
app as nothing more than an easy way for the patient to track
medication adherence), then the likelihood that the clinician
would be held responsible may be reduced. Establishing an
agreement around the use of any app with the patient may help
to avoid misunderstandings that could lead to adverse
outcomes.

Concerns Relevant to Specific Categories of Apps

Reviewing mHealth apps for psychiatry has enabled us to
identify several different usage categories, including those that
target (i) medication adherence, (ii) collection of self-reported
data, (iii) collection of passive data, and (iv) generation of
treatment recommendations for psychotherapeutic and behav-
ioral interventions. Reference apps (such as Epocrates or the
DSM 5 app) are also expanding but will not be explored in
detail. The authors only note that, as with texts or online re-
sources, clinicians should consider the reliability of the source
of such reference materials before utilizing them in clinical
practice. Below, we review potential liability concerns that
are specific to each category.

Medication Adherence

One of the most common current uses of healthcare apps is
medication tracking and adherence. Apps can help patients
remember to take their medications and help them to record
side effects as well as perceived efficacy. Such data may be
able to help psychiatrists find the Bright^ antidepressant med-
ication; pilot study results are promising [22].

Beyond the concerns cited above, a novel source of liabil-
ity may arise if a medication-related app erroneously advises
the patient to take medications other than as prescribed—or
otherwise malfunctions—and the patient suffers harm. In
such a case, it is unclear who is liable: the patient, the app
makers, or the clinician. Whatever the ultimate apportion-
ment of blame, it certainly appears prudent to consider and
discuss, as a standard part of informed consent, any foresee-
able harm from apps before recommending them in clinical
practice.

BActive^ and BPassive^ Data Collection

A number of apps allow patients to complete self-report scales
for monitoring purposes. Today’s apps, however, are increas-
ingly doing much more than surveying patients in real time.
Clinicians need to understand what Bpassive^ data are, how
they can be collected, and the liability issues they may raise.

Passive data are those collected by means that do not re-
quire any user engagement or activity. For example, a
smartphone may automatically collect location data via GPS
sensors or social data via call and text logs. A fitness tracker
could automatically collect step data as well as heart rate in-
formation or even data about the quality of a user’s sleep [23].
In some ways, the gathering of passive data is an attractive
option, since such activity amounts to a decreased burden on
users, with results that are more objective in nature than self-
report data. Early studies are already exploring how such pas-
sive GPS data is correlated with depression [24•], although at
this point, the authoritative appraisals of clinical validity and
utility of passive data are still nascent or outright lacking. This
has not stopped commercial app development, however, and
patients can easily access a host of apps or devices that prom-
ise to capture passive data.

If a clinician recommends such an app, privacy is one clear
source of concern, above and beyond the already important
privacy concerns associated with non-passive data apps. We
should not presume that information collected by a passive
data app or device will automatically be subject to HIPAA.
The data would likely fall under HIPAA only after they are
transmitted to a clinician and then only those data that are
under the clinician’s control. The data could be subject to
HIPAA if the clinician and the app or device developer have
arranged for passive data collection either for or on behalf of
the clinician. Given that a reasonable patient would likely
want to know the privacy implications of app use outside of
the usual patient-clinician confidentiality structure, a clinician
who recommends an app but fails to apprise patients of known
privacy implications might plausibly be held liable based on
failure to obtain proper informed consent. Such concerns are
all the more relevant when one considers that passive data
may reveal where a patient lives (via GPS data), track where
a patient shops (via a store’s Wi-Fi signals), and expose a
patient’s social network (via call and text logs).

Another legally relevant issue that arises with respect to
passive data is the responsibility of the clinician when an
app unexpectedly reveals evidence of inappropriate—and po-
tentially actionable—behavior. For example, an app that uses
GPS data to promote increased exercise by depressed patients
could also detect evidence that the patient was present where
and when a violent crime is alleged to have occurred. An app
that uses voice data for mood monitoring may inadvertently
record the patient’s assault upon a young child. When a pas-
sive data app could reveal more than intended, clinicians must
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anticipate and navigate all the more cautiously their profes-
sional and legal responsibilities—especially, of course, when
such instances could involve mandated reporting.

Situations requiring a breach of confidentiality are relative-
ly rare but are by nomeans outside the range of normal clinical
practice. Learning of issues of child or elder abuse or neglect
is likely to trigger mandated reporting [25, 26]. In a post-
Tarasoff world learning of specific threats of harm to others
may create a duty either to protect or to warn intended victims
[27]. Additionally, learning that a patient poses a danger of
self-harm may lead to involuntary civil commitment or to
moving otherwise outside of the usual frame of the doctor-
patient relationship.

Given established limits to confidentiality, clinicians
should make reasonable efforts to anticipate whether informa-
tion gleaned from the use of an app might require disclosure.
The clinician should be transparent about what data are being
collected and how these data are being used. Transparency
may help avoid surprises that could serve as one of the Bbad
feelings^ evident in the Bbad feelings plus bad outcome^ for-
mula for litigation [28]. Importantly, clinicians should remem-
ber that any information they learn about through the data
collected by an appmust be held in confidence by the clinician
unless it meets an established exception to confidentiality. In
short, such information should be afforded the same protec-
tions as any collateral clinical information obtained by other
means—and, as with other encounters, patients should be in-
formed about the limits of confidentiality in the doctor-patient
relationship.

Apps Which Recommend or Provide Treatment

Many psychiatric illnesses that can be treated with behavioral
and psychological interventions may also potentially be ad-
dressed via smartphone interventions. There is increasing ev-
idence that smartphone apps are feasible and potentially effec-
tive tools for delivering behavioral activation [29, 30] and
cognitive behavioral therapy [31•, 32]. The potential for por-
table, personalized, and real-time therapies delivered via tech-
nology is appealing, although again, the evidence base is still
nascent. Predictably, such limitations have not held back app
developers with the result that today’s patient can access many
mobile therapies directly from digital devices.

One potential liability issue—especially when coaches are
incorporated into the app’s content delivery system—is the
nature of the service rendered and whether appropriate licens-
ing is in place. For instance, review of one online service
which claims to offer cognitive behavioral therapy for social
anxiety suggests that through their service, users can Bover-
come social anxiety^ using Bcognitive behavioral therapy
(CBT), the gold standard for overcoming social anxiety.^
The BTerms of Service^ page, however, clearly states that

the site Bdoes not provide medical advice^ and is Bfor infor-
mational purposes only,^ and that Bcoaches are not licensed
health care professionals and are not authorized to provide
services requiring professional licensure such as psychothera-
py.^ It is unclear whether such claims would stand up to scru-
tiny with regard to whether the service does indeed offer psy-
chotherapy and whether assertions about services could be
viewed as deceptive or misleading. Regardless, if a patient
asks whether his or her clinician would recommend such a
service as a psychotherapeutic experience, that clinician
would need to discuss the service’s perceived limitations and
emphasize that by the site’s own claims that it does not offer
psychotherapy. We currently recommend abstaining from for-
mal recommendation of such treatment apps unless and until
evidence for efficacy of the app in question emerges.

Privacy law—including the potential applicability of
HIPAA—is relevant to these circumstances. For the service
mentioned above (which, if successful, other apps will likely
try to replicate), it is stated that Bif you submit or post any
materials or content to this site, you grant us and our affiliates
a royalty free, perpetual, irrevocable, transferrable, assignable,
sub-licensable, worldwide license to use such materials and
content, including alterations thereof, for our business pur-
poses, in any form, in any media, and via any technology
we choose, whether it exists now or is created in the future.^
While the specific ways in which posted information will
ultimately be used is unclear, clinicians will again find it im-
portant to educate patients about the potential lack of confi-
dentiality associated with apps offering Btreatment^ outside of
a healthcare setting governed by HIPAA.

Conclusion

Mobile health apps have great potential to improve monitor-
ing and treatment in the psychiatric context. At present, how-
ever, it must be acknowledged that these apps occupy a rather
peculiar space in the world of psychiatric treatment. Empirical
research about the real-world impact of apps on clinical care
has not yet caught up with the plethora of apps available to
consumers, and uniform standards for apps are not yet present.
Also, as apps are not legally considered to be healthcare pro-
viders, issues of liability and confidentiality loom large, espe-
cially when patients may be unaware that the app with which
they share their private health information is unlikely to hold
this information confidential in the same way as would be
expected of a clinician. Moreover, patients may be unaware
that data collected by such apps are not protected by HIPAA
and the app developers may not be subject to HIPAA-based
penalties for any violation of confidentiality in many
instances.

Ideally, in the future, information about the efficacy, reli-
ability, and privacy of particular apps will be more easily
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accessible and standardized. For now, we recommend that
clinicians educate themselves to the extent practical about
any given app before incorporating it into treatment, and that
they hold informed consent discussions which disclose the
known risks of app use in addition to the foreseeable Bun-
knowns.^ Thinking of how we might discuss, educate, and
prescribe a new medication is a useful model for thinking
about how we might include apps in the clinical setting.
While we know much about medications, our data on apps
is still lacking—and the privacy concerns are greater. As mo-
bile health continues to evolve, we nonetheless remain hope-
ful that over time, the unknowns will decrease and the benefits
will become more compelling. Until then, clinicians need to
be careful when using apps in clinical care and to ensure that
they neither take on unexpected liability nor place patients in
the way of unexpected harm.
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