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Abstract: Cloud storage service reduces the burden of data users
by storing users’ data files in the cloud. But, the files might be
modified in the cloud. So, data users hope to check data files in-
tegrity periodically. In a public auditing protocol, there is a trusted
auditor who has certain ability to help users to check the integrity of
data files. With the advantages of no public key management and
verification, researchers focus on public auditing protocol in
ID-based cryptography recently. However, some existing protocols
are vulnerable to forgery attack. In this paper, based on ID-based
signature technology, by strengthening information authentication
and the computing power of the auditor, we propose an ID-based
public auditing protocol for cloud data integrity checking. We also
prove that the proposed protocol is secure in the random oracle model
under the assumption that the Diffie-Hellman problem is hard. Fur-
thermore, we compare the proposed protocol with other two ID-based
auditing protocols in security features, communication efficiency and
computation cost. The comparisons show that the proposed protocol
satisfies more security features with lower computation cost.
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0 Introduction

With the development of computer and network
technology, cloud computing emerges as a service
on-demand via the Internet. Presently, many cloud ser-
vices are available based on data and applications out-
sourcing. More and more people like to store their data
in the cloud to reduce their burden and costs.

Although cloud storage service reduces the burden
of data users, cloud storage service may cause new secu-
rity issues ', Once data users transfer their data files to
the cloud, they no longer possess their data files locally.
But, the users might worry about the correct and safe
storage of their data and expect to check their data integ-
rity periodically. So, it is becoming the primary issue that
periodical data integrity check is needed in the cloud
storage service. But, without the local copy of data file,
data users cannot check the data integrity in conventional
method. This case breeds auditing agency service in
which there is an auditor who has capabilities to help
data users check data integrity. Based on the third-party
#31 But these
protocols were constructed on public key cryptographic

auditor, there are many auditing protocols [

system, thus more storage space and higher computation
cost are needed in these protocols.

ID-based cryptography ' provides entities with
public and private key pairs without the need for certifi-
cates and CA deployment. Each entity uses one of its
identifiers as its public key and its private key is gener-
ated by the public key generator using its public key. To
reduce the computation and management cost, a few



JIANG Hong et al: ID-Based Public Auditing Protocol for Cloud Storage --- 363

ID-based public auditing protocols have been proposed
(17201 " pased on ID-based cryptography. Yu et
al™ proposed an ID-based auditing mechanism from
RSA for cloud data integrity checking. Wei et al*® pro-
posed an ID-based protocol for security storage and
computation in cloud computing. Wang et al proposed an

recently

ID-based data integrity auditing protocol '”. But Zhang
I ™ pointed that Wang et al’s protocol was not
ID-based auditing since data tag generation algorithm

et a

was not ID-based signature. Zhang et a/ also proposed an
efficient ID-based public auditing protocol for cloud data
integrity checking!"™ and claimed that the proposed pro-
tocol was provably secure in the random oracle model.
However, in Ref.[21], He et al proposed two attacks to
show that Zhang et al’s protocol was not secure against
the malicious cloud server. In fact, in Ref.[18], Zhang et
al only proved that the file block tag could not be forged,
which could not ensure that the proof information cannot
be forged. In Refs. [22-30], the public auditing protocols
for shared data and privacy-preserving were proposed.

In an auditing protocol the auditor should not only
have computation ability and integrity checking expertise,
but also have certain storage space compared with the
data user. But in many existing protocols, the auditor
only produces challenge information and does a few
calculations almost without fundamental relation with
the proof information from the cloud server. Also in ex-
isting protocols except for Ref. [20], the cloud server
does not return signature authentication information to
the data user when he receives the user’s data. This is
irrational for security. Based on these views, we propose
in this paper an ID-based public auditing protocol for
data integrity checking with strengthened information
authentication and security. In the new protocol, the
auditor will compute some substantial parameters used in
verification phase. So, in verification phase, part pa-
rameters come from the cloud server, while other pa-
rameters needed come from the auditor. This solution
might prevent forgery from the cloud server, so as to en-
hance the security of the protocol.

Our contributions are three-folds:

1) Based on ID-based signatures, we propose a new
ID-based public auditing protocol for data integrity
checking. The new protocol is proved secure in the ran-
dom oracle model under the assumption that the Dif-
fie-Hellman problem is hard.

2) In the verification phase of the new protocol,
since some data relevant to file blocks come from audi-
tor’s computation, it is more difficult for the malicious

cloud server to forge data integrity proving information.

3) In the new protocol, the cloud server returns the
acceptation information when he receives valid date
from the data user. After the verification of the file tag
signature generated by data user and the verification of
the file acceptation information from the cloud server,
the auditor returns an acceptation auditing agency infor-
mation to the data user. These tactics make the protocol
more rigorous and practical.

The rest of the paper is organized as follows. In
Section 1, we propose the system and security model. In
Section 2, we review bilinear pairing and computational
Diffie-Hellman problem relevant to the security of pro-
posed protocol. An ID-based public auditing protocol is
proposed in Section 3. In Section 4, we provide security
proofs of the proposed protocol. In Section 5, we com-
pare the proposed protocol with other two protocols in
security, communication efficiency and computation cost.
Conclusion is given in Section 6.

1 System and Security Model

As Ref. [24], there are a data user (DU), a cloud
server (CS), a third-party auditor (AU) and a private key
generator (PKG) in an ID-based public auditing protocol.
The data user DU uploads his data file to the cloud
server CS for storage. Then DU entrusts the trusted-third
party AU who has expertise and computation capabilities
to check the data file integrity periodically. PKG is a
trusted authority. DU is honest, and AU is honest
but-curious. DU and AU perform all the procedure steps
honestly. But CS is a semi-trusted party. He might
change or delete the data user’s file for his benefit .

Here we mainly consider the forge attack launched
by CS: CS tries to forge the proof information for pass-
ing data file integrity checking. Based on Refs. [18, 19],
the security game consists of the following phases.

Setup: The challenger who acts as a user generates
system parameters, system public key, and forwards the
system parameters and system public key to the adversary.

Queries: The adversary might make lots of follow-
ing queries.

1) Hash queries: When the adversary queries the
hash values, the challenger must answer him.

2) Key extraction queries: When the adversary que-
ries the private key of someone, the challenger must run
key extraction algorithm, and forward it to the adversary.

Output: Finally, the adversary outputs a valid proof
information on chosen data file blocks. But, the adver-
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sary never makes key extraction queries on the user.
2 Preliminary

2.1 The Bilinear Pairing
Let G, be a cyclic additive group generated by p,
whose order is a prime ¢, and G, be a cyclic multiplica-
tive group of the same order. Let e: G, xG, —» G, be a
pairing map which satisfies the following conditions
1) Bilinearity: for any P,Q,Re G,, then
e(P+Q,R)=e(P,R)e(Q,R)
and
e(P,Q+ R)=e(P,Q)e(P,R)
In particular, for any a,beZ_ ,
e(P,abP) = e(abP, P) = (P, P)" .
2) Non-degeneracy: There exists P,Qe€ G,, such
that e(P,Q)#1.
3) Computability: There is an efficient algorithm to
compute e(P,Q) forall P,QeG,.
The typical way of obtaining such pairings is by de-

e(aP,bP) =

riving them from the Weil-pairing or the Tate-pairing on

an elliptic curve over a finite field.

2.2 Computational Diffie-Hellman (CDH) Problem
A challenger chooses an additive cyclic group G

with order ¢, P is a generator of G. Given (aP, bP) for

unknown a,be Z; , the adversary must compute abP.

3 The Proposed Protocol

3.1 Basic Idea and Protocol Outline
Although many auditing protocols are proposed,

even with extended function ['*142%

, In our view, many
existing protocols are thoughtless in the security of the
whole system, and the auditor’s capabilities are not fully
utilized. For the security of the whole system and the
practical application, firstly, all communication between
any two entities should be encrypted. Secondly, once the
cloud server accepts the data file from the data user, the
cloud server should return acceptation information to the
data user. Later, when data user asks the auditor to check
the date file integrity for him, the auditor not only need
verify the file tag generated by the data user, but also
need verify the acceptation information from the cloud
server. In proof information verification phase, the audi-
tor should provide certain crucial parameters relevant to
the file blocks to decrease the probability of the cloud
server’s cheat.

Based on above idea, we propose a new ID-based
auditing protocol. The new protocol consists of six algo-
rithms: setup, key extraction, tag generation, challenge
phase, proof phase, and verify phase. In setup phase,
PKG generates system parameters including system
master key and system public key. In key extraction
phase, using entities identities information, PKG gener-
ates private key for each entity. In tag generation phase,
the data user generates signatures for data file’s name
and each file block, the cloud server accepts the storage
service request from the data user. In challenge phase,
the auditor produces the challenge information for data
file integrity checking. In proof phase, using file blocks
information and signatures from the data user, the cloud
server generates proof information for file integrity
checking. In verify phase, the auditor verifies whether
the proof information is valid or not. Table 1 lists all no-
tations that will be used in the proposed protocol.

Table 1 Notations in the proposed protocol

Notation Description
PKG Private key generator that is responsible for
generating system parameters including sys-
tem master key and system public key
DU The data user
SC The cloud server
AU The auditor
G, An additive cyclic group
G, A multiplicative cyclic group
P A generator of G,
e Abilinear map of G, xXG, = G,
s System master key
P, System public key
H Hash function of {0,1}* = G,
h Hash function of {0,1}" — Z,
M A data file
m, The i-th block of the file M
N The total number of the blocks of the file M
T The file tag
Shu The private key of the data user (DU)
Scs The private key of the cloud server (SC)
S.u The private key of the auditor (AU)
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Note that for security all communication between
any two entities should be encrypted. For entities 1D,
and ID,, they can encrypt their communication using
their shared key e(Sy, ,Op, ) =e(Sy, ,Opp, ) (see key ex-
traction algorithm). But, we omit encryption in construc-
tion description for brevity.

3.2 Construction Description

Setup: Given a security parameter ke Z, the al-
gorithm run by the PKG works as follows:

1) Run the parameter generator on input & to gener-
ate a prime ¢, an additive cyclic group G, and a multi-

plicative cyclic group G, of the same order g, a gen-
erator P of G, and abilinear map e:G, xXG, —G,.

2) Pick a random se Z, as master key of PKG
and set system public key P, =s-P.

3) Choose two cryptographic hash functions

H:{0,l}" -G, h:{0,1}" > Z,

The system parameters are (q,G,,G,,e,P, P
H,h).

Key Extraction: When any one of the data user
(DU), the cloud server (SC) and the auditor (AU) wants
to register his identity ID to PKG, the algorithm run by
the PKG works as follows:

1) Compute Q,, = H(ID)e G,.

2) Set the private key S, =s-0,,, where s is the

master key of PKG.

By the two steps, the data user (DU), the cloud
server (SC) and the auditor (AU) obtain their private key
Spus Ses and S, , respectively.

Tag Generation: For a data file M =m,|---||m,,

the data user DU selects a random file name , and labels
T=name||n as the file tag, then

1) Choose 7, €, Z, and compute R =7, P, .

2) Compute 6, = (h(z | R, || IDyy) +7.)Sp -

3) For each file block m;, choose r e, Z, and
compute R, =vr-P,

0, =h(m; || R, [[IDyy)Spy + (m; +1)E,, .

Let p=((0,.R).(0, .R)).

4) DU sends (ID;, M,(7,0,,R.),9) toCS.

5) CS checks the following equations

e(o,,P)=e(h(7|| R, [ IDy)E,y, + R, Opyy)
e(0,,.P)=e(h(m, | R, || Dy, )Qp; + R, +mP.Ey,) .

I<i<n.
6) If above two equations hold, CS chooses

T, €, Z; and computes R =7, P, ,
V=7 R, [[Des) +7,)Scs
V.R,)
(7,0,.R.),9).
7) DU checks equation

e(V,P)y=e(h(t|| R, || IDCS)R)ub +R,,0c)

and sends to DU, then stores (ID,,M,

If it holds, DU sends
RE,; =Dy, D, 7,(0,,R,),(V,R,), @ =
((hl’Rl)"”5(hn’R)1)))
to AU. Here h =h(m, || R ||IDy,), =1, -, n.
8) AU checks the following equations
e(o,,P)=e(h(7|| R, || IDyy)E,, + R;,Opy)

e(V,P)y=e(h(t|| R, || IDCS)R)ub +R,,0c)

If the two equations hold, AU sends a response to
DU for expressing his accept of the auditing agency, and
stores RE;.

9) When DU receives the response from AU, DU
deletes the file M.

Challenge phase: To check the integrity of the out-
sourced data file M, AU randomly chooses a set
I c[l,n] and a number a€ Z to generate the chal-

lenging information
Chall =[ID,,7,a,1]
and sends it to CS.
Prove phase: Upon receiving Chall=[ID,,7,a,/],
CS finds (ID,,M,(7,0,,R,),¢) and produces set
o={(@i,b)},ie I.Here, b=a'modgq .

Then using M =m,||---||m, and ¢, CS computes
o= bo,, u=) bm
iel iel

and sends (o, ) toAU.

Verify phase: Upon receiving the proof information
(o,u), based on stored information RE,;, AU com-

putes h=Y bh , R=D bR, .

iel iel
Then AU checks the equation
e(o-v P) = e(hQDU +R+ ﬂP’ })pub)

If the equation holds, AU accepts the proof.
4 Security

In this section, we discuss the security of the pro-
posed protocol .
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41 Correctness
Firstly, we show that the signature o, on the file
tag can be verified by equation

e(o,,P)=e(h(t| R, | IDDU)Ppub +R,,0)

In fact,
e(0,, P)=e((h(z || R, [| DDy, ) +7,)Spy, P)
=e((MT || R, | IDpy) + 7 ) B> Onyy)
=e(h(z || R, || IDpy ) B,y + R, Oy )

Secondly, the signature o, ~on the file block m,

can be verified by equation
e(O'mi ,Py=e(h(m || R || IDy,)Opy + R, + m,P, Ppub)

In fact,
e(o,,,P)=e(h(m, || R, [[ 1D )Sye +(m; +1,)E,,, P)

= e(h(m,' I R, I ID,,. )QDC + (mi +1)P, Ppub)
= e(h(m,- I R, I IDDC)QDC +R + miP’F;ub)

Thirdly, as o, ’s verification, the signature ¥ can be
verified by equation
e(V,P)y=e(h(r|| R, || ID )Ppub +R,,0)

Finally, the proof information (o,4) can be veri-
fied by equation
e(o,P)=e(hQy, + R+ uP,b,,)

In fact,
e(o,P)=e(} bo, .P)=[]ebo0, .P)
iel iel
B l__IIe(b[ (hiSDU + (mi + ri)f;ub )’P)
= He(bihiQDU +bR, +bmP, Ppub)
iel
= e(zbihiQDU + zbiRi + zbimfp’ Ppub )
iel iel iel

=e(hQy, + R+ ,uP,Ppub)

4.2 Unforgeability

Theorem 1 If the CDH assumption is hard, then
the proposed protocol is secure against proof information
existential forgery attack.

Proof The thinking of proof is that if CS can forge
valid proof information, the challenger will use the
forged information to solve the CDH problem.

In the proof process, we look hash H and / as ran-
dom oracles. Given CDH problem instance (aP,bP),
the challenger sets system public key P, =aP, and

sets the target user DU’s private as #,(bP),;, €, Z,.

When CS produces two valid forged proof informa-

tion (o;,4') and (o,,u") for same challenge infor-
mation (because the challenge information is the same,
U and R are the same, and the value of random ora-
cles H and & will change in two forgeries) , the following
two equations hold:
e(o,,P)=e(h/Qcy + R +/’I*P’Ppub)
=e(ht,(bP)+ R +u'P,P,,)
e(O';,P) = e(h;QCU + R* +IU*P>I)M)
=e(ht,(bP)+ R + 4 P,P,,)

Then,
0; =0} = it, ~ 1) (abP)
abP = (hyt, = b)) (0; - 07)

4.3 Privacy-Preserving

Theorem 2 In the proposed protocol, AU cannot
derive any information about DU’s data file content dur-
ing the whole auditing procedure.

Proof In the whole auditing procedure, AU can
get information

RE,; =(Dy,,ID,7,(0,,R,),(V,R), &=
((hl,R1)7"',(hnaRn)))
Chall =[ID;,7,a,1]

o= Zbio.m, s H= zbimi
iel iel
However, 7,(0,,R,),(V,R) and Chall= [ID,,7,
a,I] isirrelevant to the file content.
Since equation u= Zb,.ml. has ¢

iel

about the unknown blocks m, , the probability for AU to

"1 solutions

successfully guess all m, from this equation is 1/¢"™" .

Finally, due to unknown o, , information ¢ and

®=((h,R),-,(h,R)) are useless in inferring file

blocks content.
5 Comparisons

In this section, we compare the proposed protocol
with other two ID-based auditing protocols 7 '®
curity features, communication efficiency and computa-
tion cost. The features include file tag generation, file tag
verification, block tag verification, and accepting audit-
ing verification, unforgeability, and privacy-preserving.

in se-

The proposed protocol satisfies all above features. But,
except for unforgeability proof, Wang et al’s protocol”
does not satisfy other features. Zhang et al’s protocol'™
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does not satisfy file tag verification, accepting auditing
verification, and unforgeability. We show the comparison
result of the features in Table 2.

In Table 3, the communication numbers of the pro-
posed protocol and Refs. [17, 18] are shown. There are
same communication numbers in key extraction phase,
challenge phase and prove phase of each protocol. But in
tag generation phase, the communication number in our
protocol is obviously high. This is caused by the
strengthened information authentication among the data
user, the cloud server and the auditor.

In Table 4, we compare the main computation cost
of the proposed protocol with Zhang et al '*!. Under the
assumption that the challenging blocks number is |/], the
computation cost of Zhang et al’s protocol is (6|/|+2)H+
(10|11+2)S+(3|7]+3)B+|//[E. But, The computation cost of
our protocol is (2|/|+1)H+(7|/+1)S+2|{|+ 2)B+|/|E. Ob-
viously, our protocol has lower computation cost.

Table 2 Comparison of features

Protocol F1 F2 F3 F4 F5 F6
Wang et al!'” No No No No Yes No
Zhang et al ' Yes No Yes No No Yes

Ours Yes Yes Yes Yes Yes Yes

F1: File Tag Generation; F2: File Tag Verification; F3: Block Tag Verification;
F4: Accepting Auditing Verification; F5: Unforgeability; F6: Privacy-Preserving

Table 3 Required communication number

Protocol P1 P2 P3 P4
Wang et al ') 1 1 1 1
Zhang et al!'®] 1 1 1 1

Ours 1 4 1 1

P1: Key Extraction Phase; P2: Tag Generation Phase; P3: Challenge Phase;
P4: Prove Phase

Table 4 Comparison of computation costs

Protocol P1 P2 P3 P4
Zhang et al ' 2H+2S 4nH+6nS+3nB [IIH+2|]|S+H/IE [IH+2//|S+3B
Ours H+S 2nH+5nS+2nB \[|S+I|E l7|S+2B

P1: Key Extraction Phase; P2: Block Tag Generation Phase; P3: Prove Phase; P4: Verify Phase
E: Exponential operation; S: Scalar multiplication; H: Hash computation; B: Bilinear pairings

6 Conclusion

In an auditing protocol the auditor should not only
have computation ability and integrity checking expertise,
but also have certain storage space. Also the cloud server
should return signature authentication information to the
data user when he receives the user’s data. Based on
these views, we propose a novel ID-based public audit-
ing protocol for cloud storage data integrity checking,
and prove that the proposed protocol is secure in the
random oracle model under the assumption that the Dif-
fie-Hellman problem is hard. Furthermore, we compare
the proposed protocol with other two ID-based auditing
protocols in security features, communication efficiency
and computation cost. The proposed protocol is proved
to be more secure and have lower computation cost. It
must be recognized that the proposed protocol requires
certain storage space. Compared with existing protocols,
the proposed one can enhance the security without in-
creasing too much burden of the auditor.
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