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Abstract: Nowadays, indistinguishability against adaptive cho-
sen-ciphertext attacks (IND-CCA2) has been widely accepted as a 
proper security criterion for encryption schemes. In this paper, an 
efficient conversion is proposed to satisfy the IND-CCA2 security. 
It uses the random oracle methodology and the idea of hybrid en-
cryption, and can enhance any Diffie-Hellman based encryption 
scheme, which is only one-way under plaintext-checking attack. 
Compared with other existing conversions, this conversion has the 
advantages of short ciphertext and low computation overhead, 
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0  Introduction  

A fundamental task of cryptography is to protect the 
secrecy of messages transmitted over public communica-
tion lines[1]. For this purpose one can use encryption 
schemes to encode messages in a way that an eaves-
dropper cannot decode it. However, as networks become 
more and more open and accessible, an adversary may 
not only eavesdrop but also implement active attacks on 
the channel, e.g., she may try to interact with honest par-
ties by sending ciphertexts to them and analyze their re-
sponses. Such active attacks are much more powerful 
and hard to combat than passive ones. To model this type 
of attacks, the notion of chosen-ciphertext security was 
introduced by Naor et al[2] and developed in Refs. [3-4]. 
Nowadays, indistinguishability against adaptive cho-
sen-ciphertext attacks (IND-CCA2) has been widely ac-
cepted as a proper security criterion for encryption 
schemes. 

Diffie-Hellman-based encryption schemes have been 
widely used in the past two decades, e.g., ElGamal en-
cryption scheme[5], Cramer-Shoup encryption scheme[6], 
and most of the identity-based encryption schemes. 
However, many of them are just secure in a weaker sense. 
It is necessary to enhance them to meet the IND-CCA2 
security. A promising way is to use a conversion to 
transform them into IND-CCA2 secure ones. Several 
conversions (e.g., Refs. [7-14]) have been proposed up to 
now. However, when these conversions are applied to 
Diffie-Hellman-based encryptions, they introduce either 
long ciphertexts or computational overhead, especially 
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when they are applied in the multi-recipient setting.    
In view of this, we propose a new conversion, which can 
enhance any Diffie-Hellman based encryption scheme, 
which is only one-way under plaintext-checking attack, 
to satisfy the IND-CCA2 security. Compared with other 
conversions, the proposed conversion has the advantages 
of short ciphertext and low computational cost. These 
advantages become more obvious in the multi-recipient 
settings. 

1  Preliminaries 

In this section, we shall review the definitions and 
security notions for asymmetric encryption and symmet-
ric encryption. In addition, we shall formalize the defini-
tion of Diffie-Hellman-based encryption, and then take 
ElGamal encryption scheme as an example to explain it. 
1.1  Asymmetric Encryption  

Definition 1  An asymmetric scheme AE = (G, K, 
E, D) consists of four algorithms: 

 G(k): The common key generation algorithm takes 
as inputting a security parameter k and outputting a com-
mon key I, denoted by I ← G(k); 

 K(I): The key generation algorithm takes as in-
putting the common key I and returning a public/private 
key pair (pk, sk), denoted by (pk, sk) ← K(I); 

 Epk(m, r): The encryption algorithm takes as in-
putting a public key pk, a plaintext m M∈ and a random 
coin r Ω∈ , and returning a ciphertext C, denoted by 
C ← Epk(m, r). When the random coins are useless in the 
discussion, denoted by C ← Epk(m); 

 Dsk(C): The decryption algorithm takes as input-
ting the secret key sk and a ciphertext C, and returning 
the corresponding plaintext m or a special symbol  ⊥

indicating that the ciphertext is invalid, denoted by  
m ← Dsk(C). 

The security proof for our proposed scheme will 
involve two security notions for asymmetric encryption, 
i.e., one-way under plaintext-checking attack (OW-PCA) 
and indistinguishable against adaptive chosen-ciphertext 
attack (IND-CCA2). Thus, we review these two security 
notions as follows: 

Definition 2[11]  Let OPCA be a plaintext-checking 
oracle, which can show whether a ciphertext/plaintext 
pair (C, m）is valid, i.e., whether Dsk(C) = m holds. An 
asymmetric encryption scheme AE = (G, K, E, D) is said 
to be (t, q, ε) OW-PCA secure, if for any adversary A 
which runs within time t and makes at most q queries to 

OPCA, its advantage defined as below satisfies 
OW-PCA
A ,

R R

* *PCA
pk
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( );(pk,sk) ( ); ; ;
Pr ,
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where *C  denotes the challenge ciphertext, and the 
above probability is also taken over the random choice 
of A. 

Definition 3[15] Let
skDO be a decryption oracle, 

which on input a ciphertext C returns the result of Dsk(C). 
An asymmetric encryption scheme AE = (G, K, E, D) is 
said to be (t, q, ε) IND-CCA2 secure, if for any adversary 
A which runs within time t and makes at most q queries 
to the decryption oracle

sk
,DO its advantage defined as 

below satisfies 
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where A is not allowed to query C* to the decryption 
oracle in the guess stage, and the probability is also taken 
over the random choice of A. 
1.2  Symmetric Encryption 

Definition 4  A symmetric encryption scheme 
SE=(Ksym, Esym, Dsym) consists of three algorithms: 

 Ksym(k): The key generation algorithm takes as 
inputting the security parameter k and returning a sym-
metric key K, denoted by K ← Ksym(k); 

 sym ( )KE m : The encryption algorithm takes as in-
putting the symmetric key K and a plaintext ,m M∈ and 
outputting a ciphertext C, denoted by sym ( )KC m← Ε ; 

 sym ( )KD C : The decryption algorithm takes as in-
putting the symmetric key K and a ciphertext C, and 
outputting the plaintext m, denoted by sym ( )Km D C← . 

The widely accepted security notion for symmetric 
encryption is indistinguishable against chosen-ciphertext 
attack (IND-CCA) , which is reviewed as below:  

Definition 5[16] Let OE be an encryption oracle 
which on input a plaintext returns the ciphertext, and OD 
be a decryption oracle which on input a ciphertext re-
turns the plaintext. A symmetric encryption scheme 
SE=(Ksym, Esym, Dsym) is said to be (t, ε) IND-CCA se-
cure, if for any adversary A with running time bounded 
by t, its advantage defined as below satisfies 

IND-CCA
S ,Adv ( )A kΕ =  
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where A is disallowed to query m0 and m1 to the encryp-
tion oracle, A is also disallowed to query C* to the de-
cryption oracle in the guess stage, and the probability is 
also taken over the random choice of A. 
1.3  Diffie-Hellman-Based Encryption 

Although Diffie-Hellman-based encryption schemes 
have been widely used, no formal definition of them has 
been given so far. In this section, inspired by the defini-
tion of ElGamal encryption scheme[5], we formalize the 
definition of Diffie-Hellman-based encryption schemes, 
and give an example for this type of schemes. 

Definition 6  An asymmetric encryption scheme 
AE = (G, K, E, D) working as follows is called a Dif-
fie-Hellman-based encryption scheme: 

 G(k): I ← G(k); 
 K(I): (pk, sk) ← K(I); 
 Epk(m, r): The encryption algorithm can be parti-

tioned into two phases: taken as inputting pk and r, it 
generates one ciphertext part CDH and a special value AK; 
it then encrypts m into another ciphertext part CM using 
AK. Formally, we write CDH ← fpk(r), AK ← 1

pk
ˆ ( )f r  

and AK ( )MC h m← , where f, 1ˆ ,f and h denote functions 
and can be determined in concrete schemes. The final 
ciphertext consists of C = (CDH, CM). 

 Dsk(C): The decryption algorithm can also be par-
titioned into two phases: it first recovers AK from CDH 
using sk; then it recovers the plaintext m from CM using 
AK. Formally, we write 2

sk DH
ˆAK ( ),f C← 1

AK ( ),Mm h C−←  
where 2f̂ is a function and can be determined in con-
crete schemes, h−1 is the inverse function of h, i.e., for 
any m M∈ , 1

AK AK( ( ))h h m m− = always holds. 
Note that AK plays an important role in this defini-

tion. On one hand, AK can be computed by the encrypter 
using r. On the other hand, it can be recovered from CDH 
by the decrypter using sk. In this sense, AK is similar to 
an agreed-key in a Diffile-Hellman key agreement pro-
tocol. That is why we name this type of schemes Diffie- 
Hellman-based encryption schemes. We call AK the 
agreed-key of CDH. We also call (CDH, AK) a valid ci-
phertext/agreed-key pair if 2

sk DH
ˆ ( ) AKf C = holds. Note 

that (CDH, AK) is a valid ciphertext/agreed-key pair if 
((CDH, AK), m) is a valid ciphertext / plaintext pair. 

For an easier understanding of Definition 6, we take 
ElGamal encryption scheme[5] as an example: 

Example 1  ElGamal encryption scheme AE = (G, 

K, E, D) works as follows. 
 G(k): Choose a large prime q with 12 2k kq−

∧ ∧  
and 2q+1 is a prime. A q-order group Gq and a generator 
g of Gq are also chosen. The common key is I = (q, Gq, g); 

 K(I): Choose *
R qx Z∈ and compute y = gx. The 

secret key is (q, g, x) and the public key is (q, g, y); 
 Epk(m, r): Choose *

R qr Z∈ and compute DHC =  
pk ( ) ,rf r g= 1

pk
ˆAK ( ) r xrf r y g= = = and AK ( )MC h m= =  

AK .mi The ciphertext consists of C = (CDH, CM). 
 Dsk(C): Parse C as (CDH, CM), compute AK= 

2
sk DH DH

ˆ ( ) ,x xrf C C g= = and recover the plaintext as m =  
1

AK ( ) / AKM Mh C C− = . 
The encrypter computes the agreed-key AK with 

,r xry g= while the decrypter computes AK with DH
xC  

.rxg= It has been proven in Ref. [11] that the OW-PCA 
security of ElGamal encryption scheme is based on the 
gap Diffie-Hellman (GDH) assumption. 

2  Proposed Conversion Scheme 

2.1  Scheme Description 
We consider two encryption schemes. One is an 

OW-PCA secure Diffie-Hellman-based encryption scheme 
AE = (G, K, E, D), the other is an IND-CCA secure 
length preserving symmetric encryption scheme SE = 
(Ksym, Esym, Dsym). Supposing the symmetric key length 
of SE is l, we also consider a hash function H which 
outputs l-bit strings. Then, we construct a hybrid scheme 
HE = (Ghyb, Khyb, Ehyb, Dhyb) working as follows: 

 Ghyb: run G(k) and output a common key I; 
 Khyb(I): run K(I) and output a public/secret key 

pair (pk, sk); 
 hyb

pk ( , )m rΕ : For any message m M∈ and random 
coin ,r ∈Ω it first computes DH pk( )C f r= and 1

pk
ˆAK ( ),f r=  

then computes DH( ,AK)K C= as the symmetric key. 
Finally, it computes another ciphertext part as symC =  

sym ( ).KE m The final ciphertext is C = (CDH, Csym); 
 hyb

sk ( )D C : parse C=(CDH, Csym), extract AK =  
2
sk DH

ˆ ( )f C and compute K=(CDH, AK). Finally, the plain-
text can be recovered as sym

sym( )Km D C= . 
2.2  Security and Comparison in the Single  
Recipient Setting 

About the security analysis, we have the following 
theorems: 

Theorem 1  Suppose the hash function H acts as a 
random oracle. Then, the resulting scheme HE obtained 
from our conversion is IND-CCA2 secure in the random 
oracle model, assuming the asymmetric encryption 
scheme AE is OW-PCA secure and the symmetric en-
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cryption scheme SE is IND-CCA secure. Concretely, if 
there exists a (t, qH, qD, ε) adversary A against the IND- 
CCA2 security of HE, then for any 0 ,v ε∧ ∧ there ex-
ists either 

 a (t′, qO, ϕ ) adversary B against the OW-PCA 

security of AE, where qO≤qH, D ,
2l

qvϕ ε − −≥ and t′≤  

H DPCA DE
( )O O Ot q T T q T+ + + ; 

or 
 a (t′,v) adversary C against the IND-CCA secu-

rity of SE, where qH, qD and qO are the number of oracle 
queries to H, OD and OPCA respectively. TPCA,

E
,OT and 

DOT are the running time of the PCA oracle, symmetric 
encryption oracle and symmetric decryption oracle, re-
spectively. 

Proof  Without loss of generality, we assume that 
SE is (t′, v) -IND-CCA secure for some probability 
0 .v ε∧ ∧ Now, we construct an adversary B against the 
(t′, qO, ϕ )-OW-PCA security of AE by interacting with A. 

Suppose B is given a public key pk and a challenge 
ciphertext *

DH M
ˆ ˆ( , ).C C C= B’s goal is to output the cor-

responding plaintext m̂ such that sk
ˆ ˆ( )D C m= holds. B 

interacts with A as follows: 
B forwards pk to A. In the find stage, B answers the 

H-hash queries and the decryption queries for A as fol-
lows: 

 H-queries: B maintains a hash list H-list, which is 
initially empty. When A submits a pair (CDH,i, AKi) to the 
H oracle, B checks whether (CDH,i, AKi) exists in H-list 
for some Ki R∈ {0,1}l and bi R∈ {0,1}. If it does, Ki is re-
turned to A; Otherwise, B chooses i Rm M∈ , computes 

, ( )M i AK ii
C h m= and queries DH, M,(( , ), )i i iC C m to its 
plaintext-checking oracle. 

 If ( )DH, M,( , ),i i iC C m is a valid ciphertext/plaintext 
pair and *

DH, DHiC C= holds (denote this event by E), B 
runs 1 *

AK M( )
i

h C− , outputs the associated plaintext as the 
OW-PCA solution and halts. 

 If DH, M,(( , ), )i i iC C m is a valid ciphertext/plaintext 
pair and *

DH, DH,iC C≠ B checks whether DH,( , )iC − exists in 
H-list for some {0,1}l

iK ∈ and some bi=1. If yes, B 
adds DH,( ,AK , , )i i i iC K b in H-list and deletes tuple DH,( ,iC  

, , )i iK b− from H-list; otherwise, B chooses R{0,1} ,l
iK ∈  

sets 1ib = and adds the tuple DH,( ,AK , , )i i i iC K b in H-list; 
 If DH, M,(( , ), )i i iC C m is not a valid ciphertext/ 

plaintext pair, then B chooses R{0,1} ,l
iK ∈ set 0ib = and 

adds DH,( ,AK , , )i i i iC K b in H-list; 
 Decryption queries: when a decryption query 

DH, sym,( , )i i iC C C= is requested, if H-list contains a tuple 

DH,( ,AK , ,1)i i iC K or DH,( , , ,1)i iC K− for some {0,1} ,l
iK ∈  

B uses Ki as the symmetric key to recover the plaintext as 
sym

sym,( )i K ii
m D C= and returns it to A; Otherwise, B chooses 

R{0,1} ,l
iK ∈ set 0ib = and adds DH,( , , , )i i iC K b− on H-list. 

Then, B uses iK as the symmetric key to recover the 
plaintext as sym

sym,( )i K ii
m D C= and returns it to A. 

After the find stage, A outputs two equal-length 
messages 0 1, .m m M∈ B flips a bit coin R{0,1},ib ∈  
chooses R{0,1}l

iK ∈ and computes * sym
sym * ( ).K bC m= Ε B 

gives * * *
DH sym( , )C C C= as the challenge ciphertext to A. 

In the guess stage, B processes the H-queries and 
the decryption queries in the same way as in the find 
stage. 

Finally, A outputs a bit b′ as the guess for b. 
This completes the description of the simulation. 

Now, we begin to analyze the simulation. From the 
above specification of B, it can be easily seen that the 
running time of B is bounded by H PCA E

( )O Ot t q T T′ + +≤  
D D

,Oq T+ and the number of PCA oracle queries is at 
most Hq . Next, we proceed to examine the advantage of 
B. Note that the responses to A’s H-queries are indistin-
guishable from the real environment, since each response 
is uniformly random and independently distributed 
in {0,1} .l *C is a valid challenge ciphertext for A since H 
is a random hash function. The only failure of the simu-
lation provided for A is the event that some decryptions 
may be incorrect (denote this event by FD). 

Now, we proceed to bound the probability of event 
FD. Note that FD happens only when A asks some ci-
phertexts, which are valid and produced without asking 
the hash function H, to the decryption oracle. However, 
without asking the H oracle, the only way for A to pro-
duce a valid ciphertext is to guess the l-bit long symmet-
ric key. Since H is a random hash function mapping to 
l-bit long string, the probability of extracting the right 
symmetric key is at most 1/ 2l . This implies that A can  
produce a valid ciphertext without asking H with prob-

ability limited by1/ 2l . Thus, we have DPr[ ]
2l

qFD ≤ . 

If event FD does not happen, then the simulation pro-
vided for A is indistinguishable from the real environment.  

Since 1Pr[ ]
2

b b ε +′ = =  holds in the real environment, 

1Pr[ ]
2

b b ε +′ = ¬ =FD also holds. 

Next, we shall bound the probability of event E. From 
the specification of B, it is obvious that if event E does not 
happen, the only way for A to produce a correct guess for b 
is to succeed in a chosen-ciphertext attack against the 
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symmetric encryption scheme SE. Since we assume 

that SE is ( , )t v′ IND-CCA secure, 1Pr[ ]
2

vb b +′= ¬E ≤  

holds in the real environment. Thus Pr[( ) ]b b′= ¬ ¬E FD  
1

2
v +

≤ also holds. Then, we have  

( 1) Pr[ ]
2

Pr[( ) ]Pr[ ]

Pr[( ) ]Pr[ ]

Pr[ ] Pr[( ) ](1 Pr[ ])
(1 )Pr[ ] (1 Pr[ ])

2
(1 ) (1 ) Pr

2 2
(1 ) 1 Pr

2 2

b b

b b

b b

b b
v

v v

v

ε + ′= = ¬

′= = ¬ ¬
′+ = ¬ ¬ ¬ ¬

′¬ + = ¬ ¬ − ¬
+¬ + − ¬

+ −= + ⎡ ¬ ⎤⎣ ⎦

+ + ⎡ ¬ ⎤⎣ ⎦

FD

E FD E FD

E FD E FD

E FD E FD E FD

E FD E FD

E FD

E FD

≤

≤

≤

 

which implies Pr[ ] vε¬ −E FD ≥ . Therefore, 

( )D D

Pr[ ] Pr[ ]Pr[ ]

1
2 2l l

q qv vε ε

¬ ¬

− − − −

E E FD FD

∨

≥

≥( )
 

According to the specification of B, if event E does 
happen, then B can recover m̂ and break the OW-PCA 
security of AE successfully. This implies that B can 
break the OW-PCA security of AE with probability at 

least D

2l

qvε − − . 

Thus, we successfully construct a ( , , )Ot q ϕ′ adver-
sary B against the OW-PCA security of AE, where 

D
H H DPCA DE

, , ( ) .
2 O O O Ol

qv q q t t q T T q Tϕ ε ′− − + + +≥ ≤ ≤  

Therefore, the proof of Theorem 1 is completed. 
Next, we compare our conversion with other con-

versions in the standard setting, i.e., single recipient set-
ting. To proceed, we also take the ElGamal encryption 
scheme as an example. We here first explain the notations 
used in Table 1. Let SM, M and I denote the computation 
cost of exponentiation, multiplication and inversion in Gq  

respectively. Esym and Dsym denote the computation cost 
of symmetric encryption and decryption algorithm, re-
spectively. H denotes the computation cost of a hash 
function. Let G denote the element from Gq. Lsym and LH 
denote the bit length of the output of symmetric encryp-
tion scheme and hash function, respectively. 

Table 1 indicates that our conversion enjoys short 
ciphertext and low computation overhead compared with 
those conversions in Refs. [8, 9, 11, 12]. Even compared 
with the OAEP 3-round conversion[14] without redun-
dancy, our conversion has competitive performance. As 
to the computation cost, our conversion saves two Hs 
and substitutes one M (resp., I) with one Esym (resp., Dsym) 
in the encryption (resp., decryption) phase. Note that 
symmetric encryption and decryption can be performed 
very efficiently. As to the bandwidth, our conversion 
substitutes one G with one Lsym. Note that the scheme 
obtained from our conversion is a hybrid one, which 
supports the encryption of long plaintext. On the contrary, 
to encrypt long plaintext, the scheme obtained from 
OAEP 3-round conversion has to be carried out several 
times. Thus, our conversion can yield savings in the long 
plaintext scenario. The next section will further show that 
the advantages of our conversion over other existing con-
versions become significant in the multi-recipient setting. 
2.3  Security and Comparison in the Multi-Recipient 
Setting 

We first review some definitions and results in the 
multi-recipient encryption setting. For more details, we 
refer to Refs. [17, 18]. 

The multi-recipient encryption setting considers the 
following scenarios. There are n recipients, numbered by 
1, …, n. Each recipient i has a public/secret key pair (pki, 
ski). Suppose a sender want to send messages m1, …, mn 
for recipients 1, …, n, respectively. The sender encrypts 
these messages into a ciphertext C and sends it to all the 
recipients. After receiving the ciphertext C, each recipi-
ent i uses his secret key ski to recover message mi from C. 
For this purpose, there is of course a naive way: the 

Table 1  Comparison of our conversion and other conversion schemes in the single recipient setting 

Computation cost 
Conversion scheme 

Encryption Decryption 
Bandwidth 

Fujisaki-Okamoto[9] 
Pointcheval[12] 

REACT[11] 
GEM[8] 

OAEP 3-round[14] 
Our conversion 

2SM+1M+1Esym+2H 
2SM+1M+2H  

2SM+1M+1Esym+2H 
2SM+1M+1Esym+3H 

2SM+1M+3H 
2SM+1Esym+1H 

3SM+1M+1I+1Dsym+2H  
3SM+1M+1I+2H 

1SM+1I+1Dsym+2H 
1SM+1I+1Dsym+3H 

1SM+1I+3H 
1SM+1Dsym+1H 

2G+1Lsym  
2G+1LH 

2G+1Lsym+1LH  
2G+1Lsym 

2G 
1G+1Lsym 
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ciphertext C is just the concatenation of independently 
encrypted messages for n recipients, i.e., C = C1||…||Cn 
where pk ( , )i i ii

C E m r= and Rir Ω∈ . Kurosawa[18] for the 
first time noticed that randomness-reusing in some 
schemes can yield savings in computation cost and 
bandwidth. Randomness-reusing means the encryption 
algorithm consumes the same random coin ri for all the 
recipients. However, as pointed out by Bellare et al[17], 
randomness-reusing in some schemes will affect the se-
curity of these schemes in the multi-recipient setting. To 
study the security of encryption schemes in random-
ness-reusing multi-recipient setting, they introduced a 
definition named reproducibility and a theorem called 
reproducible theorem. 

Let us briefly review the definition of reproducibil-
ity. Let pk1, pk2 be public keys, and let 1 pk 1 11

( , )C E m r= . 
Roughly speaking, an encryption scheme is called re-
producible, if given I, pk1, pk2, C1, any message m2, and 
the secret key sk2 corresponding to pk2, there exists a 
polynomial time reproduction algorithm that returns the 
ciphertext 2 pk 22

( , )C E m r= . 
Formally, reproducibility is defined as follows: 
Definition 7[17]  An asymmetric encryption scheme 

AE = (G, K, E, D) is called reproducible, if for any k 
there exists a polynomial time algorithm R called repro-
duction algorithm such that the following experiment 
outputs 1 with probability 1: 

Experiment repr
,Exp ( )A R kΕ : 

( )1 1 1 R R( ); pk ,sk ( ); ; ;I G k K I m M r Ω← ← ∈ ∈   
1 pk 1 2 2 2 R1

( , );(pk ,sk ) ( ); ;C E m r K I m M← ← ∈   
2 1 1 2 2 2( ,pk , , ,pk ,sk );C R I C m←  

If pk 2 22
( , )E m r C= holds, then return 1; else return 0  

End.  
One can confirm that many Diffie-Hellman-based en-

cryption schemes are reproducible, e.g., ElGamal scheme[5], 
Boneh-Franklin identity-based encryption scheme[19], 
and Cramer-Shoup scheme[20], etc. 

Given the security of a reproducible encryption 
scheme, the following reproducible theorem[17] can deter-
mine its security in randomness-reusing multi-recipient 
setting. 

Lemma 1  If an asymmetric encryption scheme 
AE = (G, K, E, D) is reproducible and IND-CPA (resp., 
IND-CCA2) secure, then it is also IND-CPA (resp., 
IND-CCA2) secure in randomness reusing multi-recipient 
setting. 

Interestingly, our conversion has the following result. 
Lemma 2  Assuming that a Diffie-Hellman-based 

encryption scheme AE=(G, K, E, D) is reproducible, 

then the encryption scheme HE obtained from our con-
version is reproducible. 

Proof  Let HE = (Ghyb, Khyb, Ehyb, Dhyb). Since AE 
is reproducible, there exists a polynomial time reproduc-
tion algorithm R for AE. Now, we show how to construct 
a polynomial time reproduction algorithm R′  for HE 
using R. 

Given hyb hyb
1 1 1 R( ), (pk ,sk ) ( ), ,I G k K I m M← ← ∈

hyb hyb
R DH,1 sym,1 pk 1 2 21

, ( , ) ( , ), (pk ,sk ) ( )r C C m r K IΩ∈ ← Ε ←
and 2 Rm M∈ , the reproduction algorithm R′ for HE 
works as follows: 

1 DH,1 sym,1 2 2 2( , pk , ( , ), , pk ,sk )R I C C m′Algorithm  

( )

*
,1

* *
DH,2 M,2 1 DH,1 ,1 2

2 2

2
2 sk DH,22

sym
2 DH,2 2 sym,2 22

DH,2 sym,2

Choose a random ciphertext part ;

Compute ( , ) ( ,pk ,( , ), ,
    pk ,sk );

ˆCompute AK ( );

Compute ( ,AK ) and ;

Return ( , )

M

M

K

C

C C R I C C m

f C

K H C C m

C C

←

←

= =Ε

 

End. 
Note that in the above algorithm, hyb

pk 22
( , )m rΕ =  

DH,2 sym,2( , )C C  holds. Thus, the proof of Lemma 2 is 
completed. 

According to Theorem 1 and Lemmas 1 and 2, the 
following theorem can be drawn. 

Theorem 2  Assuming that a Diffie-Hellman-based 
encryption scheme AE is reproducible and OW-PCA 
secure, then the resulting encryption scheme HE ob-
tained from our conversion is IND-CCA2 secure in ran-
domness-reusing multi-recipient encryption setting. 

Theorem 2 shows that our conversion can be ap-
plied to those reproducible and OW-PCA secure schemes 
and the resulting schemes are IND-CCA2 secure in the 
randomness-reusing multi-recipient setting. Furthermore, 
we shall show that randomness-reusing enables these 
resulting schemes to enjoy short ciphertext and low 
computation cost. However, those schemes obtained 
from other conversions do not enjoy these advantages.  

In Table 2, we compare the scheme obtained from our 
conversion with those obtained from other conversions in 
the multi-recipient setting. Table 2 indicates that the 
schemes obtained from other conversions have the same 
bandwidth and computation overhead as the naive one in 
the multi-recipient setting. On the contrary, ours can 
save ( 1)SMn − in the encryption phase, and ( 1)n G− in 
bandwidth. According to Tables 1 and 2, it can be found 
that the advantages of our conversion over other conver-
sions become significant in the multi-recipient setting. 
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Table 2  Comparison of our conversion and other conversion schemes in the multi-recipient setting 

Computation cost Conversion scheme 
Encryption Decryption 

Bandwidth 

Fujisaki-Okamoto[9] 
Pointcheval[12] 

REACT[11] 
GEM[8] 

OAEP 3-round[14] 
Our conversion 

2nSM+nM+nEsym+2nH 
2nSM+nM+2nH 

2nSM+nM+nEsym+2nH 
2nSM+nM+nEsym+3nH 

2nSM+nM+3nH 
(n+1)SM+ nEsym+ nH 

3nSM+nM+nI+nDsym+2nH 
3SM+1M+1I+2H 

nSM+nI+nDsym+2nH  
nSM+nI+nDsym+3nH  

nSM+nI+3nH  
nSM+nDsym+nH  

2nG+nLsym 
2nG+nLH  

2nG+nLsym+nLH  
2nG+nLsym  

2nG  
1G+nLsym  

3  Conclusion 

In this paper, a new conversion for Diffie-Hellman- 
based encryption schemes is presented. Compared with 
other existing conversions, ours enjoys short ciphertext 
and low computation overhead. It is interesting to note 
that these advantages become significant in the multi- 
recipient setting.  
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