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Abstract
Wireless sensor networks (WSN) are made up of energy constraint tiny sensing devices which are distributed geo-

graphically to monitor inhabited remote areas by collecting the physical phenomenon like temperature, pressure etc. They

play a vital role in military surveillance, environment monitoring etc. Unstructured topology in WSN results in large

amount of redundant data being transmitted over the resource constraint devices which leads to energy starvation problem.

Since the nodes are prone to tamper, thanks to their environment, ensuring the privacy of sensitive data being aggregated

and transmitted is important. Hence data aggregation schemes which minimize the data redundancy with the guarantee of

security become the attraction of research. Many secured aggregation schemes have been proposed by researchers. In this

survey the various existing solutions are surveyed and an attempt is made to classify them based on the node topology and

mechanisms employed for assuring privacy.

1 Introduction

Wireless Sensor network (WSN) is the boon of latest

technology which is capable of accumulating various

phenomenon of the environment like temperature, humid-

ity, pressure, speed, pollution, by using sensing devices

distributed geographically. Hence WSN becomes vital for

monitoring areas which are hazardous and inaccessible for

human. Their applications in habitat monitoring, weather

forecasting, military surveillance are enormous. The

miniature nature of sensor devices with less memory

capacity, poor processing power and low battery resource

makes the network suffer from resource constraints. The

research shows that most of the energy of miniature nodes

are depleted due to transmission compare to computation.

Hence it is important to minimize the communication in

WSN. But the dense deployment of sensor nodes leads to

redundancy in the data being sensed and transferred and

adds to the communication overhead. Hence the techniques

for minimizing the redundancy in the data transmission

which in turn reduce the communication costs are inviting

more attention in the recent research. Data aggregation is

one such a technology which minimizes or removes the

redundant data by aggregating multiple data packet with

superfluous information into one packet.

Since most of the WSNs are deployed in unsecured area,

they are prone to many attacks. Also the adhoc nature

makes the routing of WSN as data centric. Hence there is a

chance of data being tapped by the adversaries in the en

route to the base station by monitoring the communication

line and do threat full activities. So ensuring confidentiality

of the data is must. Encryption is one of the mechanisms

for confidentiality which converts the data into unreadable

form before transmitting. In hop by hop data aggregation,

the intermediate aggregator which receives the encrypted

data from multiple sensors, decrypt and do aggregation

before encrypting and transmitting further. Hence by

compromising the intermediate sensor node, the confiden-

tial data may get accessed by adversaries. So to ensure end

to end confidentiality, many aggregation schemes employs

privacy homomorphism (PH) which allows arithmetic

operation to be carried out on encrypted data such that the

result is same as if the operation is done on the plain text.
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This enables the intermediate aggregator node to do the

aggregation on the encrypted instead of plain data.

In PH based system, the adversaries can make modifi-

cation in the end to end concealed data which may have

malicious effect on the final result obtained by the Base

station (BS). The existing proposed solutions ensure the

integrity of the data, by doing verification either in cen-

tralized or in scattered manner. In centralised verification,

only BS will take the responsibility of verification. It frees

all the other nodes from the computation incurred due to

verification process and allows the malicious data to travel

all on the way to BS which leads to unnecessary con-

sumption of the bandwidth. Detection of false data by BS

may also lead to the rejection of other valid data. This

rejection causes wastage of energy. Hence verifying the

integrity of the data in the intermediate nodes and filtering

out the malicious data at the earliest saves the bandwidth.

But it in turn increases the number of computations at the

intermediate node. So there is a need to maintain a balance

between bandwidth consumption and computation. And the

chain of privacy homomorphic encryption applied on the

en route should not increase the noise level of data. This

has notable impact on the accuracy of the data. The

adversaries may also affect the privacy by generating

packets resembling the valid data which may go undetected

during integrity verification. These packets can be filtered

out by ensuring the authenticity at the intermediate

aggregators and at the Base station.

Also in real time, sensor nodes sensing different phys-

ical phenomenon are deployed in the same region. Appli-

cation wise aggregation in these circumstances will

increase the communication if the number of applications

is more. And if the normal aggregation is applied over

these sensors, the data of multiple applications get mixed

up and retrieving application specific data at BS will not

give the original data. By making the aggregation to sup-

port multiple applications, the bandwidth consumption can

be minimised.

The another factor called data recovery which enables

BS to recover individual sensor data from aggregate sup-

ports dynamic query which in turn reduces the communi-

cation. Hence securing the aggregated data against attacks

with the support of confidentiality, integrity authenticity,

multiple application and dynamic recovery becomes pre-

dominant research. In this survey, an attempt has been

made to analyse the privacy factors addressed by the

existing privacy preserving data aggregation schemes and

their performance. Our observations have been organised

as follows. In Sect. 2, the classification of existing

schemes is presented. In Sect. 3, the various attack models

are discussed. Section 4 explores the privacy homomorphic

encryption schemes. Section 5 gives comparative analysis

of Symmetric Privacy homomorphism based data

aggregation schemes. Section 6 gives comparative analysis

of Asymmetric Privacy homomorphism based data aggre-

gation schemes. Section 7 explores the non PH based

secured data aggregation schemes. Section 8 presents the

conclusion of our survey.

2 Classifications

2.1 Classification Based on Network Model

We classify the existing secured data aggregation schemes

based on their network model. Network model plays an

important part in deciding the role of sensor nodes and the

communication path between the nodes and BS. Some of

the existing schemes [10, 15, 16] organized their nodes as a

tree which is rooted at BS. The intermediate parent nodes

play the role of aggregator and enable the possibility of

multi hop aggregation en route to the BS. In tree topology

(Fig. 1), the route between the sensor and BS is fixed and

unique. Hence dynamic aggregator selection is not fully

supported which makes the aggregator gets overloaded and

its energy may get depleted overtime. Since the route is

fixed, there is also the possibility of data loss. To avoid the

data loss, some of the schemes [14, 17] adopt ring topology

or layered model (Fig. 2) by grouping the nodes into one

layer or ring based on their hop count from the BS. The

nodes of layer x send their packets to any one of the nodes

of layer x - 1 in their transmission range. Thus the nodes

have multiple parents and multi paths exist between nodes

and BS. This multi path enables the BS to handle data loss.

In clustered model (Fig. 3), nodes are grouped into clusters

and one of the nodes inside the cluster will act as a head

and all the other cluster members communicate via cluster

head. To prevent the cluster head (CH) from energy star-

vation, cluster head role can be shared dynamically among

Fig. 1 Tree topology
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the cluster members. In hybrid model, the clustered and

tree topology are combined together and the benefits of

both the models are enjoyed. Comparison of this three

network model is given in Table 1.

2.2 Classification Based on Keys

The aggregation schemes can again be classified based on

how data is secured from adversaries either by employing

encryption or not. With encryption, the original data is

enciphered and the data is travelling in non understandable

format.

In [27], the encrypted data is decrypted and aggregation

is applied at every hop and again transformed into non

understandable form using encryption. This process is

repeated en route to BS. Since the sealed data is opened at

every hop, the data can be easily revealed by compromis-

ing the intermediate aggregator. And it also consumes the

processor cycle and time. Thus hop by hop encryption

suffers from security threat and computation overhead. To

overcome this, [1–3, 5–10] schemes conceals data from the

source to destination by employing Privacy Homomor-

phism (PHM). PHM applies the aggregation operation over

the encrypted data instead of plain data such that the

decrypted aggregation has the same result as if it is applied

on the plain text.

De f En xð Þ;En yð Þð Þð Þ ¼ f x,yð Þ

where De is decryption function, En is encryption function,

x, y are plain text, f is aggregation function.

The nature of homomorphic function preserves the

relationship of x and y between the encrypted value. But in

PHM, the adversaries who are familiar with the structure of

the plain text can modify the encrypted text into another

valid encrypted text and cause malleability. And successive

application of homomorphic function increases the noise

level in the aggregated data which limits the supported

arithmetic operation and makes the decryption fail. Table 2

gives the comparison of end to end concealed encryption

and hop by hop schemes.

Further based on the kinds of operations supported,

PHM schemes can also be grouped as additive PHM,

multiplicative PHM and fully homomorphic. Additive

PHM supports only addition operation where as multi-

plicative PHM allows only multiplication over encrypted

data. But fully homomorphic becomes more flexible by

Fig. 2 Ring topology

Fig. 3 Cluster topology

Table 1 Comparison of network model

Tree topology Cluster topology Ring topology

Each node has single parent Each node has single parent Each node has multiple parent

Multi hop communication Two hop communication Multi hop communication

Single path between nodes and BS Single path between nodes and BS Multipath between nodes and BS

High probability of communication loss High probability of communication loss Less probability of communication loss

Difficult to share the aggregator role dynamically Supports dynamic sharing of aggregator role Supports dynamic sharing of aggregator role

Comparatively less construction cost Comparatively high construction cost Comparatively less construction cost
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allowing any kind of operations (either ? or *. Not both).

But FHE increases the computation overhead due to its

large public key size. Based on the type of keys, the PHM

based schemes can be further classified as Symmetric

Privacy Homomorphism (SPHM), Asymmetric Privacy

Homomorphism (APHM) and Hybrid Privacy Homomor-

phism (HPHM). Figure 4 gives the classification of exist-

ing privacy preserved data aggregation schemes.

3 Attack Model

The wireless sensor network which plays vital role in

monitoring inhabited area where the human intervention is

difficult, is prone to different kinds of attack which can be

classified as active and passive attacks. In active attacks,

the intruders may try to affect the originality of the

aggregated data by inserting, deleting or modifying the

data. In passive attack, the intruders try to eavesdrop secret

information. Some of the attacks which affect the privacy

of the data are discussed here.

Table 2 Comparison of hop by hop encryption schemes with end to end encryption

Hop by hop encryption End to end encryption

Ciphering and deciphering takes place at every hop Enciphering occurs only at source node, deciphering occurs only at

BS

Aggregation function is applied on plain data Aggregation function is applied on cipher text

Since aggregation is applied on plain data, the aggregated data is more

accurate

Accuracy gets affected with number of hops

Less secure Comparatively secure

Intermediate nodes‘energy get depleted because of high computation No depletion of energy due to computation

Fig. 4 Classification of privacy

preserved data aggregation

schemes
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3.1 Confidentiality Attack (Eavesdropping
Attack)

Attackers gain unauthorized access to data and keys.

Known plain text, chosen plain text and chosen cipher text

are example for this kind of attack. In known plain text

attack, by knowing both plain text and cipher text, the

attacker tries to access secret information. In chosen cipher

text attack, partial information are collected by choosing

encrypted text. In chosen plain text attack, cryptanalysis is

done with random plain text.

3.2 Integrity Attack (Data Pollution Attack)

Unauthorized modification of actual data leads to integrity

attack. By compromising the CH, the attacker can modify

or inject false data into the aggregated value. It leads to

propagation of false data to the base station.

3.3 Authenticity Attack

Attacker may act as a valid BS and inject false query or act

as valid sensor node and inject false data.

3.4 Replay Attack

In this the already transmitted packets are retransmitted

which leads to data corruption in the aggregated result

received at the BS.

3.5 Sybil Attack

Attacker is able to present more than one identity within

the network. An adversary can launch a Sybil attack and

generate n or more witness identities to make the base

station accept the aggregation results.

3.6 Collusion Attack

The secret information of the nodes can be extracted by

making malicious nodes to collide with each other.

3.7 Malleability

The attacker can convert one cipher text into another valid

cipher text from which a new plain text can be deciphered.

3.8 Byzantine Attack

The attacker can inject false data by compromising set of

sensor nodes.

3.9 Coalition Attack

The adversary can inject invalid signature and get through

the verification test by successfully generating valid

aggregation signature.

3.10 Node Compromising Attack

By gaining control of aggregator node, the attacker replays

the packets or selectively drops the packet which will affect

the originality of the final data received by the BS.

4 Privacy Homomorphism Based Encryption
Methods

4.1 Symmetric PHM Encryption Methods
(SPHMs)

SPHMs use same key for both encryption and decryption.

The Cipher text requires same number of bits as required

by plain text. So it suffers from negligible message

expansion. And computation cost is also significantly less

as compared to asymmetric key based PH. Here we dis-

cussed two symmetry key based PH methods.

Domingo Ferror cryptosystem [23] proposed a

scheme which is an additive and multiplicative fully

homomorphic symmetric PH scheme, supports full arith-

metic operations (e.g., addition, subtraction, multiplication,

and division) over encrypted data and secure against chosen

cipher text attack. This scheme is also proven to be secured

against know plaintext attack provided the plain text is split

into d values such that d[ 2 during encryption and cipher-

text space is greater than the plaintext space. Since same key

is used, compromised intermediate node can decrypt the

encrypted data and inject malicious data. Hence integrity is

affected. Power consumption of Domingo Ferrer’s system is

high compared to RC5. It also suffers from threat of crypt-

analysis (deciphering without using key).

Castelluccia (CMT) et al. [25] proposed an additive

based PH scheme using symmetry key which is a modified

version of Vernam cipher. The X-OR in Vernam is

replaced by addition operation which makes it suitable for

resource constrained WSN. In Vernam, keys are selected in

random manner from the key space. But in CMT, keys are

generated using the stream cipher and the privacy is

enhanced by generating keys using a unique message

identifier and the unique shared key between the node and

BS. CMT cryptosystem also helps in balancing communi-

cation overhead evenly across all sensor nodes. This load

balancing across WSNs eventually increases WSNs’

lifetime.
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4.2 Asymmetric PHM Encryption Methods
(APHMs)

APHMs employ different keys for encryption and

decryption. Absence of shared information between node

and BS makes this more secure than SPHM. In Asym-

metric key based PH, Public key based privacy homo-

morphism is costlier in terms of computation and

communication for resource constraint WSN. It suffers

from significant message expansion compare to sym-

metric PHM. Table 3 gives the comparison of SPHM

and APHM.

4.2.1 APHM with Elliptic Curve Cryptosystems (APHM-ECC)

Elliptic curve based asymmetric PHM scheme enjoys the

same level of security provided by non ECC based system

with trapdoor function and smaller keys at high speed. Its

strength relies on elliptic curve discrete logarithm. Finding

discrete log for any random elliptic curve elements with

respect to known points is intractable. That is, if p = m � n,
then finding m using the known p and n is difficult. Here

we have discussed three elliptic curve systems.

4.2.1.1 Elliptic Curve Naccache–Stern’s Cryptosystem
(n = pq) In this elliptic curve cryptosystem, the strength

of security resides on the intractable high degree residu-

osity problem. But homomorphic nature of this

scheme leads to malleability. To generate keys, a group of

even number of prime numbers are selected.

R ¼ r1; r2; . . .:rf gk
where k is even number.

Split this group into two sets.

x ¼
Yi¼k=2

i¼1

riy ¼
Yi¼k

i¼k
2
þ1

ri

h ¼ xy

Choose 2 large prime e, f such that

p ¼ 2exþ 1 q ¼ 2fyþ 1

where p, q are primes

n ¼ pq

Select a random g mod n such that

g ¼ u nð Þ=4

Parameters (h, n, g) are made public key and p and q are

kept secret.

Encryption The plain text m is encrypted

E mð Þ ¼ dhgm mod n

where d is random number

Decryption For each ri, m mod ri is calculated as

follows

ci � c
/ðnð Þ
ri mod n

where c is encrypted text

Hence

ci � d
h /ðnð Þ

ri g
m /ðnð Þ

ri mod n

ci � gðmiþyipiÞ /ðnð Þ=ri mod n

ci � gmi /ðnð Þ=ri mod n

where

mi ¼ m mod ri

mi requires exhaustive search by choosing the minimum ri.

From mi, the m can be recovered by Chinese reminder

theorem.

4.2.1.2 Elliptic Curve Okamoto–Uchiyama’s Cryptosystem
(OK–UC)(EC-OU) (n = p2q) It is secure against

intractability of high degree residuosity problem. The most

powerful algorithm available for integer factorization is the

number field sieve method, and the complexity of the

number field sieve method is dependent on the size of a

composite number to be factored. Hence, elliptic curve

Okamoto–Uchiyama’s cryptosystem can use prime num-

bers p and q of size 341bit (� n ¼ p2q of size 1024-bit) to

achieve the equivalent security level as provided by the

1024-bit RSA cryptosystem.

Given two cipher texts E (m0), E (m1) and their cor-

responding plaintexts m0 and m1, a polynomial-time

attacker with the privilege to access the public parameters

of the Okamoto–Uchiyama cryptosystem is able to ran-

domly guess the correct cipher text linked to m0 with

probability 1/2.

The Okamoto–Uchiyama cipher texts have public ran-

domization. This property states that (1) ciphertexts can be

randomized by merely using the public key (2) given two

randomized ciphertexts E (m0, r0), E (m1, r1) and their

corresponding plaintexts m0 and m1, an attacker is able to

guess the randomized cipher text linked to m0 with prob-

ability 1/2.

Key Generation In this scheme n ¼ p2q, Where p, q are

large prime numbers.

g is selected such that gp�1 6¼ 1 modp2

h ¼ gn mod n

(n, g, h) are made public and p, q are kept secret.

Encryption

E mð Þ ¼ hrgm mod n

1012 D. Vinodha, E. A. Mary Anita

123



where m is data and r is the random factor

Decryption

Let D ¼ E mð Þ

Dp ¼ Dp�1 mod p2

LðDp=gpÞmodp

This technique is based on logarithmic function defined

over the sub group of Z=n2Z�ð Þ. It is semantically secure

and its strength lies on the intractability of p subgroup

problem.

4.2.1.3 Elliptic Curve Paillier’s Cryptosystem [13] (n = p�2q�2)
Paillier proposed three schemes based on Naccache–Stern’s

cryptosystem (n = pq), Okamoto Uchiyamas cryptosystem

(n = p2q) and third scheme which is the extension of the

previous two to Paillier cryptosystem. All these schemes

which are additive homomorphic ensure semantic security

and secure against chosen cipher text attacks (CCA2). Their

security strength relies on the intractability of high degree

residuosity problem. The major issues of the above three

schemes are message expansion problem. The message

expansion increases the communication overhead and

eventually reduces the lifespan of WSNs. Despite the sig-

nificant communication overhead, Paillier’s cryptosystems

are vulnerable and allow the secret key to be recovered from

the publicly available information.

4.2.2 EC-ElGammal Cryptosystems [34]

It is based on an intractability of solving the Elliptic Curve

Discrete Logarithm Problem (ECDLP). It is defined on an

elliptic curve over a finite field F. Therefore, EC-ElGamal

cryptosystem (EC-EG) requires only 160-bit key-size to

achieve the same level of security as provided by the

1024-bit RSA cryptosystem. The reduction in the size of

elliptic curve parameters improves bandwidth efficiency,

energy utilization, and storage capabilities in WSNs. The

EC-ElGamal cryptosystem has at least a 4 to 1 message

expansion ratio, where a plaintext is converted into two

cipher texts, and each cipher text has at least two coordi-

nate values. The point compression technique [35] can

efficiently compute a value of their coordinate from an

x-coordinate value and with the help of an additional sign

bit. Therefore, the EC-ElGamal cryptosystem requires only

two extra bits as compared to the ElGamal cryptosystem.

Mapping function (which maps the plain text to elliptic

curve) needs to be homomorphic and deterministic such

that it can uniquely associate each plaintext value to an

elliptic curve point and vice versa. It should be independent

from the encryption and decryption operations of the EC-

ElGamal cryptosystem.

4.3 Hybrid PHM Encryption Methods

It is the combined version of SPHM and APHM. It enjoys

the benefit of both the schemes. It addresses the message

expansion problem of APHM by encrypting large messages

by symmetric key while achieving the highest security by

asymmetric key using public key cryptosystem.

5 SPHM Based Secured Aggregation
Schemes

5.1 Lightweight and Integrity-Protecting
Oriented Data Aggregation Scheme: LIPDA
[7]

In this the authors proposed a method to ensure the end to

end confidentiality and integrity by structuring the data as a

complex number using private key and by using additive

homomorphic encryption. So the computational and com-

munication overhead is minimized with high accuracy and

fullness compare to elliptic curve based homomorphic

encryption. Cluster Tree based network model with base

station as root node is used for aggregation. By propagating

a HELLO packet from base station and by calculating the

Table 3 Comparison oF SPHM and ASPHM

SPHM APHM

Shared secret information make this system

less secure

Highly secure. Because no secret is required to be shared between receiver and sender for

secured communication

No significant message expansion problem Suffers from message expansion problem

Less computation and communication

overhead

Dependency on complicated mathematical operations leads to high computation and

communication overhead

Requires storage at intermediate nodes Not required

Requires significant key distribution

mechanism

Not required
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probability of a node to become a cluster head based on

distance, the hierarchical cluster tree is formed. Each

cluster is assigned a cluster number (ID) in the order of

cluster formation. Once the cluster is formed, the sink node

generates clusters of key pairs and they are broadcast along

with the cluster number using RC4 algorithm which

ensures the secure distribution. The cluster head which

receives this key pair checks the belonging of the key using

the cluster number. If the cluster number is not matching, it

is rebroadcast. Hence, there is a great threat of leakage of

the keys received by the compromised cluster head. One of

the key in the pairs, is used to form the complex number

and another key is used to encrypt this complex number.

The imaginary part of the complex number is used for

verifying the authenticity of the data. Each cluster head

aggregates the encrypted complex number using additive

PHM and forward it to its parent with its cluster ID.

Integrity is verified only at base station. The BS sepa-

rates the aggregated encrypted data from the aggregated

privacy factor. Since the privacy factors of all the clusters

are generated and available with BS, the BS can now form

the new aggregation of all the participated clusters and

compared with the received privacy factor. If the difference

is less than the threshold, the aggregated data is accepted or

else it is rejected. To prevent CH from energy depletion

due to overload, CH role is shared dynamically among the

cluster members. When the energy level of the CH

becomes below the threshold value, HELLO packets are

transmitted and each node which receives this packet cal-

culates the distance. Each node transmits this distance and

the remaining energy level to the cluster head. The CH will

select the appropriate node as new CH based on the dis-

tance and available energy.

Though the author’s claim that the distribution of the

privacy factor from the sink node is safe because of the

RC4 algorithm, the key pairs are visible to all cluster head

on the way to the destination clusters. So even if any one of

the cluster head is compromised, the attackers easily gain

the keys of all clusters whose key pairs are moving via the

compromised node. The authors also claim that because of

RC4, retrieving the privacy data from the sensor node by

querying is impossible. So by probability the LIPDA is

more secure than the IPDA [36]. Also even if the raw data

is obtained by colluding the neighbor nodes, deducing the

correct data is difficult because of the RC4. Since the

integrity is verified using the complex structure of the data,

tampered data can be easily detected.

5.2 Ring-Based Privacy-Preserving Aggregation
Scheme: RiPPAS [14]

The authors proposed a method using penname (pseudo-

nyms) mechanism with anonymous communication by

hiding source node identification and applied symmetric

homomorphic encryption technique to secure data.

This method supports all kinds of queries like sum, min

and max. Nodes are organized with layered topology with

sink as the root node and each node may have more than

one parent. Nodes with same number of hop are grouped

into one layer. The root node decides the unique key,

penname codes for each node and loads the nodes with this

detail. Before the aggregation process, each node sends its

location in encrypted form to the sink and it is stored in the

table along with the key and penname. The source node

selects a random pen name and sends that with the

encrypted data. These pennames enable the sink to identify

the source node of the received data and identify the key

corresponding to that node for decrypting the data. The

reliability of this method depends on the uniqueness of the

pennames for each node. No two nodes should have

common pennames. Each pair of nodes also share an

independent unique key with each other for secure com-

munication between them. This method proposed two

different data sending scheme. One is Cipher text unicas-

ting and another one is plaintext broadcasting without

source ID which facilitates anonymous communication.

In cipher text unicasting, each node x selects the parent

node y randomly and encrypt the data using the shared key

between x and y. The receiving node decrypts and performs

aggregation. Thus hop by hop encryption is carried in the

en route to sink. In the plaintext broadcasting, the data is

broadcast in a packet which carries only the receivers’

address not the senders ID. Using symmetric homormor-

phic encryption the data is aggregated in the en route to

sink. Each node maintains the count of receiving packet to

ensure the reception of packets from all its successor nodes.

Since authentication is not verified, there is a chance of

duplicate packet or falsified packet which will mislead the

data aggregator. Because of the randomness in the parent

and anonymous source node, it is very difficult for the

intruders to do long term analysis or breaking the down/up

link of an intermediate data aggregator and extract infor-

mation of pennames without compromising. Thus it pro-

vides robust privacy with less communication overhead.

5.3 CDA-RMT [12]

The authors proposed a method which exploits the additive

homomorphic nature of privacy homomorphism and pro-

vides end to end privacy. This scheme uses additively PHM

based on Domingo Ferror which provides security against

chosen ciphertext attack. This frees the intermediate

aggregate nodes from doing decryption, encryption and

storing sensitive information. Hence any node can be

elected to play the role of aggregator. But Wagner has

shown that this is vulnerable against chosen plain text
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attack. Impact of node compromising attack is reduced by

proposing topology aware key pre distribution algorithm.

Keys are distributed to subgroup of nodes which form the

reverse multicast routable region. This group keying

restricts the impact of compromised node to sub group of

nodes and prevents the failure of entire network. But if

any one node is compromised during bootstrapping phase,

the concealment of whole network will be broken.

5.4 Comparison of SPHMs

The existing SPHMs provide secured data aggregation

with comparatively less communication overhead and no

significant message expansion problem. Sharing of Sym-

metric key between source and destination requires reli-

able key distribution method. The PH mechanism makes

these methods secure against eavesdropping attack. In

LIPDA, thanks to RC4 the information leakage through

collusion attack is limited and integrity verification at BS

has made this method secure against data pollution attack.

The security against eavesdropping attack is strengthened

in RiPPAS by adding some randomness where as in CDA-

RMT the impact of compromised node attack is reduced.

The originality of the data is not verified in all SPHMs

except LIPDA. Comparison of the SPHM based data

aggregation schemes is given in Table 4.

6 APHM Based Data Aggregation Schemes

6.1 Asymmetric Homomorphism for Secure
Aggregation in Heterogeneous Scenarios:
ASAHS [10]

The authors proposed a scheme which is secure, scalable

and many to one kind of communication using asym-

metric encryption. Nodes are organized as tree rooted at

BS. The BS sends a symbol array where each array index

represents the symbol for different range of values to be

sent by the sensor. The sensor nodes with data to be sent

increment the corresponding array element which is the

range of the current value to be sent. And this array is

forwarded to the aggregator. Value of each array element

refers the number of sensors contributed the value. And

also there is an array index for null value, which refers the

number of non contributing nodes. This concept keeps the

size of the message moving from nodes to BS constant

and makes the network scalable. It enables the BS to apply

different aggregation function. Confidentiality is ensured

by encrypting the array element using OK–UC which is

probabilistic based additive, asymmetric homomorphism.

The BS collects information about participating nodes by

receiving acknowledgment for the broadcasted hello Ta
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message. The BS generates OK–UC parameters x, g, h, k,

p, e. Among these (g, h, k, p, e) is kept secret. x is known

to all nodes in the tree. Each node i has

1. public key x

2. secret key Ki shared between node and BS

3. cipher text wi = ghIDi where IDi is the random number

used to identify the nodes by BS

4. a separate secret key shared between nodes and its

parent

Each array element is initialized

I sð Þ ¼ I sð Þ ¼ gashbs mod x

where

as is random integer such that as þ n\p

where n is total number of leaves

bs is random integer with no restriction

Each node generates ai using the ki
Each cipher text element in the received array is mod-

ified using ai

I(s) ¼ I sð Þai¼ gas:ai hbs:ai mod x

Then the index for the indented data alone is multiplied

by wi.

Intermediate aggregator node aggregates the received

arrays from all children using additive homomorphic

operation. This semantic security and public randomization

enables the method secure against eavesdropping attack.

Before the beginning of aggregation process, the BS col-

lects the ID of all participating node by broadcasting hello

message and receiving acknowledgement. Using this, the

BS recalculates the aggregation of all participating nodes

ID and compares it with extracted aggregation ID from the

received message. If the verification succeeds it respond

with acknowledgement. Each intermediate node stores the

message received from its child nodes until an acknowl-

edgement is received from BS. If consistency check fails,

the BS traces the malicious node using the message and

signature which are stored in the intermediate aggregator

node. Thus the BS verifies the integrity of the received

message.

Authenticity of all communication is verified by

attaching a signature generated using a unique key shared

between all the nodes and their parents. Thus the authen-

ticity of all participating nodes and integrity of leave nodes

are ensured. And the deviation of aggregated value caused

by the collusion of compromised intermediate and sensor

node is minimized. But this method requires the entire

active node whether it is having data or not, to participate

in the aggregation process by sending array of null values,

this consumes the bandwidth of energy constraint sensor

network.

6.2 Privacy Preserving In-network Aggregation
in Wireless Sensor Networks: PPIA [15]

The authors proposed a method using Paillier cryptosystem

based asymmetric homomorphic encryption scheme to

resilient false data injection in data aggregation. The kind

of aggregation supported are sum, count and mean. Exist-

ing solutions for false data injection by compromised node

by allowing multipath routing is very complex. Hence the

authors proposed this solution. The leaf node encrypts the

data using the

Ency Mð Þ ¼ rM:pq mod qq

where M is the message to be encrypted.

M ¼ mT

where m is sensed data and T is the threshold, p is random

value, p e Zq.

The encrypted M is forwarded to the parent node in tree

where it get aggregated and forwarded to its parent. This

process gets repeated till the sink. Using the threshold and

the private key, the sum, count and mean can be calculated

by the sink. Thus the security is ensured by using homo-

morphic encryption and energy consumption is reduced by

using the threshold.

6.3 An Efficient Privacy-Preserving Compressive
Data Gathering Scheme: EPPCDA [16]

The authors proposed a secure data compression technique

based aggregation using asymmetric homomorphic

encryption scheme which ensures end to end confidential-

ity by preventing data flow analysis and flow tracing. It

employs the compressive sensing technique (CST) which

can recover a sparse signal using optimization problem. In

CST, the raw sensed data is encoded and expanded to

X-dimension vector using the measurement matrix X*Y

where Y is number of nodes. And this vector is transferred

upward towards the sink and gets aggregated in interme-

diate node in the tree based network topology. Each node

gets the Measurement Matrix (MM) using seed mecha-

nism. This seed mechanism avoids the explicit transmis-

sion of MM to all nodes and avoids communication

overhead. Each node generates their corresponding column

vector using the local seed and preinstalled pseudo random

number. Local seed is generated using the nodes own ID

and global seed is broadcast by the sink. Hence the ID of

each sensor node must be kept secret between the node and

sink. The sink generates the MM using the ID and extracts

the raw data using greedy algorithm called orthogonal
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matching pursuit. By employing end to end enciphered

compressive sensing based data aggregation the energy

consumption by encryption and decryption and the latency

problem of hop based aggregation scheme is reduced. The

traffic analysis attack is made difficult by hiding monitor-

ing round number and resisting size correlation and content

correlation analysis. Since the aggregation is based on

multiplication, the size correlation analysis is made diffi-

cult. And by preventing the attackers from intercepting the

packets of same monitoring round, content correlation is

avoided. It also prevents the adversaries from knowing the

source of message through tracing the forwarding path.

This is done by keep changing the encrypted message at

every intermediate node. Thus by preventing flow analysis

and tracing, the brute force attack is addressed in this

proposed scheme.

6.4 Secure Data Aggregation with Fully
Homomorphic Encryption in Large-Scale
Wireless Sensor Networks: FESA [5]

Authors proposed a scheme named FESA to provide end to

end data confidentiality, MAC based integrity verification

and to support multiple aggregation operation on encrypted

data. Integrity can be verified at BS, during aggregation as

well as forwarding phase. So propagation of false data is

avoided at the earliest and hence the bandwidth/commu-

nication cost due to false data is eliminated. For early

detection of false data, MFN (Mobile node, Forwarding

node, Neighboring node) group of multi hop network

structure with static topology is proposed in this paper. And

to support fully homomorphic encryption (FHE), DGHV

scheme [24] is used. Squash the decryption circuit is used

for including additional information about the private key

in the public key, which can be used for post processing the

cipher text. Thus the bootstrapping minimizes the noise

level caused by the chain of homomorphic operations and

make the scheme FHE.

The nodes are grouped and each group is assigned a

group key, which is used as seed for Pseudo Random

Number Generator function. This function is run to find the

bit position of the subMACs generated by the group

member of the monitoring node and the order of the sub-

MACs are determined by the aggregator and is informed to

individual group members. Since this order is not known to

the adversary, injecting false message becomes difficult.

Secure data aggregator selection protocol and monitoring

node selection algorithms are used for selecting aggrega-

tors and monitoring nodes. The involvement of aggregators

and all neighboring nodes in the selection process of

monitoring nodes adverse the impact of any compromising

nodes. Using pairwise key establishment algorithm, a

symmetric key is established between two consecutive

aggregators which helps to detect the false data. The for-

mation of this group network enables the forwarding as

well as the neighboring nodes to verify the integrity of the

aggregated data and detect false data injection.

The aggregator verifies the integrity of the received data

(FHED) using MAC. If valid, broadcast to all its neigh-

boring nodes. The neighboring nodes in turn verify the

integrity by generating MAC using the group key. If ver-

ification process is successful separate aggregation is done

by aggregator node as well as monitoring node. Separate

MAC is calculated by each aggregator and monitoring

node. All these subMACs along with FHE aggregated data

are forwarded whose integrity is verified by the forwarding

nodes. Because of the symmetric key, group key and

probabilistic location of subMAcs, it is very difficult for the

adversaries to break all the encryption keys. Thus this

scheme becomes more secure against cipher text based

attack and plain text only attack.

Computation overhead is increased due to large public

key size. Same aggregation operation is done by the

aggregator as well as monitoring node. The received data

from leaf aggregators are forwarded to all the neighbors for

verification which consumes the bandwidth. It is the con-

tradiction to the purpose of aggregation. The computation

overhead is directly propositional to the number of Moni-

toring nodes. Integrity and detection of false data injection

depend on the number of subMACs. But the computation

and the data expansion increase with the subMACs i.e.

number of monitoring nodes. So determining the balanced

number of monitoring nodes is critical issue of this scheme.

Since node wise data can’t be extracted, dynamic queries

are not supported.

6.5 Concealed Data Aggregation
Scheme for Multiple Applications: CDAMA [8]

Authors proposed a solution called CDAMA which will

aggregate the data of different application without mixing

them up and provide a way to extract the correct aggregate

value of a particular application. This employs a modified

asymmetric privacy homomorphism scheme which enables

aggregation of data from multiple applications. Basically

CDAMA is a modification from [37] public-key PH

encryption system and integrates the Paillier with the

Okamoto-Uchiyama encryption schemes.

The concept of CDAMA is, it generates multiple points

with different order for each application. Using this set of

points, keys are generated for each application using

elliptic cryptography. Only one private key is generated

and kept in base station. By using appropriate combination

of point orders, the base station can extract the aggregated

result of different application. Though this scheme support

multiple application, it prerequisites the generation of
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public keys for each application and secure distribution of

keys to the corresponding sensor nodes. This consumes the

bandwidth of the energy constraint WSN. And only the

additive value of a particular application can be extracted

by the base station. The base station cannot recover indi-

vidual sensor node. Hence sensor node level integrity

verification is not available.

Problem of compromised aggregator nodes like repeated

or selective aggregation is addressed by making the BS to

receive the secure count which represents the number of

messages which are aggregated. This doubles the number

of groups which in turn increases the ciphered text size.

Because the cipher text size / Gþ 1ð Þ � bþ 1, where G is

the number of groups i.e. 2 k (where k is number of

application) and b is number of bits for prime number. It is

also secure against unauthorized aggregation and mal-

leability since the point information is kept with sensor

node.

6.6 Secure Data Aggregation for Multiple
Queries: SDAMQ [2]

The authors proposed a method based on additive homo-

morphic and elliptic curve cryptography to publish queries

in authenticated manner and aggregate data belongs to

multiple sum based queries into single packet so that

communication cost can be reduced. The validity of the

query is done by signature verification process. For this a

common key is shared between the BS and all CHs.

In this system, the heterogeneous nodes are grouped into

clusters and node with high capacity is elected as cluster

head. This is implemented in three phases. In Phase I, the

BS spreads the query. It generates unique ID and pair of

public key and private key for each query. A query mes-

sage consists of query specific public key along with sig-

nature and validity duration is broad cast to all CH. In

Phase II, each sensor node responds to the query by gen-

erating data. After receiving the query, the sensor node

checks the possibility of data contribution and generates

data. This data is encrypted using the public key and sig-

nature is attached with encrypted data which is forwarded

to CH. In Phase III data is aggregated by CH.

The CH verifies the authenticity and aggregate using

additive homomorphic encryption based on elliptic curve.

Since aggregation is done on encrypted data, confiden-

tiality is ensured. This can be opened only with private key

which is available with BS. Thus even if the CH is com-

promised, it cannot access the data.

Since authentication is done at each level of communi-

cation, attackers are prevented from collecting information

by behaving like a BS. The timer information attached with

each query prevents the replay attack. But since a common

key is shared among the BS and CHs, if the CH is

compromised, the attacker can easily gain access to this

common key and do all mal activities. There is a need for

secure methodology to distribute keys to all cluster mem-

bers and cluster head.

6.7 Integrity Protecting Hierarchical Concealed
Data Aggregation: IPHCDA [3]

The authors proposed a method to aggregate data encrypted

using different keys by employing modified elliptic curve

based additive homomorphic encryption [4]. This

scheme ensures confidentiality and integrity of the data

using MAC. The whole network terrain is split into dif-

ferent region and a separate public key is assigned to each

region which is used for encrypting the data sensed in that

region. These regions are hierarchically organized. An

aggregated data can be classified region wise by BS using

encryption key. It is a kind of multiple aggregator model.

Aggregators are chosen dynamically to distribute the load

evenly. Replay attack is addressed by time stamping all the

data packets and attaching a nonce. Since a separate pri-

vate/public key pair is assigned to each region, each sensor

node is deployed with region specific public key and each

CH shares unique symmetric MAC key with the BS.

To verify the integrity of the aggregated data sent by the

CH, MAC is calculated by using aggregated data and

symmetric key shared between BS and CH. In the hierar-

chical tree, the CH which receives aggregated data and

MAC from each sub CH, will XOR the MAC. And this

aggregated data and a single XOR is forwarded further in

the tree towards BS. Since Hash-MAC [31] is used, MAC

becomes un forgeable.

The BS extract region wise encrypted data using discrete

log and private key and calculate new MAC for each region

and they are XORed which will be compared with received

MAC to ensure the integrity. Since the data is encrypted

using public key as well as the random number, the prob-

abilistic nature of ciphertext make the system resilient to

chosen plain text attack. Replay attack is not directly

addressed by this IPHCDA. But it may be handled by time

stamping the packets. When the CH is compromised, it

may inject false data which cannot be detected by BS. But

the compromised node does not affect the confidentiality of

the aggregated data.

The computational overhead of IPHCA is high compare

to EC-EG and close to EC-OU. But both EC-EG and EC-

OU will not support concealed aggregation with different

encryption keys. While comparing the communication

cost, the IPHCDA outperforms EC-OU and EC-EG when

the number of deployment region is less than 3. But the

communication cost increases with number of regions.

Integrity of final aggregated data is verified only at base

station. Integrity of individual sensor node is not
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guaranteed. So the false data injected by malicious nodes

go undetected by BS. And authentication is not verified. Its

computation and communication complexity is not negli-

gible. Since the ciphertext size is large, it cannot be sent in

one time. This leads to communication overhead. This

multi transmission of ciphertext packet may also leads to

more noise and inaccuracy.

6.8 A Secure Data Aggregation Scheme Based
on Appropriate Cryptographic Primitives
in Heterogeneous Wireless Sensor Networks:
SDAACP [6]

The authors proposed a scheme based on additive EC-EG

homomorphic encryption to ensure end to end privacy.

This scheme is developed for heterogeneous clustered

sensor network organized in three layers. Top layer has BS,

middle layer is made up of CH and last layer is with low

power sensor nodes. And CH is assumed to tamper resis-

tant. The BS generates parameters and they are published

and get loaded in sensor nodes. The BS also keeps some

master secret key for extracting the private key of ID based

signature scheme and a secret key for deciphering the

cipher text of EC-Elgammal. Each sensor node will get ID

and private key from BS before joining the network. The

BS and CH maintains this list of member IDs, which is

used for verification while receiving message from its

members. Each sensor node encrypts the message using the

public key of BS.

The Identity Based Signature (IBS) scheme proposed by

Bellare et al. [38] allows pairing free IBS scheme. Bellare

et al. scheme along with Schnorr signature scheme [11] is

secure under the intractability of discrete logarithm. But

batch verification of this scheme is insecure against forgery

attack. To address this weakness, modified version of this

scheme in which the private key is generated using ID is

proposed by this author. And this ID based signature is

generated using the Private key and is sent along with the

encrypted message. All CHs will verify the signatures

received from sensor nodes, aggregate and generate sign

for the aggregated cipher text. BS verifies the authentica-

tion of CH and extracts the plaintext by applying elliptic

curve based discrete logarithm and pollards lambda algo-

rithm. This is suitable only for plaintext with small size.

Batch verification technique is used to filter out injected

false data and the authenticity of transmitted encrypted data

is verified at the intermediate node as well as at the BS

using pairing free identity based signature scheme. But the

data integrity is not verified at BS and transmission path.

6.9 Recoverable Concealed Data Aggregation:
RCDA [9]

This is a secured data aggregation scheme for cluster based

wireless sensor network. It ensures end to end privacy of

the data by using EC-EG privacy homomorphism encryp-

tion. The raw data of individual sensor nodes can be dig out

by BS from the aggregate value and the BS can generate

dynamic queries based on the need of the application. The

different queries like finding maximum, minimum and

average of the sensed data can be applied on the same

aggregated data. Also there is no restriction on the type of

aggregation applied by the base station and the base station

can verify the integrity and authenticity of the sensed data.

Hence consistency, accuracy and reliability of the data can

be maintained. But RCDA fails to ensure the authenticity

and integrity at aggregator node level. Message replay

attack and message dropping attack by the compromised

cluster header cannot be detected by the BS. Any adver-

sary, who follows the whole communication, can separate

the cipher text from the aggregated cipher text and signa-

ture. But it cannot aggregate the cipher text of different

applications. The authors proposed different schemes for

homogeneous (RCDA-HOMO) and heterogeneous network

(RCDA-HETERO).

6.9.1 RCDA-HOMO

The BS generates a separate private/public key for all

sensor nodes using the key generation algorithm of BGLS

[32] signature scheme. And generates its own public/pri-

vate key pair using the algorithm MGW [33]. And each

sensor node is loaded with its own key pairs and public key

of BS. Sensor data is encoded for generating signature by

using the private key of sensor node which is known only

to BS. So the signature cannot be opened and modified by

adversaries. And the data is encrypted using its public key

of BS, map function and random number which increases

the probabilistic characteristics of encoded data. The BS

can extract the individual senor node’s data using decoding

and rmap function and the integrity can be verified col-

lectively. Because of the discrete log used in decryption,

size of final aggregated value should be small enough for

efficient recovery operation. This constraint puts a limit on

the number of sensors in a cluster and CHs. The BS always

first decrypts only then the originality of the data is veri-

fied. But it cannot verify the validity of encrypted aggre-

gated value. If more number of bogus aggregated values is

coming, most of the time is wasted in fruitless decryption

process on invalid data.
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6.9.2 RCDA-HETERO

In this the nodes with high capacity are designated as

cluster heads. All the cluster members share a symmetric

key with cluster head. Each sensor nodes encrypt their

sensed data with this symmetric key and forward to CH.

The CH decrypts data received from all sensor nodes and

aggregate them. Now the CH encrypts and generate sig-

nature as in RCDA–HOMO. This process repeats till the

BS. Since the authenticity of the sensor nodes are not

verified by cluster head, the adversary can modify the

encrypted data sent by sensor node, which will go unno-

ticed and leads to false data in the data received by the BS.

6.10 Secure Aggregation Scheme for Wireless
Sensor Networks Using Stateful Public Key
Cryptography: SASPKE [1]

Authors proposed a method to provide end-to-end confi-

dentiality and integrity with reduced computation and

communication cost during aggregation. By supporting a

handful of aggregation queries the limitations of existing

conceal based schemes are addressed which makes this

encryption scheme as Fully Homomorphic encryption.

This method employs Stateful Public Key Encryption

(StPKE) proposed by Bellare et al. [26] which avoids the

repeated computation of the same value between aggre-

gations. This in turn minimizes the computation overhead.

Confidentiality is achieved by encrypting data with sym-

metric key which is unique for each message. This key is

generated using state, nonce and asymmetric key which is

shared between sensor node and base station. Since this

unique key is valid only for short duration, the replay

attack can be identified by Base station by verifying the

MAC. Thus it combines the benefits of both symmetric and

asymmetric homomorphism. This method requires initial

setup of sensor nodes. During network deployment, each

sensor should be loaded with a large number M and

function for generating keys for encryption using H-MAC.

The Base Station (BS) generates private key k and public

key p. The elliptic curve domain parameters along with

sensor specific secret key shared with BS are loaded in the

sensor nodes.

The aggregation occurs in two phases. Before aggrega-

tion, the authentication of individual node is checked by

BS by collecting state information and MAC from indi-

vidual sensor node. MAC is generated using the state and

dynamic key which is generated using Hash based MAC

(H-MAC) function and the secret key shared between

sensor node and BS. Thus the state of individual sensor

nodes is stored in BS. Since the keys are kept secret

between the Base station and sensor node, false data

introduced by compromised cluster head in the plain data

of cluster member node can easily be identified by BS. But

the false modification by the compromised cluster head

will go undetected by BS. SASPKE provides efficiency in

terms of computation and communication only for stream

data. Though the authors claim that computation cost is

reduced by maintaining state information in the sensor

node, state and dynamic key need to be computed for every

aggregation round. Security of symmetric key used for

state generation is ensured with the assumption of Diffie–

Hellman that is computing fxy is infeasible by knowing the

fx and fy where f is generator function.

The integrity of the message is verified at the base sta-

tion with the help of aggregated MAC. Each sensor node

sends a MAC along with the encrypted message. MAC is

generated with the help of H-MAC function using state and

nonce. Since this method enables BS to retrieve individual

sensor node data, dynamic queries are supported and

malicious nodes can easily be identified by BS without

knowing the list of all participating nodes. The shared state

information and nonce based dynamic keys enable this

method to address malleability, packet forgery and replay

attack but selective forwarding attack problem is not

addressed.

6.11 Malleability Resilient Concealed Data
Aggregation in Wireless Sensor Networks:
MRCDA [29]

The authors proposed a scheme to make privacy homo-

morphism based data aggregation secure against the mal-

leability attack. Though concealed aggregation

scheme provides security against eavesdropping attack by

aggregating encrypted data without decrypting them at

intermediate node, PH schemes are malleable. The attacker

can inject false data without knowing the original data. In

this proposed scheme, the EC-EG based PH is employed to

protect the confidentiality of the data. And two different

MACs are employed to ensure the originality of the data at

intermediate aggregator node as well as at the base station.

Symmetric key based MAC (SMAC) is used to ensure the

freshness of the data at aggregator node and helps to detect

the malicious activities by compromised intermediate

nodes. For end to end integrity, Homomorphic MAC

(HMAC) is generated using the key pair shared between

the BS and all leaf nodes. The fresh data is encrypted using

the public key of EC-EG system and HMAC is generated

from this encrypted data. SMAC is generated using HAMC

and counter which randomize the SMAC and prevents

chosen cipher text attack. Though the Usage of EC-EG

cryptosystem make MRCDA secure against known plain

text, cipher test analysis, it considerably increases the

message size which leads to communication overhead. But

compare to the CMT cryptosystem [25, 28] and the
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Westhoff et al.’s cryptosystem [12], MRCDA witnessed

notable reduction in bandwidth consumption in the pres-

ence of non responding nodes. Though this method ensures

the integrity of the leaf node at BS level, the genuineness is

not ensured.

6.12 Comparison of APHMS

Compared to SPHM, APHM schemes offer improved

security by addressing compromising node attack. The

malleability attack which converts the cipher text into

another valid cipher text is addressed by SASPKE [1],

MRCDA [29], CDAMA [8]. The replay attack which has a

noticeable impact on the duplicate sensitive aggregation

function is nullified by using time stamp and nonce. The

forgery attack on ID based signature is addressed by

existing schemes by making appropriate modification to

the encryption schemes. The leakage of valuable infor-

mation by colluding nodes is addressed by ASAHS. In

EPPCDA, brute force attack is prevented by thwarting the

intruder from analyzing the traffic and flow. Table 5 gives

the comparison of APHM based data aggregation schemes.

ASAHS [10] verifies the genuineness of individual nodes at

both CH and BS and in SASPKE [1] it is only at BS.

Verification at cluster head helps to avoid the participation

of the unauthorized nodes in the aggregation at the

beginning which avoids bandwidth consumption. In

MRCDA [29], IPHCDA [3] validity of data is verified at

both CH and BS. Verification at CH level helps to prevent

the propagation of false data at the earliest. Secured

aggregation scheme for supporting multiple application has

been proposed in CDAMA [8].

7 Non PH Schemes

7.1 Secure Data Aggregation in Wireless Sensor
Networks Filtering Out the Attacker’s
Impact: SDA-FoAI [17]

The authors proposed a secure algorithm based on synopsis

diffusion which enables the BS to sieve the dishonest

aggregate data introduced by compromised nodes and

receive the correct aggregation even in the presence of

falsified data. It can compute duplicate sensitive aggregate

function like SUM, COUNT. The synopsis diffusion

algorithm addresses the communication loss problem pre-

sent in the tree network model by using ring topology. The

algorithm is implemented in two phases. In phase 1, Initial

estimation of aggregate is collected using the authentica-

tion information received from nodes. In phase 2, group of

nodes are decided using the estimation of phase 1 and more

authentication information is collected from these nodes

only. All other nodes are not considered.

In this scheme, Ring topology is formed around BS

based on the number of hops from BS to nodes. Nodes with

same number of hops form rings. The algorithm works

using 3 functions for generating, blending and assessing

Synopsis. The node generates a synopsis value, a bit vector

which represents the data to be aggregated using random

toss count and it is broadcast. The receiving node in the

inner ring, fuse the received synopsis with its own and

broadcast further. Let X be the inner node. The fused

synopsis of all received synopsis from its n children F1,

F2,… Fn.

Fx ¼ synopsis of X F1j jj jF2 . . .j jj jFn
where || is bitwise OR operator. Synopsis of X is bit vector

of the data of node. MAC is generated for originality

verification using the ID

MACx ¼ fun Keyx;Lð Þ

where Keyx = secret key shared between node and BS,

L = {IDx, Mx, b1, b2, … bn, seed}, IDx = ID node x, Mx-

= message of node X, b1, b2, … bn = bit positions which

are 1 in the synopsis, seed = random value broadcast by BS

while deploying node.MAC is forwarded by the node along

with synopsis L. The BS recalculates the MAC using L and

detects the false MAC generated by the compromised node.

The BS ensures the truth of the final synopsis by receiving

at least one valid MAC for each 1 bit. To address the

bandwidth consumption of the MAC, during 1st phase,

only randomly selected MACs are forwarded by the nodes.

During 2nd phase nodes which contributed the 1 bits in the

final synopsis forward the MACs. So to ensure the cor-

rectness of the final aggregate, the BS does not need to

receive authentication message from all nodes. Thus

communication overhead is reduced. This scheme assumes

even distribution of Compromised nodes. Otherwise the

communication overhead is high. Only false data by

compromised node (CN) is addressed, not the data leakage

problem by CN.

7.2 Secure Data Aggregation Technique
for Wireless Sensor Networks in the Presence
of Collusion Attacks: SDA-CA [18]

In this the authors proposed an improved iterative filtering

technique (IFT). This makes the aggregation robust against

collusion attack and more accurate by calculating the initial

trust of sensor node. Iterative filtering algorithms address

the problem of cryptography based aggregation methods in

which the adversary can gain complete access of infor-

mation by compromising nodes. The compromised nodes

can also skew the aggregation by injecting the false data. In
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IFT, by assigning a trust to each sensor node, the impact of

false data on the final aggregation is reduced. The trust of

each node is calculated by comparing the current reading

with the weighted average of the previous round. If the

difference is high, the sensor is assigned less weight which

reduces their contribution or impact in the aggregation

process of current round. But in the traditional method each

sensor are initially given an equal weight which gives room

for byzantine attack scenario which is highlighted in this

paper and is overcome by calculating the initial trust of

sensor node using a novel approach proposed by this

authors. In this novel approach, initial reputation is

Table 5 Comparison of asymmetric PH based data aggregation schemes

Scheme Encryption/

method

Network

model

Attacks addressed Authentication Integrity Scalability Multiple

application

Data

recover

ASAHS

[10]

Asymmetric

additive PH

using OK–UC

Tree

topology

Minimised the impact of

collision attack. But one

intermediate node to be the

part of colluding nodes to

reduce the impact

Authentication

of All

Participating

Nodes

Yes Yes No No

PPIA [15] Asymmetric PH

with threshold

Tree

topology

False data injection attack No No No No No

EPPCDA

[16]

Asymmetric PH

with ID based

compressive

sensing

technique

Tree

topology

Brute force attack, node

compromising attack, traffic

analysis attack

No No No No No

SASPKE

[1]

Hybrid PH (using

both symmetric

and asymmetric

key) fully

homomorphic

encryption

Clustered

tree

model

Replay attack, Malleability,

packet forgery

Authentication

of individual

node is

verified at BS

Yes No No No

CDAMA

[8]

Asymmetric

additive PH with

EC

Clustered

based

model

Aggregator node

compromising attack

(repeated aggregation or

selective aggregation),

cipher text only attack,

known plain text attack,

chosen plain text attack,

unauthorised aggregation,

malleability

No No No Yes No

SDAMQ

[2]

Additive PH with

EC

Clustered

model

Replay attack Authentication

of query’s

origination is

verified at

each node

No No No No

IPHCDA

[3]

El additive PH

with EC

Clustered
tree

model

Replay attack (using time

stamp and nonce), chosen

plain text attack,

Supported at

CH and BS

Yes No No No

SDAACP

[6]

Additive PH with

EC

Clustered

model

Adaptive chosen message

attack, eavesdropping,

forgery attack

Supported No No No No

RCDA [9] EC-EG based PH,

fully

homomorphic

Clustered

model

Eavesdropping attack, forgery

attack

Supported at

BS

Yes No No Yes

MRCDA

[29]

Hybrid PH Support

both tree

and

cluster

topology

Eavesdropping attack, known

plain text attack, chosen

cipher text attack,

malleability, replay attack

Supported at

BS and

intermediate

node

Yes No No No

FESA [5] Asymmetric PH

with fully

homomorphic

Multi hop

network

model

Reduced impact of node

compromising attack, plain

text only attack

No Yes No No No
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calculated with reduced number of iteration and initial

weight of each sensor node is calculated based on the

distance between current reading and the initial reputation.

Thus this improved IFT addresses the byzantine attack

model. It also allows the aggregation to converge quickly

with comparatively high accuracy. But Problem of com-

promised aggregator nodes is not addressed. Only the

impact of compromised sensor nodes is reduced by mea-

suring the trust.

7.3 A Secure and Efficient ID Based Aggregate
Signature for Wireless Sensor Network:
IDBAS-WSN [19]

The authors proposed a secured data aggregation

scheme which ensures the integrity of individual sensor

node, reduces the bandwidth and storage cost. It employs

ID based ciphering and signature aggregation scheme. Use

of ID based cryptography eliminates the need of trusted

third party for certificate generation which in turn reduces

the communication, computation overhead and usage of

memory. Using this, the authors addressed the coalition

attack in which the adversary can inject invalid signature

and get through the verification test by successfully gen-

erating valid aggregation signature. To achieve this the

network is modelled as clusters and one node with high

computing capability is designated as aggregator which

aggregate the data and signature received from each sensor

node and forwards to cluster centre (CC) which verifies the

integrity. The CC is loaded with pair of security key

namely PBcc, PRcc. PRcc is generated using ID and PBcc is

known to all members. This scheme also requires each

cluster member to be loaded with the security parameters

and ID based Secret key before deployment. This

scheme uses 6 different probability based algorithm which

function in polynomial time, for setting up the network,

generating ID based keys, signature generation for integrity

verification, aggregation and final verification. Each sensor

node generates a randomized signature using its ID, secret

key and Hash function which is used by CC for integrity

verification. Usage of polynomial time based algorithm

remains robust against the coalition attack by ensuring that

the aggregate signature verification will succeed only if all

the individual sign are valid. And the security of this

scheme is justified by using computational Diffie hellman

assumption which says that the problem of finding xyM � G

given M, xM, yM � G where G is a cyclic group and x, y

are randomly chosen from Zp* and M is a generator of G, is

hard. This scheme addresses only the integrity and coali-

tion attack.

7.4 Genetically Derived Secure Cluster-Based
Data Aggregation in Wireless Sensor
Networks: GDSDA [20]

The author proposed a secured data aggregation

scheme using genetic algorithm. The efficiency of clustered

wireless sensor network is improved by clustering the

network using genetic algorithm. Initially the cluster head

is selected by analysing the connectivity and clustering is

optimized by executing genetic algorithm. After electing

the initial CH, the sensor nodes are assigned to cluster head

by considering the node distribution, cost estimated based

on the distance, communication cost which include trans-

mission cost, receiving cost, sensing cost and idle state

cost. The fitness value of individual cluster member is

computed by estimating the total distance between the node

and sink and distance measured via new CH. The chro-

mosomes with higher fitness factors are elected as offspring

generator using fitness proportionate selection genetic

operator. Then cross over techniques is applied to verify

the eligibility of new CH and to enable the nodes to

identify their new CH. This process highly reduces the

energy consumption which in turn increases the lifetime of

energy starving sensor network. The false data packets are

identified and filtered by encrypting using the keys which

are generated dynamically using the residual energy of the

node. During the initial transmission, each sensor node

generates the key using initial residual energy and initial-

ization vector which is pre distributed to all nodes. In the

next rounds of data transmission, the new key is generated

using the residual energy and previous round key. Security

is enhanced by generating permutation code using ciphered

data and ID by applying RC5 algorithm. This permutation

code along with ID is sent to aggregator, which extracts the

key by using the previous round key and calculated

residual energy. This encryption scheme requires some

space for storing the generated keys. Hence by compro-

mising the nodes the intruder can easily gain knowledge of

keys and induce mal activities.

7.5 Scalable Privacy-Preserving Big Data
Aggregation Mechanism: Sca-PPBDA [21]

In this, the authors proposed a secured data aggregation

scheme with scalability support by organizing the nodes

into hierarchy of clusters such that size of each cluster

remains equal i.e. number of cluster members are equal to

the number of cluster heads in each level. This enables the

usage of same secured aggregation scheme in all clusters

independent of the network size and hence supports the big

data aggregation in wireless sensor network. To ensure

confidentiality, sensed true data is embedded among the
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camouflage values whose locations in the indexed data

packet is decided by the configuration message sent by the

sink node to each cluster. True value is hidden from the

adversary by dividing the camouflage values into restricted

and unrestricted. This also prevents the true sensed value

from getting mixed with camouflage value. Privacy of this

method highly depends on the secure transformation of

configuration message. If an adversary is able to gain the

configuration message, he can easily extract the true sensed

value.

7.6 Secure and Energy-Efficient Data
Aggregation with Malicious Aggregator
Identification in Wireless Sensor Networks:
SEMAI [22]

The authors proposed a scheme which enables to identify

false aggregator nodes by making the child nodes verify the

consistency of their parent node’s aggregate value with

constant communication overhead. It also verifies the

genuineness of aggregator node by generating signature

using the secret key of individual aggregator. Communi-

cation between nodes is secured by pair wise shared secret

keys. The compromised intermediate aggregate node is

identified by making its children to recalculate the aggre-

gation by using the data of all its siblings and is compared

with aggregated value of its parent node which is received

from the grand parent. If any discrepancy is found, alarm is

broadcast in the network and prevents BS from accepting

false aggregate. By receiving the aggregate from grand-

parent instead of parents, the compromised aggregator

node is prevented from playing the trick by sending orig-

inal unmodified aggregate. If both parent and grandparent

nodes are compromised, the attacker can escape from

verification process and create colluding attack. This is

overcome by making the child to report to BS. The

involvement of all intermediate nodes in the verification

and aggregation operation increases the computation

overhead. This is against the purpose of aggregation which

is to avoid redundancy. The intermediate node after

receiving each packet decrypts them using the public key

which can be calculated using ID of the source node.

Authentication of each data packet is verified by attaching

signature which is generated by applying the hash function

over the ID, count and original data. Hence by knowing the

ID and by compromising the node, the public key can be

easily generated by adversaries. So it requires ID should be

kept secret.

7.7 Hilbert-Curve Based Data Aggregation
Scheme to Enforce Data Privacy And Data
Integrity For Wireless Sensor Networks: iHDA
[30]

In this, a novel scheme is proposed to ensure the privacy

and integrity using Hilbert curve based aggregation. Pri-

vacy is ensured by aggregating the data seeds received

from multiple neighbours and transformed as coordinates

along Hilbert curve. Usage of seed reduces the communi-

cation cost comparatively by not using extra message for

privacy. The authors proposed integrity verification algo-

rithm using private information retrieval (PIR) method.

First the tree topology is established by broadcasting

HELLO packet and all the nodes identify their parents and

siblings. A balance is maintained by limiting the maximum

number of child of a node. Using EC key exchange algo-

rithm, the seeds are exchanged among the nodes. The

sensed data is protected from adversaries by hiding in its

own seed and the seeds received from its neighbour nodes.

This hidden data is forwarded to parent node. Each node

determines the direction and level of the Hilbert Curve

(HC) and the one dimensional data is encrypted by map-

ping to the 2 dimensional points in the HC. The encrypted

data is of the form

\key Dr, Lð Þ;m, n)

where Dr is the direction of the HC, L is the level of the

HC, m, n are coordinates in HC.

The parent node decrypts the received encrypted data by

matching the direction and level of the HC. And it aggre-

gates and encrypts the new aggregate using its own HC and

forwards. The aggregator ensures the integrity by sending

PIR message to the child node. The child responds by

generating HC which is compared for integrity verification.

In the PIR message, which is split into cells, the desired

cell which carries the data is selected using the prime

number and modified n value, which makes it difficult for

adversaries to find the exact desired cell. Thus this

scheme ensures privacy and integrity with comparatively

reduced communication cost by eliminating extra messages

7.8 Comparison of Non PH Based Schemes

The computationally efficient non encryption based data

aggregation schemes have addressed coalition, byzantine,

collusion attack and node compromising attack. In existing

methods, collective authentication or individual node level

authentication is verified either at BS or at both Cluster

head and BS. In SDA-FoAI [17] and IDBAS-WSN [19]

collective verification is done at BS and in GDSDA [20]

endorsement is verified at both cluster head and BS. In

SDA-FoAI [17], IDBAS-WSN, [19], iHDA [30], the
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validity of the aggregated data is ensured by carrying out

the verification process at BS where as in GDSDA [20]

validity of data is verified at both CH and BS. Verification

at CH level helps to prevent the propagation of false data at

the earliest. Sca-PPBDA [21] supports scalability by

grouping the nodes into clusters of equal size without

affecting the performance of the network where as in SDA-

FoAI, IDBAS-WSN, GDSDA, SDA-CA, SEMAI and

iHDA increase in the number of nodes affects the perfor-

mance on the network. Table 6 gives the comparison of

non PH based data aggregation schemes.

8 Conclusion

The comprehensive survey on existing privacy preserved

data aggregation techniques for wireless sensor network

explores the various mechanisms for data aggregation for

preserving energy of sensor nodes by eliminating the

redundant data transmission. In this survey the existing

schemes are classified based on the networking model and

the mechanisms employed for ensuring the privacy. This

survey reveals that the topology of nodes has significant

impact on the performance of the data aggregation

schemes. Since the sensor nodes are employed mostly on

the hostile, human inaccessible environment they are

exposed to major security threats. This survey highlights

the various security attacks such as eavesdropping, node

compromising, coalition, collusion, byzantine attack and

the solutions proposed to overcome the same. The existing

schemes are compared using major security factors like

confidentiality, integrity which ensures the freshness of the

data and authentication which guarantees the genuineness

of the nodes. Since sensor nodes of different applications

which sense different environment factor are deployed in

the same area, there is a need to extract application specific

data from the aggregation. And the ability to recover data

from the individual sensor nodes supports multiple

Table 6 Comparison of non PHM based data aggregation schemes

Scheme Encryption/

method

Network

model

Attacks addressed Authentication Integrity Scalability Multiple

application

Data

Recovery

SDA-

FoAI

[17]

Synopsis

diffusion

Ring

topology

Compromised

node-falsified sub

aggregate attack

by compromising

node

Collective

authentication

False

aggregation

is sieved at

BS

No No No

SDA-CA

[18]

IFT (Iterative

filtering

technique)

Clustered

model

Compromised

node, byzantine

attack, collusion

attack using

compromised

node

No No No No No

IDBAS-

WSN

[19]

IBAS with

encryption

Clustered

model

Coalition attack Collective

authentication

Supported.,

verified at

BS

No No No

GDSDA

[20]

Dynamic key

based

encryption

Clustered

model

Eavesdropping

attack

Supported.

verified at

CH, BS

Supported,

verified at

CH, BS

Scalability affects

the efficiency

No No

Sca-

PPBDA

[21]

Camouflaging

based non

encryption

scheme

Clustered

model

Eavesdropping

attack

No No Scalable No No

SEMAI

[22]

ID based key

for

encryption

Tree

topology

Compromised

aggregator node

attack, colluding

attack

Authentication

of aggregator

node

No Scalability

increases the

communication

and

computation

overhead

No No

iHDA

[30]

Hilburt curve

based

encryption

scheme

Tree

topology

Eavesdropping

attack

No Supported,

verified at

BS and

aggregator

node

Communication

cost increases

with number of

nodes

No No
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dynamic queries. Comparison of the schemes based on the

privacy factors such as confidentiality, integrity, and

authentication unfolds how far the schemes support factors

like scalability, multiplication, and data recovery. To meet

the growing need of wireless sensor network with large

number of nodes, finding proactive mechanism which

ensures the privacy, scalability and support of multiple

applications with dynamic query becomes an open research

issue.
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