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Range-gated laser image compression and encryption 
scheme based on bidirectional diffusion* 
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The existing image encryption schemes are not suitable for the secure transmission of large amounts of data in 

range-gated laser imaging under high noise background. Aiming at this problem, a range-gated laser imaging image 

compression and encryption method based on bidirectional diffusion is proposed. The image data collected from the 

range-gated laser imaging source is sparsely represented by the discrete wavelet transform. Arnold chaotic system is 

used to scramble the sparse matrix, and then the measurement matrix is constructed by the quantum cellular neural 

network (QCNN) to compress the image. In addition, the random sequence generated by QCNN hyperchaotic system 

is used to carry out "bidirectional diffusion" operation on the compression result, so as to realize the security encryp-

tion of image data. The comparative analysis of the security encryption performance of different compression ratios 

shows that the histogram sample standard of the encrypted image can reach about 10, and the information entropy 

value is more than 7.99, which indicates that the encryption scheme effectively hides the plaintext information of the 

original image. When the encrypted image is attacked by different degrees of noise, this method can still reconstruct 

the image through the effective decryption process. The experimental results show that this method realizes the secure 

compression and encryption of gated-laser imaging image data, and effectively ensures the security of data while re-

ducing the amount of channel transmission data. 
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Laser active imaging is an imaging method using the 
laser as the light source. It is an imaging method that 
laser beams with specific parameters are emitted by the 
laser transmitting device to irradiate the target object, 
and the laser echo reflected by the target is received by 
the receiving system to obtain the target image[1]. Laser 
active imaging system has more advantages than passive 
imaging system, such as not relying on external illumi-
nation source, not limited by night, long operating dis-
tance, and can obtain three-dimensional image of the 
target. Range-gated laser imaging is an important re-
search branch of laser active imaging, which solves the 
problem of backward diffusion of medium in laser active 
imaging[2,3]. At present, range-gated laser imaging tech-
nology is widely used and plays an important role in 
space, surveying and mapping, remote sensing, night 
vision security, and airborne imaging[4]. In particular, 
range-gated laser imaging technology has irreplaceable 

advantages and important research value in the field of 
military applications[5]. 

With the development of laser technology, people pay 
more and more attention to the key technologies of gated 
imaging. In 2017, Guan et al[6] designed a 3D imaging 
system for underwater targets, which can generate 
high-precision 3D images of targets. In 2019, Lv et al[7] 
aimed at the problem of rapid attenuation of light wave 
in water, in the range-gated laser imaging system, 
blue-green laser with high intensity, high monochroma-
ticity, and high transmittance was used as the light source, 
and the experiment shows that the method has a longer 
imaging distance.  

With the rapid development of Internet communica-
tion technology, various types of image data obtained by 
gated laser imaging technology are subject to various 
forms of security threats. The problem of information 
security of laser imaging data has attracted wide atten- 



LI et al.                                                                   Optoelectron. Lett. Vol.17 No.10·0631· 

tion from researchers. Image encryption is an important technical means to protect the image information security. 
It is a method to reconstruct the original image into a 
noise-like image. The encrypted image can effectively 
hide the useful information of the original image, and the 
attacker cannot crack the content of the original data 
through the encrypted image analysis. Therefore, the 
introduction of image encryption technology into the 
field of laser imaging will become an inevitable trend. 

Image encryption technology has been widely used in 
online banking, medical imaging, military communica-
tions, satellite security, enterprise communications, and 
other fields. In 2019, Chen et al[8] proposed a medical 
image encryption scheme based on discrete wavelet 
transform (DWT) and five-dimensional hyperchaotic 
system. The medical image is divided into regions of 
interest (ROI) and background regions, and the ROI is 
encrypted by discrete wavelet transform and chaotic 
scrambling and diffusion process. In 2019, Man et al[9] 
proposed an image segmentation and encryption algo-
rithm based on a hybrid chaotic system is proposed. The 
key pool is obtained by iterative QCNN. Secondly, the 
key for image segmentation, scrambling, and diffusion is 
obtained from the key pool. Then, the original image is 
divided into two blocks by chaotic segmentation method 
and scrambled by intra block and inter block pixel ex-
change. In addition, the cipher image is obtained by stat-
ic and dynamic diffusion of the two blocks.  

However, different from ordinary digital images, the 
amount of image data collected by gated laser imaging is 
large[10]. In the case of external environment interference, 
the laser active imaging system is difficult to obtain a 
clear image[11], and sometimes the output image needs to 
be observed in real-time. The increasing amount of im-
age transmission takes up a lot of transmission broad-
band, which brings great pressure to real-time transmis-
sion. Therefore, the traditional digital image encryption 
method is not suitable for gated laser imaging security 
encryption. 

In order to solve the problem of safe and efficient 
transmission of range-gated laser imaging system output 
image in the communication link, an image encryption 
algorithm based on compressed sensing and bidirectional 
diffusion is proposed. The scheme realizes the compres-
sion and encryption of the laser gated image, reduces the 
size of the encrypted image file, and the encrypted image 
does not contain any information of the original image. 
Experiments show that the scheme can resist statistical 
analysis and noise attacks. The decryption and recon-
struction of encrypted compressed image are realized 
under noise background, and the original image content 
of the laser gated image is restored. 

The range-gated laser imaging system is mainly com-
posed of three parts: transmitting system, control system, 
and receiving system[12]. Because of the high brightness, 
good directivity, and high monochromaticity of laser, 
laser is used as the irradiation source in the emission 
system. The control system is mainly used to control 
whether the gate in the receiving system is open or not, 

and the receiving system images according to the re-
flected light from the target. As shown in Fig.1, the 
transmitting system emits laser signal and reflects the 
signal after reaching the target surface. When the re-
flected signal reaches the receiving system, the control 
system makes the gate of the receiving system open, and 
in other cases, the gate is always closed. In this way, the 
image signal received by the system is only the reflection 
signal of the target, which is conducive to improving the 
image quality. 
 

 

Fig.1 Schematic diagram of range-gated laser imaging 
principle: (a) Gate closed; (b) Gate open 

 
Compressed sensing is a kind of sampling and recon-

struction technology, which can realize image sampling, 
compression, and encryption at the same time. Therefore, 
it has received more and more attention and has been 
widely studied in the industry. The implementation of 
compressed sensing theory includes three key parts: 
sparse representation, coefficient measurement, and sig-
nal reconstruction[13,14]. The process is shown in Fig.2. 
 

 

Fig.2 Process diagram of compressed sensing 
 

The image security encryption scheme is mainly based 
on the scrambling-diffusion structure, as shown in Fig.3. 
 

 

Fig.3 Scrambling-diffusion image security encryption 
structure 

 
In this paper, QCNN and Arnold transform hyper-

chaotic systems are used to generate the key[15]. Arnold 
transform is a digital image scrambling technology, 
which exchanges the positions of each pixel in the image, 
and each pixel is uniquely changed into another point. 
The scrambling process is shown in Fig.4. 

Arnold transform can be regarded as the process of 
stretching, compressing, folding, and stitching images. It 
rearranges the points in the discrete digital image matrix 
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to make the original meaningful image become a mean-
ingless image, so as to achieve the effect of encryption. 

 

 

Fig.4 Arnold scrambling process: (a) Original image; 
(b) Scrambling image 

 
Quantum dots and quantum cellular automata are new 

nano electronic devices that transmit information through 
Coulomb interaction. Compared with traditional tech-
niques, quantum cellular automata have the advantages 
of ultra-high integration, ultra-low power consumption, 
and leadless integration. In recent years, scholars at 
home and abroad have constructed QCNN on the basis of 
Schrodinger equation by using the structure of cellular 
neural network and quantum cellular automata. Due to 
the quantum interaction between quantum dots, QCNN 
can obtain complex linear dynamic characteristics from 
the polarizability and quantum phase of each quantum 
cellular automata, which can be used to construct nano 
scale hyperchaotic oscillators. The QCNN coupled with 
two elements can be described by the following differen-
tial equations: 
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where g1 and g2 are the polarizability, h1 and h2 are the 
quantum phases, a1 and a2 are the proportional coeffi-
cients of energy between the points in each element, b1 
and b2 are the weighted influence factors of polarizability 
difference between adjacent cells. When a1=a2=0.28, 
b1=0.7, b2=0.3, the system is in chaotic state. Four pseu-
do-random sequences G1, H1, G2, H2 are generated by 
iterative QCNN hyperchaotic system. In order to elimi-
nate the instantaneous effect, the first t term of the se-
quence is discarded. The key stream Q1, Q2, Q3, Q4 can 
be expressed by: 
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Considering the low resolution and low definition of 
range-gated imaging, in order to meet the needs of safe 
and efficient storage and transmission of laser gated im-

age, we propose an image encryption scheme based on 
compressed sensing, chaotic scrambling, and bidirec-
tional diffusion. The scheme realizes the secure com-
pression and encryption of the range-gated laser image, 
and ensures the safe and efficient transmission of the 
image in the channel. The structure of the security en-
cryption system is shown in Fig.5. 
 

 

Fig.5 Block diagram of the range-gated laser image 
security encryption scheme  
 

Firstly, an N×N range-laser gated image P is selected 
to perform DWT[16] for the original image P, which is 
sparse represented by DWT to make it compressible. The 
resulting sparse matrix is denoted as SM.  

SM=DWT(P),                              (3) 
where DWT () represents discrete wavelet transform. 

Based on the Arnold transform, the elements of the 
sparse matrix SM are scrambled, and the disordered 
sparse matrix SSM is obtained, first scrambling the im-
age, which is conducive to reducing the blocking effect 
in image compression[17]. With the decrease of bit rate, 
quantization becomes rough and discontinuity appears at 
the boundary of block, which affects the reconstructed 
image. 

In order to compress the image, the key stream Q1 
generated by QCNN hyperchaotic system is used to con-
struct the measurement matrix. From Q1, the method of 
step size 2 is adopted, that is, sampling once every inter-
val of an element. The length of the sampling element is 
M×N, and the sampling result is recorded as QS: 

QS=Q1(2×j),                               (4) 

where j=1,2,…, M×N. 
The sampling results are normalized and mapped to 

positive real numbers between (0,1): 

NQS=mod(QS×1014, 1),                      (5) 

where mod () is the modular function.  
Then, the normalized sampling results are transformed 

into M×N measurement matrix ϕ according to the order 
from top to bottom and from left to right: 

ϕ=reshape(NQS, M, N),   (6) 

where reshape() is the matrix deformation function, M is 
the number of rows of the measurement matrix, and the  
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compression ratio is CR=M/N. 
According to the theory of compressed sensing, the 

measurement matrix MVM is obtained by sampling the 
disordered sparse matrix SSM with measurement matrix 
ϕ. Each element value of the measurement matrix MVM 
is mapped to an integer between 0 and 255, and the inte-
ger mapping of MVM' is obtained, which is converted 
into a one-dimensional sequence with length of M×N: 
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where floor () is the downward rounding function, where 
max and min represent the maximum and minimum ele-
ment values in the measurement matrix MVM, respec-
tively. 

The key stream Q2 generated by the QCNN hyper-
chaotic system is sorted from small to large, and the in-
dex matrix PQ2 is obtained. The measured value matrix 
MVM' is scrambled by the index matrix PQ2, and the 
disordered measurement value matrix SMVM is ob-
tained. 
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In order to perform bidirectional diffusion operation 
on the disordered measurement matrix SMVM, the key 
streams Q3 and Q4 generated by QCNN hyperchaotic 
system are mapped to integers between 0 and 255: 
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Using NQ3 to forward diffuse the disordered meas-
urement matrix SMVM, the forward diffusion measure-
ment matrix FSMVM is obtained. 
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(10) 
where i=2,3,…, M×N, and   is XOR operation. 

The matrix FSMVM is backward diffused by NQ4, 
and the backward diffusion measurement matrix 
BSMVM is obtained. 
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where i= M×N−1,…,2,1. 
Finally, the matrix BSMVM is transformed into a ma-

trix with the size of M×N, that is, the encrypted cipher-
text image is obtained. 

The decryption process is the reverse process of en-
cryption process, and the specific process is shown in 
Fig.6. The symmetric security key generated by QNCC 
hyperchaotic system is applied to reverse scrambling and 
reverse scrambling operation respectively. At the same 

time, the OMP[18] algorithm is used for image recon-
struction. Using the position scrambling order generated 
by Arnold chaotic system, the image is scrambled in-
versely. Finally, the final decryption image is obtained by 
inverse discrete wavelet transform. 
 

 

Fig.6 Decryption process block diagram 
 

Verify the effect and performance of the scheme, the 
numerical simulation is based on MATLAB 2015b soft-
ware, and the simulation operating system is windows 10. 
The simulation computer is configured with In-
ter©CoreTMi5-9300H CPU@2.40 GHz memory of 8 GB. 
We do the following simulation experimental analysis on 
two range-gated laser images "tree" and "wall" with the 
size of 256×256 pixels. 

When CR is 0.5, the encryption and decryption results 
of distance gated laser images "tree" and "wall" are 
shown in Fig.7. As shown in Fig.7(b) and Fig.7(e), the 
size of the encrypted image after secure compression is 
half of the original image. For the decrypted image, 
Fig.7(c) and Fig.7(f) restore the shape of the original 
image from the perspective of subjective visual effect. 
The simulation results show that the scheme successfully 
compresses and encrypts the original image, and accord-
ing to the characteristics of laser imaging, the decrypted 
and reconstructed image has no visual loss. 
 

 

Fig.7 Image encryption and decryption result 

In order to further quantitatively evaluate the secure 
compression encryption scheme of range-gated laser 
imaging, the peak signal-to-noise ratio (PSNR) is used to 
compare the quality of processed images. The definition 
is as follows[19]: 
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where I and I' represent the pixel values of the original 
image and the decoded image respectively, and N×N 
represents the size of the image. The higher the PSNR 
value, the higher the similarity between the original im-
age and the decrypted image. Tab.1 lists the PSNR of the 
original and decrypted images at compression ratios of 
0.25, 0.5 and 0.75, respectively. It can be seen from the 
table that the PSNR values of the above three compres-
sion ratios are all around 30 dB, the results show that the 
proposed method has good compression reconstruction 
performance. 
 
Tab.1 PSNR values of different compression ratios 

Original image CR PSNR (dB) 

“tree” 0.25 35.407 0 

 0.5 36.354 6 

 0.75 36.503 6 

“wall” 0.25 29.651 5 

 0.5 34.057 2 

 0.75 34.194 6 

 
Histogram is a function image which counts the num-

ber of points with the same pixel value, it can directly 
display the distribution of image pixel value. Usually, the 
pixel value distribution of the original image will be un-
even. In order to ensure the security of information, the 
histogram of the encoded image should be as flat as pos-
sible[20]. Fig.8 shows the histogram of the pixel value 
distribution of the original image and the encrypted im-
age. It can be seen that the pixel value distribution of the 
encrypted image is very uniform. Without losing gener-
ality, this paper analyzes the difference between the his-
togram of the original image and the encrypted image in 
Fig.8, and uses the standard deviation as the quantization 
standard. For sample space {Xi}, i=0,1,…,255, the 
standard deviation of the sample is calculated as fol-
lows[21]: 

255 2

0

1
( ( ))

256 ii
s X E X


  .  (13) 

For a 256×256 image, E(X)=256, Xi represents the fre-
quency of pixels with a value of i, and  s is the sample 
standard deviation of histogram.  Tab.2 lists the sample 
standard deviation of original image and encrypted im-
age histogram.  It can be seen from the table that the 
sample standard deviation of the image histogram is 
about 10, which is much smaller than the sample stand-
ard deviation of the original image.  It is proved that the 
histogram of encrypted image is smoother than that of 
original image. Therefore, this method can well hide the 
distribution information of image pixel value, and has 
good anti-statistical analysis ability. 

Information entropy is an important index to evaluate 
the randomness of an image. It is essentially the average 
number of each pixel in the image. When the image is 
256 gray level, the ideal information entropy is 8. Tab.3 
lists the information entropy of the original images and 

encrypted images in Fig.8. It can be seen from the table 
that the information entropy of the encrypted image is 
close to the ideal information entropy. The results show 
that the encrypted image generated by our scheme has 
good statistical characteristics similar to random image, 
and can resist statistical attacks well. 
 

Tab.2 Sample standard deviation of histogram 

Image CR “tree” “wall” 

Original image  900.06 431.51 

Encrypted image 0.25 7.48 7.59 

 0.5 10.54 10.67 

 0.75 14.45 12.84 

 
Tab.3 Information entropy 

Image CR “tree” “wall” 

Original image  5.883 0 6.393 6 

Encrypted image 0.25 7.990 2 7.989 8 

 0.5 7.995 1 7.995 0 

 0.75 7.995 9 7.996 7 

 

 

Fig.8 Histogram results: (a) (e) Original images; (b) (f) 
Original image histograms; (c) (g) Encrypted images; 
(d) (h) Encrypted image histograms 

 
Image transmission is affected by various noises.  In 

order to decrypt the image correctly, a good image en-
cryption algorithm should have the ability to resist the 
noise attack. Salt and pepper noise (SPN) and Gaussian 
noise (GN) are two common noises. Different intensities 
of noise are added to the encrypted image of "tree". Fig.9 
shows that salt and pepper noise with intensity of 1×10-5 
and 5×10-5, and Gaussian noise with mean value of 0, 
intensity of 2×10-7 and 3×10-7 are added to the encrypted 
image of "tree". It can be seen that in the case of low 
resolution and poor definition, the decrypted image can 
display the information of the original image. Therefore, 
this method has better ability to resist noise attack. 

A secure compression encryption scheme for gat-
ed-laser imaging based on compressive sensing and bi-
directional diffusion is proposed. Based on the analysis 
of the characteristics of laser ranging image acquisition, 
the discrete wavelet transform is used to sparse the laser 
image, and the chaotic system is used to confuse the im-
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Fig.9 The experimental results of adding noise: (a) (e) 
Encrypted and decrypted images with salt and pepper 
noise intensity of 1×10-5; (b) (f) Encrypted and de-
crypted images with salt and pepper noise intensity of 
5×10-5; (c) (g) Encrypted and decrypted images with 
Gaussian noise intensity of 2×10-7; (d) (h) Encrypted 
and decrypted images with Gaussian noise intensity 
of 3×10-7 

 
age pixels. Combined with QCNN hyperchaotic system, 
the image is measured, quantized, compressed, and bidi-
rectional diffused. The secure compression and encryp-
tion of gated laser image is realized, and the image re-
construction is completed through encryption reverse 
operation at the receiving end. Experimental results show 
that the compression encryption method has good secu-
rity and can resist various statistical analysis and noise 
attacks. At the same time, the encryption method effec-
tively reduces the amount of data transmitted in the 
channel and improves the transmission efficiency. The 
results show that the secure compression encryption 
method combining compressed sensing and QCNN are 
feasible and applicable in gated laser image compression 
and encryption. 
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