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Abstract: A new chaotic image encryption scheme based on permutation and substitution in the Fourier domain is presented.
Fractional Fourier Transform (FRFT) is used before the encryption scheme to get a large degree of randomization. The permutation is
achieved by Baker map and the substitution by a key-related-to-plain-image algorithm based on the modified Logistic map.
Modification of the Logistic map is developed to increase the space of the encryption key, and hence increase the security. The key of
the encryption algorithm dependents on the plain image, and thus, the cipher image is sensitive to both the initial key and the plain
image to resist known-plaintext and chosen plaintext attacks. The key space is large and hence the algorithm can effectively resist
brute-force attacks. The proposed scheme is examined using different performance evaluation metrics and the results prove that the
proposed scheme is highly secure, and it can effectively resist different attacks.
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1 Introduction

Transmission of the images over the Internet has
become a very important issue. Thus, the protection of
images against illegal access is very important. It is a
must to protect images of army emplacements, bank
building construction, and images captured by military
satellites. Image encryption is used for
transmission over open channels. Traditional encryption
schemes such as Data Encryption Standards (DES) [1],
Advanced Encryption Standards (AES) [2] and RC6 [3]
are used to encrypt data, but they are not effective for
image encryption due to the bulky nature of images, high
correlation between pixels, and high redundancy, which
complicate the operation and make it time consuming.
Chaos-based image encryption algorithms have a better
performance than the traditional encryption algorithms in
the case of an image encryption [4]. Chaotic systems
have many important properties, which meet some
encryption  requirements such as  permutation,
substitution, and sensitivity dependence on the initial
conditions [5].

In the 19th century, Kerchhoff proposed a famous
theory about the security principles of any encryption
system. He said “A cryptosystem should be secure even
if everything about the system, except the key, is public
knowledge” [6]. This theory presented the most
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important principles for designing cryptosystems.
Kerchhoff observed that the encryption algorithms are
supposed to be known to the attackers. Thus, the security
of an encryption system should rely on the secrecy of the
encryption/decryption key instead of the encryption
algorithm itself. Even though in the very beginning, the
opponent does not know the algorithm, the encryption
system will not be able to protect the ciphertext once the
algorithm is broken. The security level of an encryption
algorithm is measured by the size of its key space. The
larger the size of the key space is, the more time the
attacker needs to do the exhaustive search in the key
space [7].

Chaotic image encryption algorithms with fixed
keys are easy to break. Fixed keys mean that the same
key stream is used to encrypt different images. Three
algorithms were demonstrated in Refs. [8—10]. The
common characteristic of these algorithms is that the key
in the substitution step only depends on the initial key. LI
et al [11] analyzed this kind of algorithms and found
some drawbacks such as weak sensitivity to the change
of plain images or key stream. In this case, the key
stream can be obtained by known-plaintext and
chosen-plaintext attacks. Practically, user keys do not
frequently change. Consequently, this kind of encryption
algorithm is cracked. Under these circumstances, in order
to design more secure image encryption algorithms, the
key should not be related only to the initial key but also
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to the plaintext [12].

In image encryption, to improve the security and
avoid the disadvantage of fixed key stream, the key
stream should depend on the plain image. In the
proposed  key-related-to-plain-image  algorithm, a
modified Logistic map uses the plain image to generate
the initial key. This key is used to encrypt the image, and
then the correlation between the initial key and plain
image is guaranteed.

In this work, a new image encryption algorithm
based on scrambling of the positions and changing the
values of image pixels in the Fourier domain is presented.
Firstly, the image is rotated using the FRFT with
different angles. After that, the rotated image is subjected
to two-level encryption with Baker map and a modified
Logistic map.

2 Fractional Fourier transform (FRFT)

The FRFT performs a rotation of the signal with an
arbitrary angle. The FRFT is defined by generalizing the
rotation with an angle that is /2 in the classical FT to a
rotation with an arbitrary angle a=an/2 with aeR. The
parameter « is called the fractional order of the transform.
The parameter a is limited to the range 0<a<l. Generally,
fu(u) is the FRFT of order a of a signal f{x), and u is a
free variable of hybrid time/frequency nature. When a=0,
it is a time variable, and when @=1 it is a frequency
variable. As a takes values from 0 to 1, the interpretation
of u changes gradually from “time” to “frequency”,
reflecting the temporal changes in the frequency content
of the transformed signal. The FRFT has several
equivalent definitions. One of them is a kernel-based
integral transformation. It is defined by means of the
transform kernel as [13, 14]
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The FRFT of a function x(f) with an angle a is
defined as

X, ) =" x(0)K, (t,u)dt )

In this work, the FRFT is used, because the chaotic
encryption in the Spatial Domain (SD) has a drawback
that keeps the statistical characteristics of the image
intact after scrambling. The FRFT domain provides the
ability to transform correlated data patterns into

uncorrelated patterns after scrambling in the transform
domain. This process can achieve a large degree of
randomization when returning back to the spatial
domain.

3 Chaotic Baker map

The permutation step in the proposed scheme is
performed with Baker map. Encryption using Baker map
depends on an invertible two-dimensional chaotic Backer
map on a square matrix. The chaotic Baker map is
generalized by introducing parameters and then
discredited to represent pixels. To encrypt an NxN image,
the ciphering map is iteratively applied to the image. It is
shown that the permutations induced by the Baker map
behave as typical random permutations.

The Baker map, B, is described by the following

equations:
B(x,y)=(2x,y/2), 0<x<1/2 )
B(x,y)=(2x—-1,y/2+1/2), 12<x<1

Since an image is defined by a finite number of
pixels, a correspondingly discretized form of the basic
map needs to be derived. The discretized map is required
to assign a pixel to another pixel in a bijective manner.
The discredited generalized Baker map will be denoted B
(ny -+ ny), where the sequence of k integers, ny, ***, ny,
is chosen such that each integer »; divides N, and n;+:*++
n=N [15].

4 Modified chaotic Logistic map

The Logistic map is represented by a simple non-
linear dynamic equation. It is used to produce chaotic
behaviors. Mathematically, a logistic map has the form
[16]:

Xy =TXpg (1_xn—l) (4)

where x, is a number between zero and one, n is the
iteration number, r is a positive number between zero
and four, and x, is the initial value. Figure 1 shows the
bifurcation diagram of the Logistic map. This diagram
has three regions which are convergence, bifurcation,
and chaos, respectively. The convergence region is at
r€[0,3] . The bifurcation region is at re[3,3.57],
where the phenomenon of bifurcation doubling occurs.
The chaos region is at r €[3.57,4], where the chaotic
behavior occurs.

The modified chaotic Logistic map is developed to
increase the range of » from 0 to 13.8. The modified
chaotic Logistic map has the form [17]:

Xy =TXy1 (1 —Xp-1 )(1 ~Xn-1 )(1 2- 2xn—l )(1 2- an—l) (5)
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Fig. 1 Bifurcation diagram of Logistic map

The modified chaotic Logistic map is applied under
the following conditions:

x, €[0,1]
re[0,13.8]

Figures 2(a), (b) and (c) show the iteration property
of the modified Logistic map at different values of » to
determine which value is suitable for utilization in
encryption. It is clear that the modified Logistic map
exhibits chaotic behavior at 7=13.8, as shown in
Fig. 2(c).
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Figure 2(d) shows the bifurcation diagram of the
modified Logistic map. This diagram has three regions
which are convergence, bifurcation, and chaos,
respectively. The convergence region is at r [0, 3.4].
The bifurcation region is at re[3.4,5.2]. The chaos
region is at r €[5.2,13.8], where the chaotic behavior
occurs.

5 Key-related-to-plain-image
algorithm

encryption

The substitution step in the proposed scheme is
done by the key-related-to-plain-image algorithm, which
is based on the modified chaotic Logistic map. For a
gray-scale image of size MxN, we use a 1-D
lexicographically-ordered vector i={i;, iy, ***, iL}, where
L=MXN. Given the initial value of the modified Logistic
map x,=0.02 and the chaotic parameter =10, the
modified Logistic map uses the plain image to generate
the current chaotic number, and then takes the generated
chaotic number as the next input to the chaotic iterations.
This process is repeated and the last output value is used
as the initial key. This key is used to encrypt the image.
By doing so, the correlation between the initial key and
the plain image is created. The flowchart of the
encryption algorithm is shown in Fig. 3.
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Fig. 2 Analysis of modified Logistic map: (a) Iteration property at 7=3.2; (b) Iteration property at »=6; (c) Iteration property at r=13.8;

(d) Bifurcation diagram of modified Logistic map
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Read image and convert it
into a 1-D vector of size L
i

Initialize value of x, and r, and create arrays of zeros for
X (chaotic numbers), K (key) and C (cipher image)
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7
Modify value of x,, by plain image
x,=mod(x,+(i,+1)/255, 1)
¥
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Fig. 3 Encryption flowchart of key-related-to-plain-image
algorithm

The decryption algorithm is the reverse of the
encryption process as follows:

Step 1: Let the initial value of the modified Logistic
map be (xo+x.)/2.

Step 2: Generate the chaotic sequence X={x;.i,
Xr4, °**, Xp1} by the modified Logistic map using Eq. (5)
according to the same value of xy=0.02, and chaotic
parameter »=10.

Step 3: Obtain the key stream K={kj, ky, ***, k}
according to sequence X .
Step 4: Decrypt the first pixel as follows:

i, = K, ®mod(c, +256—c, 256) ()

where i; is the decrypted value of the first pixel.

Step 5: Set n=n+1

Step 6: Decrypt the nth pixel using the previous
pixel of the cipher image and the £, as follows:

i, =k, ®mod(c, +256—i, ,,256) (7)

Step 7: Repeat steps 5 and 6, until n reaches L, and
hence the decrypted image i is obtained.

6 Proposed scheme

The proposed encryption scheme is based on
scrambling the positions and changing the values of
image pixels in the frequency domain. The proposed
algorithm is divided into two stages. The first stage is
applying the fractional Fourier transform with three
different values of a; /10, 27/10 and 37/10 on the plain
image. Then, the transformed image is subjected to the
second stage, which consists of the permutation and
substitution. The permutation process is achieved using
the chaotic Baker map. The permuted transformed image
is then encrypted with the key-related-to-plain-image
algorithm using the modified Logistic map to achieve the
substitution, as shown in Fig. 4.

Plain image Dei:g]rzgéed
! f
FRFT Inverse
(Rotation) FRFT
I f
Baker map encryption Baker map decryption

(Permutation)

I i

Key-related-to-plain image Key-related-to-plain image
encryption (Substitution) decryption

N

Fig. 4 Proposed scheme

Encrypted
image

7 Security analysis

A good encryption scheme should resist most kinds
of known attacks. The key space should be large enough
to resist brute-force attacks. In the proposed scheme, the
key space consists of the key space of both the
permutation and the substitution processes. The key
space of the Baker map (permutation process) for a
gray-scale image of size 256x 256 is equal to 10% [18].



J. Cent. South Univ. (2017) 24: 20492057

The secrete key of the key-related-to-plain-image
algorithm (substitution process) depends on (xo, 7, X, ¢),
where xy, x; and r are double precision numbers and c is
a constant integer, c€[1, 255]. The number of different
values for xo, x; and r is 10" It gives 14 significant
decimal digits precision. So, the key space of the
substitution process is 10'*x10'*x10'*x255 in addition to
the value of the parameter o, which represents the angle
of rotation of the FRFT. Such a large key space can resist
brute-force attacks. Table 1 gives the key space of the
encryption schemes.

Table 1 Key space of encryption schemes

Encryption scheme Key space
Proposed scheme 10%2x10"x10"x10'*%x225
Chaotic Baker map 10%
RC6 2'%

In the proposed scheme, the pixel values of the plain
image are utilized to change the chaotic numbers
generated by the modified Logistic map. This chaotic
sequence generated depends not only on the initial key,
but also on the plain image. When different plain images
are encrypted, the corresponding key streams are not the
same. Hence, the attacker cannot obtain useful
information by encrypting some special images since the
resulting information is related to the chosen images [19,
20]. Therefore, the proposed scheme can resist the
known-plaintext and chosen-plaintext attacks.

8 Sensitivity analysis

In general, the encrypted image must be sensitive to
small changes in the secret key. In order to resist
differential attacks, a small change in the secret key
should cause a significant change in the encrypted image.
Two parameters are used for differential analysis: net
pixel change rate (NPCR) and unified average changing
intensity (UACI) [21]. We obtained NPCR and UACI of
the encrypted Mandrill image under changes in the
values of xy and . We used x,=0.02 and =10 as the first
set of the key, and then changed them. Table 2 gives the
values of NPCR and UACT of the encrypted images with
keys (xo, ¥) and other slightly different keys (xo+Axo,
r+Ar). The results show that for the proposed scheme,
more than 99% of the pixels in the encrypted image
change their gray values, when the key just changes by
107"°. This means the proposed scheme provides high
key sensitivity. For a 256 gray level image, the expected
UACI value is 33% and the proposed scheme has UACI
value equal to 33.4697%. Furthermore, the proposed
scheme has the best results for NPCR and UACI among
RC6 and chaotic Baker map.

2053
Table 2 NPCR and UACI of encrypted Mandrill images
Encryption scheme Key NPCR UACI
Ax=10"", Ar=0  99.5697  33.4432
Proposed scheme s
Axy=0, Ar=10 99.6048  33.4697
Chaotic baker map  One bit change  99.1791  16.8258
RC6 One bit change  99.6014  27.2870

9 Quality metrics of encryption

Fourmetrics will be used to compare between RC6,
chaotic Backer map, the key-related-to-plain-image
algorithm and the proposed scheme (Bakert+key-
related-to-plain-imagealgorithm). These metrics are the
correlation coefficient, the maximum deviation, the
irregular deviation, and the histogram uniformity. Also,
the effect of the angle o in the FRFT domain will be
studied.

9.1 Correlation coefficient

The closer the value of the correlation coefficient
(CC) to zero is, the better the encryption is. The
correlation coefficient equals one if the encrypted image
is the same as the plain image and the encryption process
fails in hiding the details of the plain image. If the
correlation coefficient equals zero, then the plain image
and its encrypted version are totally different. So, the
success of the encryption process means smaller values
of the CC. The CC (C.) is measured by the following
equation [22]:

N
2 (3 = EQ))(; — E(7)
Co=—5 ®)

\/(ix" - ("”2}\/@% —E<y))zj

N
where E(x):%in, and x and y are the gray-scale
i=1

pixel values of the plain and encrypted images.

9.2 Maximum deviation

The maximum deviation (MD) measures the quality
of encryption in terms of how it maximizes the deviation
between the plain and the encrypted images. It is
calculated as follows [23]:

1) Get the histogram distributions of both the plain
and encrypted images;

2) Compute the absolute difference or deviation
between the two histogram curves;

3) Count the area under the absolute difference
curve, which is the sum of deviations (D):

h 254
p="otlss +2h255 >, ©)
i=1

where #; is the amplitude of the absolute difference curve
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at index 7. The higher the value of D is, the more the
encrypted image is deviated from the plain image.

9.3 Irregular deviation (ID)

This quality metric is based on how much the
deviation caused by encryption is irregular. It is
measured as follows [24]:

1) Calculate the matrix D, which represents the
absolute difference between the pixel values at each
position before and after encryption. So, D can be
represented as

D=|i=J] (10)

where [ is the plain image, and J is the encrypted image.
2) Construct the histogram distribution H of the
matrix D;
3) Get the average value of this histogram:

_ 1 233 ( )

H=—> Hli 11
256 (n
4) Subtract this average from the deviation

histogram, and then take the absolute value of the result.

A(i) = |[H()- H]| (12)

Estimate the area under the absolute AC curve. ID
(D) can be represented as

255

Dy =) A®i) (13)

i=0

Thus, the lower the ID value, the better the
encryption algorithm.

9.4 Histogram analysis

The histogram uses a bar graph to profile the
occurrence of each gray level present in an image. The
horizontal axis is the gray-level values. It begins at zero
and goes to the number of gray levels. Each vertical bar
represents the number of times of corresponding gray
level occurrence times in the image. This test is made
using the MATLAB built in function (imhist).

10 Results and discussion

All the experiments have been carried out with
MATLAB R2007a on Windows XP system on a Laptop
with Intel Core 2 Duo Processor 1.6 GHz, 2 GB RAM,
and 150 GB hard disk. We used the Mandrill 256x256
image as the plain image.

Here, a detailed discussion of the results is obtained
in Table 3:

1) Visual inspection

The encrypted Mandrill images using the different
encryption schemes in the spatial and FRFT domains are
shown in Figs. 5, 6 and 7. All encryption schemes have
succeeded in hiding the features of the image in both
domains. Visual inspection is not enough for judging the
quality of the encryption schemes. So, other metrics are
considered to evaluate the quality of encryption.

2) Histogram

The histograms of the plain and encrypted images in
spatial and FRFT domains are shown in Figs. 8, 9 and 10.
From these figures, one can say that the histograms of
the encrypted images are fairly uniform and significantly

Table 3 Encryption evaluation metrics of encrypted images for different encryption schemes in spatial and FRFT domains

Encryption scheme Domain CC MD ID Time/s
Spatial 0.0030 53300 49630 18.098
Proposed scheme o=m/10 0.0016 53300 42126 20.937
FRFT 0=2m/10 0.0021 53249 42228 20.487

0=31/10 0.0016 56405 42126 20.363
Spatial 0.00052 55633 49380 17.550

Key-related-to-plain-image o=m/10 0.0040 52865 42536 18.063
algorithm FRFT a=21/10 0.0046 53065 42336 18.783
0=31/10 0.0040 52865 42536 19.660

Spatial 0.0190 0 72760 1.133

Chaotic Baker map o=m/10 0.0069 0 62976 1.236
FRFT o=2m/10 0.0190 0 63474 1.228

o=31/10 0.0069 0 62976 1.264

Spatial 0.0013 55496 49548 2310

RCE o=n/10 0.0039 53174 42496 2314

FRFT 0=21/10 0.0039 53174 42496 2313

0=31/10 0.0039 53174 42496 2316
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Fig. 6 Encrypted images using key-related-to-plain-image algorithm in spatial and FRFT domains: (a) Mandrill plain image;
(b) Spatial domain; (¢) FRFT domain, a=n/10
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Fig. 7 Encrypted images using proposed scheme in spatial and FRFT domains: (a) Mandrill plain image; (b) Spatial domain;
(c) FRFT domain, o=n/10
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Fig. 8 Histograms of encrypted images using chaotic Baker map in spatial and FRFT domains: (a) Mandrill plain image; (b) Spatial
domain; (¢) FRFT domain, o=n/10
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Fig. 9 Histograms of encrypted images using key-related-to-plain-image algorithm in spatial and FRFT domains: (a) Mandrill plain

image; (b) Spatial domain; (c) FRFT domain, o=n/10
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Fig. 10 Histograms of encrypted images using proposed scheme in spatial and FRFT domains: (a) Mandrill plain image; (b) Spatial

domain; (¢) FRFT domain, o=n/10

different from that of the plain image except for the
Baker map encryption. It is the same as the plain image,
because Baker map encryption is based only on
permutations.

3) Correlation coefficient

In general, all algorithms have good CC values, but
the CC for the proposed scheme has the lowest value for
both the spatial and FRFT domains at all values of a. For
RC6, the value of CC does not change with the angle a.
So, the correlation coefficient between the plain image
and the encrypted image has been improved with the
proposed scheme.

4) Maximum deviation

The proposed scheme has the highest MD,
especially in the FRFT domain at a=3n/10. The chaotic
Baker map has the worst MD in both spatial and FRFT
domains, because the Baker map encryption is just a
permutation of pixels.

5) Irregular deviation

The proposed scheme has the best result of ID
among all algorithms, especially in the FRFT domain at
0=31/10. Baker map encryption has the worst ID result.
In general, the FRFT enhances the ID of all schemes.

6) Speed

The encryption time of RC6 is the longest time. The
encryption time of chaotic Baker map is the shortest time.
The encryption time of the proposed scheme is greater
than that of chaotic Baker map encryption, since it
consists of two levels of encryption (permutation and
substitution) to achieve a high level of security.

11 Conclusions

A new and efficient image encryption scheme based
on a combination of two chaotic encryption maps has
been introduced. The permutation is achieved by the
chaotic Backer map. The substitution is performed with a
proposed key-related-to-plain-image algorithm using the
modified Logistic map, which has a wide range of a
chaotic parameter to be more robust to attacks. The key
of the substitution algorithm depends on the initial key
and the plain image, and thus the proposed scheme can
resist the known-plaintext and chosen plaintext attacks.
The proposed scheme has a very large key space, and
hence it can resist brute-force attacks. The FRFT has
been studied with different values of the rotation angle. It
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has improved the performance of the chaotic
cryptosystem. FRFT allowed using a wide range of
angles without restrictions to increase the degree of
security. Simulation results have shown that the proposed
scheme is very sensitive to minor changes in the key.
Security and quality measurements have been carried out
to demonstrate that the proposed scheme is more secure
and resistant to different attacks.
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