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Abstract: Role mining and setup affect the usage of role-based access control (RBAC). Traditionally, user’s role and permission 
assigning are manipulated by security administrator of system. However, the cost is expensive and the operating process is complex. 
A new role analyzing method was proposed by generating mappings and using them to provide recommendation for systems. The 
relation among sets of permissions, roles and users was explored by generating mappings, and the relation between sets of users and 
attributes was analyzed by means of the concept lattice model, generating a critical mapping between the attribute and permission 
sets, and making the meaning of the role natural and operational. Thus, a role is determined by permission set and user’s attributes. 
The generated mappings were used to automatically assign permissions and roles to new users. Experimental results show that the 
proposed algorithm is effective and efficient. 
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1 Introduction 
 

Access control is the core of computer system 
security. It protects system resources in a controlled 
manner by some policies. There are various access 
control models, such as role-based access control  
(RBAC) [1], discretionary access control (DAC), 
mandatory access control (MAC) [2], usage control 
(UCON) [3], attribute-based access control (ABAC) 
[4−5], and task-based access control (TBAC) [6]. The 
RBAC model is popular and applied widely because it is 
easy to manage and it has realized the logical separation 
of user and permission. Recently, researchers mainly 
focused on three aspects of RBAC: extended models of 
RBAC [7], security analysis of RBAC [8−10] and role 
analyzing [11−15]. For example, BARKER et al [7] 
introduced an extended model of status-based access 
control, extending traditional role, generating status level 
by some actions and attributes, and making permission 
assignment flexible; LIU et al [10] focused on the access 
control system which supports role hierarchy and static 
mutual exclusion roles using graphplan; SANDHU and 
COYNE [1] introduced the hierarchy of roles and 
described the subsume of permission set, COYNE [11] 

analyzed the role by data mining and set theory. 
Since role engineering was introduced by COYNE 

[11], some researchers proposed various algorithms for 
role generating, evaluating and optimizing [12−15]. Two 
traditional methods, bottom-up and top-down, are 
determined by requirement acquisition. For example, a 
common method to get roles and permissions for 
organization chart of systems is suitable to some simple 
information systems, but limited to complex information 
systems. The stakeholder is larger for complex 
information system and the business process is more 
complicated. It makes permission assignment rely on 
simple information, e.g., group membership and job 
function. In practice, assigning permission is related to 
many factors. If we only focus on user’s simple 
information, it could be difficult to make good decisions. 
In addition, only with this information, it is hard to 
distinguish users in the systems. Thus, relying only on 
role information for assigning permissions is improvable. 

Obviously, analyzing the essence and principle of 
role is of benefit to permission assignment and improves 
the dynamic of RBAC. Users, as a kind of special entity, 
could be described by some attributes and values in 
complex information system, where the value is 
restricted to domain knowledge. In this work, relations 
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among user attributes, users, roles and permissions are 
founded by some mappings, used for automatic 
permissions assignment of new users. First, two 
mappings were generated, one between role and 
permission and the other between role and user. Then, a 
mapping between user and user attribute is generated 
using a concept lattice model. The relation between user 
attribute and permission is investigated according to the 
fact that users sharing the same or similar attributes 
could be viewed as a bridge. Those relations are useful 
information to roles and permissions which can be 
automatically assigned when new users enter systems. 
 
2 Role description and mapping construction 
 
2.1 Role foundation 

For access control purpose, it is much more 
important to know what user’s organizational 
responsibilities are, rather than who the user is. Thus, 
RBAC is suitable. In RBAC, role is a result of 
permission clustering, which could represent the 
organizational responsibilities of a user. The RBAC has 
greatly simplified permission management for it 
implements the logical separation between user and 
permission by means of conferring or revoking 
permissions to a role instead of the user. The CORE 
RBAC model was released by ANSI in 2004 [16], and 
the main components are shown in Fig. 1. 

FERRAIOLO et al [17] pointed out that roles are 
more stable in a system because an organization’s 
activities or functions seldom change. Afterward, the 
motivation and the priority of a role setting was 
introduced [1]. It is found that it is desirable to allow 
administrators to confer and revoke the membership to 
users in existing roles without giving these 
administrators authority to create new roles or change 
role-permission assignments. Furthermore, conferring a 
role to a user is simpler than conferring a permission to a 
user [1]. Here, there are two observations, one is that a 
role is determined by a permission, and the other is that 
the utilization of roles makes management simple. The 
essence of roles needs explanation by some natural and 
reasonable ways. It is observed that there are other 
attributes to describe a user besides the name and identity 
of the user in a complex information system, and 
traditional methods only select one of the user attributes 

(e.g. job title, membership and location) for role 
generation. Selecting a single attribute for the role 
generation is suitable to some management information 
systems because users are clearly classified and the 
management resource is simple. For complex 
information system, it is difficult to distinguish some 
users only relying on a single attribute. Thus, some 
proper permission assignments are difficult. In general, 
using multiple attributes to generate roles could improve 
the ability of conferring permissions. Attribute-based 
access control (ABAC) [4−5] applied uniform 
description strategy to each element of access control, 
including subject, operation and object. In ABAC, the 
permission assignment is easy to manage if the attributes 
are enough, and it is inconvenient to use in complex 
information system because of lack of pre-authorization. 
In this work, the way of role generation is discussed 
according to the idea of the role extension of SBAC and 
the virtue of RBAC and ABAC. 

Usually, a relational table represents the relation 
between user and permission, where rows indicate users 
and columns denote their permissions. An example is 
given in Table 1. In Table 1, the user set U={u1, u2, u3, u4, 
u5, u6, u7, u8}, the permission set P={p1, p2, p3, p4, p5}, 
and the relation set I={(u1, p2), (u1, p4), …, (u8, p5)} are 
presented. Giving a function fu mapping U to P: fu(x)= 
{y|(x, y) I, xU}, it is observed that, fu(u1)=fu(u5)=  
{p2, p4, p5}; fu(u2)=fu(u6)={p1, p3, p5}; fu(u3)=fu(u7)=   
{p2, p3, p5}; fu(u4)=fu(u8)={p1, p4, p5}. Then, Table 1 can 
be simplified as Table 2 if those rows (users) are 
combined with the same fu values into one, which is 
represented by a role ri in this work. 

In Table 2, each role ri expresses a user subset 
including the users with the same fu value, the role set 
R={r1, r2, r3, r4}, and the following expressions were 
obtained, i.e., μ(r1)={u1, u5}, μ(r2)={u2, u6}, μ(r3)={u3, 
u7}, μ(r4)={u4, u8}, τ(r1)={p2, p4, p5}, τ(r2)={p1, p3, p5}, 
τ(r3)={p2, p3, p5}, τ(r4)={p1, p4, p5}. Here, the function μ 
returns the user set of the role ri , and the function τ 
returns the permission set of the role ri. 
 
2.2 Analysis on users and attributes 
2.2.1 Equivalence class generation and user description 

based on attributes 
In general, a user is described by some attributes. 

The common types of the attributes include boolean, 
 

 
Fig. 1 Model of CORE RBAC 
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Table 1 Relation between user and permission 

Permission 
User 

p1 p2 p3 p4 p5 

u1  1  1 1 

u2 1  1  1 

u3  1 1  1 

u4 1   1 1 

u5  1  1 1 

u6 1  1  1 

u7  1 1  1 

u8 1   1 1 

 
Table 2 Relation between role and permission 

Permission 
Role 

p1 p2 p3 p4 p5 

r1  1  1 1 

r2 1  1  1 

r3  1 1  1 

r4 1   1 1 

 
numeric and symbol, and the ranges of those attributes 
are determined by the related domain [18]. Given the 
selected attributes, if users are different, their attribute 
values are different. Then, the different user sets can be 
obtained by generating equivalence classes after 
equivalence relations have been defined. 

Use a four-tuple O=(G1, M1, V, Q) to denote the 
users and their attributes, where G1 indicates the user set, 
M1 symbolizes the attribute set, the set V contains all 
possible attribute value, Q G1×M1×V, G1, M1 and V are 
finite, (g, m, w)Q and (g, m, v) I w=v, where (g, m, 
w)Q means the attribute m of the user g has the value 
w. Some equivalence classes can be gotten according to 
the distribution of user attributes and the mappings can 
be defined as 
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Despite of these mappings can generate those 

appropriate user classes, it is unnatural to get equivalence 
classes by using them directly. The reason is that 
inherence of equivalence classes and their equivalence 
relations are absent. To overcome these shortcomings, 
the concept lattice model is introduced in this work. Not 

only could concept lattice express the equivalence class 
and equivalence relation, but also it denotes the 
inherence of them by using formal concept, so concept 
lattice is suitable. 
2.2.2 Equivalence class generation by concept lattice 

Concept lattice, the core data structure of formal 
concept analysis theory, is a popular data analysis tool. 
Every node of concept lattice is a formal concept, which 
includes two parts, extension and intension. Extension of 
a formal concept is the object set that belongs to it, and 
intension is description of concept, that is, common 
properties of the object set. Also, concept lattice explains 
the generalization and specialization of concepts simply 
and vividly using Hasse graph [19]. 

A formal context is a triple set K=(G2, M2, I), where 
G2 is a set of objects, M2 is a set of attributes, I is a 
relation between G2 and M2, and, I G2×M2. Then, there 
is a unique partial order set, to generate a lattice structure, 
to correspond with K. Lattice L is called concept lattice 
generated by context (G2, M2, I), where every node of L 
is an ordered pair, called formal concept, expressed as  
(X, Y), X 22G

 and X is extension, Y 22M
 and Y is 

intension, where 2A is power set of a set A. Every ordered 
pair is complete for I, that is, 1) X={xG2|yY, (x, y)  
I}; 2) Y={yM2| xX, (x, y) I}. 

Two mappings f1: 
22G → 22M

 and f2: 
22M → 22G

 are 
defined for context K, satisfied: )(1 iGf {m|(x, m) I, 
 x },iG }. ,),(|{)(2 ii MmImxxMf   Mappings 
f1 and f2 are called Galois connection of 

22G
 and 

22M
 

For a random ),( 11 MG   ,22 22 MG   if )( 121 MfG   

and ),( 111 GfM   then ),( 11 MG   is a formal concept of 
K. and all the formal concepts generated from K are 
expressed as CS(K). 

According to the definition of mappings f1 and f2, 
each extension of concepts is an indiscernible object set 
that associates with respective intension of concept. Thus, 
the total objects of extension are indiscernible, every 
object has the attributes of intension, and all the object 
sets, that is, the extension of all concepts, are considered 
as different definable set systems [20]. All the objects of 
extension are indiscernible, which is the same as the 
mapping q functionally. According to the definition of 
mappings f1, f2 and conditions of formal concept 
generating, a one-one mapping between the extension set 
and intension set of all the formal concepts is created, i.e., 
the extension of all concepts form a set Ec, dually, the 
intension of all concepts form a set Ic, then, a one-one 
mapping γ is created between the sets E and I as Ec→Ic. 

When using concept lattice model to generate 
equivalence classes, the first step is converting a 
four-tuple O to a triple K; then, we generate formal 
concepts through the concept lattice generating algorithm, 
and, the equivalence classes can be obtained. The convert 
Algorithm 1 is shown as follows. 
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Algorithm 1: ConvertAttributeValueToContext 
Input: A four-tuple O(G1, M1,V,Q) 
Output: A triple K(G2,M2,I) 
Step 1: G2=G1; 
Step 2: For all elements of Q, if (g, m, v)Q, then 

generate (g′, m′)  I and m′  M2, where g′=g, and 
m′=m×v; 

Step 3: return K. 
Note that Step 2 includes m′=m×v, where m is an 

attribute, v is attribute value, and m×v still is a new 
attribute because attribute is not special but a wide 
concept. 
 
2.3 Mapping construction between attributes and 

permissions 
2.3.1 Analysis on assumptions of mapping construction 

From analyzed information, some relations between 
the attribute sets and the permission sets are found. 
Before showing those relations in detail, three 
assumptions are introduced. 

Assumption 1: In RBAC, the goal of roles 
introduced is to reduce the number of managed subjects, 
the essence of which is to select a role to replace some 
users to manage, i.e., RBAC makes a lifting about 
manage object, and it makes manage object change to 
schemas from instances. 

Schema and instance are two important notions. The 
extension of schema is an instance set, and intension of 
schema is an attribute set, and all the instances of 
extension must have total attributes of intension. Instance 
is a result of schema specialization, which has special 
attributes besides the attributes of schema’s intension, 
and each instance’s special attributes can make a 
distinguish with other instances. Roles are schemas 
generated from users whose permissions are the same, 
and it is a result of clustering and dividing on permission 
set. Two extremely cases may occur: 1) all users only 
belong to one role; 2) each user becomes to a different 
role, i.e., every role has one user. Obviously, it cannot 
represent the superiority of RBAC when one of 
extremely cases occurs, so, it is not discussed in this 
work. Normally, the number of roles is less than the 
number of users. 

Assumption 2: Permission assignment is reasonable 
and explainable in RBAC when permission delegate is 
omitted. 

In RBAC, the user’s background, e.g., job title, 
membership, and location, are used to permission 
assignment, and it is not a random but a deliberate 
behavior. So, permission assignment is reasonable and 
explainable. Permission delegate is special and arbitrary 
with outer environment of system, and related to 
business process. Thus, the permission delegate is not 
discussed in this work. 

Assumption 3: In a complex information system, 
attribute description information of user is enough. 

Attribute description information of user includes 
attributes and corresponding range. In this work, we only 
focus on classifying attribute which could represent a 
schema of users. Given an application system       
with attribute  number of m, if the range of every attribute 
is vi, 0<i≤m, where viN and vi>1, then maximal of 

equivalence classes is .
1

1 



m

i
ivS Furthermore, the number 

of user classifying is determined by S1. This assumption 
ensures that the custom user set can be gotten under 
different filter conditions. On the contrary, if user’s 
attribute description information is not enough, then 
permission assignment may be affected because some 
users are indiscernible. 

Among these assumptions, Assumption 3 is 
practical, and it could be implemented by Algorithm 2. 

Algorithm 2: Isuserattributeenough 
Input: Ux, CS(K1)//Ux is user set generated from 

roles; CS(K1) is generated from user attribute context K1 
Output: True/False 

Begin 
(1)   For all uxUx 
(2)      Flag=False; 
(3)      For all NiCS(K1) 
(4)         If Extension(Ni)=ux then Flag=true 
(5)                                   break; 
(6)         EndIf 
(7)      EndFor 
(8)      If the flag is false then return “False” EndIf 
(9)   EndFor 
(10)  return True; 
End 

In summary, the upper assumptions are necessary 
conditions of our researches. 
2.3.2 Mapping construction between attribute and 

permission sets 
According to content analyzed, given a complex 

information system, and there is an equivalent relation 
between users and permission sets, a mapping between 
them can be generated, and some user equivalence 
classes are created by attribute set in user attribute table. 
Obviously, attribute description and permission 
assignment are related to user closely because the user is 
an important entity. Thus, the information of attribute 
description and permission assignment of user are 
analyzed and a dependency relation, that is, a key 
mapping between attribute and permission sets is 
generated. The following steps are the generating process 
of some mappings. 

Step 1: Generating a one-one mapping δ between 
role and user sets on the basis of UA, i.e., δ: R→Ux, 
where Ux 2U. 
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Step 2: Generating a one-one mapping φ between 
role and permission sets according to PA, i.e., φ: R→Px, 
where Px 2P. 

Step 3: Generating a one-one mapping γ between 
intension and extension of formal concepts after a 
concept lattice is generated according to user and 
attribute context, i.e., γ: Ac→Uy, where Uy 2U, Ac 2A. 

Step 4: Generating a mapping λ between attribute 
and permission sets when Algorithm 2 returns “True”, 
i.e., λ: Ux→Uy. 

Because γ is a one-one mapping, inverse function of 
γ is easy to create, that is, Ac=γ

−1(Uy)=γ
-1(λ(Ux))= 

γ−1(λ(δ(R))=γ−1(λ(δ(φ−1(Px))). 
Step 5: Let ρ=γ−1○λ○δ○φ−1, then Ac=ρ(Px). For all 

pxPx, add ρ(px) to set Ac1, and construct a new set Uz, 
where Uz =γ−1(Ac1), Ac1  Ac, and Uz  Uy. Thus, a 
one-one mapping ρ′ is generated between Px and Ac1, 
where ρ′: Ac1→Px. 

When the mapping ρ′ is generated, permission set 
can be gotten according to attribute set. The total 
description of domain and range about mappings γ, λ, δ 
and φ are shown in Fig. 2. Mappings ρ′ and φ are 
valuable, and it can get the role and permission sets by 
attribute set of users. Thus, it can automatically assign 
permissions and roles when new user logs in system. 
 

 
Fig. 2 Total description of domain and range about some 

mappings 

 
3 Experimental analysis 
 

Select access control of administrative examination 
and approval business process fragment as experiment 
domain, then analyze the related data and generate the 
mapping between attribute and permission sets. The 
following is experimental explanation. 

Let P={p1, p2, p3, p4, p5, p6, p7, p8, p9}, where every 
permission is explained as follows. Permission p1 means 
expendable material purchase application, p2 means 
equipment purchase application, p3 means large 
equipment purchase application, p4 means retirement 
application, p5 means small approval, p6 means large 
processing, p7 means cash payment, p8 means check 
payment, and p9 means transfer of public. A role set 
R={r1, r2, r3, r4, r5, r6, r7, r8}. A user set U={u1, u2, …, 
u20}. Attribute set and range are Department (technology 
department, comprehensive department, finance 
department); Level (primary, middle-level, high-level); 
Post (department head, associate department head). 

Table 3 gives the relation between roles and 
permissions. 

Table 3 Relation between role and permission 

Permission 
Role

p1 p2 p3 p4 p5 p6 p7 p8 p9

r1 1   1      

r2 1 1  1      

r3 1 1 1 1      

r4    1 1     

r5    1 1 1    

r6       1   

r7       1 1  

r8       1 1 1 

 
Then, φ(r1)={p1, p4}, φ(r2)={p1, p2, p4}, φ(r3)={p1, 

p2, p3, p4}, φ(r4)={p4, p5}, φ(r5)={p4, p5, p6}, φ(r6)={p7}, 
φ(r7)={p7, p8}, φ(r8)={p7, p8, p9}. Px={{p1, p4}, {p1, p2, 
p4}, {p1, p2, p3, p4}, {p4, p5}, {p4, p5, p6}, {p7}, {p7, p8}, 
{p7, p8, p9}}. 

Then, according to the requirement of system, the 
mapping results are obtained, i.e. δ(r1)={u1, u4, u5, u7}, 
δ(r2)={u2, u3}, δ(r3)={u6}, δ(r4)={u8, u9, u10, u11, u12}, 
δ(r5)={u12}, δ(r6)={u13, u14, u15, u16}, δ(r7)={u17, u18, u19, 
u20}, δ(r8)= {u18}. Ux={{u1, u4, u5, u7}, {u2, u3}, {u6},  
{u8, u9, u10, u11, u12}, {u12}, {u13, u14, u15, u16}, {u17, u18, 
u19, u20}, {u18}}. 

Table 4 indicates the relation of users and attributes. 
Applying Algorithm 1 to Table 4, a context C1 is 

obtained as given by Table 5. Moreover, a concept lattice 
generated from C1 is shown in Fig. 3. 

Extension and intension of each formal concept in 
CS(C1) are explained as following. 1(u1−u20, ),  2(u1u2 
u3u4u5u6u7, a), 3(u8u9u10u11u12, b), 4(u13u14u15u16u17u18u19 
u20, c), 5(u1u4u5u7u8u9u13u14u15u16, d), 6(u2u3u10u11, e), 
7(u6u12u17u18u19u20, f), 8(u1u4u5u7, ad), 9(u17u18u19u20, cf), 
10(u13u14u15u16, cd), 11(u10u11, be), 12(u8u9, bd), 13(u2u3, 
ae), 14(u6u12u18, fg), 15(u6, afg), 16(u12, bfg), 17(u18, cfg), 
18(u19, cfh), ,(19  abcdefgh). According to mapping γ, 
the mapping results are, γ(a)={u1, u2, u3, u4, u5, u6, u7}, 
γ(b)={u8, u9, u10, u11, u12}, γ(c)={u13, u14, u15, u16, u17, u18, 
u19, u20}, …, γ(cfh)={u19}. So, we can get Ac={{a}, 
{b}, …, {cfh}}, and Uy={{u1, u2, u3, u4, u5, u6, u7}, { u8, 
u9, u10, u11, u12}, …, {u19}}. The mapping λ is generated 
between Ux and Uy, where λ(x)=x, that is, for a xUx, the 
same element in Uy is found out. 

For all acAc1, we could get the permission set by 
mapping ρ′, and the results are indicated as follows. ρ′({a, 
d})={p1, p4}, ρ′({a, e})={p1, p2, p4}, ρ′({a, f, g})={p1, p2, 
p3, p4}, ρ′({b})={p4, p5}, ρ′({b, f, g})={p4, p5, p6}, ρ′({c, 
d})={p7}, ρ′({c, f})={p7, p8}, ρ′({c, f, g})={p7, p8, p9}. 

When mapping ρ′ is generated, then the relation 
between permission and attribute sets are found out, and 
those relation are valuable, i.e., when a new user ux 
enters, we can get attributes and values of ux, permission   
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Table 4 Users and attributes 

User Department Level Post User Department Level Post 

u1 Technology department Primary  u11 Comprehensive department Middle-level  

u2 Technology department Middle-level  u12 Comprehensive department High-level 
Department

head 

u3 Technology department Middle-level  u13 Comprehensive department Primary  

u4 Technology department Primary  u14 Finance department Primary  

u5 Technology department Primary  u15 Finance department Primary  

u6 Technology department High-lever 
Department

head 
u16 Finance department Primary  

u7 Technology department Primary  u17 Finance department High-level  

u8 Comprehensive department Primary  u18 Finance department High-level 
Department

head 

u9 Comprehensive department Primary  u19 Finance department High-level 
Associate 

department
head 

u10 Comprehensive department Middle-level  u20 Finance department High-level  

 

Table 5 Context C1 of users and attributes 

User 
Technology 

department (a) 
Comprehensive 
department (b) 

Finance 
department (c)

Primary
(d) 

Middle-lever
(e) 

High-lever
(f) 

Department 
head (g) 

Associate department 
head (h) 

u1 1   1     

u2 1    1    

u3 1    1    

u4 1   1     

u5 1   1     

u6 1     1 1  

u7 1   1     

u8  1  1     

u9  1  1     

u10  1   1    

u11  1   1    

u12  1    1 1  

u13   1 1     

u14   1 1     

u15   1 1     

u16   1 1     

u17   1   1   

u18   1   1 1  

u19   1   1  1 

u20   1   1   

 

assigned and role assigned automatically according to 
mappings ρ′ and φ. For example, when a user ux enters, 
the attributes and values are {Department= 
“comprehensive department”, Level=“middle-level”}. 
According to mappings ρ′ and φ, the permission set of 
user ux is {p4, p5}, and the role of user ux is r4. So, the 
roles and permissions could be automatically assigned to 

a user by corresponding attributes and values. 
 
5 Related work 
 

All the entities of access control are described by 
attributes in ABAC [4−5], and each attribute has special 
attribute authority. Thus, ABAC can conguarously treat 
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Fig. 3 Hasse graph of CS(C1) 

 
all requests of access control. Furthermore, the attribute- 
based policy is not restricted to identity of subject by 
using the attributes of requester to determine the 
permission whether authorized or not. During the system 
running, policy is more stable than attribute. So, the 
attribute-based policy is good at the separation of 
attribute managing and access control decision-making. 
The RBAC model can simplify the permission 
assignment by classifying the permission set assign to 
roles and roles assign to users, and RBAC becomes a 
single attribute special case of ABAC when taking a role 
as an attribute. The limitations of ABAC are that all the 
entities must be described by attributes and relations 
between subject attributes and object attributes must be 
explicitly explained. 

Role engineering [11] focuses on the role mining, 
optimizing, constraints, and role hierarchy of RBAC 
using data analysis, graph theory, and other methods 
[12−15, 21−34]. ZHANG et al [12] used graph 
optimization to process decomposed matrix and found 
out the hierarchy roles; SCHLEGELMILCH and 
STEENS [14] introduced roles generated based on 
clustering using expert’s domain knowledge; VAIDYA  
et al [15] proposed roles mining using subset 
enumeration; MOLLOY et al [13] evaluated some 
popular roles mining methods. VAIDYA et al [21] gave 
the definition of a role mining problem to express the 
role optimization. Based on Ref. [21], ENE [22] 
presented a fast exact and heuristic methods for role 
minimization problems by using biclique cover and 
lattice-based postprocessing methods. Aiming at the goal 
that all permissions are treated evenly in previous 
approaches, MA et al [33] proposed an algorithm of role 
mining based on permissions with weights given to 
reflect their importance to the system, which can find 
frequent permission sets based on weights scanning the 
database only once. While the traditional role mining 
methods need to scan database many times, and the 
experiments illustrate the effectiveness of algorithm. 

The difference between our method and upper 
algorithms is that we analyze the relations of permission, 
role, user and attribute sets, and generate a mapping 
between permission and attribute sets. Then, we use the 
mapping to generate the information of automatical 
permission and role assignments when a new user enters. 
Other works focused on role mining by different 
methods, such as data mining, graph theory, and Boolean 
matrix decomposing. Experiments illustrate the 
effectiveness of this method. 
 
6 Conclusions 
 

1) The relations among permission, role and user 
sets is analyzed by generating mappings, and the relation 
between user and attribute sets is described using a 
concept lattice model 

2) An valuable mapping between attribute and 
permission sets is generated and makes the expression 
and meaning of role natural and operational, i.e., roles 
are determined by a permission set and user’s attributes. 
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