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Abstract In December of 2010 NIST selected five SHA-3 finalists - BLAKE, Grøstl, JH, Keccak, 
and Skein to advance to the third (and final) round of the SHA-3 competition. At present most 
specialists and scholars focus on the design and the attacks on these hash functions. However, it is 
very significant to study some properties of their primitives and underlying permutations. Because 
some properties reflect the pseudo-randomness of the structures. Moreover, they help us to find 
new cryptanalysis for some block cipher structures. In this paper, we analyze the resistance of JH 
and Grøstl-512 against structural properties built on integral distinguishers. And then 31.5 (out of 
42) rounds integral distinguishers for JH compression function and 11.5 (out of 14) rounds for 
Grøstl-512 compression function are presented. 
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I. Introduction  
In 2007, National Institute of Standards and 

Technology (NIST) announced the SHA-3 compe-
tition calling for new hash function designs in order 
to find a replacement of SHA-2. Since then, many 
new hash function designs have been submitted to 
the competition and after almost four years of rat 
race only five of them were selected by NIST as the 
third round candidates. They are BLAKE, Grøstl, 
JH, Keccak and Skein, one of which will win the 
competition and eventually become the new hash 
function standard[1]. Some designers proved that 
properties of these hash functions can be reduced to 
the properties of the underlying building blocks. 
Notably, the joint analysis of hash functions and 
underlying block ciphers or permutations has led to 
considerations of new attack models for block ci-
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phers, e.g. known key[2] or chosen key[3]. In fact, 
when block cipher inspired permutation structures 
are used as building blocks within hash functions, 
there is no secret key input, thus the building block 
is not only a known transformation, it is also a 
computable one. Interestingly enough, doing so has 
led to the discovery of more powerful new tech-
niques to construct distinguishers and/or mount 
key recovery attacks for block ciphers back in the 
conventional unknown key model where ciphers are 
stand alone constructs instead of underlying hash 
functions, just as the first known related-key at-
tacks on the full version of AES-256 and AES- 
192[3,4].  

JH is a hash function that enters into the final 
round of SHA-3 competition[5]. In 2008, Mendel and 
Thomsen gave a generic preimage attack based on 
an observation on JH-512[6]. Besides, Rijmen, et al. 
utilized rebound attack to obtain a semi-free-start 
collision for 16 rounds of JH and a semi-free-start 
near-collision on the JH compression function[7]. 
Grøstl is also one of the five final round hash 
functions of SHA-3 competition. In 2009, Mendel, 
et al. proposed the rebound attack to attack hash 
functions Grøstl and Whirlpool[8]. Afterward, this 
method was improved in Refs. [9–11]. In Ref. [12] 
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Peyrin gave an 11-round distinguisher of the 
compression function of Grøstl-512. Most of these 
cryptanalysis are based on differential character. 
For AES-like structure, there is another main 
cryptanalysis called integral cryptanalysis. As 
shown in Refs. [13,14], particular integral properties 
essentially depending on the structure of the linear 
part of the cipher could be exhibited and are 
powerful tool for cryptanalytic studies. Those in-
tegral properties starting from the middle of the 
cipher lead to distinguishers in the known key set-
tings defined in Refs. [2,14] and for the underlying 
compression functions of hash functions. This 
property of many kinds hash compression functions 
was analyzed. For example, in Crypto-2010 Boura 
proposed a zero-sum property for the 18 rounds 
Keccak-f permutation[15]. Grøstl was analyzed by 
the designers[16]. And the integral distinguishers of 
compression functions of Hamsi and LANE also 
were constructed in Refs. [17,18]. 

In this paper, we mainly focus on integral 
properties and their applications in the known 
transformation model to find compression function 
structural properties of the two SHA-3 candidates: 
JH and Grøstl-512. In more detail, our contribu-
tions are as follows. For the compression function of 
JH, we present a new 31.5 (out of 42) rounds in-
tegral distinguisher. The distinguisher requires 
ignorable memory and 7682 time complexity. For 
the compression function of Grøstl-512, we im-
proved the results of Minier[18] and propose an 11.5 
rounds (out of 14) integral distinguisher, which 
needs ignorable memory and 9532 time complexity. 
Finally, we correct a slight error of Minier[18] in the 
Appendix A. 

II.   Related Work 
The basic idea of Integral cryptanalysis comes 

from Square attack, which was first proposed by 
Daemen in Ref. [19] and it was one of the efficient 
attacks on block ciphers include AES[13]. In Ref. [20], 
Knudsen and Wagner analyzed this cryptanalysis 
method as a dual to differential attacks particularly 
applicable to block ciphers with bijective compo-
nents, and they first proposed the definition of 
integral cryptanalysis. Recently, integral crypt-
analysis has been proposed in the new cryptana-
lysis model called known key setting where the key 

is known to the attacker[2,14]. In the same setting, 
compression functions of hash functions could also 
be analyzed and some distinguishers have been 
proposed against SHA-3 candidates using integral 
properties[15,17,18]. 

Integral attack considers a particular collection 
of m bytes in the plaintexts and ciphertexts. The 
aim of this attack is to predict the values in the 
sums (i.e. the integral) of the chosen bytes after a 
certain number of rounds of encryption. Knudsen 
and Wagner also generalized this approach to 
higher order integrals: the original set to consider 
becomes a set of vectors which differ in d compo-
nents and where the sum of this set is predictable 
after a certain number of rounds. The sum of this 
set is called a d-th-order integral. In the rest of this 
paper, the following definitions are essential: 

Active Set: A set 2{ | ,0 2 1}n
n

i ix x F i∈ ≤ ≤ − is 
active, if for any 0 2 1, .n

i ji j x x≤ < ≤ − ≠   
Constant Set: A set 2{ | , 0 2n

n
i ix x F i∈ ≤ ≤  

1}− is passive, if for any 00 2 1, .n
ii x x≤ ≤ − =  

Balanced Set: A set 2{ | ,0 2 1n
n

i ix x F i∈ ≤ ≤ −  
is balanced, if the sum of all element of the set is 0, 
that is 2 1

0 0.
n

i ix−
= =∑  

Usually, Active Set is denoted by A. Constant 
Set is denoted by C. And Balanced Set is denoted 
by B. 

III.   Integral Distinguisher of JH Com-
pression Function 
1. Description of JH 

JH is one of the five finalists of SHA-3 compe-
tition[5]. It is an iterative hash function with a 
generalized AES design and a new compression 
function structure. The message that the function 
can process is a multiple of 512 bits, and it pro-
duces a digest of 224, 256, 384, and 512 bits. In JH 
hash function, padding is needed firstly to get a 
multiple of 512 bits message. It is performed by 
appending the bit “1”, followed by 384 1− +  
( mod512)l− zero bits, where l is the length of the 
message. At last, a 128-bit block is appended which 
is the binary representation of l. Note that this 
procedure guarantees that the length of the addi-
tional bits is at least 512. To process the iterated 
hash, the padded message is split into n 512-bit 
blocks, 1 2, , , .nM M M  
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Fig. 1  The JH compression function structure 

The compression function of JH adopts a new 
structure (see Fig. 1). It is applied to generate 1,H  

2, , nH H iteratively: 

( )
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1

,
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=
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where dF is the compression function and dE is a 
bijective function. Note that the subscript d de-
notes the dimension of the JH state. 

There are some operations used in JH as fol-
lows. 

(1) The grouping operates in a bit-slice way 
which cut the input words and rearranges the bits 
to achieve efficient bit-slice software implementa-
tion. 

(2) There are two 4×4 S-boxes used in JH. 
Which S-box is used depends on the round constant 
bit. We denote the S-box layer by S. 

(3) The linear diffusion layer L transforms 
two 4-bit words (X1, X2) into two 4-bit words (Y1, 
Y2) as 

( ) ( ) ( )1 2 1 2 1 2 1 2, L , 5 2 ,2Y Y X X X X X X= = + +   (2) 

(4) The permutation dP is similar to the 
ShiftRows operation in AES. If 1 15, ,a a and 1,b  

15,b denote the input and output of the permu-
tation respectively, 4P can be presented as Fig. 2. 

 

Fig. 2  The permutation 4P  

The round function used in the compression 

function of JH can be denoted by 

L Sd dR P= ⋅ ⋅                (3) 

The bijective function dE consists of three parts: 
grouping the input and then, calling the round 
function 6( 1)d − times, finally being a de-group 
operation. The recommended number of dimen-
sions is 8 so that it has 42 rounds in total. In ad-
dition, the size of the state is 1024 and the message 
digest is generated by truncating the last state .nH  
For a detailed description of JH we refer to Ref. [5]. 

2. The 31.5 rounds integral distinguisher 

The function dE in the JH compression func-
tion is based on SP structure. Observing 4,E the 3- 
round equivalent structure is easy to be obtained 
(Fig. 3). For other values of d, the 1d − -round 
equivalent structures are easy to obtain just as  
Fig. 3. Based on the equivalent structure, we first 
construct integral distinguisher in the forward di-
rection. Here, ,i jx is denoted the j-th 4-bit word of 
the input of i-th round and ,i jc is constant of the 
j-th 4-bit word of the input of i-th round. The 
following properties are helpful. 

 

Fig. 3  The 3-round equivalent structure of E4 

Property 1  Let the 4 words of 0,0 0,2 0,4 0,6, , ,x x x x be 
independent active and the other words be constant, 
then after 5 rounds of encryption the output words 
will be balanced. 
Proof   Each input word will diffuse in all words 
after the 4th round of encryption. We consider the 
two words that are the input of one SL, for example, 

4,1x and 4,2,x the expressions of which are as fol-
lows: 

( ) ( ) ( ) ( )4,0 3,0 3,1 4,1 3,2 3,35 2 , 5 2x S x S c x S x S c= ⊕ = ⊕  

                 (4) 

where 

3,0 0,0 0,1 0,25 {5 [5 ( ) 2 ( )] 2 [2 ( )x S S S x S c S S x= ⊕ ⊕ ⊕



LI et al. Integral Distinguishers of JH and Grøstl-512                                                            97 

0,3 0,4 0,5 0,6( )]} 2 {2 [5 ( ) 2 ( )] [2 ( )S c S S S x S c S S x⊕ ⊕ ⊕ ⊕

0,7( )]},S c  
3,2 0,2 0,3 0,05 {5 [5 ( ) 2 ( )] 2 [2 ( )x S S S x S c S S x= ⊕ ⊕ ⊕

0,1 0,6 0,7 0,4( )]} 2 {2 [5 ( ) 2 ( )] [2 ( )S c S S S x S c S S x⊕ ⊕ ⊕ ⊕

0,5( )]}.S c  
It is easy to obtain that 4,1x and 4,2x are active 

words. So 5,0 4,0 4,15 ( ) 2 ( )x S x S x= ⊕ is a balanced 
word. Other words of 5,ix are all balanced. 

                                 Q.E.D. 
By choosing more active words instead of the 

only 4 bytes in Property 1, a distinguisher with 
more rounds in the forward direction will be ob-
tained. 
Property 2  Let 0,8 0,10 0,12 0,14, , ,x x x x be constant and 
the other words be independent active, then after 8 
rounds encryption the output words will be bal-
anced. 
Proof  The first half (32 bits) is still active after 
the 3rd round SP layer, which is independent of the 
last half (32 bits). That is to say, after 3 rounds 
encryption there are 232 sets, and in each set the 4 
words of 3,0 3,2 3,4 3,6, , ,x x x x are independent active. 
According to Property 1, after 5 more rounds en-
cryption the output words are all balanced. An 8 
rounds integral distinguisher will be obtained. 

Q.E.D. 
Using the same input as in Property 2, the 

backward rounds distinguisher will be constructed. 
Property 3  Let 0,8 0,10 0,12 0,14, , ,x x x x be constant and 
the other words be independent active, then after 
7.5 rounds decryption the output words will be 
balanced. 
Proof  This process is just like that of Property 2, 
however, in the direction of decryption the linear 
diffusion layer is before the inverse of S-box layer. 
So after the 8th linear diffusion layer all output 
words are balanced, and whether the output of the 
8th inverse of S-box layer is balanced canot be 
analyzed. Therefore, there is 7.5 rounds distin-
guisher in the direction of decryption.      Q.E.D. 

According to Properties 2 and 3, there is a 15.5 
rounds integral distinguisher for the permutation 
E4. In fact, if the value of 0,7 0,9 0,11 0,13, , ,x x x x is con-
stant and other words are independent active, there 
is another 15.5 rounds integral distinguisher for E4. 
This method of distinguisher construction can be 
popularized to other values of d. The result is 
shown in the following Theorem 1. 

Theorem 1  Let 23 2d−× words including 0,2ix  
1( 0, 1, , 2 1)di −= − and 2

0,2 1( 0,1, ,2 1)d
ix i −
+ = −  

independent active, then 4( 1) 3.5d − + rounds in-
tegral distinguishers of Ed will be constructed with 
2( 1) 2d − + forward rounds and 2( 1) 1.5d − +  
backward rounds. 

 

Fig. 4  The 4th order 6 rounds integral distinguisher 

 

Fig. 5  The 15.5-round integral distinguishers for E4 

For the compression function of JH, d = 8, and 
we could combine those properties starting from 
the middle of Ed to build a structure property on 
the compression function when 31.5 4(8 1)= − +  
3.5 rounds are considered. For the permutation Ed, 
start from the middle with 7682 middletexts with 
192 words, then go backward on 15.5 rounds to 
obtain inputs that sum to 0 on all words and go 
forward on 16 rounds to obtain outputs that sum to 
0 on all words. That is to say, the sum taken over all 
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the 7682 outputs of the compression function is zero 
on all words and the corresponding inputs of 1iH −  
and iM have 0-sum on all words. The time com-
plexity is about 7682 operations and memory re-
quirements could be ignored. 

IV.   Integral Distinguisher of Grøstl-512 
Compression Function 
1. Specification of Grøstl compression function 

The compression function f of Grøstl is con-
structed using two AES-like permutations P and Q. 
A t-block message M (after padding) is hashed 
using the compress function 1( , )i if H M− and the 
output transformation ( )tg H as follows. 

0

1 1 1( , ) ( ) ( ),

1

( ) trunc( ( ))

i i i i i i i

t t t

H IV

H f H M H P H M Q M

i t

h g H H P H

− − −

⎧ =⎪⎪⎪⎪ = = ⊕ ⊕ ⊕⎪⎪⎪⎨⎪ ≤ ≤⎪⎪⎪⎪ = = ⊕⎪⎪⎩

 

          (5) 

P and Q are constructed using the wide trail 
strategy, and their design is very similar to the AES 
with a fixed key input. Both permutations of 
Grøstl-512 act on a 1024-bit state represented as an 
8 16× matrix of bytes and have 14 rounds. The 
round transformations of Grøstl-512 are the fol-
lowing ones: 

AddRoundConstant (AC) adds different one- 
byte round constants to the 8 16× states of P and 

;Q  
SubBytes (SB) is the non-linear layer that ap-

plies the AES Sbox to each byte of the state; 
ShiftBytesWide (ShBW) rotates the bytes of 

row j left in the following ways: in the permutation 
of P, 1j − bytes for 1,2, ,7,j = and 11 bytes for 

8;j = in the permutation of , 2 1 1Q ( j )× − +  
bytes for 1,2, 3,j = 2 ( 5)j× − bytes for 5,6,7,j =  
8, and 11 bytes for 4j = (in Fig. 6); 

MixBytes (MB) is the linear diffusion layer 
where each column of the state is multiplied by a 
constant matrix. 

2. The 11.5 rounds distinguisher of Grøstl-512 
compression function 

P and Q are two permutations used in Grøstl- 
512 compression function. Since the diffusion layer 
of them are slow, an 11.5 rounds distinguisher will 
be constructed in two steps. Firstly, we construct a 

6 rounds integral distinguisher in the forward di-
recton. In the following descriptions the linear 
transformation including ShBW and MB are dealt 
with as one half round, AC and SB as the other half 
round. And ,

r
i jx  is the i-th row and j-th column 

byte of the r-th round input. ,r jX denotes the j-th 
column of the r-th round output. 

 

 

Fig. 6  The ShiftBytesWide transformations  

Property 4  Let 0 0 0 0
0,3 1,4 5,8 6,9, , ,x x x x  four bytes be 

active and other bytes be constant as input, then 
after 3.5 encryption rounds there are still active 
bytes of the output state (in Fig. 7). 

 

Fig. 7  The 4th order 3.5-round integral distinguisher 

Proof  Because there are four active bytes in the 
position of (0,3), (1,4), (5,8), (6,9) of the input 
state, after the 3rd ShBW transformation the 
columns that include no more than 4 active bytes 
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will be active after MB transformation. These ac-
tive bytes can saturate the SB and ShBW of the 4th 
round and the result of Property 4 can be obtained. 

Q.E.D. 
In order to saturate the integral property to the 

output of 4th round, we should use more active 
bytes as the input, just as shown in Property 5. 
Property 5  Let 0 0 0 0 0 0 0

0,3 1,4 5,8 6,9 0,8 1,9 7,3, , , , , ,x x x x x x x  seven 
bytes be active and the other bytes be constant as 
input, then after the 4th round there are 8 columns 
bytes balanced of the output state (in Fig. 8). 

 

 

 

Fig. 8  The integral distinguisher with saturation technique 

Proof   When the 3 bytes of 0 0 0
0,8 1,9 7,3, ,x x x  are ac-

tive, the bytes of the column 1,8X  are active. After 
the 3rd round encryption the bytes of the 7 columns 

3,6 3,8 3,9 3,10 3,11 3,12 3,14, , , , , ,X X X X X X X  are all active as 
shown in Fig. 8(b). Combined with Property 4 the 
bytes of 8 columns are active before the transfor-
mation MB of the 4th round. So after the 4th round 
encryption the bytes of the 8 columns 4,0 4,1, ,X X  

4,2 4,4 4,5 4,6 4,7 4,15, , , , ,X X X X X X are all balanced as 
shown in Fig. 8(c). So the result of Property 5 can 
be obtained.                           Q.E.D. 
                                                      

The 4 rounds integral distinguisher can be im-

proved by 2 more rounds by choosing more active 
bytes of the input, and then the 6 round integral 
distinguisher in the forward direction will be con-
structed as shown in Fig. 9(a). In the direction of 
decryption, the 5.5 round integral distinguisher will 
be constructed using the method described above 
as shown in Fig. 9(b). Based on the 6 round dis-
tinguisher in the forward direction and 5.5 round 
distinguisher in the backward direction the 11.5 
round integral distinguisher is constructed. 

 

Fig. 9  The 6 forward rounds and 5.5 backward rounds 

The set of active bytes we need to choose is the 
union of active sets of the two distinguishers inputs, 
just as shown in Fig. 10(a). This result is also 
shown in Theorem 2. 
Theorem 2  Let the nine bytes of 0 0 0 0

1,3 2,3 3,3 2,4, , , ,x x x x  
0 0 0 0 0
3,4 4,4 3,5 4,5 5,5, , , ,x x x x x be constant and the other bytes 

be active, then an 11.5 round integral distinguisher 
of the permutation P will be constructed with 6 
forward rounds and 5.5 backward rounds. 

Although the diffusion layer of Q is different 
from that of P, the 11.5 rounds distinguisher of Q 
can be obtained by transforming the rows of P with 
the permutation (5, 1, 6, 2, 7, 3, 8, 4) (Fig. 10(b)). 
Based on these two 11.5 round distinguishers of P 
and Q, we build structure property on the com-
pression function of Grøstl-512. For the permute- 
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Fig. 10  The 11.5-round distinguishers of P and Q 

tion P, start from the middle with 9522 middletexts 
with 119 active bytes, then go backward on 5.5 
rounds to obtain inputs that sum to 0 on 8 shifted 
columns and go forward on 6 rounds to obtain 
outputs that sum to 0 on 8 columns. Do the same 
for the permutation Q. Using Q, we get the 9522  
corresponding iM messages. Using those messages 
and the inputs of P, we can compute the corre-
sponding 9522 1iH − values. Those 9522 values also 
verify that their sums taken over all the 9522 values 

on 8 columns are equal to 0 (Fig. 10). Then with 
the knowledge of 1,iH − of the outputs of P and of 
the outputs of Q, the corresponding iH  values are 
such that the sums taken over all the 9522 values on 
the intersection of the 8 shifted columns (for the 
backward sense) and of the 8 columns (for the 
forward sense) are equal to 0. In other words, the 
sum taken over all the 9522 outputs of the com-
pression function is zero at 8 column positions 
whereas the corresponding inputs 1iH − and iM  
have 0-sum on 33 bytes. Thus, we have exhibited a 
structural property of the Grøstl-512 compression 
function when P and Q are limited to 11.5 rounds. 
The time complexity is about 9532 operations and 
memory requirements could be ignored. Our new 
structural property really improves the one de-
scribed in Ref. [18] that reaches 10 rounds. 

V.   Conclusion 
In this paper, we analyzed the compression 

functions of two SHA-3 candidates (JH and Grøstl- 
512) in regard of integral properties. Due to the 
slow diffusion of the linear part of the structures, 
integral properties could be exhibited for a number 
of rounds greater than expected. And then a 31.5 
round distinguisher of JH compression function and 
an 11.5 round distinguisher of Grøstl-512 com-
pression function were proposed respectively. At 
last we sum up our results and the related works 
concerning distinguishers on the compression 
functions of these two SHA-3 candidates in Tab. 1. 

Tab. 1  Results of distinguishers on JH and Grøstl-512 

HASH Attacks D-Rounds* Memory Time** Source 

semi-free-start meat coll. 22 2143.7 2156.77 Ref. [7] 
JH 

Integral 31.5 small 2768 
Subsection III.2 in this 

paper 

semi-free-start coll. 8 264 2152 Ref. [10] 

Integral 9 small 2704 Ref. [16] 

Integral 10 small 2929 Ref. [18]*** 

Trunc.Diff 11 264 2640 Ref. [12] 
Grøstl-512 

Integral 11.5 small 2953 
Subsection IV.2 in this 

paper 
*D-Rounds is Distinguisher Rounds. 
**Time complexity is measured in encryption units. 
***The result of Ref. [18] is the corrected result in Appendix A. 

According to Tab. 1, the integral distinguishers 
presented in this paper make significant improve-
ments. However, the full round compression func-

tions of JH and Grøstl-512 provide a sufficient safety 
margin. How to evaluate the security of SP struc-
ture against integral distinguisher is more impor-
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tant, which will be our future work. 

Appendix A 
There is an error in Fig. 7 in the page of 117 in 

Ref. [18], in which the active bytes in the mid-
dletext should be those bytes that shown in     
Fig. 11(a). 

The active bytes set in the middle state of 10 
rounds distinguisher is the intersection of the active 
bytes sets of the two middletext, just as shown in 
Fig. 11(b). 

 

Fig. 11  The Corrected Integral Property 

It is easy to obtain that the time complexity of 
10 rounds distinguisher should be 9582 instead of 

5122 proposed in Ref. [18] and the time complexity 
of the two function P and Q should be 9592 . The 
memory can be ignored just as in Ref. [18]. 
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