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Abstract

Chaotic systems have initial value sensitivity, unpredictability, and random-like properties, which are widely employed in
image encryption schemes. However, many existing encryption schemes are deficient in security due to the shortcomings of
the adopted chaotic maps and designed encryption algorithms, such as the discontinuous chaotic ranges, unevenly distributed
trajectories, and the fixed orders to process the pixels. To solve these problems, we propose a new two-dimensional cosine-
logistic-sine map (2D-CLSM), which is shown to have an extensive chaotic range and complex chaotic behaviors in terms of
trajectory, bifurcation diagram, Lyapunov exponent, sample entropy, permutation entropy and TestUO1. Furthermore, a new
2D-CSLM-based image encryption algorithm (CLSM-IEA) is designed, which includes the chaotic efficient permutation and
random multi-directional diffusion operations. The chaotic efficient permutation is designed to quickly separate adjacent pixels
into different positions randomly according to chaotic sequences generated from the 2D-CLSM. The random multi-directional
diffusion secretly processes the pixels in diverse directions, the processes of which are determined by the chaotic matrix.
The simulation analysis reveals that the proposed encryption algorithm has a higher security level than some state-of-the-art

algorithms.

Keywords Chaotic system - Hyperchaotic map - Image encryption - Image security analysis

1 Introduction

In recent years, with the rapid popularization and devel-
opment of information science and technology, a large
amount of information transmission has become more and
more common in the network. People are concerned about
the transmission and preservation of some specific images,
which may contain national security and personal privacy,
once leaked, it will make the nation or personal interests
suffer great losses. Existing techniques for image protection
include image watermarking [1, 2], data hiding [3], and image
encryption [4-8]. Among them, image encryption is the most
straightforward and effective, which encrypts an image into
another completely random and meaningless image.

The methods of image encryption include wavelet trans-
form [9], DNA coding [10], quantum image encryption [11,
12], and encryption based on chaos theory [13—17]. In these
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techniques, the chaos theory plays an important role in image
encryption due to its unpredictability, randomness, and sen-
sitivity to initial values [18]. A chaotic map with favorable
chaotic properties generally results in a secure encryption
scheme and achieves excellent results. For example, based
on a logistic tent modular map, Hua et al. [19] proposed an
image encryption algorithm that employs cross-plane permu-
tation and non-sequential diffusion to encrypt images, where
non-sequential diffusion changes the pixel values according
to a secret sequence. Simulation tests show that the encryp-
tion scheme has high security. Erkan et al. [20] proposed a
new 2D chaotic map by utilizing the diversity of Euler and Pi
numbers and used bit reversion operation to change the pixel
values to achieve better results. In [21], the author developed
a cosine-transform-based chaotic system and based on the
proposed chaotic system designed a cryptographic scheme
that includes high-efficiency scrambling to randomly dis-
tribute pixels and random order substitution to change pixel
values in a secret order. Teng et al. [22] proposed a new two-
dimensional cross-mode hyperchaotic map based on logistic
and sine maps, which has good unpredictability and a wide
chaotic range. The author further designed an encryption
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scheme to encrypt the pixel positions and values simulta-
neously, which is effective against various attacks; Mansouri
etal. [23] developed a one-dimensional sine-powered chaotic
system that is highly sensitive and unpredictable. In addition,
row-by-row and column-by-column confusion operations are
used to change the pixel position, and the bit-level pixel oper-
ations are used to change the pixel value. Simulations show
that the proposed encryption scheme has good performance.
A 2D-LSM is proposed and a CIEA based on the 2D-LSM is
designed in [24], which employs the point-to-point permuta-
tion and plane-cross-plane diffusion to encrypt the pixels, and
it achieves better performance compared with some existing
algorithms.

However, some chaotic maps proposed in recent years
suffer from shortcomings. Some chaotic maps have dis-
continuous or limited parameter ranges, and when they are
affected by external conditions, their chaotic behaviors would
be degraded or even disappear [25, 26]. Some trajectories of
the chaotic maps are not uniformly distributed throughout
the entire phase space and exhibit specific patterns, which
suggests that it is easy for an attacker to predict [27, 28].
When some chaotic maps are applied to platforms with lim-
ited accuracy, their chaotic properties may be weakened
[29]. In addition, many encryption schemes have deficien-
cies in security. Some of them process pixels in a specified
order, which may lead to a decrease in the security of the
algorithms [30, 31]. To overcome the above deficiencies
of chaotic maps and improve the security of encryption
schemes, we propose the 2D-CLSM. Compared with the
existing chaotic maps, the 2D-CLSM has an ultra-wide
chaotic range and superior chaotic behaviors in the trajectory,
bifurcation diagram, Lyapunov exponent, sample entropy,
permutation entropy and TestU01 tests. Meanwhile, a 2D-
CLSM-based image encryption algorithm (CLSM-IEA) is
proposed, which consists of chaotic efficient permutation and
random multi-directional diffusion. The chaotic efficient per-
mutation is different from confusing the pixel positions row
by row or column by column, and it changes the positions
of pixels according to a secret order, which could greatly
increase the randomness of the confusion process and reduce
the correlations of the adjacent pixels. The random multi-
directional diffusion chooses the diffusion direction based
on the chaotic matrix to change the pixel values in multi-
ple directions, which improves the security of the diffusion
process. Under the condition of generating only two chaotic
sequences, a plain image can be encrypted into another unrec-
ognizable cipher image. The proposed CLSM-IEA shows
high security in terms of key sensitivity, information entropy,
adjacent pixel correlation, and the ability to resist differential
attacks, noise attacks, and cropping attacks.

The innovations and contributions of this paper are sum-
marized as follows:

@ Springer

(1) A new two-dimensional chaotic map 2D-CLSM is pro-
posed. Compared with the chaotic maps proposed in
recent years, the 2D-CLSM has better ergodicity and
unpredictability, and it behaves more complex chaotic
behaviors across a large range of control parameters.

(2) An image encryption scheme including the chaotic
efficient permutation and random multi-directional dif-
fusion is proposed. The chaotic efficient permutation
can quickly separate adjacent pixels from horizontal and
vertical directions at the same time through the random
order. The random multi-directional diffusion chooses
the diffusion direction determined by the chaotic matrix
to spread changes in multiple directions.

(3) Through various simulation experiments and secu-
rity analysis, the CLSM-IEA provides strong security
against diverse security attacks and surpasses some
state-of-the-art image encryption algorithms in terms
of security.

2 The 2D-CLSM hyperchaotic map

In this paper, the proposed 2D-CLSM firstly combines logis-
tic and improved sine maps, exploiting the diversity of
floating-point number  at the same time. Then, the com-
bination result is used to perform the cosine transform. In
this way, it can make its output sequence more unpredictable
and acquires more complex chaotic behaviors over a wide
range of control parameters. The mathematical definition of
2D-CLSM is as follows:

Xitl = cos(4uxi(1 — x;)sin(m(y; (1 — yi)))nlo n nz)
(H
Yisl = C€OS (4MYi(1 — yp)sin(m(x; +y;)m'0+ nz)

where u is the control parameter and 1 takes 20 deci-
mal places 3.14159265358979323846. The proposed chaotic
map is used to generate sequences with high randomness and
initial value sensitivity.

3 Performance evaluation of 2D-CLSM

The chaos properties of chaotic maps occupy a key position
in the security evaluation of image encryption algorithms.
Chaotic maps with superior chaotic properties often imply
secure and reliable encryption schemes. Therefore, we eval-
uate the 2D-CLSM in various aspects, such as the trajectory,
bifurcation diagram, Lyapunov exponent, sample entropy,
permutation entropy and TestUO1. Compared with the
chaotic maps proposed in recent years, such as the 2D sine
logistic modulation map(2D-SLMM) [32] and 2D infinite
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Fig. 1 Bifurcation diagrams of

the 2D-CLSM (a) for variable x.

(b) for variable y

Fig. 2 Trajectories of the
different chaotic maps:

(a) 2D-CLSM. (b) 2D-ICM.
(¢)2D-SLMM

Fig.3 The comparative LE
spectrums for (a) LE1. (b) LE2

Table 1 TestUO] results of
different chaotic maps

(a) (b) (©
15 15
—2D-CLSM
/ﬂ- ——2D-ICM —2D-CLSM
10 ——2D-SLMM 10 ——2D-ICM
——2D-SLMM
A S AR e D s J
~ ~ N~
0 1 0
-5 -5
0 2 4 6 8 10 4 8 10
u u
(@) (®)
Gain 1014 100 1016
2D-SLMM (x, y) Small Crush 1,1 (1L, D (1, 1)
Crush (27, 25) (27, 26) (27, 25)
2D-ICM (x, y) Small Crush (0, 0) (0, 0 (0, 0)
Crush (0, 0) 0, 0) 0, 0)
Big Crush 2, 3) 2,2 2,2
2D-CLSM (x, y) Small Crush (0, 0) (0, 0) (0, 0)
Crush 0, 0) 0, 0) (0, 0)
Big Crush (1, 0) 0, 0) (1, 0)
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collapse map (2D-ICM) [33], the 2D-CLSM has superior
hyperchaotic properties, a larger and continuous parameter
range.

3.1 Trajectory and bifurcation diagram

The phase trajectory is a method to evaluate the performance
of the chaotic map. The outputs of chaotic maps with superior
performance can uniformly distributed on the whole plane.
The bifurcation diagrams are plotted for the variable x; and
y; using the varying control parameters. For the 2D-CLSM,
the initial states were set as (xg, yo) = (0.312, 0.723) and
control parameter u was set as 0.53. For the 2D-ICM, the ini-
tial states were set as (xg, yo) = (0.712, 0.323) and control
parameters (a, b) were setas (10, 21).For the 2D-SLMM, the
initial states were set as (xg, yp) = (0.532, 0.623) and con-
trol parameters («, ) were set as (2, 1). As shown in Fig. 1,
x; and y; of the 2D-CLSM can be spread to all data ranges
in the whole control parameter range, which demonstrates
that the 2D-CLSM has a broad and continuous parameter
range, and can effectively resist the influence of external fac-
tors. As shown in Fig. 2, compared to the 2D-CIM and the
2D-SLMM, 2D-CLSM has no periodic structure or specific
pattern clustering. Meanwhile, the outputs of 2D-CLSM are
uniformly distributed over the whole phase plane, which sug-
gests that the 2D-CLSM owns robust chaotic behaviors for
a large range of the control parameter and it is particularly
sensitive to the initial values and control parameter (Fig. 3).

3.2 Lyapunov exponent (LE)

LE can be used to evaluate the dynamic properties of chaotic
maps, which indicates the average rate of convergence or
divergence of two trajectories with similar initial states [34].
For a nonlinear dynamic system x;+; = f(x;), LE is calcu-
lated as follows.

n—1

LE = lim  In[f'(x)| )
i=1

A chaotic map with a positive LE indicates its chaotic
behavior. A multi-dimensional chaotic map has multiple LE
values. Moreover, if the system has multiple positive LEs,
it owns the hyperchaotic behaviors, which means that the
system is more sensitive to the initial values and control
parameters and its trajectory is more difficult to predict.

The 2D-CLSM has two positive LEs in the u € [0, 10],
showing its hyperchaotic properties. In addition, the 2D-
CLSM yields bigger LEs compared with the 2D-ICM and
2D-SLMM, demonstrating its preferable chaotic properties.
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Fig.4 Comparison with different chaotic maps in the aspect of PE
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Fig.5 Comparison with different chaotic maps in the aspect of SE

3.3 Permutation entropy

Permutation entropy (P E) is a quantitative indicator to mea-
sure the randomness of the outputs [35]. For a dynamic
system, the closer the PE result is to 1, the better the ran-
domness of the system’s output sequences. 2D-ICM and
2D-SLMM are selected as a comparison, and it can be seen
from Fig. 4 that the proposed 2D-CLSM has the highest PE
score, which demonstrates the better randomness and unpre-
dictability of the 2D-CLSM.

3.4 Sample entropy

Sample entropy (S E) is a criterion used to measure the com-
plexity of a time series. For a chaotic system, a larger SE
means that the output sequence is more complex and the
chaotic system has a better chaotic behavior [36]. The SE of
time series (t1, ty, -+ tk) is mathematically defined by

N
SE(n, h, K) = —log —, 3)
Ny

where N1 and N; stand for the numbers of vectors satisfying
d|Tp1 (D), Thr1 (I < h and d|T, (), To(j)| < h, respec-
tively. The symbol n is a given dimension and / is a given
distance. d|T, (i), T, (j)| is the Chebyshev distance between
T, (i) and T, (j).

As shown in Fig. 5, compared to 2D-ICM and 2D-SLMM,
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Fig.6 The flowchart of the proposed CLSM-IEA

the 2D-CLSM owns the largest SE score, indicating that 2D-
CLSM owns more complex chaotic behaviors.

3.5 Randomness evaluation

TestUO1 is one of the most stringent randomness evaluation
methods [37]. We use the three batteries of TestUO1 to eval-
uate the degree of randomness of the sequences by setting
different precision gains. As shown in Table 1, compared
to the 2D-ICM and 2D-SLMM, the 2D-CLSM passed most
of the statistical tests, demonstrating better randomness for
2D-CLSM.

4 The proposed image encryption algorithm
CSLM-IEA

The proposed 2D-CSLM has an extremely wide chaotic
range, better unpredictability, and complex chaotic behav-
iors, which lays the foundation for creating a secure encryp-
tion algorithm. In this paper, based on the 2D-CSLM, we
propose a new image encryption algorithm named CSLM-
IEA. The flowchart of the CSLM-IEA is shown in Fig. 6,
which employs the typical confusion and diffusion structure
[38].

The proposed scheme consists of three phases, (1) key
generation related to the plain image, (2) generation of two
chaotic sequences with the given initial values and control
parameters, and (3) chaotic efficient permutation and random
multi-directional diffusion according to the chaotic matrixes.
The CSLM-IEA achieves a high security level and high effi-
ciency. It only needs one round of permutation and diffusion
with two chaotic sequences to encrypt the plain image into a
cipher image in a relatively short time.

4.1 Key generation
Security key is used to determine the initial values and control

parameters of the 2D-CSLM. To improve the security of the
key, it consists of the internal key (Key) and the external

one-time key (uy, x5, y5) obtained of sampled natural noise
[39]. Firstly, we combine SHA-512 function with plain image
P according to K=SH As12(P), then the obtained 128-bit
hexadecimal K is processed by Eq. (4).

Key(i) =hex2dec(K((i — 1) x 16 + 1 :i x 16))/2%,
iell, 8] 4

Based on the performance evaluation of the 2D-CLSM,
the 2D-CLSM has a hyperchaotic behavior across u = [0,
10], so the initial values and control parameter of the 2D-
CLSM can be obtained through Eq. (5).

u=us+mod((Key(1)+Key(2)), 10)
xo=xs+mod((Key(3)+Key(4) + Key(5)), 2) 5)
Yo= ystmod((Key(6)+Key(7) + Key(8)), 2)

Owning to the key is correlated with the plain image,
thus, the key generation algorithm has excellent security.
Even if only one bit of the plain image is changed, the
key is completely different, which can effectively enhance
the ability of the CSLM-IEA to resist differential attacks
and selected plaintext/ciphertext attacks. At the same time,
the sampled value of the noise adds more unpredictabil-
ity to the key generation, expanding the key space and
further improving the security of the key. (uy, x5, y5) i
the external one-time key obtained from sampled noise
and it was set as (ug5, x5, ys) = (0.751833256729493,
0.391475239716349, 0.153976931726841) in our experi-
ments.

4.2 Chaotic efficient permutation

Some existing permutation algorithms of image encryption
schemes tend to disrupt the pixels in a fixed row-by-row or
column-by-column manner, which provides helpful informa-
tion for attackers and may lead to a decrease in the security.
To improve the security level and randomness of the encryp-
tion algorithm, a new chaotic efficient permutation (CEP) is
proposed, which confuses the pixel positions in arandom and
secret order. Besides, it can change the positions of the pixels
in horizontal and vertical directions at the same time. After
the permutation operation, the pixels can be distributed to dif-
ferent positions in the image, which could greatly reduce the
correlation of the pixels. The chaotic efficient permutation is
described as follows:
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Algorithm 1 Chaotic efficient permutation.

Input: The plain image P withsize M xN and the initial state ( x,, y,,u ).

1: Generate M x N length chaotic serials x, and y, using 2D-CLSM with initial state;

2: A=reshape(x,,[M,N]) ;B=reshape(y,,[M, N]) :

X= mod(ﬂoor(x,. x 1025),256) ; S=reshape(X,[M, N]) ;

3: S1 is obtained by sorting each row of A4 with an ascending order;

4: S§2 is obtained by sorting each column of B with an ascending order;

5: Combine S1 with first column of S2 to get SI';

6: Combine S2 with first row of S1 to get S2';

7:for i=1to M do

8: for j=1to N do

9:  T(S1'(i,/))=P(52'(i,));
10:  end for
11: end for

Output: The shuffled image 7 .

Figure 7 shows the generation of row index matrix S1,
column index matrix S2, and position index matrix S1’ and
§2'. The elements of S1 matrix combine with the correspond-
ing elements of C1 to get the position index matrix S1’. For
instance, the first row of S1 combines with the first element
of C1 to get the first row of S1'(4, 2),(2, 2),(3, 2),(1, 2). The
elements of S2 matrix combine with the corresponding ele-
ments of R1 to get the position index matrix S2’. For instance,
the first column of S2 combines with the first element in R1
to get the first column of §2'(2, 4),(4, 4),(1, 4),(3, 4).

Figure 8 provides an example of plain image confused by
CEDP, the positions in the plain image P are 1 to 16 in order.
The plain image of size 4 x 4 is confused by S1” and S2’
matrix, then the disordered matrix T is obtained. As shown
in Fig. 8, just after employing CEP one time, the pixel posi-
tions in the plain image are completely changed. The result
of permutation is only related to the chaos matrix. Without
knowing the chaos matrix, it is difficult for the attacker to
crack the scheme, which improves the security of the encryp-
tion scheme; besides, only two different chaos matrices are
required for CEP, which could improve the efficiency of the
algorithm.
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The detailed process of the CEP is described in the fol-
lowing steps.

Step 1 Select the pixels in the P according to the first row
of §2’, then move these pixels to different locations given to
the first row of S1:T (4, 2) = P(2, 4),T(2,2) = P(1, 2),T
(3,2) = P4, 3),T(1,2) = P(1, 1), which are shown by
the orange elements in the Fig. 9a.

Step 2 Select the pixels in the P according to the second
row of §2/, then move these pixels to different locations given
totherow columnof S1: T(1,4) = P(4, 4),T(2,4) = P(4,
2),T(3,4) = P, 3),T(4, 4) = P(3, 1), which are shown
by the blue elements in the Fig. 9b.

Step 3 Select the pixels in the P according to the third row
of S2’,then move these pixels to different locations given to
the third row of S1: T(4, 1) = P(1, 4),T(2, 1) = P(3,
2),T(3,1)=P(2,3),T(, 1) = P(2, 1), which are shown
in purple elements in the Fig. 9c.

Step 4 Select the pixels in the P according to the fourth
row of §2/, then move these pixels to different locations given
to the fourth row of S1': T(2, 3) = P(3, 4),T(1, 3) = P(2,
2),T3,3) = P(@3, 3),T(4, 3) = P(4, 1), which are shown
as red elements in the Fig. 9d.
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Fig.7 The generation of the
position index matrices

RI
T_________________}
I
0.78 [-0.12| 0.19 |-0.61 ! 4 301 ! 402131
-0.15[ 0.17 [ 030 | 0.83 | p o | 1 3| 4 11213 4
0.97 | 0.12 | 0.96 |-0.21 4 301 402131
-0.05]-0.09| 0.06 | 0.85 2 3| 4 2113 4
Chaotic matrix S1 Cl S’

A4

0.63 [-0.22] 0.18 |-0.89

-0.55/0.57 | 0.38 | 0.74

0.87 1 0.32 | 0.46 -0.31

-0.25/-0.191 0.03 | 0.96

Chaotic matrix
B

Fig.8 An example of the plain image P shuffled by CEP

4.3 Random multi-directional diffusion

A reliable encryption algorithm should own the diffusion
property, which means that a small change in the plain image
should be spread to all the positions in the cipher image. How-
ever, most existing diffusion algorithms follow some fixed
orders to change the pixels, which may reduce the security
of the encryption schemes. Moreover, some diffusion algo-
rithms only process image pixels in a single direction, as
shown in Fig. 10.

In this paper, a new random multi-directional diffusion
is proposed, it only relies on the chaos matrix to choose
the diffusion direction. Without knowing the specifics of the
chaos matrix, it is difficult to predict the order of process-
ing pixels and the diffusion result. In this way, we could add
more randomness to the encryption images and improve the
safety of the encryption scheme. Besides, the proposed dif-
fusion algorithm changes pixels in the diagonal, horizontal,
or vertical directions at the same time, which strengthens the
performance of diffusion. The detailed process of the random
multi-directional diffusion is described as follows.

First, the diffusion selection matrix S3 is obtained from
the S matrix according to Eq. (6), and the matrix V is obtained

[(CY

Fig.9 The detailed process of CEP for the numerical example P. (a) the
pixels in orange confused by the first row of S1” and S2’; (b) the pixels
in blue confused by the second row of S1” and S2’; (¢) the pixels in
purple confused by the third row of S1” and $2’; (d) the pixels in red
confused by the fourth row of S1” and S2’
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Fig. 10 Diagram illustration of the diffusion process for some existing
1EAs
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Fig. 11 The schematic illustration of the random multi-directional dif-
fusion

from the X matrix according to Eq. (7).

S3 =mod(S2) (6)

V =reshape(X, [M, NJ]) @)

Then, the diffusion operation is described as the Eq. (8).

1 ifi=1,j=1
T;,j®Ci,j1®V ifi=1,j#1
Ci,j=1T,j®Ci—1,;® Vi ifi£#1,j=1

T;,j®Ci1,j—19Ci—1, ;0 Vi jifi #1,j#1,83; j=0
T;,j@Ci1,j-19C; j—1®V;, jifi#1,j#1,83 ;=1

®)

where symbol @ denotes the bit-level XOR operation.

The random multi-directional diffusion schematic is
shown in Fig. 11. Accordingly, the decryption process of
random multi-directional diffusion can be described as the

Eq. (9).

1 ifi=1,j=1
Ci,j®Cij_1®V; ifi=1,j#1
Ti,j=4Ci,j®Ci—1,j® Vi ifi#1,j=1

Ci,j®Ci—1,j—1®Ci—1,j@®V;jifi#1,j#1,83 ;=0
Ci,j®Cim1,j—1®Ci j1®V jifi #1,j#1,83 ;=1

&)
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5 Simulation results and performance
analysis

The security of the encryption algorithm is a priority to be
considered. In this part, various tests and analyses are adopted
to evaluate the security of CSLM-IEA in terms of key space,
key sensitivity, histogram, adjacent pixel correlation, infor-
mation entropy analysis, and the ability to defend against
differential attacks, noise attacks, and cropping attacks. A
variety of images with different sizes and types are used
for testing, which are derived from the USC-SIPI image
database.

5.1 Key space analysis

A secure encryption scheme requires a large key space, other-
wise, an attacker could potentially crack the scheme through
brute force attacks. In theory [40], an encryption scheme
with a key space exceeding 2!% has the potential to effec-
tively resist brute force cracking attacks. The CLSM-IEA
employs SHA-512 in combination with a plaintext image
and the external one-time key obtained from sampled natural
noise to generate the key. Thus, the key space is 2312 x 10%3,
which is significantly greater than 2'% and indicates that
CLSM-IEA can effectively prevent brute-force attacks.

5.2 Key sensitivity analysis

A secure encryption scheme is supposed to own the highly
sensitive key. Otherwise, the attackers may restore the orig-
inal image through incorrect keys with tiny changes and the
actual key space would be narrowed. An encryption algo-
rithm with key sensitivity means that a small change in the
key will result in totally different results and no valuable
information about the plain image can be revealed. We test
the key sensitivity of CLSM-IEA by making small changes
in the encryption and decryption keys. Figure 12 shows that
CLSM-IEA performs well in terms of key sensitivity, and the
original image can only be retrieved by the correct key.

5.3 Histogram analysis

Histograms visually show the distribution of pixels at each
intensity level and are a widely used technique for statistical
analysis. Most of the pixels in a plain image are distributed
at a few intensity pixel levels, as shown by the histograms.
However, an efficient encryption algorithm can distribute the
pixels uniformly at each intensity pixel level, which also
means that an attacker cannot get any information about the
plain image.

In Fig. 13, the first column shows the histograms of the
plain images, while the second column shows the histograms

1 https://sipi.usc.edu/database/
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(b) Encrypted with
u+10"

(e) Decrypted with correct

(f) Decrypted with
key w+107

Fig. 12 The key sensitivity analysis

of the cipher images. As Fig. 13 shows, after the encryption
process, the pixels are uniformly distributed across all the
intensity levels, demonstrating the excellent encryption per-
formance of CLSM-IEA.

5.4 Adjacent pixel correlation

Plain images tend to have strong pixel correlations in differ-
ent directions. The attacker usually obtains information of a
plaintext image through analyzing the correlations of adja-
cent pixels. Therefore, a secure encryption algorithm should
reduce the correlations of neighboring pixels in an image as
much as possible [40]. The pixel correlation coefficient is
calculated as follows:

P cov(x, y)

2 UD@VD(G)
1 N

E(x) = I in

i=1

Y (10)
D) =~ Y (i = E)?
i=1

|
cov(x, y) = Vv E (xi — E@)(yi — E(y))
i=1

where x; and y; are gray values of the adjacent pixels. We
select five color images of different sizes as the test images.

(d) Difference between
(b) and (c)

(¢c) Encrypted with

x, +107"

(h) Decrypted with

(2) Decrypted with

x, +107° y, +1077

Figure 14 shows the pixel correlations of R, G, and B channels
for plain images and cipher images in horizontal, vertical, and
diagonal directions.

Table 2 shows the correlation test scores on the R, G, and B
channels in the horizontal, vertical, and diagonal directions.
The images butterfly and house are 256 x 256 x 3 size while
therestare 512x 512 x 3 size. As Fig. 14 and Table 2 show, the
plain images usually own the high correlations of adjacent
pixels, while after the encryption operation, pixels of the
plain image are uniformly spread to all directions randomly,
and the adjacent pixel correlations of the cipher images are
very close to 0, which means that the attacker cannot get any
information about the plain image from the pixel correlation.

5.5 Information entropy analysis

Information entropy is an important indicator to measure the
amount of information and the degree of randomness for an
information source. A secure encryption algorithm should
make the image pixels uniformly distributed with high ran-
domness to effectively resist entropy attacks. The formula of
information entropy is as follows:

P

H(g)= Y p(g)log

i=0

1
11
(&) (b
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Fig. 13 Histogram analysis of different plain images and encrypted
images

Fig. 14 Analysis of adjacent pixel correlation: (a) the color image
named Butterfly and corresponding encrypted image; (b) correlation on
the R, G and B channels of Butterfly from different directions; (c) corre-
lation of adjacent pixels in the horizontal direction for five color images;

@ Springer

where p(g;) represents the probability of the information
source g;, and N represents the number of bits of g;.

The theoretical value of information entropy of a com-
pletely random 8-bit pixel image is 8. The closer the
information entropy of the cipher image is to 8, the better
the randomness of the encryption algorithm and its abil-
ity to resist entropy attack. We select the same images in
the adjacent pixel correlation test and calculate the infor-
mation entropy of the encrypted images in each channel. It
can be seen from Table 1 that after the encryption process,
the information entropy is very close to 8, demonstrating the
CLSM-IEA could distribute the image pixels uniformly with
high randomness.

5.6 Analysis of defense against differential attacks

The differential attack is a useful attack in which the attacker
studies the relationship between the plain image and the
encrypted image to crack the encryption scheme. An encryp-
tion scheme with good diffusion properties can effectively
resist differential attacks, which means that a small change in
the plain image will result in a completely different encrypted
image.

Figure 15 demonstrates the ability of CLSM-IEA to
defend against differential attacks. As can be seen from
Fig. 15, a one-pixel change in the plaintext image could pro-
duce a completely different encryption result, demonstrating
the good diffusion property of CLSM-IEA.

The number of pixels change rate (NPCR) and the
unified averaged changed intensity (UACI) are used to
quantitatively test the characteristics of the CLSM-IEA
against differential attacks. Theoretically, if the UACI and
the NPCR are all close to the ideal values of 33.4635070%
and 99.6094070%, the encryption scheme is considered to
perform well against differential attacks [41]. Supposing that

(d)

(d) correlation of adjacent pixels in the vertical direction for five color
images; (e) correlation of adjacent pixels in the diagonal direction for
five color images
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Table 2 The correlation
coefficient and information File name Plain- image Cipher-image Entropy
zE;rI(l)Ill)gl Stest scores on the R, G, B H v D H v D
Butterfly R 0.9233 0.9389 0.8948 0.0036 —0.0030 0.0010 7.9893
G 09116 0.9367 0.8860 0.0020 —0.0053 —0.0075 7.9893
B 0.8618 0.8859 0.8808 —0.0141 —0.1119 —0.0033 7.9893
House R 0.9051 0.9304 0.8630 0.0031 —0.0126 0.0012 7.9888
G 0.9190 0.9845 0.8963 —0.0053 0.0055 —0.0087 7.9893
B 0.9846 0.9729 0.9812 —0.0023 0.0010 —0.0036 7.9897
4.2.06 R 0.7790 0.7975 0.6984 —-0.0114 —0.0192 —0.0054 7.9915
G 0.8595 0.8755 0.8102 0.0015 —0.0119 0.0110 7.9914
B 0.8526 0.8399 0.7364 —0.0178 0.0017 —0.0060 7.9916
Baboon R 0.4695 0.6576 0.5058 —0.0111 —0.0026 —0.0097 7.9914
G 0.4621 0.6978 0.5327 —0.0065 0.0059 0.0031 7.9916
B 0.4613 0.6879 0.4576 0.0056 —0.0017 0.0016 7.9916
Peppers R 0.9715 0.9583 0.9304 0.0027 0.0005 0.0035 7.9916
G 0.9766 0.9669 0.9450 0.0078 —0.0061 0.0079 7.9917
B 0.9100 0.9499 0.8800 0.0058 —0.0080 —0.0003 7.9916

Fig. 15 Analysis of defense
against differential attacks:

(a) the plain image P; (b) P’ is
obtained by randomly changing
one pixel of P; (c) C is obtained
by encrypting P; (d) C' is
obtained by encrypting P’ with
the same key; (e) the distinction
between cipher images C and C’

C1 and C; are encryption images of two plain images with
one-bit difference, the mathematical definitions of the UACI
and NPCR are as follows:

DG, j
NPCR(Cy, Cp) = 2}:% x 100% (12)
[C1(, j) — Ca(, j)I
UACI(Cy, Cy) = Z I x 100%
l’.]
(13)
D(l, ])_ Olf Cl(l’ ])ZCZ(Z’ ]) (14)

| Vif GG, ) # GGl )

where R represents the number of pixels and S is the largest
pixel value.

In this paper, we adopt a proposed [42] strict standard test,
which calculates the critical value of NPCR, and UACI
based on a given significance level to show the ability of the
algorithm to resist differential attacks.

yi— R= 07" @VR/S
*“ R+1

5)

(e) v

© d

k— _ 41

{ua = ¢1 (@/2)0 16
uyt = pu+ o7 (a/2)oy

_ R+2 17

My = 3R +3 a7
2

Gu:(R+2)(R +2R +3) (18)

18(R+1)’R x S

Under the 0.05 criterion of «, for 256 x 256-
sized images, Ng.os is 99.5693% and (”355’ "‘355) is
(33.2824%,33.6447%).For 512 x 512-sized images,NS‘.O5 is
99.5893% and (”3.?)5’ ”96.4(_)5) is (33.3730%, 33.5541%).For
1024 x 1024-sized images,N({o5 is 99.5994% and (“3.65’
“355) is (33.4183%, 33.5088%). The ability of CLSM-IEA
to resist differential attacks is shown in Tables 3, 4 and 5.
The file name from 5.1.09 to 5.1.14 are 256 x 256 size, from
5.2.08 to Gray.512 are 512 x 512 size, from 5.3.01 to 7.2.01
are 1024 x 1024 size, the significance level is 0.05. In Tables
(3,4), numbers in bold are test results that successfully passed
the test.

As Tables 3 and 4 display, compared to some advanced
image encryption schemes, only the CLSM-IEA passed all
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Table 3 Comparing with

different encryption algorithms File name WZ [43] LX [44] WL [45] ZH [46] Proposed

in term of the NPCR test
5.1.11 99.5801 99.5532 99.5587 99.5868 99.6061
5.1.12 99.6102 99.6013 99.6212 99.6124 99.6068
5.1.13 99.6203 99.6325 99.6159 99.6456 99.6007
7.1.01 99.6104 99.6089 99.6056 99.6075 99.6089
7.1.02 99.5832 99.6123 99.6237 99.6035 99.6090
7.1.04 99.5966 99.6109 99.6105 99.5855 99.6086
7.1.05 99.5918 99.6307 99.5998 99.6012 99.6076
7.1.06 99.6010 99.5769 99.5843 99.5738 99.6076
5.3.01 99.6132 99.6035 99.6065 99.6065 99.6091
7.2.01 99.6010 99.6158 99.6065 99.6024 99.6096
Pass rate 9/10 8/10 8/10 8/10 10/10

Table 4 Comparing with

different encryption algorithms File name WZ [43] LX [44] WL [45] ZH [46] Proposed

in term of the UACI test
5.1.11 33.4316 33.4453 33.4398 33.4267 33.4339
5.1.12 33.4432 33.0346 33.4271 33.4526 33.4306
5.1.13 33.2756 33.5675 33.4376 33.2761 33.4339
7.1.01 33.4756 33.4376 33.5427 33.5073 33.4495
7.1.02 33.4642 33.4246 33.3498 33.5149 33.4480
7.1.04 33.3679 33.4259 33.4734 33.4673 33.4433
7.1.05 33.5204 33.3563 33.4476 33.3628 33.4399
7.1.06 33.4657 33.4643 33.4835 33.5149 33.4519
5.3.01 33.4854 33.4235 33.4586 33.4487 33.4473
7.2.01 33.4968 33.4496 33.4724 33.4839 33.4636
Pass rate 8/10 8/10 9/10 8/10 10/10

the tests, demonstrating its superior capabilities to defend
against differential attacks.

Table 5 shows that all the color images of different sizes
pass the stringent test. The NPCR and UACI values are very
close to the ideal value, which indicates that CLSM-IEA has
an excellent characteristic in resisting differential attacks.

5.7 Noise and cropping attack analysis

Images are inevitable to be affected by noise and lose some
data when they are transmitted over network. A reliable
encryption scheme should ensure that the decrypted image
is visualized with high quality, which indicates that it can
reconstruct most of the original information from the cipher
image that has been affected by noise disturbance and data
loss.

Figure 16 shows the quality of the decrypted image under
different levels of salt & pepper noise interference in the
cipher image. As shown in the Fig. 16, even though the

@ Springer
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Fig. 16 Noise attack analysis. (a) decryption result with 1% ‘salt &
pepper’ noise; (b) decryption result with 5% ‘salt & pepper’ noise;
(c) decryption result with 10% ‘salt & pepper’ noise

decrypted images may not be able to retrieve all the con-
tent of the plaintext image, most of the information in the
original image can still be obtained.
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Table 5 NPCR and UACI test
scores using CLSM-TEA for Size File NPCR (%) UACI (%) Results
color images of different sizes Name R G B R G B
256 x 4101 99.6100  99.6086  99.6077 334549 334629 334427  Pass
556 X 41.02  99.6094  99.6078  99.6111  33.4438 334551 334626  Pass
4.1.03  99.6074  99.6090  99.6089  33.4377 334288  33.4388  Pass
SI2x 4205  99.6093  99.6103  99.6033 334449  33.4449 334449  Pass
212 X 4206 99.6084  99.6095  99.6033 334397 334419 334471  Pass
4207  99.6088  99.6088  99.6033  33.4536 334450  33.4471  Pass
1024 x 2220 99.6095  99.6097  99.6095  33.4471 334462 334471  Pass
1024 9501 99.6096  99.6095  99.6086 334466  33.4466  33.4472  Pass
X3 5020 996093 996091 996033 334436 334417 334471 Pass

Fig. 17 Data loss attack analysis:
(a)1/16 data loss of cipher image
and its decryption result; (b) 1/16
center data loss of cipher image
and its decryption result; (c) 1/4
data loss of cipher image and its
decryption result; (d) 1/4 data
loss of cipher image and its
decryption result

Figure 17 shows the quality of the decrypted images under
different levels of data loss for the cipher images. As seen in
Fig. 17, evenif alarge portion of the information in the cipher
image has been lost, decrypted images can still recover the
main contents of the original image with high visual quality.

As shown in Figs. 16 and 17, the CLSM-IEA has tal-
ented resistance to noise and cropping attacks and could
produce visually high-quality decrypted images without the
local aggregation of missing pixels. This is because the alter-
ation of pixels in the cipher image during decryption affects
only a few pixels of decrypted image.

5.8 Speed performance

The image encryption schemes should be suitable for real-
istic applications owing to the rapid growth of image data
capacities. The CLSM-IEA owns high efficiency because it
only needs two chaotic sequences and one round of permuta-
tion and diffusion. To evaluate the efficiency of CLSM-IEA,
we obtain the average time for different sizes of images
by 100 experiments. Meanwhile, we compare the efficiency
of CLSM-IEA with some state-of-the-art encryption algo-
rithms. The speed performance results are shown in Table 6.

The results show that the CLSM-IEA can encrypt different
sizes of images in a few seconds, demonstrating its high effi-
ciency (Table 6).

6 Conclusion

To overcome the shortcomings of some existing chaotic maps
and improve the security of the encryption schemes, we
propose the 2D-CSLM, which displays an extremely wide
chaotic range and superior chaotic behaviors in terms of
the trajectory, bifurcation diagram, LE, SE, PE and TestUO1
tests. Furthermore, an image encryption scheme based on
the 2D-CLSM is constructed. The 2D-CLSM-based image
encryption algorithm (CLSM-IEA) consists of the chaotic
efficient permutation and random multi-directional diffusion.
The chaotic efficient permutation can quickly separate adja-
cent pixels from horizontal and vertical directions at the
same time. The random multi-directional diffusion uses a
secret order to change pixel values in multiple directions. The
chaotic efficient permutation and random multi-directional
diffusion dramatically strengthen the randomness of the
encryption process and significantly improve the security
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Table 6 Comparison with

different algorithms in term of File name Size Proposed Ref. [22] Ref. [47] Ref. [48]

encryption time (s)
barbara256 256 x 256 0.2888 0.4781 1.1469 0.3981
tank256 256 x 256 0.3008 0.4627 1.1637 0.3428
lake256 256 x 256 0.2985 0.4386 1.1537 0.3682
5.2.10 512 x 512 1.2065 1.7542 3.9756 1.3491
elaine.512 512 x 512 1.2234 1.7619 3.8173 1.3278

of the encryption scheme. Simulations show that CLSM- 8. Li, X., Mou, J., Cao, Y., Santo, B.: An optical image encryption

IEA achieves a high level of security, and can effectively
resist various known security attacks. In future work, we
will explore the application of the proposed algorithm to
video encryption, medical image encryption, and simulta-
neous super-resolution encryption.
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