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Abstract In general, management of medical data is
achieved by several issues of medical information such as
authentication, security, integrity, privacy, among others.
Because medical images and their related electronic patient
record (EPR) data are stored separately; the probability of
corruption of this information or their detachment from the
corresponding EPR data could be very high. Losing data
from the corresponding medical image may lead to a wrong
diagnostic. Digital watermarking has recently emerged as a
suitable solution to solve some of the problems associated
with the management of medical images. This paper pro-
poses a robust watermarking method for medical images to
avoid their detachment from the corresponding EPR data in
which the watermark is embedded using the digital imaging
and communications in medicine standard metadata together
with cryptographic techniques. In order to provide a high
robustness of the watermark while preserving at the same
time a high quality of the watermarked images, the gen-
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erated watermark is embedded into the magnitude of the
middle frequencies of the discrete Fourier transform of the
original medical image. During the detection process, the
watermark data bits are recovered and detected using the
bit correct rate criterion. Extensive experiments were carried
out, and the performance of the proposed method is eval-
uated in terms of imperceptibility, payload, robustness and
detachment detection. Quantitative evaluation of the water-
marked images is performed by using three of the more com-
mon metrics: the peak signal-to-noise ratio, structural sim-
ilarity index and visual information fidelity. Experimental
results show the watermark robustness against several of the
more aggressive geometric and signal processing distortions.
The receiver operating characteristics curves also show the
desirable detachment detection performance of the proposed
method. A comparison with the previously reported methods
with similar purposes respect to the proposed method is also
provided.

Keywords Digital watermarking - Discrete Fourier
transform - Medical imaging - DICOM imaging - Robust
watermarking - Authentication - Detachment detection

1 Introduction

At present, medical imaging infrastructure produces med-
ical images in digital format, and the spread used DICOM
format (2003 standard for digital imaging and communica-
tions in medicine) [1] is a standard for manipulation, print-
ing, transmission and storage of digital medical images and
their related information, e.g., patient’s data, medical doc-
tor’s data, health care centers, among others [2]. DICOM
includes the definition of a file format and a communica-
tions protocol based on TCP/IP. The DICOM files may be
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exchanged among several equipments that fulfill with the
DICOM standard, such as scanners, visualization stations,
printers and PACS (Picture Archiving and Communications
System). The medical file of a patient is composed by clinical
examinations, diagnostics, prescriptions and digital images
of several types [ 1-14] that are stored in the electronic patient
record (EPR).

This standardization of medical information and high
progress of information technology (IT) provide new ways
to store, access and distribute medical data, which are used
efficiently in telemedicine, remote diagnostics, etc., allowing
good progress in medical care. However, the security issues
related to the management of the medical digital informa-
tion have raised new problems, because the confidentiality
of digital patient’s data may be more vulnerable than those
analog versions. Currently now, several security tools such
as firewalls, encryption algorithms, software accreditation
and access control are used to provide protection to the con-
fidentiality and integrity of the medical information [1,2];
however, these complementary security tools cannot resolve
all security issues of medical information. One of the criti-
cal problems that the above-mentioned security tools cannot
figure out is the detachment problem of several data of EPR,
especially medical images, because in DICOM standard, an
image is identified by an attached file and patient’s data
related to the image are stored separately as metadata. Con-
sidering that the detachment of medical images from their
corresponding medical data may lead to a wrong diagnos-
tic, this problem must be of critical importance. A suitable
solution recently emerged to avoid the detachment problem
is the use of digital watermarking techniques [15-19], com-
bined with cryptographic techniques [20]. This solution pro-
vides a means to verify that the medical images belong to
the correct patient and comes from a dependable informa-
tion source. Generally, it consists in embedding the ciphered
version of the patient’s EPR data or an identification code,
into the image as a watermark signal.

In the literature, several watermarking-based solutions to
hide EPR data with purposes to solve the detachment prob-
lem are proposed [10-14]. In this way, authors in [10] pro-
pose a watermarking method to hide EPR information and
optionally a region of interest (ROI) of the same medical
image, obtained and selected manually by the end user. The
embedding and extraction procedures are performed in the
low-pass sub-bands of the contourlet transform. To increase
the security of the method, the EPR data are encrypted using
the Advanced Encryption Standard (AES) algorithm [20].
To correct the errors during the extraction stage, a Bose,
Chaudhuri and Hocquenghem (BCH) error correcting code
is used. The method presents robustness against JPEG and
JPEG 2000 compression as well as to impulsive noise conta-
mination and several image filters, such as Gaussian, mean,
median, among others. In addition, the work in [11] proposes
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a multi-watermarking algorithm applied to medical imaging.
A caption watermark associated with the EPR data, a signa-
ture watermark related to an identification code of the source
of the medical image and an index that serves as akeyword for
use in medical image databases, is embedded and extracted
in 13 sub-bands of the 4-level discrete wavelet transform
(DWT) domain. To correct the errors during the extraction
stage, a BCH error correcting code is used in the method. The
approach considers the robustness against JPEG and JPEG
2000 compression as well as to Gaussian and impulsive noise,
sharpening, cropping, low-pass filter and histogram equal-
ization. In [12], the authors propose a contourlet-based dual
watermarking scheme applied to DICOM imaging. In a sim-
ilar manner as in [11], a couple of watermarks are embedded
as follows: A caption watermark that gives a permanent link
between the patient and the medical data is generated from
230 alphanumeric characters of EPR patient’s data that are
converted to ASCII code and this in turn is converted to a
binary vector to be embedded inside a rectangle in the ROI
of the medical image. The second pattern is the signature
watermark which is related to an identification code of the
source of the medical image as a logo with size 10 x 40 that
is embedded inside a rectangle in the region of non-interest
(RONI) that surrounds the rectangular ROI region. The data
bits of both watermark patterns are embedded in the sin-
gular value decomposition (SVD) of the embedded blocks
within low-pass sub-band in contourlet transform with adap-
tive embedding strength in ROI and RONI regions of the
medical image, respectively. The method presents robust-
ness against image filtering such as mean, median, as well as
impulsive noise contamination and scaling. To improve the
watermark robustness against aggressive attacks such as geo-
metrical distortions, specifically the image rotation, authors
of [13] have proposed a method in which the image moment
theory is applied and combined with an encryption technique
for watermarking of medical images. In order to reduce the
amount of embedding data, they compressed the DICOM
metadata using a Huffman code. To increase the security,
the compressed data are encrypted using the RC4 scheme
[20]. From the encrypted data, a bi-dimensional pattern is
generated and works as a watermark signal itself. Using the
two first-order moments, the image centroid is obtained and
established as the origin of a scan operation by applying a
polar mapping. The embedding process is done in areas with
low homogeneity; it is calculated using the variance (o%) of
a block of k x k pixels, scanning the image in a spiral way
using the centroid as the origin of this scan. In the detec-
tion stage, the watermarked image is scanned in the same
spiral way starting from the centroid of the image. Hence,
by comparing the grayscale level of the center pixel of an
area with the grayscale level of its mean, one watermark data
bit is extracted from the area. The method presents robust-
ness against adjustment of brightness and contrast, JPEG
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compression and small rotations. Authors in [14] propose
a watermarking algorithm based on discrete wavelet packet
transform (DWPT) for protecting the EPR information. To
generate the watermark pattern, information obtained from
the EPR is converted to ASCII code and this in turn is con-
verted to binary data. The resulting binary data are encoded
using the error correcting code BCH and are embedded in
two sub-band with middle energy from the two-level DWPT.
A reference image composed by a binary logo of the med-
ical center is used to embed the watermark according to the
embedding rules. The scheme is robust against Gaussian
noise, gamma correction, histogram equalization, contrast
adjustment, rotation, sharpen, median filter and JPEG lossy
compression.

In this paper, we propose an effective and robust water-
marking method applied to medical imaging, where detach-
ment of the medical image from the EPR information can be
avoided using watermark data. The proposed method com-
bines DICOM metadata and encryption techniques to pro-
duce a watermark pattern; it is embedded into the magnitude
of the middle frequencies of DFT of the original medical
image in order to preserve a high image quality.

After the embedding process, the watermarked medical
image preserves the DICOM format and its original dimen-
sions. During the detection stage, at the same time that the
medical image comes from dependable information source,
the watermark data bits are recovered and detected using
the BCR criterion to prove the correspondence between the
image and the EPR information. The watermarked image
quality is measured with well-known metrics used in image
processing such as the PSNR, SSIM and VIF. The experi-
mental results show the watermark robustness against sev-
eral geometric and signal processing distortions; also, it
confirms that the proposed scheme provides a correct cor-
respondence between the medical image and its related
metadata.

The rest of this paper is organized as follows. Section 2
describes the watermark generation, embedding and detec-
tion process of the proposed algorithm. The experimental
results including comparison with previous reported water-
marking algorithms are presented in Sect. 3. Finally, Sect. 4
concludes this work.

2 Proposed algorithm

The main steps of the proposed watermarking method con-
sist of the watermark generation, embedding and detection
process. General diagrams of each stage are shown in Figs. 1,
2 and 3, respectively.

2.1 Watermark generation
The watermark generation is described as follows:

1. Read the DICOM file and extract the key information
from the DICOM metadata, e.g., patient name, patient
age, institution name, station name, patient ID, patient
sex, patient birth date.

2. Apply the RACE Integrity Primitives Evaluation Mes-
sage Digest RIPEMD-160 [21,22] to the DICOM meta-
data selected in the previous step. We would like to note
that our proposed method may be easily adapted to the
use of others message digest algorithms for example the
Tiger/160 or HAVAL [20].

3. Once the hash sequence is obtained, convert the 40
hexadecimal digits to its 160 bits binary representation.

4. Split the binary representation into two blocks of 80 bits
each one and apply an XOR operation between this two
blocks, according to (1):

Wy = by @ by, ey

Select and extract Apply RACE Integrity

Fig. 1 General diagram of the

watermarking generation Read ]?ICOI\_/[

process Electronic Patient
Record (EPR)

>| Primitives Evaluation Message

key information )
Digest RIPEMD-160

) 9c1185a8c5edf...35

The Clinic 1 A
Dr. F. Lopez Convert message
PID: a89555 digest to binary

PNAME: M. Perez form.

00110110101...1

. y
\_/_ Split in two parts of 80 bits

and apply XOR operation.

v

Watermark W
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. Re-scaling
Phase P ——>{ Apply inverse 2D | watermarked image to
T DFT original dimensions
Apply 2D Discrete Watermarked Write watermarked
Fourier Transform Magnitude M’ image in DICOM
(DFT) format
Secret Key K,
Read DICOM Re-scaling to a l A
image standard size V;xIV, ) Waterinark
‘l, Magnitude M —> Embedding l€— W
Secret Key K, l 1\
Obtain Integrated Estimate
Optical Density > watermark
M(0,0) strength a
Watermarked
DICOM image

Fig. 2 General diagram of the watermark embedding process

Fig. 3 General diagram of the Secret Key K; Phase P

watermark detection process »l: T

Apply 2D Discrete Watermarked

Fourier Transform |=—> Magnitude M’

(DFT)
Read Watermarked ~ Re-scaling to a l
DICOM image  standard size V;xV, —
Watermark [ €—— Secret Key K,
Pattern W

A 4
Bit Correct Rate
(BCR) between  [€—— Watermark W

(w.w)

Yes, Success

No, Failed

where m,k = 1,...80 and [ = 81, ...160, b denotes the 1. Read the original DICOM image I (x, y) in a grayscale

kth and the /th bits from each block, respectively, and W intensity and rescale it to a standard size of N1 x N>.
corresponds to the result of the XOR operation denoted 2. Apply the 2D DFT to the original resized image I (x, y)
by ®. of size N1 x N, given by (2):
5. In this manner by its computation the resulting 80 bits
of the watermark pattern W of length L = 80 bits are AR — 22 (fix/ N1+ foy/Na)
directly dependent on the key information of the DICOM Flu,v) = Z Z I(x, y)e ’ 2)
metadata. ==t
and obtain the magnitude M (u, v) = |F (u, v)| and phase
P(u, v) of F(u,v) components. In order to increase the
2.2 Watermarking embedding process security of the proposed method, Ny, N, values will be
provided also as secret key K in the detection stage. The
The watermark embedding process is described in the fol- secret key K shown in Fig. 2 has to be known by the
lowing steps: watermark detector.
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By the properties of the DFT, the translations in the spatial
domain do not affect the magnitude of the DFT transform,
as shown in (3):

IDFT [1 (x +x1, y +yDl| = M(u, v). 3

Concerning the scaling in the spatial domain, it causes an
inverse scaling in the frequency domain, see (4):

1 u v

DFT[I (px, py)]=—F | —, — ). 4)
p \p p

where p is the scaling factor. And rotation in the spa-

tial domain causes the same rotation in the frequency
domain, (5):

DFT[I(xcos® — ysinf, xsinf + ycos )]
= F(ucosf —vsin6, usinf + vcosb) 5)

Thus, selecting the DFT domain to embed the watermark
W has a certain number of advantages for rotation, scal-
ing and translation (RST) invariance as well as watermark
robustness against common signal processing. Although
some attacks may be considered unusual in the med-
ical imaging field, e.g., pixel translation with cropping
attack, the proposed algorithm is designed to be robust
against a wide range of intentional or non-intentional
distortions.

. Considering that the distortion caused by the watermark
embedding may affect the image contents and it may
lead to an erroneous medical diagnostics, the watermark
strength must be carefully evaluated. In order to measure
any perceptual distortions, the integrated optical density,
which describes the appearance of an image, is obtained.
The integrated optical density is strongly characterized
by the radial frequency portrait of the DFT such that
the concentration of large coefficients near the DFT ori-
gin depends on the existence of large and smooth image
components, often belonging to smooth object surfaces
or background. Note that nearly every image will have a
significant peak at the DFT origin (unless it is very dark),
since from (6), M (0, 0) is the accumulated intensity of
the image (integrated optical density) [23]:

N1 N
M@©,00=>" > 1(x,). ©)

x=1y=1

. Once that the integrated optical density is obtained, the
watermark strength « is calculated by (7):

a=M(©,0)/8, (N

where M (0, 0) denotes the integrated optical density
given by (6) and 8 is an adaptive value dependent on the
medical image type, i.e., computed radiography (CR),
radio fluoroscopy (RF), magnetic resonance (MR) and
computed tomography (CT).

. Based on the energy distribution in the DFT domain, the

watermark embedding is carried out by selecting a pair of
radius r1 and 7 in F'(u, v) and its corresponding annular
area A = (r22 — rlz) between r; and r, what should cover
the middle frequency components in the DFT domain
around the zero frequency term; the reason of position-
ing this area in the middle frequencies is because modi-
fications in the magnitude of low frequencies of the DFT
will cause a visible distortion in the spatial domain of the
image. And on the other hand, modifications of the mag-
nitudes of the high frequencies may affect considerably
the JPEG lossy compression quality. Thus, the embedding
of the watermark pattern in the middle frequencies band
must preserve the robustness respect to the JPEG com-
pression and at the same time preserves a high degree of
imperceptibility. Based on these arguments, the goal is to
find the correct pair of radius r; and r,. Fortunately, there
are enough radiuses in the middle frequencies band that
may satisfy the trade-off between robustness and imper-
ceptibility; in this band of frequencies, one couple of val-
ues may be selected randomly in order to increase the
security of the proposed method, and the chosen values
will be provided as a secret key K5 in the detection stage.
Then the secret key K> shown in Fig. 2 is also known by
the watermark detector.

. Considering the four quadrants of the DFT magnitude,

select the middle frequencies band. So that to ensure the
correct watermark embedding of robustness and imper-
ceptibility, the condition (A/4) > L should be satisfied,
where A indicates the annular area between r and r, and
L is the watermark length.

. In the annular region compute the magnitude differ-

ence denoted by d between the magnitude coefficients
from the first and the second quadrants of the upper
half part of the DFT magnitude, respectively, d =
M;i(uj,vj) — M;(—uj;,vj), where j =1, ..., L denotes
an index pointing to the watermark data bits, as shown in
Fig. 4.

. Once the difference d is calculated, consider a watermark

strength parameter « in order to modify the DFT middle
frequencies magnitudes in a controlled manner as fol-
lows: If the watermark data bit w; =0 and d < (—a), then
M;(uj,v;), Mi(—u;,v;) will not be modified. On the
other hand, if d > (—a), then M;(u;, v;), M;(—u;, v;)
are modified according to (8):

Mi(uj,vj) = Mi(uj,vj) — (¢ +d)

/ 3
Mi(—uj, Uj) = M,-(—uj, Uj) + (¢ 4+ d),

@ Springer
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Fig. 4 Modification of DFT magnitude coefficients, shading region
denotes condition (A/4) > L

In these equations, the difference d is added to the water-
mark strength « in order to force the compliance of the
condition d < (—«) when w; = 0, providing a large
enough margin between M/(u;, v;) and M/(—uj, v;) in
order to preserve d < (—«) after that the watermarked
medical image is processed by a common signal process-
ing or a geometric distortion.

If the watermark data bit w; = 1 and d > «, then
M;(uj,vj), Mi(—u;,v;) will not be modified. On the
other hand, if d < «, then M;(u;,v;), M;(—u;, v;) are
modified according to (9):

Mi’(uj,vj)=Mi(uj,vj)+(a—d) ©)
Mi/(—uj, vj) = Mi(—uj,vj) — (@ — d),
where the difference d is subtracted from the watermark
strength « in order to force the compliance of the con-
dition d > « when w; = 1, providing a large enough
margin between M (uj,v;) and M/(—uj,v;) in order
to preserve d > « after that the watermarked med-
ical image is processed by a common signal processing
or a geometric distortion. In (8) and (9),i = 1,...,L
denotes an index pointing to the corresponding w; water-
mark data bits, M;(u;, v;), and M;(—u;,v;) denotes
the original magnitude coefficients. And M/(u;, v;) and
M!(—uj,v;) denote the watermarked magnitude coef-
ficients. A larger value of o would increase the robust-
ness of the watermark, on the other hand, the watermark
imperceptibility is less affected with a small value of «.
Hence, there is a trade-off between robustness and imper-
ceptibility. According to DFT symmetrical properties in
order to produce real values after the DFT magnitude is
modified, the watermark was embedded into the upper
half part of the middle frequencies of the DFT magnitude
coefficients, and by consequence, the lower half part of
the middle frequency band should be modified symmetri-
cally. These DFT symmetrical properties allows the cor-
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10.

rect detection of the watermark when the watermarked
image is rotated, because while the secret key K keeps a
standard size of N1 x N, the secret key K> provides the
correct pair of radius 1 and r7, and both are known in the
watermark detector. It is just needed an exhaustive search
in the range [—m, 7] in order to detect the watermark.
By repeating the above-mentioned procedure, the total
L watermark data bits can be embedded in the annular
region.

The watermarked image I’(x, y) is obtained applying
the inverse DFT (IDFT) to the watermarked magnitude
M’ (u, v) in conjunction with the corresponding original
phase P(u, v) as shown (10).

I' =IDFT(F"), F' =M, P). (10)
Finally, rescaling the watermarked image I'(x, y) to its

original dimensions and converts it to the DICOM native
format.

2.3 Watermark detection process

The watermark detection process is described in the follow-
ing steps:

. Read the DICOM watermarked image I’(x,y) in

grayscale intensity and using the secret key K that pro-
vides the same pair of values N1 and N; used in the fre-
quency domain embedding process, rescale it to the cho-
sen size N1 x N».

Obtain the bi-dimensional DFT transform F’(u, v) of the
watermarked image I’ (x, y). Then the watermarked mag-
nitude M’ (u, v) = |F'(u, v)| and the phase P (u, v) are
obtained from F'(u, v).

. Using the secret key K> that provides the same pair of

radiuses 71 and r, used in the frequency domain embed-
ding process compute the annular area A.

Split the DFT magnitude M’ (u, v) in its four quadrants in
the frequency domain and compute the subtraction oper-
ations; = M[(uj,v;) —M(—u;, v;) of the first and sec-
ond quadrants of the upper half part of the watermarked
DFT magnitude in the annular region A.

Recover the watermark pattern W’ using the sign function
as follows: if sign(s;) is ‘+ or ‘0, then wlf = 1, otherwise
wlf = 0, where i = 1,..., L. Remember that L is the
watermark length in the annular region A.

Applying the watermark generation procedure computes
the original watermark pattern W using the same key
information from the corresponding DICOM metadata.
According to (11) calculate the bit correct rate (BCR) for
binary data [24] between the original and the recovered
watermark patterns W and W’, respectively.
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L— ZiL:I Wi ® Wi/

BCR = )
L

(1)

where L = 80 is the watermark length and @ denotes a
module 2 addition, or XOR operation.

7. Assuming ergodicity, the BCR is defined as the ratio
between the number of correctly decoded bits and the
total number of embedded bits. A threshold value Tgcr
must be defined to determine when the watermark W is
present or not in the medical image. In order to formalize
the computation of this threshold, we consider a bino-
mial distribution with success probability equal to 0.5,
then the false alarm probability Py, for L bits embedded
watermark data is given by (12), and a threshold value T
must be provided in order to Pg, becomes smaller than a
predetermined value [25].

Lo\t L
=2 (3) () o

where L is the total number of watermark data bits, whose
value is empirically set to 80 and based on the Bernoulli
trials assumption, z is independent random variable with
binomial distribution [25]. When T = 60, the false alarm
probability must be less than Py, = 4.29x 107 this value
satisfies the requirements of most watermarking applica-
tions for a reliable detection [25], and then an adequate
threshold value is Tgcr = T/L = 60/80 = 0.75. Recall
by the inclusion—exclusion probability principle that the
addition of the bit error rate (BER) and the bit correct rate
(BCR) must be equal to 1.

8. Finally, if the BCR value is greater than the threshold
value Tgcr, the watermark pattern is detected and the
medical image is considered belonging to the right patient
and that it corresponds to the correct metadata. Otherwise,
if the BCR is less than 75 % (less than 60 correct bits),
the detection process rejects the image because it does not
correspond to the metadata or because the image is not
watermarked.

3 Experimental results and comparisons

This section presents the evaluation results of the proposed
watermarking method applied to medical imaging, using a
set of 100 medical images in DICOM format and different
types: CR, RF, MR and CT. The set of CR images is com-
posed by several thorax images; RF by several abdomen and
esophagus images, MR by skull, brain and shoulder images
and finally, CT by simple skull, brain and abdomen images.
The test key information obtained from DICOM metadata
to compose the watermark pattern W of size L = 80 bits

consist of patient name, patient age, institution name, station
name, patient ID, patient sex and patient birth date. Empir-
ically, the pair of scaling values and radiuses have been set
to Ny = N, = 512, r; = 80 and rp, = 81, and these val-
ues are provided as secret keys K| and K7, respectively, in
the detection stage. Depending on the medical image type,
the watermark strength « is estimated to achieve the required
imperceptibility and robustness using the accumulated inten-
sity of the image M (0, 0) and B as given in (6). In order
to have a reference to the processing time, we precise that
our experiments are carried out on a personal computer run-
ning win7© with an AMD®O Athlon processor (2.7Ghz) and
4GB RAM in which the embedding and extracting proce-
dures were implemented using MATLAB®© 7.10. In our sys-
tem, the embedding process is done in about 8.89 s, while the
detection process in about 5.87s.

The performance of the proposed algorithm has been eval-
uated in terms of watermark imperceptibility, payload and
robustness. Also the false positive and false negative errors
when the integrity of combination of medical image and
metadata is confirmed have been measured.

3.1 Watermark imperceptibility

Figure 5 shows the original DICOM images (left col-
umn) together with their watermarked versions (right col-
umn). Figure 5a corresponds to a grayscale CR image with
4,280 x 3,520 x 10 bits. Figure 5b shows a grayscale RF
image with 1,024 x 1,024 x 10 bits. Figure 5c, d cor-
responds to grayscale CT and MR images with 512 x
512 x 12 and 256 x 256 x 12 bits, respectively. For
illustrative purposes, all figures presented in this section
are grayscale rescaled and down-sampled to 8 bits per
pixel.

Using the parameters L = 80,r; = 80 and r, = 81 and a
variable watermark strength « from 20 to 100, the watermark
imperceptibility was evaluated in terms of PSNR, VIF [26]
and SSIM [27] given by (13), (14) and (15), respectively.

Nj - Ny - Max Pixel Value? )
> ;Vil (I (x,3) = 1" (x, 3))°
(13)

PSNR (dB) = 10log (

FZk. HZk) 2k
VIF = Zkechannels 1(€Z ks (EZ k|SZ k) 7
Zkechannels I(C4k; E2K|s2:5)

(14)

In (14), the addition is on the channels of interest, CZk repre-
sents Z elements of the random field RF Cy, that describes the
coefficients of the channel k, and so on [26]. E and G denote
the visual signal at the output of the human visual system
model (HVS) of the original and the watermarked images,
respectively, from which the brain extracts cognitive infor-
mation. 1(CZ*; EZk|sZ:ky and 1(CZ*; GZ*|sZ*) corre-
spond to the information that can be ideally extracted by the

@ Springer



1170

SIViP (2015) 9:1163-1178

Fig. 5 Original test DICOM
images (left) together with their
watermarked versions (right). a
Computed radiography (CR)
PSNR = 53.12dB, SSIM =
0.9978, VIF = 0.9663. b Radio
fluoroscopy (RF) PSNR =
51.40dB, SSIM = 0.9913, VIF
= 0.9618. ¢ Computed
tomography (CT) PSNR =
53.26dB, SSIM = 0.9976, VIF

= 0.9513. d Magnetic resonance

(MR) PSNR = 49.48dB, SSIM
= 0.9876, VIF = 0.9643
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brain from a particular channel in the original and the water-
marked medical images, respectively [26].

Qurppy +C)Qoyy 4 C2)
W3+ 2 +C)of + 0l +Co)

SSIM(Z, I') = (15)

In(15), I and I’ are the original and the watermarked medical
images, respectively, and C; and C; are small constant values
[27].

As it is known in the literature, the VIF value reflects per-
ceptual distortions more precisely than the PSNR. The range
of VIF values is [0, 1], and the closer value to 1 represents the
better fidelity respect to the original image. Also, it is well
known in the literature that the SSIM value reflects percep-
tual distortions more precisely than the PSNR. The range of
SSIM values is [0, 1], and the closer value to 1 represents the
better quality respect to the original image, a value of 1 corre-
sponds to the case when the original and the reference image
are the same. In Fig. 6, the average (a) PSNR, (b) SSIM and
(c) VIF values are plotted with variable watermark strength
a ranging from 20 to 100.

As shown in Fig. 6a—c, with a smaller value of «, the water-
mark imperceptibility is increased; however, its robustness
may be sacrificed. Hence, there is a trade-off between robust-
ness and imperceptibility. Although it may be considered that
an acceptable PSNR value is above 45dB with « = 100, a
value of the watermark strength o greater than 60 produces
a small perceptible noise effect in the image. This effect is
observed in the upper left region of a zoomed CR image
shown in Fig. 7. Considering special attention that must be
paid for medical images, the empirically determined values
of « are set as follows: set « = 20 for computed radiography
(CR) images, @ = 40 for radio fluoroscopy (RF) images,
o = 30 for computed tomography (CT) images and o« = 60
for magnetic resonance (MR) images.

Table 1 shows in summary the average PSNR, SSIM and
VIF values obtained in the test images according to the clas-
sification mentioned above and their respective watermark
strength mentioned above, i.e., « = 20 for CR, o = 40 for
RF, a = 30 for CT and o = 60 for MR imaging.

From Table 1, it follows that the proposed scheme provides
afairly good fidelity of the watermarked image, achieving the
PSNR, SSIM and VIF values greater than 49dB, 0.98 and
0.95, respectively. The imperceptibility performance is com-
pared with that reported by algorithm [13], which is one of
the most robust watermarking algorithms published applied
to medical imaging with similar purposes as our proposed
scheme. To get a proper comparison, we consider a homoge-
neous format of DICOM grayscale images of 512 x 512 x 8
bits. The images used in both algorithms (ours and that pro-
posed in [13]) are 100 images for each category CR, RF, CT
and MR. The comparison results are shown in Table 2.
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Fig. 6 Average a PSNR (dB), b SSIM and ¢ VIF obtained with differ-
ent watermark strength o from 20 to 100

From Table 2, it follows that the proposed scheme provides
a fairly good fidelity of the watermarked image, achieving a
PSNR greater than 50 dB, avoiding the perceptual distortions
inthe medical images that may affect the image content and as
consequence it may lead to an erroneous clinical diagnostics.
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Fig. 7 Perceptible noise effect, r
a watermarked image with
a =20 and PSNR = 54.29dB.
b Watermarked image with
a = 100 and PSNR = 46.54dB

(a)

Table 1 Average watermark imperceptibility using PSNR (dB), SSIM
and VIF metrics

DICOM image PSNR (dB) SSIM VIF

Computed radiography 53.62 0.9968 0.9683
Radio fluoroscopy 51.52 0.9933 0.9698
Computed tomography 53.03 0.9940 0.9596
Magnetic resonance 49.68 0.9896 0.9631

Table 2 Average comparative results of imperceptibility using the
PSNR (dB) metric

DICOM image Proposed method Method in [13]
Computed tomography 53.93 42.08
Radio fluoroscopy 52.62 39.15
Computed radiography 55.12 38.26
Magnetic resonance 50.33 43.91

3.2 Watermark payload

Considering fixed values of watermark strength as follows:
a = 20 for computed radiography (CR) images, @ = 40
for radio fluoroscopy (RF) images, « = 30 for computed
tomography (CT) images and « = 60 for magnetic resonance
(MR) images, in conjunction with a pair of radiuses r; = 80
and rp = 81 and a variable value of L ranging from 16 to
256 bits, in Fig. 8a—c we show that a large value of L would
increase the payload of the watermarking method; however,
the imperceptibility of the watermarking algorithm in terms
of PSNR, SSIM and VIF metrics would decrease for large
L, causing perceptual distortions that may affect the image
quality and the medical diagnostics.

Hence, there is a trade-off between payload and impercep-
tibility. From Fig. 8a, we show that although it may be consid-

@ Springer

ered that an acceptable PSNR is above 44dB with L = 256,
a value of the watermark length L greater than 80 causes
a small perceptible noise effect in the image. To illustrative
purposes, this effect is observed in the center region of a
zoomed CT and RF sample images shown in Figs. 9 and 10,
respectively. From Fig. 9b, we show the perceptible noise
effect in the gray regions of the CT image in comparison
with Fig. 9a. In the same way occurs with RF sample image,
from Fig. 10b, we show the perceptible noise effect in the
plain regions of the RF image in comparison with Fig. 9a.
In an analog manner, this effect is present in MR and CR
images, respectively. According to this behavior, L =16-80
are considered a suitable set of values. In order to preserve the
trade-off between payload-robustness—imperceptibility, and
obtaining the maximum watermark payload, in the proposed
watermarking method, we have adopted the value L = 80 in
conjunction with the others embedding parameters.

3.3 Watermark robustness

To evaluate the watermark robustness of the proposed algo-
rithm, several geometrical distortions, DICOM compression
modes and common signal processing reported in the med-
ical imaging fields are applied to the watermarked images.
The robustness performance is compared with that reported
by the algorithm [13]. Again, to get a proper comparison, we
consider a homogeneous format of DICOM grayscale images
of 512 x 512 x 8 bits. The images used in both algorithms
(ours and that proposed in [13]) are 100 images for each
category CR, RF, CT and MR. Table 3 shows the average
BCR obtained after applying the above-mentioned distor-
tions to the watermarked DICOM images in both algorithms.
In Table 3, italic letters indicate failure detection against the
distortion.
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watermark length L from 16 to 256
3.3.1 Geometric distortions

From Table 3, we can observe that the embedded watermark
signal in our proposed method is sufficiently robust to all rota-

tion angles, translation with cropping attack and aggressive
scaling with a scaling factor of 0.4 and 1.5, obtaining BCR
values greater than or equal to 0.91, 0.96 and 0.98, respec-
tively. In all cases, in the proposed method, we have obtained
the BCR values greater than the predefined threshold value
Tscr = 0.75, calculated as mentioned in Sect. 2.3 and used
to determine whether the watermark W is present or not into
the watermarked medical image. Meanwhile, from Table 3,
we can observe that the embedded watermark signal in [13]
presents weak robustness against rotation greater than 35°,
translation with cropping attack and aggressive scaling with
ascaling factor of 0.4 and 1.5. Although some attacks may be
considered unusual in the medical imaging context, e.g., pixel
translation with cropping attack, the proposed algorithm is
designed to be robust against a wide range of intentional or
non-intentional distortions.

3.3.2 DICOM compression modes and JPEG 2000

From Table 3, we can observe that the embedded watermark
signal in our proposed method is sufficiently robust against
DICOM standard image compression schemes, i.e., JPEG
Lossless, run-length encoding (RLE) and JPEG lossy com-
pression with quality factor QF = 50, which is a standard
quality factor in DICOM standard, as well as to JPEG 2000
lossy and lossless compression, obtaining the BCR values
equals to 1 for all compression schemes except in JPEG lossy
compression mode, which values are greater than or equals
to 0.96. From Table 3, we can also observe that the embed-
ded watermark signal in [13] is robust against DICOM JPEG
Lossless, RLE and JPEG 2000, obtaining BCR values equals
to 1. However, this method presents weak robustness against
JPEG lossy compression with QF = 50.

3.3.3 Signal processing

From Table 3, we can observe that the embedded watermark
signal in our proposed method is sufficiently robust against
common signal processing such as Gaussian noise contam-
ination with u = 0, variance o2 = 0.001 and signal-to-
noise ratio SNR = 41.82, 30.85, 19.33 and 13.49dB, for
CR, RF, CT and MR, respectively, impulsive noise with den-
sity=0.001, median and sharpness filtering with 3 x 3 window
size, as well as contrast and brightness changes. In all cases,
we have obtained the BCR values greater than the predefined
threshold value Tgcr = 0.75. From Table 3, we can also
observe that the embedded watermark signal in [13] presents
weak robustness against Gaussian noise and median filtering.

In Fig. 11, watermarked images after some attacks given
in Table 3 are shown.
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Fig. 9 Perceptible noise effect
in gray regions of the CT
images, a watermarked CT
image with @ = 30 and L = 80,
PSNR = 53.36dB. b
Watermarked CT image with

a =30and L = 256, PSNR =
50.14dB

Fig. 10 Perceptible noise effect
in plain regions of the RF
images, a watermarked RF
image with @ =40 and L = 80,
PSNR = 51.50dB. b
Watermarked RF image with

a =40 and L = 256, PSNR =
47.65dB

3.4 Detector performance

Considering the false alarm probability as the probability of
detect erroneously a detachment when actually the water-
marked image and their corresponding metadata are right
corresponded, and the false rejection probability as the prob-
ability that the detector cannot detect a detachment when the
watermarked image and the metadata do not correspond, the
ROC curves are obtained and plotted under each attack. To
perform a fair comparison between our algorithm and the
proposed in [13], Gaussian noise with © = 0 and variance
02 = 0.001,3 x 3 median filtering and JPEG lossy com-
pression with QF = 50 are considered in both cases. These
comparisons are shown in Figs. 12, 13 and 14, respectively.

From Fig. 12, we show that the method in [13] has a detec-
tion probability equals to 0.5584; meanwhile, our proposed
method has a detection probability equals to 0.8422, when
P, = 4.29% 10~°. From Fig. 13, it follows that the method in

@ Springer

[13] provides a detection probability of 0.0001; meanwhile,
our proposed method has a detection probability equals to 1,
when P, = 4.29 x 107°. Finally, from Fig. 14, it follows that
the method in [13] has a detection probability equal to 0.4568;
meanwhile, our proposed method has a detection probability
equal t0 0.9996, when Py, = 4.29 x 10~°. According to these
results, our proposed algorithm presents a good detection per-
formance avoiding the detachment from the corresponding
EPR data and generally outperforms to the method presented
in [13].

Finally, a comparison performance in terms of impercep-
tibility and robustness with the previously reported methods
in [10-12] and [14] is show in Table 4. Table 4 presents also
the tolerance under distortions and designates the capacity to
resist as either ‘detected’ or ‘fail,” when the tolerance is not
given in detail by the other four methods above mentioned.
A grid cell is marked with a dash for attack simulations not
mentioned in the literature. In this way, a comparison with
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Table 3 Average BCR obtained from CR, RF, CT and MR test watermarked images after geometric and signal processing distortions
Distortion Proposed method Method in [13]

CR RF CT MR CR RF CT MR
Without distortion 1 1 1 1 1 1 1 1
DICOM JPEG lossless 1 1 1 1 1 1 1 1
DICOM RLE 1 1 1 1 1 1 1 1
DICOM JPEG lossy QF = 50 1 0.98 0.96 0.98 0.61 0.64 0.60 0.62
JPEG 2000 lossy 1 1 1 1 1 1 1 1
JPEG 2000 lossless 1 1 1 1 1 1 1 1
Sharpening 3 x 3 1 1 0.96 1 0.92 0.89 0.90 0.88
Gaussian noise (0,0.001) 1 0.95 0.87 0.92 0.74 0.71 0.66 0.70
Median filter 3 x 3 1 1 0.96 1 0.49 0.50 0.51 0.49
Bright reduction 1 0.98 0.92 0.92 0.92 0.87 0.86 0.86
Contrast enhanced 0.98 1 0.98 0.96 0.91 0.90 0.88 0.89
Impulsive noise density = 0.001 0.98 1 0.92 0.96 0.92 0.89 0.91 0.87
Gaussian filter 3 x 3 1 1 0.96 1 0.90 0.85 0.89 0.83
Histogram equalization 0.98 0.95 0.96 0.92 0.89 0.83 0.86 0.89
Translation x = 25, y = 25 with cropping 1 0.89 1 0.98 0.52 0.50 0.48 0.50
Rotation 35° 0.92 0.91 1 0.96 0.82 0.83 0.87 0.85
Rotation 75° with auto-crop 0.91 0.92 0.96 0.95 0.61 0.69 0.60 0.65
Scaling 1.5 1 1 1 1 0.62 0.60 0.62 0.49
Scaling 0.4 1 1 1 0.96 0.73 0.70 0.74 0.69

[10] reveals that our proposed method is more impercep-
tible in terms of PSNR metric, getting values greater than
or equals to 49dB; meanwhile, in [10], the PSNR values
are less than 35dB. The method in [10] is less robust that
our proposed method because uses a subjective criterion to
measure the robustness of the algorithm, which is essentially
based only on a maximum acceptable modification amount
in the watermarked medical image. Thus, the conventional
metrics to measure the robustness in digital watermarking
algorithms such as Normalized Correlation (NC), BER or
BCR are discarded for the authors. This subjective criterion
makes that the algorithm in [10] take into account only a few
set of signal processing operations, neglecting the geometric
distortions such as scaling and rotation, which not affect the
quality of the medical images but may be used by the med-
ical staff (in a non-intentional manner to remove the water-
mark) in order to observe with more detail certain regions
of the medical images. Thereby, the method in [10] presents
weak robustness against geometric distortions, because the
extraction stage is desynchronized and the EPR data are not
be recovered correctly. Thus, our proposed method outper-
forms the method proposed in [10] against geometric dis-
tortions, avoiding perfectly detachment problem when the
medical image is rotated or scaled. Moreover, a comparison
with [11] reveals that our proposed watermarked method is
more imperceptible in terms of PSNR metric, obtaining val-

ues greater than or equals to 49 dB; meanwhile, in [11], the
PSNR values are less than 34 dB. The method presented in
[11] uses a non-blind detection; in consequence, the original
medical image is needed for extracting in a correct man-
ner the watermark and this fact limits their application in
real life environments. Meanwhile, our proposed algorithm
employs ablind detection, which makes it suitable for real life
applications. Additionally, a comparison with the algorithm
in [12] reveals that our proposed method is slightly more
imperceptible in terms of PSNR metric, obtaining values
greater than or equals to 49 dB; meanwhile, in [12], the PSNR
values obtained from the whole image are less than 47 dB.
Although the method in [12] presents robustness against fil-
tering, impulsive noise contamination and scaling is outper-
formed by our proposed method in robustness terms against
image compression including DICOM JPEG lossy with QF
= 50 and JPEG 2000 lossy—lossless, which are common sig-
nal processing operations used to save storage space in data-
bases or hard disks. Finally, the method proposed in [14] has
less imperceptibility obtaining PSNR values less than 40dB;
meanwhile, our proposed method obtains values greater than
or equals to 49 dB. The watermarking algorithm presented in
[14] is less secured and needs a reference image for blind
extraction and detection of the watermark. Meantime, in our
proposed method, we only need the secret keys K| and K»
during the watermark detection process. The scheme in [14]

@ Springer



1176

SIViP (2015) 9:1163-1178

Fig. 11 Different attacks in the watermarked image. a DICOM JPEG lossy. b Sharpening 3 x 3. ¢ Gaussian noise . = 0, 02 = 0.001. d Median
filter 3 x 3. e Bright reduction. f Contrast enhanced. g Gaussian filter by 3 x 3. h Rotation by 35°. i Translation x = 25, y = 25 with cropping

is robust against several signal processing distortions, includ-
ing one geometric distortion composed by rotation. However,
its tolerance against JPEG compression is up to QF = 60 and
rotation up to 5°, meantime, our proposed method is robust
against several DICOM JPEG compression modes includ-
ing JPEG lossy with QF = 50 as well as JPEG 2000 lossy
and lossless. Moreover, our proposed scheme is designed to
support all rotation angles and other aggressive geometric
distortions.

@ Springer

4 Conclusions and future work

Because medical images and their related EPR are stored sep-
arately; the probability of corruption of this information or
their detachment from the corresponding EPR is very high.
Losing a data from the corresponding medical image may
lead to a wrong diagnostic. Using a digital watermarking
technique, the digest of this separate data can be embed-
ded into the corresponding medical image as a watermark
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Fig. 14 ROC curves for DICOM JPEG lossy compression mode

sequence, reducing the risk of detachment. In this paper, we
have presented a robust DFT-based watermarking method
applied to several types of DICOM medical images to avoid
detachment of the EPR information from the medical image
under analysis. The computational results using CR, RF, CT
and MR images have a good performance from robustness
and imperceptibility points of view. Evaluation results show
that the proposed algorithm is robust against geometric dis-
tortions and common signal processing operations, includ-
ing DICOM standard image compression modes. The pro-
posed method avoids a wrong diagnostic caused by image
degradation, preserving the imperceptibility requirement for
medical images, achieving a PSNR, SSIM and VIF values
greater than 49 dB, 0.98 and 0.95, respectively. Also simula-
tion results show that the proposed algorithm avoids perfectly
detachment problem. Given its relative compact design, the
proposed watermarking algorithm can be applied to the med-
ical images at the same time of acquisition. In summary, from
the comparison results, we can conclude that the proposed
algorithm outperforms the algorithms proposed in [10-14] in

Comparison Das et al. [10] Manasrah et al. Rahimi et al. [12]  Mostafaetal.[14] Proposed method
(contourlet trans-  [11] (discrete (contourlet trans-  (discrete wavelet (discrete Fourier
form) wavelet transform) form) packet transform) transform)

JPEG lossy Detected Detected - 60-100 20-100

(quality factor)

Scaling - - 0.5-0.75 - 0.4-2

Rotation - - - —5°,5° 0°-360°

Imperceptibility (dB) PSNR <35 PSNR <34 PSNR <47 PSNR <40 PSNR > 49

Detection metric Subjective Correlation BER, NC BER, NC BCR

criterion

Original image Not need, blind Needed, non-blind Not need, blind Reference image for Not need, blind

detection detection detection blind detection detection
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terms of imperceptibility and robustness, which are one of the
most efficient algorithms recently proposed in the literature
with the same purpose. As a future scope of the proposed
method is considered to improve the embedding strategy
without affect the imperceptibility and robustness obtained
hitherto, replacing the one-way by two-way hash function,
in order to be able to restore the original EPR data. Until
now, our proposed method is capable of avoiding perfectly
the detachment problem even when the watermarked med-
ical image is distorted by signal processing and aggressive
geometric distortions; however, as a drawback, the method
proposed does not restore the EPR data to their text original
format.
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