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Abstract Secret sharing (SS) is part of the essential tech-
niques in cryptography but still faces many challenges in effi-
ciency and security. Currently, SS schemes based on the Chi-
nese Remainder Theorem (CRT) are either low in the infor-
mation rate or complicated in construction. To solve the above
problems, 1) a simple construction of an ideal (t, n)-SS scheme
is proposed based on CRT for a polynomial ring. Compared
with Ning’s scheme, it is much more efficient in generating
n pairwise coprime modular polynomials during the scheme
construction phase. Moreover, Shamir’s scheme is also a spe-
cial case of our scheme. To further improve the security, 2)
a common-factor-based (t, n)-SS scheme is proposed in which
all shareholders share a common polynomial factor. It enables
both the verification of received shares and the establishment of
a secure channel among shareholders during the reconstruction
phase. As a result, the scheme is resistant to eavesdropping and
modification attacks by outside adversaries.

Keywords ideal secret sharing, Chinese remainder theorem,
coprime polynomial generation, common factor

1 Introduction
To safeguard cryptographic keys, Shamir [1] and Blakley [2]
independently introduced (t, n)-threshold secret sharing ((t, n)-
SS) in 1979. In a (t, n)-SS scheme, the dealer divides a secret
into n pieces and allocates each piece to a shareholder. A group
of t or more shareholders can reconstruct the secret, but t − 1
or fewer shareholders cannot recover the secret. Secret shar-
ing schemes have been widely used in security protocols, e.g.,
threshold public key encryption [3], signature algorithm [4],
and zero-knowledge proof [5]. (t, n)-SS schemes can be built
by various mathematical tools. For example, Shamir’s scheme
is based on Lagrange interpolation polynomial, and Blakley’s
scheme is based on the hyperplane. In this paper, we focus on
(t, n)-SS schemes based on the Chinese Remainder Theorem
(CRT).

Mignotte [6] and Asmuth-Bloom [7] proposed the (t, n)-SS
scheme based on CRT for integer ring Z in the 1980s. Since
then, many CRT-based schemes [8–11] have been developed to

Received September 27, 2020; accepted January 20, 2021

E-mail: mfy@ustc.edu.cn

meet different requirements in practice.
In 1990, Brickell [12] gave the notion of the ideal secret

sharing (SS) scheme, which means a perfect SS scheme with
the information rate ρ = 1. As the first CRT-based scheme,
Mignotte’s (t, n)-SS scheme [6] is not perfect in security and
has an information rate ρ < 1. In contrast, Asmuth-Bloom’s
scheme [7] is perfect in security but is still not ideal. Be-
sides, almost all other schemes based on Mignotte’s or Asmuth-
Bloom’s schemes are not ideal either. In scheme construction,
all (t, n)-SS schemes based on CRT for Z are complicated in
picking a group of n pairwise coprime moduli, which is sub-
ject to a much rigorous condition. Hence, constructions of SS
schemes based on CRT are more difficult compared with other
schemes.

In 2018, Ning et al. [13] proposed an ideal SS scheme based
on CRT for Fp[x], the polynomial ring over a finite field Fp,
and proved that Shamir’s scheme is a special case of their
scheme. In the scheme, generating coprime polynomials is the
most time-consuming operation, which decides the efficiency of
the distribution phase. The scheme generates pairwise coprime
modular polynomials in two steps. At first, the dealer randomly
chooses polynomials in Fp[x]. Then the dealer checks their ir-
reducibility to guarantee irreducible polynomials are chosen as
pairwise moduli. However, it makes the scheme construction
complicated and inefficient.

Therefore, one of our goals is to improve the efficiency of
scheme construction by directly generating coprime polynomi-
als without checking the irreducibility.

When considering attacks to SS schemes, most of the exist-
ing schemes face two types of attacks, message modification
attack, and eavesdropping attack.

Message modification attack in SS schemes causes that
shareholders receive incorrect shares in the distribution phase,
and thus the secret cannot be reconstructed correctly in the re-
construction phase. Message authentication code (MAC) [14–
16] is widely used to resist message modification attack.

Moreover, eavesdropping attack during the reconstruction
phase may cause adversaries to reconstruct the secret illegally.
Establishing secure channels is a sophisticated way to resist
eavesdropping attack, which requires a secret key to be shared
between two communication parties. The Diffie-Hellman key
agreement protocol [17] was proposed in 1979 and widely
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used to establish a secure channel between two parties. Be-
sides, Barker et al. [18] proposed key-establishment schemes
based on the discrete logarithm problem over finite fields and
elliptic curves, including several variations of Diffie-Hellman
and Menezes-Qu-Vanstone (MQV) key establishment schemes.
Hence, most SS schemes [19–21] often assume that a secure
channel among shareholders has existed during reconstruction.
To remove such an assumption, some researchers consider con-
structing SS schemes without pre-deployed secure channels be-
tween each pair of shareholders. In Zhao’s scheme [22], each
shareholder chooses his own shadow by himself, which makes
the system does not need a secure channel. In [23], Harn et al.
applied bivariate polynomials to establishing secure channels
between any two shareholders. To thwart eavesdropping and
modification attacks simultaneously, we use a common poly-
nomial factor to enable message verification and private key
agreement among shareholders.

Our contributions can be summarized as follows:

• A simple ideal SS scheme based on CRT for Fp[x]:
(1) The scheme is perfect in security and has the infor-

mation rate ρ = 1, which is the highest.
(2) The construction of the proposed scheme is sim-

ple which only takes O(n) operations in Fp[x] to
choose n pairwise coprime modular polynomials. It
is more efficient than Ning’s scheme, which takes
O(nd3logdlogp) operations in Fp[x], where d is the
degree of chosen polynomials.

• A SS scheme based on common polynomial factor:
(1) The scheme can not only prevent message modi-

fication attack in the distribution phase and recon-
struction phase but also thwart eavesdropping attack
in the reconstruction phase. The probability of de-
tecting message modification is 1 − 1

pdg , which ap-
proaches 1, where p is a large prime, and dg is the
degree of the verification polynomial.

(2) The common polynomial factor enables the com-
biner and shareholders to share a secure channel in
the reconstruction phase. Therefore, a pre-deployed
secure channel is no longer required compared with
most existing schemes.

The remainder of this paper is organized as follows. Section 2
contains some preliminaries and security models of the pro-
posed schemes. The first scheme and its analyses are presented
in Section 3. The second scheme and an example are included in
Section 4. The detailed analysis of the second scheme is given
in Section 5. Section 6 concludes our work.

2 Preliminaries
This section introduces some backgrounds of the proposed
schemes.

2.1 Notation
Some frequently used notations are listed as below.

• Z denotes the ring of integers.
• Fp denotes the finite field with p elements, p prime.

• Fp[x] denotes the polynomial ring with indeterminate x
over Fp.
• [n] denotes the set {1, 2, . . . , n}.
• Both da and deg(a) denote the degree of a polynomial

a(x) ∈ Fp[x].
• Let

M =

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝

m11 m12 . . . m1 f

m21 m22 . . . m2 f

...
...

...

me1 me2 . . . me f

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠

,

be an array of size m × n. Let A = {a1, . . . , ar} ⊂ [e] be
a set of indices of rows of M and B = {b1, . . . , bs} ⊂ [ f ]
be a set of indices of columns of M. Then M(A, B) will
denote the subarray indexed by indices of A × B, i.e.,

M(A, B) =

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝

ma1,b1 ma1,b2 . . . ma1,bs

ma2,b1 ma2,b2 . . . ma2,bs

...
...

...

mar ,b1 mar ,b2 . . . mar ,bs

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠

,

when A = {a} ⊂ [e] or B = {b} ⊂ [ f ] is singleton, the no-
tation M(A, B) will be simplified as M(A, b) or M(a, B).

• Let A be a finite set. |A| and #A denotes the number of
elements of A.

2.2 Secret sharing
There are three types of entities and two phases in the proposed
SS schemes. The entities include a dealer, a combiner, and n
shareholders. (1) Dealer. A secret sharing scheme is coordi-
nated by a dealer who is trusted by all shareholders and splits
the secret into n shares in the distribution phase. (2) Share-
holder. Each shareholder receives its share from the dealer.
Shareholders are called participants when they take part in
the reconstruction phase. (3) Combiner. The combiner collects
shares from shareholders and recovers the secret from collected
shares in the reconstruction phase. For simplicity, we assume
the combiner is one of the shareholders. The communication
model is shown in Fig.1.

Fig. 1 Communication model

In a (t, n)-SS scheme, the dealer divides the secret into n
shares, {si(x) | i ∈ [n]}, and then allocates each share, e.g., si(x)
to shareholder {Pi | i ∈ [n]}. A (t, n)-SS scheme has the follow-
ing two properties. (1) The combiner can recover the secret after
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collecting more than t − 1 shares. (2) If fewer than t shares are
available, the combiner cannot recover the secret.

Definition 1 ((t, n) Threshold Scheme) Let S 0, S 1, . . . , S n

be a series of finite sets. A (t, n) threshold scheme over
S 0, S 1, . . . , S n is an array M of m rows and n + 1 columns
verifying

1) (correctness) for any A ⊂ [n] with |A| � t, for any rows
u, v ∈ [m] of the matrix, if M(u, A) = M(v, A), then
M(u, 0) = M(v, 0); and

2) (perfectness) for any B ⊂ [n] with |B| � t−1, for any tuple
T ∈ S B, for any keys k1, k2 ∈ S 0,

# {r ∈ m | M(r, B0)=k1T }=# {r ∈ m | M(r, B0)=k2T } > 0

where B0 = {0} ∪ B.

Definition 2 (Orthogonal array [24]) Let S be a set of s el-
ements. An N × k array A with entries from S is said to be an
orthogonal array with s levels, strength t, and index λ (for some
t in the range 0 � t � k), denoted as OA(N, k, s, t), if every N× t
subarray of A contains each t-tuple based on S exactly λ times
as a row. When λ = 1, it is customary to say that the orthogonal
array has index unity.

Theorem 1 ( [25]) Let M be an ideal (t, n)-SS scheme over S
with |S | = s, then M is an OA(st, n+ 1, s, t). Conversely, if M is
an OA(st, n + 1, s, t), then M is an ideal (t, n)-SS scheme.

2.3 CRT for Fp[x]
This subsection introduces the CRT for Fp[x], the ring of poly-
nomials over the Finite Field Fp.

Theorem 2 (Theorem 2 of [13]) Let r1(x), . . . , rn(x) be pair-
wise coprime polynomials in Fp[x]. Given polynomials
f1(x), . . . , fn(x) ∈ Fp[x], the system

f (x) ≡ fi(x) mod ri(x) for all i ∈ [n],

has the unique solution f (x) mod (
∏n

i=1 ri(x)) as

f (x) =
n∑

i=1

fi(x)Mi(x)M′i (x) mod M(x),

where M(x) =
∏n

i=1 ri(x), Mi(x) = M(x)
ri(x) and Mi(x)M′i (x) ≡

1 mod ri(x).

3 A Simple construction of CRT-based ideal se-
cret sharing scheme
In this section, an ideal (t, n)-SS scheme based on CRT is
first proposed, which features a simple construction. Then the
correctness, efficiency, and security analysis of the proposed
scheme are presented.

3.1 A simple construction of CRT-based ideal secret sharing
scheme
To simplify the construction of CRT-based (t, n)-SS, we gener-
ate modular polynomials directly by adding different constant
terms to the same polynomial. The efficiency of the scheme is
much higher than Ning’s scheme. The specific steps are as fol-
lows:

Scheme 1 Distribution phase:
Step 1: The dealer chooses a dr-degree polynomial r(x)
to generate the modular polynomials and a secret polyno-
mial f (x) whose degree is d f (d f � tdr − 1). Then f (x)
can be written as

f (x) = a0 + · · · + adr−1xdr−1 + adr xdr + · · · + adf xdf ,

where ai ∈ Fp. The secret s(x) can be written as

s(x) = a0 + a1x + · · · + adr−1xdr−1.

Step 2: The dealer generates each share, e.g., si(x) for
shareholder {Pi | i ∈ [n]}. The share of Pi is si(x) =
f (x) mod ri(x), where ri(x) = r(x) + IDi with IDi ∈ Fp

means the identification of Pi.
Reconstruction phase:

After collecting m (m � t) shares, e.g., {si | i ∈ [m]} (t �
m � n), the combiner can reconstruct the secret polyno-
mial by calculating

f (x) =
m∑

i=1

si(x)Mi(x)M′i (x) mod M(x),

where M(x) =
∏m

i=1 ri(x), Mi(x) = M(x)
ri(x) and Mi(x)M′i (x) ≡

1 mod ri(x). The secret is the first dr terms in polynomial
f (x).

Scheme 1 can be simply shown in Fig. 2.

3.2 Correctness of Scheme 1
To prove Scheme 1 is correct, we need to prove t or more share-
holders can reconstruct the secret while t − 1 or fewer cannot
reconstruct the secret.

Lemma 1 Polynomials in the form of r(x)+ i and r(x)+ j are
pairwise coprime to each other, where r(x) is a polynomial with
deg(r) � 1 in Fp[x] and i, j ∈ Fp, i � j.

Proof Let r(x) be a random polynomial in Fp[x], and assume i
and j are different in Fp. Clearly, (i− j)−1((r(x)+i)−(r(x)+ j)) =
1, therefore r(x) + i and r(x) + j are coprime. �

Fig. 2 CRT-based SS scheme
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Proposition 1 More than t − 1 shares can reconstruct the se-
cret in Scheme 1.

Proof Without loss of generality, suppose shareholders
{P1, P2, . . . , Pm} (m � n) want to recover the secret, where si(x)
is the share of Pi and ri(x) = r(x) + IDi. Since the moduli ri(x)
are pairwise coprime according to Lemma 1, then we have the
CRT congruence system

⎧
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

f1(x) ≡ s1(x) mod r1(x),

f1(x) ≡ s2(x) mod r2(x),

· · · · · · · · · · · ·
f1(x) ≡ sm(x) mod rm(x).

(1)

Let M(x) =
∏m

i=1 ri(x). According to the Theorem 2, the system
has the unique solution with degree deg( f1) < deg(M). There-
fore, f1(x) can be recovered with degree deg( f1) < deg(M)
and satisfies system (1). Since f (x) with degree deg( f ) �
tdr − 1 < deg(M) also satisfies the system, f1(x) = f (x) fol-
lows. In this case the secret s(x) can be further obtained by
s(x) = f1(x) mod xdr . �

Proposition 2 Fewer than t shares cannot reconstruct the se-
cret in Scheme 1.

Proof Assume that there are t−1 shareholders participating in
the reconstruction phase in the worst case. Since this scheme is
ideal, the combiner cannot get any additional information about
the secret. The concrete proof will be shown in Section 3.4. �

According to Proposition 1 and Proposition 2, the correct-
ness of Scheme 1 has been proved.

3.3 Efficiency comparison
In Ning’s method, the most time-consuming part is to choose
pairwise coprime modular polynomials by Algorithm 1 and Al-
gorithm 2.

The method is selecting polynomials of specified degrees
randomly in Fp[x], then checking the irreducibility of the

Algorithm 1 Algorithm for irreducible polynomial testing [13]

INPUT: f (x) ∈ Fp[x] of degree d > 0
OUTPUT: whether f (x) is irreducible or not

h = x mod f ;
for each k ∈ [1, �d/2	] do

h = hp mod f ;
if gcd(h − x, f ) � 1 then

return false;
end if

end for
return true;

Algorithm 2 Generation algorithm of random irreducible polynomial [13]

INPUT: the given degree d

OUTPUT: an irreducible polynomial of degree d

repeat
choose a polynomial f of degree d at random;
test whether f is irreducible using Algorithm 1;

until f is irreducible;

return f ;

Algorithm 3 Generating n pairwise coprime polynomials

INPUT: the given degree d and {IDi ∈ Fp | i ∈ [n]}
OUTPUT: n pairwise coprime polynomials {ri(x) ∈ Fp[x] | i ∈ [n]} of

degree d

choose a polynomial r(x) of degree d at random;
for each i ∈ [n] do

ri(x) = r(x) + IDi;
end for
return ri(x);

chosen polynomials. The dealer chooses n irreducible polyno-
mials as modular polynomials, which are automatically pair-
wise coprime to each other. This algorithm to choose n irre-
ducible modular polynomials of degree d in Fp[x] has the time
complexity O(nd3logdlogp).

In Scheme 1, the method to choose pairwise coprime poly-
nomials is Algorithm 3, which has time complexity O(n). The
chosen polynomials are automatically coprime, according to
Lemma 1. Clearly, our method is simpler and more efficient.
Since our Scheme 1 is an improvement to Ning’s scheme, both
schemes are the generalization of Shamir’s scheme according
to [13].

3.4 Security analysis
In this part, we show that Scheme 1 is an ideal (t, n)-SS scheme
as in Definition 1. To this end, by Theorem 1, it suffices to show
that the distribution table of Scheme 1 is an orthogonal array of
strength t and index unity as in Definition 2.

Clearly, there are k � ptdr polynomials of degree at most
tdr − 1 over Fp. Label them as
{
f (x) ∈ Fp[x]

∣
∣
∣ deg( f ) � tdr − 1

}
= { f1(x), f2(x), . . . , fk(x)} .

Table 1 lists all distribution rules of Scheme 1. It consists of k
rows and n + 1 columns. For each 1 � j � k, the jth row is of
the form
(
f j(x) mod xdr , f j(x) mod r1(x), . . . , f j(x) mod rn(x)

)
.

By Theorem 1, we need to show Table 1 is an OA of strength t
and index 1.

Proposition 3 Denote Table 1 by M. For any t columns
i1, i2, . . . , it of M, any t-tuple

(
si1 (x), si2 (x), . . . , sit (x)

)
of

Fp[x]/ri1 (x) × Fp[x]/ri2 (x) × · · · × Fp[x]/rit (x) must appear in
M at the corresponding columns.

Proof Consider the following system of congruence
⎧
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

X(x) ≡ si1 (x) mod ri1 (x),

X(x) ≡ si2 (x) mod ri2 (x),

. . . . . . . . . . . .

X(x) ≡ sit (x) mod rit (x).

(2)

Table 1 Distribution table of Scheme 1

s(x) f (x) mod r1(x) . . . f (x) mod rn(x)

s1(x) s11 (x) . . . s1n (x)
s2(x) s21 (x) . . . s2n (x)
.
.
.

.

.

.
.
.
.

sk(x) sk1 x . . . skn x
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By Theorem 2, system (2) has a solution g(x) ∈ Fp[x] of degree
at most tdr − 1. Suppose g(x) is labeled as the jth polynomial
as above. Then the tuple

(
si1 (x), si2 (x), . . . , sit (x)

)
appears in the

corresponding columns of the jth row of M. �

Proposition 4 Denoted Table 1 by M. Then M is an OA of
strength t and index unity.

Proof Fix any t columns of M, by Proposition 6, any t tuple
will appear. Since the number of all such t tuples is ptdr , which
coincides with the number of rows of M, we conclude that any
t tuple appears exactly once. Otherwise, if some t tuple appears
more than two times, then the number of rows of M will be
strictly larger than ptdr , a contradiction. �

4 Common-factor-based secret sharing scheme
In this part, we propose a (t, n)-SS scheme based on a common
polynomial factor that can resist eavesdropping attack and mes-
sage modification. Then we use a concrete example to further
demonstrate the scheme better.

4.1 Construction of common-factor-based secret sharing
scheme
It is a (t, n)-SS with two functions of security which are both
based on a common polynomial factor. On one hand, this
scheme resists message modification attack during the distribu-
tion phase and reconstruction phase by verification enabled by
the common polynomial factor. On the other hand, it also pre-
vents the eavesdropping attack in the reconstruction phase by
establishing a secure channel among the combiner and share-
holders through the common polynomial factor. The specific
steps are as follows:

The dealer needs to choose three polynomials in the distri-
bution phase. They are the secret polynomial f (x), the modu-
lar polynomial r(x), and the verifying polynomial g(x). To ex-
press this scheme more clearly, we assume the degree of g(x) is
dg = 2. Of course, the degree of g(x) can also be other value
but needs to satisfy dg = d f − tdr + 1, where t is the number of
shareholders participating in the reconstruction phase.

Scheme 2
Distribution phase

Step 1: Generating coprime modular polynomials The
dealer randomly chooses a dr-degree r(x) and a secret
(tdr + 1)-degree polynomial f (x) = a0 + · · ·+ adr−1xdr−1 +

adr xdr + · · · + atdr+1xtdr+1 in Fp[x]. The secret s(x) is the
first dr terms of f (x), i.e.,

s(x) = a0 + a1x + · · · + adr−1xdr−1.

For all shareholders {Pi | i ∈ [n]}, the dealer computes

ri(x) = r(x) + IDi, i ∈ [n],

as the modular polynomial of Pi with IDi ∈ Fp. It picks
a 2-degree polynomial g(x) coprime to each ri(x). The
dealer makes each ri(x) and g(x) public while keeps f (x)
and s(x) private.
To make g(x) coprime to each ri(x), the dealer picks a
quadratic non-residue q in Fp and constructs

g(x) = x2 − q.

Clearly, g(x) is irreducible in Fp[x].

Step 2: Distributing shares The dealer calculates mi(x)
as the share for shareholder Pi by

mi(x) = f (x) mod (ri(x) · g(x)), i ∈ [n].

Let
f (x) mod g(x) = ax + b.

The dealer chooses a one-way hash function H(·) and cal-
culates the verification message

h = H(a) ⊕ H(b),

where ⊕ denotes bitwise XOR. The dealer publishes h and
H(·) among all shareholders.
Step 3: Verifying shares Each shareholder Pi checks the
share by calculating

gi(x) = mi(x) mod g(x).

If gi(x) = a′x + b′ and H(a′) ⊕ H(b′) = h, it means the
share is not tempered during the distribution phase.

Reconstruction phase
Assume m shareholders, e.g., {Pi | i ∈ [m]} (t � m � n),
need to recover the secret, they send shares to the com-
biner Pc, c ∈ [m] through a secure channel and the secret
can be reconstructed by the combiner as follows.
Step 1: Sending shares via a shared secure chan-
nel Each shareholder Pi, i ∈ [m], calculates k(x) =
mi(x) mod g(x) = a′x + b′ and k = H(a′‖b′), where a′‖b′
means concatenation of a and b. Since the combiner is one
of the shareholders, k is then served as the symmetric key
for establishing the secure channel among the combiner
Pc and shareholders. Each shareholder, e.g., Pi sends
Enck(mi(x)) to Pc, where Enck(·) represents some sym-
metric encryption algorithm and k is the encryption key.
Step 2: Verifying shares Let Deck(·) be the correspond-
ing symmetric decryption algorithm with decryption key
k. The combiner Pc decrypts Enck(mi(x)) by Deck(·) and
obtains mi(x), i ∈ [m]. Hence, Pc can calculate the verify-
ing message gi(x) and si(x) of Pi by

gi(x) = Deck(Enck(mi)) mod g(x), and

si(x) = Deck(Enck(mi)) mod ri(x).

Let gi(x) = a′x + b′, if H(a′) ⊕ H(b′) is equal to the pub-
lished h, it means the share mi(x) is not tempered.
Step 3: Recovering the secret After collecting m (t �
m � n) shares, the combiner Pc reconstructs the secret
polynomial f (x) by

f (x) =
m+1∑

i=1

si(x)Mi(x)M′i (x) mod M(x),

where rm+1(x) = g(x), sm+1(x) = mc(x) mod g(x), M(x) =
∏m+1

i=1 ri(x), Mi(x) = M(x)
ri(x) , and Mi(x)M′i (x) ≡ 1 mod ri(x).

Finally, the secret can be figured out as the first dr terms
of f (x).

Scheme 2 is shown in Fig.3.
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Fig. 3 Common-factor-based SS Scheme

4.2 An example of Scheme 2
In this part, an example of (3, 4)-SS scheme based on CRT for
F17[x] is presented to demonstrate Scheme 2.

In the distribution phase, the dealer selects public r(x) = x2 ∈
F17[x], secret polynomial f (x) = x5 + 7x4 + 10x3 + 6x2 + 14x+
15 ∈ F17[x] and thus the secret is s(x) = 14x + 15. Moreover,
The dealer chooses the polynomial g(x) = x2 − 4 ∈ F17[x] and
MD5 as the one-way hash function H(·) to generate the verifi-
cation information.

Then the dealer computes f (x) mod g(x) = 2x + 15 and thus
the published verification information

H(2) ⊕ H(15) = 9d4c2 f 636 f 067 f 89⊕ f 062936a96d3c8bd

= 6d2ebc09 f 9d5b734.

As a result, the key for establishing the secure channel is

H(2‖15) = H(215) = 26a953a8cd9526 f c.

The dealer publishes the hash function MD5, g(x) = x2 − 4
and the verification information 6d2ebc09 f 9d5b734. The in-
formation of every shareholder is shown in Table 2. In addi-
tion, all the shareholders have the same verification information
6d2ebc09 f 9d5b734, and the same key 26a953a8cd9526 f c.

If the combiner collects three or more correct shares, it can
reconstruct the secret. Suppose shareholders P3, P5 and P7

with identification 3, 5 and 7 respectively, need to recover the
secret and P3 is the combiner. Thus, P5 and P7 need to send
their encrypted share Enck(mi(x)) to P3 in a secure channel with
k = 26a953a8cd9526 f c. The combiner P3 uses the same key to

Table 2 Information of shareholders

i ID ri(x) mi(x) si(x)

1 3 x2 + 3 11x3 + 13x2 + 9x + 14 10x + 9
2 5 x2 + 5 9x3 + 16x2 + 2 6x + 7
3 7 x2 + 7 7x3 + 2x2 + 8x + 7 10x + 10
4 12 x2 + 12 2x3 + x2 + 11x + 11 4x + 16

decrypt these shares. Then P3 verifies shares and calcu-
lates si(x) of each shareholder. If there is no modification in
the transmission, P3 calculates s3(x) = m3(x) mod r3(x) =
10x + 9, s5(x) = m5(x) mod r5(x) = 6x + 7, s7(x) = m7(x) mod
r7(x) = 10x + 10 and st+1(x) = s4(x) = mc(x) mod g(x) =
m3(x) mod g(x) = 2x + 15, rt+1(x) = r4(x) = g(x) = x2 − 4. In
this case, the combiner P3 can computing f (x) as

f (x) =
(
s3(x)m5(x)m7(x)g(x)(m5(x)m7(x)g(x))−1 mod m3(x)

)

+
(
s5(x)m3(x)m7(x)g(x)(m3(x)m7(x)g(x))−1 mod m5(x)

)

+
(
s7(x)m3(x)m5(x)g(x)(m3(x)m5(x)g(x))−1 mod m7(x)

)

+
(
s4(x)m3(x)m5(x)m7(x)(m3(x)m5(x)m7(x))−1 mod g(x)

)

mod (m3(x)m5(x)m7(x)g(x))

= x5 + 7x4 + 10x3 + 6x2 + 14x + 15,

and finally recover the secret as s(x) = f (x) mod xdr = 14x+15.

5 Analysis of common-factor-based secret
sharing
In this part, we analyze the correctness and security of
Scheme 2.

5.1 Correctness of Scheme 2

Proposition 5 The degree of g(x) needs to satisfy dg = d f −
tdr + 1.

Proof In Scheme 2, at least t shareholders can reconstruct a
polynomial f (x) of degree d f = tdr + dg − 1 according to The-
orem 2. Therefore, for t shareholders to reconstruct f (x), the
degree of g(x) needs to satisfy dg = d f − tdr + 1. �

Proposition 6 More than t − 1 shareholders can reconstruct
the secret in Scheme 2.

Proof If the combiner Pc gets m (t � m � n), messages Pc
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will get the system of congruences (3),
⎧
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

f3(x) ≡ m1(x) mod (r1(x)g(x)),

f3(x) ≡ m2(x) mod (r2(x)g(x)),

. . . . . . . . . . . .

f3(x) ≡ mm(x) mod (rm(x)g(x)),

(3)

which yields the system of congruences (4) because g(x) is co-
prime to each ri(x),

⎧
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

f3(x) ≡ m1(x) mod r1(x),

. . . . . . . . . . . .

f3(x) ≡ mm(x) mod rm(x),

f3(x) ≡ mc(x) mod g(x),

(4)

i.e., ⎧
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

f3(x) ≡ s1(x) mod r1(x),

. . . . . . . . . . . .

f3(x) ≡ sm(x) mod rm(x),

f3(x) ≡ mc(x) mod g(x).

(5)

According to Theorem 2, system (5) determines f3(x) as

f3(x) =
m+1∑

i=1

si(x)Mi(x)M′i (x) mod M(x),

where rm+1(x) = g(x), sm+1(x) = mc(x) mod g(x), M(x) =
∏t+1

i=1 ri(x), Mi(x) = M(x)
ri(x) , and Mi(x)M′i (x) ≡ 1 mod ri(x).

Now that f3(x) is the unique solution with degree deg( f3) <
deg(M) and f (x) is also a solution with degree deg( f ) <
deg(M), it follows f (x) = f3(x) and thus the secret s(x) can
be obtained from f3(x) finally. �

Proposition 7 Fewer than t shareholders cannot reconstruct
the secret in Scheme 2.

Proof Consider the worst case in which the combiner Pc gets
t − 1 shares, e.g., {m1,m2, . . . ,mt−1}, Pc can establishes the sys-
tem (6),

⎧
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

f4(x) ≡ m1(x) mod (r1(x)g(x)),

f4(x) ≡ m2(x) mod (r2(x)g(x)),

. . . . . . . . . . . .

f4(x) ≡ mt−1(x) mod (rt(x)g(x)).

(6)

Since g(x) is coprime to each ri(x), system (6) is equivalent to
system (7),

⎧
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

f4(x) ≡ s1(x) mod r1(x),

. . . . . . . . . . . .

f4(x) ≡ st−1(x) mod rt−1(x),

f4(x) ≡ sc(x) mod g(x).

(7)

According to Theorem 2, Pc can only determine a polynomial
f4(x) mod (g(x)

∏t−1
i=1 ri(x)) with degree tdr + dg − dr − 1. Note

that f (x) has the degree tdr + dg − 1 and satisfies

f (x) ≡ f4(x) mod (g(x)
t−1∏

i=1

ri(x)), (8)

i.e.,

f (x) = f4(x) + k(x)(g(x)
t−1∏

i=1

ri(x)), (9)

for some k(x) ∈ Fp[x] with degree dk � (dr − 1). Clearly, there
are pdr possible k(x) satisfying Eq. (9), that is, the probability
for t − 1 shareholders to obtain f (x) (and thus s(x)) is 1/pdr ,
which is the same as the probability to directly guess the secret
s(x) without any share. Therefore, the SS scheme is perfect in
security. �

According to Propositions 5–7, Scheme 2 is correct.

5.2 Security model
Scheme 2 is a (t, n)-SS scheme with two security functions
based on a common polynomial factor. It is assumed that

(1) the dealer and all shareholders are honest;
(2) communications in the distribution phase are based on

pre-deployed secure channels, which means each share is se-
curely allocated to the corresponding shareholder.

(3) an Outsider is an adversary who has no valid share. It may
listen to the channels (eavesdropping attack) or modify mes-
sages (modification attack) through these channels among the
dealer, combiner, and shareholders. Eavesdropping attack aims
to obtain shares and thus recover the secret while modification
attack aims to prevent shareholders from recovering correct se-
cret.

5.3 Resistance to attacks
Resistance to eavesdropping attack: An Outsider O may lis-
ten to the channel and get a message MA transmitted in this
channel.

The general method to resist to eavesdropping attack is trans-
mitting information via a secure channel. In this case, O can
only get the ciphertext instead of the plaintext.

According to the security model of Scheme 2, there exists
a pre-deployed secure channel in the distribution phase, and
thus shares can be securely distributed to each shareholder in
this phase. Although an attacker can listen to the channel, the
attacker can only get an encrypted message MA. Therefore,
Scheme 2 is resistant to eavesdropping attack in the distribu-
tion phase.

In the reconstruction phase, there does not exist a pre-
deployed secure channel. Instead, each shareholder, e.g., Pi

can obtain the same polynomial k(x) by computing k(x) =
mi(x) mod g(x) with its share mi(x). Consequently, they are al-
lowed to derive the shared key k from k(x) and establish a secure
channel with k among them. Therefore, Scheme 2 is resistant to
eavesdropping attack in the reconstruction phase.
Resistance to message modification attack: An Outsider O
listens to a secure channel and changes a messageMA toMB

through the channel. In this case, the receiver gets the modified
MB, instead of the original messageMA.

Shareholders guarantees by verification message that a re-
ceived share is not tampered with. After receiving the share
mi(x) from the dealer, a shareholder Pi calculates the verifica-
tion message with v(x) = mi(x) mod g(x) = f (x) mod g(x) =
a′x + b′. Moreover, each shareholder is able to calculate the
same v(x) if the received message is not modified. Comparing
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H(a′) ⊕ H(b′) with published h can realize the verification of
each share mi(x). Thus, the dealer only needs to publish a single
hash value, h, rather than n verification values to n shareholders.

The adversary cannot figure out the key from intercepted
messageMA or published value h.

For the first case, O cannot get the key k fromMA, which is
the message encrypted by the key k if the used cryptographic
algorithm Enck(.) and Deck(.) are secure enough.

For the second case, let consider the probability ofO deriving
k from h = H(a) ⊕ H(b).

According to the properties of one way hash functions, it is
hard to invert H(M) to obtain M. That is,

Pr[H−1(H(M)) = M] = δ,

where δ is negligible. It means a, b and thus k = H(a‖b)
cannot be obtained even if H(a) and H(b) are available from
h = H(a) ⊕ H(b).

Therefore,O cannot get k from eitherMA or h = H(a)⊕H(b).
The probability of modified message MB passing the ver-

ification depends on p. We know that MA has the form
Enck( f (x) mod ri(x)g(x)) before transmission. We assume that
MA is modified intoMB by an adversary during transmission
and the modified message m′i(x) = Deck(MB), is a polyno-
mial of degree deg(m′i) � dr − 1 uniformly distributed within
Fp[x]. We have Deck(MB) mod g(x) uniformly distributed in
Fp[x] with degree less than dg.

In this case, we have

Pr[Deck(MB) mod g(x) = mi(x) mod g(x)] =
1

pdg
.

Therefore, the possibility of the modified messageMB pass-
ing verification is 1

pdg , which approaches 0 if p is large enough.
In other words, the probability of detecting message modifica-
tion is 1 − 1

pdg , which is almost 100%.
In conclusion, Scheme 2 is resistant to message modification.

The security of it depends on the large p.

6 Conclusions
We propose two (t, n)-SS schemes based on the properties of
CRT for the polynomial ring over a finite field.

In Scheme 1, we present a simpler construction of an
ideal (t, n)-SS scheme based on CRT for Fp[x]. It takes only
O(n) operations in choosing pairwise coprime polynomials.
Compared with the construction of Ning’s scheme, generat-
ing coprime polynomials, the most time-consuming part, takes
O(nd3logdlogp) operations, where n is the number of share-
holders, d is the degree of polynomials.

Scheme 2, based on a common polynomial factor, is a se-
curity extension of Scheme 1. In the scheme, no pre-deployed
secure channel is required during the reconstruction phase, be-
cause it is easy to establish a symmetric secure channel between
the combiner and shareholders through the common polyno-
mial factor. Besides, the common factor can also be used to
realize message verification, which makes sure received mes-
sages are correct. Analyses show Scheme 2 can both resist
eavesdropping attack and message modification efficiently.
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