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Abstract
In this paper, we propose a novel real-time scheme of separable reversible data hiding in encrypted images, which consists 
of image encryption, data embedding, data extraction and image recovery. In image encryption phase, the content owner 
divides the original image into a number of non-overlapping blocks and encrypts blocks by stream cipher and permutation. 
During the data embedding phase, the data hider classifies encrypted blocks into smooth region and complex region accord-
ing to the threshold and replaces the MSB layer of a part of pixels in blocks of smooth region with the secret data. Then, 
the LSB layers of other pixels are collected and compressed to generate a room for embedding the secret data again. When 
the receiver receives the marked image, he can divide the marked image into blocks and decrypt them by the encryption 
key to obtain a similar image with good quality. If the receiver only has the data hiding key, he can classify the blocks into 
smooth region and complex region according to the threshold and extract the embedded data by the data hiding key. If the 
receiver has both encryption key and data hiding key, he can extract the embedded data from the marked image and recover 
the original image perfectly. The proposed scheme can achieve satisfactory quality of decrypted image and high embedding 
rate. Experimental results demonstrate the effectiveness and computational efficiency of our scheme.

Keywords  Image encryption · Reversible data hiding · Image decryption · Image recovery · Real-time

1  Introduction

Recent years, people have paid more attention on the pri-
vacy with the development of cloud and internet. Revers-
ible data hiding in encrypted images (RDHEI) is proposed, 
this technology is useful for protecting the privacy. Now, 
RDHEI is widely used in many regions, such as military 
and medical images. For example, when you upload your 
photos to your cloud space, you can first encrypt the photos 
to ensure the image security and embed the information of 
the corresponding photo into the encrypted image for finding 
it later conveniently.

Data hiding is a useful technology in the field of infor-
mation protection, so that the adversary can not detect 
the embedded information [1–4]. Now, digital image has 
become an important manner of communication, however, 
sometimes the images may disclose important informa-
tion in military or medical fields. Based on these respects, 
people need to protect the security of images and effec-
tive manage images [5–8]. An improved dual-image RDH 
method using the selection strategy of shiftable pixels’ 
coordinates with minimum distortion was proposed in [9]. 
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A color-image-dedicated reversible data hiding (RDH) 
algorithm [10] was proposed to improve embedding per-
formance by applying a guided filtering predictor and an 
adaptive prediction-error expansion (PEE) scheme. Based on 
prediction-error expansion (PEE), a new reversible data hid-
ing (RDH) technique for multiple histograms was proposed 
in [11]. However, the proposed scheme in [12] improved 
PEE by exploiting the correlations among prediction-errors. 
In [13], the authors revisited histogram shifting (HS) tech-
nique and proposed a framework of HS-based RDH. In 
[14], a novel prediction-based reversible data hiding scheme 
was proposed, which was based on image inpainting. By 
exploiting modification direction (EMD), a new scheme for 
reversible data hiding was proposed in [15]. Nevertheless, 
sometimes people do not want others to know the original 
image content, hence, reversible data hiding or compression 
in encrypted images was proposed. A novel lossy compres-
sion for encrypted images was proposed in [16]. The original 
image was encrypted by a modulo-256 addition and block 
permutation, and then the spatial correlation and quantiza-
tion were used in compression phase. In [17], the content 
owner encrypted the image by a stream cipher, and the secret 
data were embedded by flipping the three LSB layers. The 
receiver can directly decrypt the marked image, extract the 
secret data and recover the original image. The method in 
[18] improved the scheme in [17] by the side-match tech-
nique, and the authors defined a new fluctuation function 
for each block. To further improve the performances of [17, 
18], Liao et al. proposed a new, more precise function to 
calculate the complexity of the image blocks by consider-
ing the absolute mean difference of multiple neighboring 
pixels [19]. A resolution progressive compression scheme 
was proposed in [20], which was used in encrypted image. A 
new scheme for separable reversible data hiding in encrypted 
images was proposed in [21], the data hider embedded the 
secret data into spare room where compressed by matrix 
operation. In [21], if the receiver only had the encryp-
tion key, he can decrypt the marked image directly. If the 
receiver only had the data hiding key, he can extract the 
embedded data directly. If the receiver had both the encryp-
tion key and data hiding key, he can extract the embedded 
data and recover the original image perfectly. Base on [21], 
the method in [22] changed data embedding phase, the 
data hider divided the encrypted image into three sets, and 
pseudo-randomly permuted the encrypted pixels in each set. 
Then, the data hider divided the pixels in each set into seg-
ments and used the matrix operation to embed additional 
data. When the marked image was received, the receiver 
divided the image recovery procedure into three rounds to 
recover the image. The discrete Fourier transform (DFT) 
in the encrypted domain which based on the homomorphic 
properties of the underlying cryptosystem was proposed in 
[23]. In [24], the method of data hiding in encrypted image 

used MSB prediction to achieve high capacity, however, this 
method needed the pre-processing. The scheme in [25] used 
LDPC code to compress a part of encrypted image, and the 
rest were kept unchanged as the side information for image 
recovery. Based on the distributed source coding, a novel 
scheme of reversible data hiding in encrypted images was 
proposed in [26]. In data embedding phase, LDPC code was 
also used to embed the additional data into the encrypted 
image. In [27], the original image was encrypted by specific 
encryption, and then one secret bit was embedded into each 
block of the encrypted image. The receiver can decrypt the 
marked image by the encryption key. Based on decrypted 
image, the secret data can be extracted and the original 
image can further be recovered by the data hiding key and 
the smoothness function.

In this paper, we propose a new scheme of separable 
reversible data hiding in encrypted images and make full 
use of the relationship of adjacent pixels. The content owner 
divides the original image into non-overlapping blocks and 
encrypts them by stream cipher and permutation. The data 
hider classifies the blocks into smooth region and com-
plex region and embeds the secret data into the encrypted 
image by two steps: (1) replace the MSB layer of a part 
of encrypted pixels in smooth region with the secret data, 
(2) compress the LSB layers of a part of the rest encrypted 
pixels. If the receiver only has the encryption key, he can 
decrypt the marked image directly to obtain an approximate 
image which has a good image quality. If the receiver only 
has the data hiding key, he can extract the secret data from 
the marked image. If the receiver has both the encryption 
key and data hiding key, he can extract the embedded data 
successfully and recover the image without any error accord-
ing to the spatial correlation in natural image.

The rest of this paper is organized as follows. Section 2 
describes the proposed RDHEI scheme detailedly. Experi-
mental results and comparisons are given in Sect. 3. Sec-
tion 4 concludes the paper.

2 � Proposed scheme

In the proposed scheme, there are four phases: (1) image 
encryption; (2) data embedding; (3) data extraction; (4) 
image recovery. Figure 1 shows the framework of the pro-
posed scheme. The content owner divides the original image 
into a number of non-overlapping blocks with a size of 2 × 2 
and encrypts the blocks by stream cipher and permutation. 
Then, the data hider classifies the blocks into smooth region 
and complex region according to a pre-determined thresh-
old T and embeds the data into the encrypted image using 
two methods; one is that the data hider compresses the least 
significant bits (LSB) of a part of pixels in the encrypted 
image using a data hiding key to create a sparse room for 
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the additional data, the other is that the most significant bit 
(MSB) of a part of pixels in smooth region are replaced by 
the additional data. The marked image is generated after 
the image encryption and data embedding phases. When 
the receiver received the marked image, he can decrypt the 
marked image only with encryption key to obtain an approxi-
mate image which has a good image quality. He can also 
extract the additional data in the marked image only accord-
ing to the data hiding key. If the receiver has both the encryp-
tion key and data hiding key, he can extract the embedded 
data successfully and recover the image without any error 
according to the spatial correlation in natural image. The 
detail of the proposed method is described as follows.

2.1 � Image encryption

Assume the original image I with a size of M × N is an 
uncompressed grayscale image and each pixel can be rep-
resented by 8 bits. The content owner divides the original 
image I into a number of non-overlapping 2 × 2-sized blocks, 
and M × N/4 blocks are generated. The blocks are denoted 
by Bi,j (1 ≤ i ≤ M/2 and 1 ≤ j ≤ N/2), and the four pixels in Bi,j 
are Bi,j

(0,0), Bi,j
(0,1), Bi,j

(1,0) and Bi,j
(1,1). As shown in Fig. 2, the 

pixels Bi,j
(0,0) and Bi,j

(1,1) are represented by “○”, Bi,j
(0,1) and 

Bi,j
(1,0) by “□”, respectively.
The content owner decomposes the four pixel values in 

each block into 8 bits by:

(1)b
(x,y,u)

i,j
=

⎢⎢⎢⎣
B
(x,y)

i,j

2u

⎥⎥⎥⎦
mod 2, u = 0, 1,… , 7,

where the (i, j) is the block index, and (x, y) ∈ {(0, 0), (0, 1), 
(1, 0), (1, 1)}. In each block, the content owner first encrypts 
8 bits of the square pixels and p least significant bits of the 
circle pixels by pseudo-random bits according to the encryp-
tion key:

where p denotes the number of LSB layers and will be used 
in data embedding phase. Here, p is a small positive integer 
and smaller than 4. Then, the content owner needs to encrypt 
the rest of (8 − p) most significant bits of the circle pixels 
in each block. Another different pseudo-random binary 
sequence Ai,j is generated by the content owner according to 
the encryption key, if the (8 − p) most significant bits of the 
circle pixels belong to Ψ3:

(2)b
�(x,y,u)

i,j
= b

(x,y,u)

i,j
⊕ f

(x,y,u)

i,j
, (x, y, u) ∈ �1 ∪�2,

(3)
�1 = {(x, y, u)|(x, y) ∈ {(1, 0), (0,1)} and u = 0, 1, 2, … , 7},

(4)
�2 = {(x, y, u)|(x, y) ∈ {(0, 0), (1,1)} and u = 0, 1, 2, … , p − 1},

Fig. 1   Framework of the pro-
posed scheme
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Then, the encrypted pixels are calculated by:

When the pixels in the image are all encrypted, the con-
tent owner permutes the blocks pseudo-randomly according 
to the encryption key. Thus, the final encrypted image Ie is 
generated.

2.2 � Data embedding

During this stage, the data hider embeds the secret data into 
the encrypted image by two steps.

The first step: the encrypted image Ie is divided into a 
series of non-overlapping 2 × 2-sized blocks Ei,j (1 ≤ i ≤ M/2 
and 1 ≤ j ≤ N/2), which is the same with method in encryp-
tion phase. In each block Ei,j, four pixels are denoted by 
E
(0,0)

i,j
 , E(0,1)

i,j
 , E(1,0)

i,j
 , E(1,1)

i,j
 from left to right, then from top to 

bottom. Then, the data hider calculates the absolute differ-
ence of the two circle pixels in each block, as illustrated in 
Fig. 2. For each block, the function is used to measure its 
smoothness:

where di,j represents the value of smoothness of correspond-
ing block Ei,j. Higher di,j denotes the corresponding block 
is more complex. For classifying the smooth and complex 
regions, a threshold T is obtained. According to the thresh-
old T, the data hider divides the blocks into smooth region 
and complex region:

where R1 and R2 represent smooth region and complex 
region, respectively. In each encrypted block of smooth 
region R1, the data hider collect the square pixels E(0,1)

i,j
 and 

E
(1,0)

i,j
 to generate a group Ge. Then, the most significant bit 

(MSB) of each pixel in Ge is replaced by secret data be:

(5)

{
b
�(x,y,u)

i,j
= b

(x,y,u)

i,j
, if Ai,j = 1,

b
�(x,y,u)

i,j
= b

(x,y,u)

i,j
, if Ai,j = 0,

(x, y, u) ∈ �3,

(6)
�3 = {(x, y, u)|(x, y) ∈ {(0, 0), (1,1)} and u = p, p + 1, p + 2, … , 7}.

(7)B
(x,y)

i,j
=

7∑
u=0

[2u × b
�(x,y,u)

i,j
].

(8)di,j =
||||2

p
⋅

⌊
E
(0,0)

i,j

/
2p
⌋
− 2p ⋅

⌊
E
(1,1)

i,j

/
2p
⌋||||,

(9)
{

�i,j ∈ �1, if di,j ≤ T ,

�i,j ∈ �2, if di,j > T ,

(10)E� (x,y)

i,j
=
(
E
(x,y)

i,j
mod 128

)
+ be × 128, (x, y) ∈ �4,

(11)�4 = {(x, y)|(x, y) ∈ {(0, 1), (1,0)}}.

When the pixels in group Ge are all embedded, the data 
hider puts them into their original position. We embed the 
secret data into the smooth region due to the full exploitation 
of spatial correlation in natural image. Thus, the first step is 
completed. Since the blocks belonging to smooth region are 
used to hide the additional data by MSB replacement in this 
step, thus, if the threshold T is higher, more blocks would 
belong to smooth region and more additional bits can be 
embedded into the encrypted image.

The second step: the data hider collects the p least signifi-
cant bits of two circle pixels ( E(0,0)

i,j
 , E(1,1)

i,j
 ) in each block Ei,j 

and divides them into a number of groups, each of which has 
q pixels. The number of pixels which are used for embedding 
in second step is M × N/2. In each group, denote them as v(k, 
1), v(k, 2), …, v(k, p·q). Here, k denotes the group index. A 
matrix M sized (p·q − s) × p·q is obtained by the data hider 
according to the data hiding key, which consist of two parts:

where the matrix I is an (p·q − s) × (p·q − s) identity matrix, 
and the matrix Q sized (p·q − s) × s is a pseudo-random 
binary matrix. In each group, the data hider compresses the 
bits by Eq. (13):

The arithmetic in Eq. (13) is modulo-2. After calculated 
by function (13), [v(k, 1), v(k, 2), …, v(k, p·q)] becomes 
[v′(k, 1), v′(k, 2), …, v′(k, p·q − s)], that is, p·q bits are com-
pressed into (p·q − s) bits. Thus, the data hider embeds the 
data into [v′(k, p·q − s + 1), v′(k, p·q − s + 2), …, v′(k, p·q)] in 
each group. Combine [v′(k, 1), v′(k, 2), …, v′(k, p·q − s)] and 
[v′(k, p·q − s + 1), v′(k, p·q − s + 2), …, v′(k, p·q)] to generate 
a new [v′(k, 1), v′(k, 2), …, v′(k, p·q)]. Substitute the [v(k, 1), 
v(k, 2), …, v(k, p·q)] with [v′(k, 1), v′(k, 2), …, v′(k, p·q)] and 
put them into their original position. After the two steps, an 
encrypted image with embedded data Im is generated. How-
ever, the order of the two steps can be changed and known 
by the receiver.

2.3 � Data extraction and image recovery

During this phase, three cases may happened: (1) receiver 
only has the encryption key, (2) receiver only has the data 
hiding key, (3) receiver has both encryption key and data 
hiding key. In our proposed scheme, the threshold T is a 
fixed number and known by the content owner, data hider 
and receiver.

If the receiver only has the encryption key, he/she can 
decrypt the marked image to obtain an image with high 

(12)� = [�p⋅q−s, �],

(13)

⎡⎢⎢⎢⎣

v�(k, 1)

v�(k, 2)

⋮

v�(k, pq − s)

⎤⎥⎥⎥⎦
= � ⋅

⎡⎢⎢⎢⎣

v(k, 1)

v(k, 2)

⋮

v(k, pq)

⎤⎥⎥⎥⎦
.



701Journal of Real-Time Image Processing (2019) 16:697–708	

1 3

image quality which is similar to original image. First, the 
receiver divides the marked image Im into M × N/4 non-
overlapping blocks sized 2 × 2 and classifies them into 
smooth region R1 and complex region R2 by the threshold 
T. Then, the pixels in each block are decomposed into 8 bits. 
Decrypting the four pixels in each block using exclusive OR 
operation according to the corresponding encryption key, 
as described in Sect. 2.1. After that, all the M × N/4 blocks 
are inversely permuted back to their original locations in 
the image by the encryption key. Thus, a basic image I’m is 
obtained. To improve the directly decrypted image’s qual-
ity, the receiver needs to further recover the MSB of square 
pixels of each block in smooth region R1. Because (8 − p) 
MSB layers of the circle pixels in �′

m
 are all unchanged, the 

receiver can generate a function to obtain estimated gray 
value:

where the estimated gray value is generated from the neigh-
bors in the basic image �′

m
 , and (m, n) denotes the position 

of the pixels (1 ≤ m ≤ M and 1 ≤ n ≤ N). For the square pixels 
in smooth region R1, the receiver calculates:

According to the function (15), the receiver further recov-
ers the MSB of the square pixels in smooth region. Because 
the data hider embeds a part of data into MSB layer in the 
smooth region, the result of further recovery is good. Thus, 
final decrypted image Id is generated.

If the receiver only has the data hiding key, he can extract 
the embedded data from the marked image directly. First, 
the receiver divides the marked image into M × N/4 non-
overlapping blocks sized 2 × 2 and classifies them into 
smooth region R1 and complex region R2 by the threshold 
T. After that the embedded data in MSB of the square pixels 
of the smooth region R1 can be extracted by the data hid-
ing key. Then, the receiver collects p bits of circle pixels in 
each block and divides them into k groups. In each group, 
s embedded bits can be extracted according to the data hid-
ing key. Thus, the receiver extracts all the embedded data 
without known the original image.

If the receiver has both the encryption key and data hid-
ing key, he can extract the embedded data and recover the 
original image. In the beginning, the receiver divides the 
marked image into M × N/4 non-overlapping blocks, and 
the values of parameters p, q and s are obtained according 
to the data hiding key. M × N/4 non-overlapping blocks 
are classified into smooth region and complex region by 

(14)p̂m,n =

⌊
pm−1,n∕2

p
⌋
+
⌊
pm+1,n∕2

p
⌋
+
⌊
pm,n−1∕2

p
⌋
+
⌊
pm,n+1∕2

p
⌋

4
⋅ 2p + 2p−1,

(15)p�
m,n

=

{
128 + mod(pm,n, 128), if ||128 + mod(pm,n, 128) − p̂m,n

|| < ||mod(pm,n, 128) − p̂m,n
||,

mod(pm,n, 128), otherwise.

the threshold T. Thus, the embedded data can be extracted 
from the marked image. Then the receiver decrypts the 
marked image to generate decrypted image Id according 
to the encryption key. In decrypted image Id, p LSB layers 
of the circle pixels in each block need to recover. In each 
pixel group, the receiver can get the vector [v′(k, 1), v′(k, 
2), …, v′(k, p·q − s)] in (13). The original bits vector of 
each group [v(k, 1), v(k, 2), …, v(k, p·q)] must be one in 
function (16):

where Γ is an arbitrary binary vector sized 1 × s, and H is 
a matrix sized s × pq and consisted of the transpose of Q 

and an s × s identity matrix. Thus, for recovering the vec-
tor [v(k, 1), v(k, 2), …, v(k, p·q)], there are 2s possibilities. 
The receiver puts the elements in each vector Θ into their 
original position and decrypts the pixel group to generate 

decrypted pixel group Ok according to the encryption key, 
and then calculates the total difference of the decrypted and 
estimated pixels in each group. Here, p̃m,n is generated from 
the neighbors in the directly decrypted image Id, and rm,n 
denotes the pixel values in decrypted pixel group Ok:

Thus, 2s possible D corresponding to 2s decrypted pixel 
group Ok. 2s decrypted pixel groups must contain the origi-
nal segment which has the smallest D, because of the spatial 
correlation in natural image. That is if the receiver find the 
smallest D, he can regard the corresponding pixel group as 
the original segment. When the pixel groups are all recov-
ered, the original image is recovered.

In our scheme, the adjacent pixels are helped each other 
to recover the image. We first use (8 − p) MSB layers of 
circle pixels to recover the MSB layer of square pixels in 
decryption phase. Then, the recovered square pixels are used 
to further recover the p LSB layers of circle pixels. Finally, 

(16)
� =

[
v�(k, 1), v�(k, 2),… ,v�(k, pq − s), 0, 0,… , 0

]
+ � ⋅�,

(17)� = [��, �s],

(18)p̃m,n =
pm−1,n + pm+1,n + pm,n−1 + pm,n+1

4
,

(19)D =
∑

(m, n)∈Ok

||rm,n − p̃m,n
||.
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the original image is recovered without any error. This way 
can improve the embedding rate and the visual quality of 
decrypted image significantly. The parameters of p, q and s 
can be transmitted as the additional data.

3 � Experimental analysis and results

3.1 � Security analysis

For the schemes of reversible data hiding in encrypted 
image, the security of encryption is important. Our encryp-
tion method consists of stream encryption and permuta-
tion. After the stream encryption, we randomly permute the 
M × N/4 non-overlapping blocks. In the permutation phase, 
there are at most (M × N/4)! possibilities of the permuted 
patterns. However, the value of (M × N/4)! is too large to 
rearrange the permuted blocks as original. To illustrate, we 
test the image lake in this phase. Figure 3a–d shows the orig-
inal image, encrypted image only with stream encryption, 
final encrypted image and decrypted image, respectively. In 

Fig. 4a, b, we show the histograms of original image and 
final encrypted image; however, the two histograms are 
quite different. In Fig. 4c, d, the x-axis and y-axis denote 
the position of corresponding pixel of the image, and the 
z-axis represents the pixel values. In addition, distributions 
of the pixel values of the original image and final encrypted 
image are shown in Fig. 4c, d. Clearly, the distribution of 
pixel values in the final encrypted image is uniform. Gener-
ally, the security of our encryption method is guaranteed.

3.2 � Comparisons with state‑of‑the‑art schemes

In this phase, the sizes of test images are 512 × 512, and the 
threshold T is 1. In Fig. 5, we use image Airplane to show 
the results, here, the parameters of q, p and s are 1600, 1 and 
1, respectively. Figure 5a shows the original image Airplane. 
The encrypted image and marked image with embedding 
rate 0.1171 bpp are shown in Fig. 5b, c. Figure 5d illustrates 
the directly decrypted image with PSNR of 57.4 dB.

The results of four images Airplane, Lake, Lena and 
Crowd with different embedding rates are shown in Fig. 6. 

Fig. 3   a Original image, b 
encrypted result with stream 
encryption, c final encrypted 
result with block permuta-
tion after stream encryption, d 
decrypted image
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They all have good image quality with big embedding capac-
ity. Our proposed scheme is more suitable for the smooth 
image because the smooth region and complex region in 
the image are used.

Table 1 illustrates the results of the four images with dif-
ferent parameters q, p and s in detail. From Table 1, we 
can see that when the parameter p is high, the correspond-
ing embedding rate is also improved. However, due to more 
LSB layers are changed, the corresponding PSNR in directly 
decrypted images are declined a little. In addition, as illus-
trated in Table 1, the image quality of final recovered image 
is good, and mostly can be recovered without any error.

Figures 7 and 8 show the comparisons between the pro-
pose scheme and [17, 19, 21]. Here, the parameter p of 
method in [19] is 1. Figure 7 illustrates the PSNR of directly 
decrypted image with different embedding rate comparisons. 
Both in PSNR and embedding rate, our propose scheme is 
well beyond other three methods. Figure 8 illustrates the 

SSIM of directly decrypted image with different embedding 
rate comparisons [28]. The results of SSIM and embedding 
rate of our proposed scheme are also very good. In our 
experiments, we set the threshold T is 1. If higher embed-
ding capacity is required, the user can set higher value of 
the threshold T.

3.3 � Analysis of computation complexity

The computation complexity of our proposed scheme mainly 
depends on the embedding phase including two embedding 
ways and the iteration algorithm in image recovery phase. 
As a result, the real-time performance will be affected, if 
more bits are embedded into the encrypted image or more 
groups are obtained. In the proposed scheme, the encryption 
method, embedding method and decryption method are all 
have low computation complexity. Here, we set parameters 
of q, p and s are 1600, 1 and 1, respectively. The image Lena 

0

500

1000

1500

2000

2500

3000

0 50 100 150 200 250

0

500

1000

1500

2000

2500

0 50 100 150 200 250

                  (a)                                         (b) 

                  (c)                                         (d) 

Fig. 4   Histograms and distributions of original image Lake and its final encrypted version. a Histogram of original image, b histogram of 
encrypted image, c distribution of the pixel values of the original image, d distribution of the pixel values of the final encrypted image



704	 Journal of Real-Time Image Processing (2019) 16:697–708

1 3

sized 512 by 512 was used as an example. The execution 
time of image encryption, data embedding, direct decryp-
tion and image recovery are 0.819, 2.570, 0.824 and 1.863 s, 

respectively, which demonstrates the real-time performance 
of our scheme and the feasibility in real applications.

4 � Conclusions

In this work, a real-time reversible data hiding scheme in 
encrypted image is presented, which uses mutual aid of 
the adjacent pixels to improve the embedding capacity and 
image quality of decrypted image. In the encryption phase, 
the content owner divides the original image into blocks 
and uses the stream cipher and permutation to encrypt the 
blocks. When the data hider obtains the encrypted image, 
he can embed the secret data into the encrypted image 
without known the image content. In detail, the data hider 
first classifies the encrypted blocks into smooth region and 
complex region and embeds the secret data into the MSB 
layer of square pixels in blocks of smooth region. Then, he 
collects the LSB layers of the circle pixels in all blocks and 
compresses them to make a room for embedding the secret 
data again. Finally, the marked image with secret data is 
generated. If he receiver only has the encryption key, he 
can divides the marked image into blocks and decrypts 

Fig. 5   a Original image, b 
encrypted image, c marked 
image (embedding rate 0.1171 
bpp), d directly decrypted 
image with PSNR of 57.4 dB

Fig. 6   PSNR of directly decrypted image with different embedding 
rates
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Table 1   Embedding rate (R), 
PSNR of directly decrypted 
images and PSNR of recovered 
images under different in 
parameters q, p and s 

q p s = 1 s = 2 s = 3 s = 4

Airplane 1600 1 0.1171, 57.4, + ∞ 0.1174, 55.3, + ∞ 0.1177, 54.8, + ∞ 0.1180, 54.4, + ∞
1000 2 0.1908, 50.1, + ∞ 0.1913, 48.3, + v∞ 0.1918, 47.6, + ∞ 0.1923, 47.3, + ∞
800 3 0.2745, 43.8, + ∞ 0.2751, 41.9, + ∞ 0.2757, 41.7, + ∞ 0.2764, 41.3, + ∞

Lake 2000 1 0.0620, 57.4, + ∞ 0.0622, 55.0, + ∞ 0.0624, 54.5, 66.2 0.0627, 54.5, 63.9
1000 2 0.1131, 50.4, + ∞ 0.1136, 48.6, + ∞ 0.1141, 47.7, + ∞ 0.1146, 47.5, 68.6
800 3 0.1860, 44.5, + ∞ 0.1866, 42.5, + ∞ 0.1872, 41.4, + ∞ 0.1878, 41.2, + ∞

Lena 1600 1 0.0741, 56.6, + ∞ 0.0744, 55.4, + ∞ 0.0747, 54.8, + ∞ 0.0750, 54.3, + ∞
1000 2 0.1394, 50.4, + ∞ 0.1399, 48.6, + ∞ 0.1404, 47.8, + ∞ 0.1409, 47.3, + ∞
800 3 0.2307, 43.6, + ∞ 0.2313, 42.2, + ∞ 0.2319, 41.5, + ∞ 0.2325, 41.2, + ∞

Crowd 1600 1 0.1148, 57.7, + ∞ 0.1151, 55.5, + ∞ 0.1154, 54.7, + ∞ 0.1157, 54.4, + ∞
1000 2 0.1716, 49.8, + ∞ 0.1721, 48.4, + ∞ 0.1726, 47.8, + ∞ 0.1731, 47.5, + ∞
800 3 0.2377, 43.9, + ∞ 0.2383, 41.9, +v∞ 0.2389, 41.5, + ∞ 0.2396, 41.2, +v∞

(a)                                           (b)

(c)                                            (d)

Fig. 7   Rate-PSNR comparisons between the proposed scheme and [17, 19, 21]. a Airplane, b Lake, c Lena, d Crowd 
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them directly by the encryption key. If the receiver only has 
the data hiding key, he can classifies encrypted blocks into 
smooth region and complex region according to the thresh-
old T, and then the embedded data can be extracted by the 
data hiding key. If the receiver has both encryption key and 
data hiding key, he can extract the embedded data directly 
and recover the original image perfectly. Our scheme has 
good quality of decrypted image and high embedding rate 
due to the MSB replacement in smooth region. Experimental 
results show the better rate-distortion performance of our 
scheme than some of state-of-the-art schemes and also the 
high computational efficiency for the requirements of real-
time applications.
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